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MONDAY, 24 MAY, 1999 

• • • • TUTORIAL DAY #1 • • • • 
8:30- A Mr. Edward Kit & B Dr. John McGregor C Ms. Karen Bishop- D Dr. Norman E Dr. Linda H. 

12:00 Mr. Hans Buwalda Clemson University Stone Schneidewind Rosenberg 
1 Software Development 1 1 Testware Associates, 1 Naval Postgraduate Sch. 1 SATC,NASA 

Technologies I CMG Testing Distributed Object Inc. Development & Maint. Process Writing High Quality 
Integrated Test Design and Systems Practical Software Test Case Assessment Using Reliability, Requirement Specifications 

Automation (Part I) Design Risk and Test Metrics (Part I) 

12:00-1:30 LUNCH ANO NETWORKING IN EXHIBIT HALL 

1:30 - A Mr. Edward Kit & B Mr. Thomas Drake C Mr. William Bently D Dr. John D. Musa E Dr. Linda H. 

5:00 Mr. Hans Buwalda Coastal Research & mu_Research Consultant Rosenberg 
2 Software Development 2 Technology, Inc. 2 2 Software Reliability 2 SATC,NASA 

Technologies I CMG Measuring Object-Oriented How to Test an Object: The Engineering: More Reliable Writing High Quality 
Integrated Test Design and Software Quality for C++ Information Flow Approach Software, Faster Requirement Specifications 

Automation (Part II) and Java (Part II) 

A 1 and A2: Integrated Test Design and Automation (full day seminar). This tutorial provides a practical guide for addressing three essential testing challenges. First, how 
to design and document a highly inspectable test suite. Second, how to cost-effectively architect an automated regression test library using the minimum number of highly 
technical , programming-proficient testers. Third, how to also bridge test design and automation to provide an integrated solution. 
B1: Testing Distributed Object Systems. This tutorial presents techniques for testing components and systems composed of components. It is built around a simple, but 
comprehensive, example that illustrates the basic concepts of the various component models & interconnection technologies. JavaBeans & CORSA are used as examples. 
B2: Measuring Object-Oriented Software Quality for C++ and Java. This tutorial presentation will provide practical and useful knowledge centered on measuring object 
oriented software quality using emerging 00 code level analysis and process techniques and automated tool technology support as well as defining 00 quality and what it 
means. Examples will be drawn from C++ and Java. 
C1: Practical Software Test Case Design. The tutorial introduces the practical cost-effective test case design techniques for every level of software testing from unit to user 
acceptance, and how to determine quality testing rather than execute quantities of tests will open the tutorial followed by explanations and exercises of various techniques. 
C2: How to Test an Object: The Information Flow Approach. This tutorial shows how to select method invocation sequences for an object. The theory of dynamic informa
tion flow analysis provides a new family of coverage measures for object testing and has the potential to automatically generate the fundamental method sequences. 
D1: Development & Maintenance Process Assessment Using Reliability, Risk and Test Metrics. Practitioner and research software engineers and managers will ben
efit from this tutorial by learning how to make product reliability measurements and predictions to assess the risk of deploying software and how these measurements and pre
dictions can also be used to assess the stability of the process that develops and maintains the product 
D2: Software Reliability Engineering: More Reliable Software, Faster. This tutorial will quickly, efficiently teach you the basics of how to apply Software Reliability Engi
neering (SRE) to your project to make software more reliable and to develop and test it faster and cheaper. You will learn details that work. 
E1 and E2: Writing High Quality Requirement Specifications (full day seminar). This tutorial will educate project managers and software developers in effective develop
ment of quality requirement specifications. It will also provide them with ideas and methods they can incorporate immediately into their project plan and find a productive return 
in documentation evaluation and comprehension. 

TUESDAY, 25 MAY, 1999 

• • • • TUTORIAL DAY #2 • • • • 
8:30- F Dr. Boris Beizer G Dr. Magdy Hanna H Mr. Robert Binder J Mr. Leonard Verhoef K Mr. Michael Deck 

12:00 Independent International Institute 
1 

RBSC Corporation 
1 

Human Efficiency 
1 

Cleanroom Software 
1 Consultants 1 for Software Testing Engineering Inc. 

An OveNiew of Testing: Unit, Modal Testing Strategies for Improving Software Quality Requirements Analysis Using 
Integration, System Establishing a Software Object-Oriented Software for Users Formal Methods 

(Part I) Inspection Process (Part I) (Part I) 

12:00-1 :30 LUNCH AND NETWORKING IN EXHIBIT HALL 

1:30- F Dr. Boris Beizer G Mr. Tom Gilb H Mr. Robert Binder J Ms. Sally Drew K Mr. Michael Deck 

5:00 Independent Result Planning RBSC Corporation 
2 

Tescom UK SST Cleanroom Software 
2 Consultants 2 Limited 2 2 Engineering Inc. 

An OveNiew of Testing: Unit, Modal Testing Strategies for E-Commerr;e Testing-The Requirements Analysis Using 
Integration, System Advanced Inspection Object-Oriented Software Clash of the Titans Formal Methods 

(Part II) (Part II) (Part II) 

F1 and F2: An Overview of Testing: Unit, Integration, System (full day seminar}. This is an overview of the testing field. Its purpose is to provide you with the technical 
and conceptual vocabulary of testing. Testing has emerged as a field within software engineering and has acquired a big vocabulary. It has progressed, in the past 20 years, 
from intuition to science -- from personal heuristics to well-understood practices rooted in theory and confirmed by use and experiments. 
G1: Establishing a Software Inspection Process. Software inspections have proved to be very effective in capturing more defects early enough to avoid the cost of rework. 
This tutorial will examine the different elements that make an effective inspection process and to achieve the real benefits of inspections. 
G2: Advanced Inspection. This tutorial will focus on the improvements and generalizations of the Inspection process. Examples will focus on major defects, more detailed 
well-defined process, defect-checking specialist-roles, real-time Inspection process control, application of the process to any type of specification. 
H1 and H2: Modal Testing Strategies for Object-Oriented Software (full day seminar). This tutorial presents new approaches for domain/state modeling to characterize 
class modality and show how to produce effective test suites from these models. 
J1: Improving Software Quality for Users. This tutorial offers: insight in movement, perception, memory and reasoning; how these processes interact and operate with soft-

war@: !l translation Of this th@or@tical bJSi~ into Pflleli~I guiOlllinllg fer ~~~i~"i A~~liMI' 6~ 61 t~ese guidelines. 
J2: E-commerce Testing-The Clash of the Titans. This tutorial, based on numerous real-life E-Commerce and New Media testing projects. It will describe practical tech
niques which work, experiences using automation solutions and how traditional testing techniques mapped onto this environment (or not!). 
K1 and K2: Requirements Analysis Using Formal Methods (full day seminar). This tutorial teaches how to use formal methods to analyze, improve, document, and man
age software requirements. It provides informal ways to think formally about requirements to reveal domain gaps, incompleteness, and other problem spots early in the prod
uct cycle. The tutorial looks at three dimensions of the requirements and specification process: categories, practices and phases. 



Mr. Edward Kit & Mr. Hans Buwalda 
Software Development Te~hnologies 

.I 

Edward Kit is the founder and president of Software Development Technologies, an inter
national consulting firm which has assisted hundreds of companies improve their software test
ing and automation practices. His recent book, Software Testing in the Real World ... improving 
the process, has been adopted as the standard by leading software and commercial companies. 
SDT's services are delivered around the world to clients including: Microsoft, Hewlett
Packard, Sun Microsystems, Lucent Technologies, Nokia, Philips, Cadence Design Systems, 
Kredietbank, Xerox and Adobe Systems. 

Hans Buwalda has worked with many major clients in the financial world, industry trad
ing and government. From this experience he developed a new method for testing systems with 
support of automated tools, using a concept called "Action Words." The method has spread 
rapidly, and is now in use for a large number of organizations, large and small, in several Euro
pean countries. Hans is a senior management consultant at CMG, a major European company 
for IT services . He is a frequent speaker for conferences and workshops on both sides of the 
Atlantic. 
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SOP'TWAJte O&VKLOP'MRNT z::_ww-r .... ..., . 
welcome in the world of testing 
and test automation 

Software Quality Week '99 
Integrated Test 

Design and Automation 

Hans Buwalda - CMG - hans.buwalda@cmg.nl 
Edward Kit - SOT - sdt@sdtcorp.com 

C oo htSOT/CMG, 1999 

Tutorial Objectives 
Purpose: 
• Learn how to cost-effectively architect an automated 

regression test library 

Goals: 
• Discover the components of test architecture 

• Learn how to bridge test design and automation to 
provide an integrated test solution 

• Understand the balance between process and 
technology 

• Learn how to design and document highly inspectable 
tests 

• Identify test automation tool vendors and tools 

• Share experiences 

C.............., SOT/CMG, 1999 

Agenda 

• Introduction 

• Preparing for Test Design and Automation 

• Defining the Tests for Automation 

• Automating the Tests 



Common problems with testing 
• Costly 
• Time consuming 

• Boring to do 

• You can't start early 

• Often neglected 

• Difficult to manage: 
• What is the progress 
• What is the qual~y 

• The proper resources (users, specialists) are not (made) 
available when needed 

• Lack of test design competency •... 

Common problems with 
test automation 

Oco"'"""htSDT/CMG. 1999 

• Lack of an effective test automation architecture 

• Lack of required technical automation competency 

• Using capture/playback at the wrong time 

• Lack of sufficient resources: 

• Not enough time for automation implementation 

• Ratio of testers to developers 

• Dedicated capital equipment 

o~-htSCT/CMG, 1999 

Test Architecture 
Key Recommendations 

• Create interfaces between key framework components 

• Separate, yet integrate test design and automation 

• Recognize that the proper use of several tools is essential 

• Allow for capture/playback tool independence 

• Provide infrastructure for effective capture/playback 

• Create one engine that can process all automated tests 

• Customize framework components for the organization 

• Evolve the architecture as test technology matures 

oco.-...htSOT/CMG.1999 



TestFrame -- a Proven Test Method 

• TestFrame is an example of a proven test architecture 

• Created in 1994 by Hans Buwalda at CMG 

• The TestFrame approach has been used successfu lly 
by hundreds of projects in Europe 

• SDT successfully used TestFrame to test ReviewPro, a 
Web-based Enterprise Verification Application that 
brings automation to Technical Reviews and 
Inspections 

• SDT has extended TestFrame to include the SDT Test 
Design Templates 

• SDT and CMG are working to together to evolve 
TestFrame 

0 corwri1:1ht SOT/CMG. 1999 

Strategic context TestFrame 

RE-IJSABLE TESTPROOUCTS 
. 1999 

Re-usable test products: 
Separate and Bridge 

Test 
D sign 

Test 
Automation 

reate Test Cases 
using design 

techniques and 
spreadsheets 

Create User 
Scenarios from 
test cases using 

action words 
Process User 

Scenarios 

Oco ht SOT/CMG. 1999 



Re-usable test products in TestFrame 

A B C D 
functional 

.. . 
tnmster Houston Klein 210 
check balance Klein 210 
transfer savy Klein 150 
check balance Klein 360 
... 

r 
cluster with scenarios 

(in a spreadsheet) 

technical 

Automation Architecture 
Overview 

Feature 
Hierarchy 

Test Architecture 

Test Plan 

navigation script 
(test tool) 

t 
case action 

"transfer": ... 
"check balance·: . 

end 

Ceo . ht SOT/CMG, 1999 

Automation 
Design 

Test Design I - Action Word ~---i-~~- Dictionary ) Automatiton Script 

Test Cases I User Scenarios ! _Ex_ec_ut_e_T_es_ts--, 

t t 
Test Effectiveness 

Automation Architecture -
Tools That Can Help 

Test Architecture: Testframe. Visio, Word; 
For Architecture Review: ReviewPro 

Test Plan: Word, Visio 

Test Cases: AETGWeb 

Test Effectiveness: Word 

Automation 
Design: Word 

Automation Script: 
TestFrame, 

Capture/Playback Tool 
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Potential advantages of the 
approach 
• Better, more maintainable tests 

• Improved test design and development 

• Reduced costs, especially for regression testing 

• Higher motivation for participants 

• Fewer highly technical testers required 

• Less sensitive to target system changes 

• Better organizational approach : 

• Clearer separation of tasks 

• Tangible products 

• Accountability 

cco...,,.;..,htSDT/CMG.1999 

Examples of TestFrame Projects 
• Can be used for many types of software: 

• On-line 

• Web 

• Batch 

• API 
• Embedded 

• Can be used for many types of testing: 

• Function tests 

• System (in particular, performance) tests 

• Production acceptance tests 

Ceonwinht SOTJCMG . 1999 

Whatwill ~ 

:~G:: ~n 
vc=;P 

this workshop 
will provide an 

overview not an 
in depth 

treatment!! 

" Ceo ht SOT/CMG. 1999 



Preparation 

Oco htSOT/CMG, 1999 

Test strategy. 

Why not testing? 
• It is expensive 

• It is boring 

• It is time-consuming 

• It is negative work (fault-finding) 

• You meet a lot of problems 

cco__, ..... sor,cMG, 1999 

Test strategy. 

Why testing? 
• To find defects 
• To prevent defects from occurring 
• To prevent defects from migrating 
• To gain confidence about correctness 

• Because we have to 

• To satisfy customers 

• To achieve quality 
• .... 

C convrinht SOT/CMG. 1999 
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Test Strategy 

• The highest possible 
quality, 

• at the lowest expense, 

• in the shortest possible 
time. 

C co ht SOT/CMG. 1999 

Review: Testing 101 - V & V 

Verification Validation 

Document-based Code-based 
Communication 
Finds most defects 
Technical Reviews 
Front-end Testing 

Executing software 
Exposes symptoms 
Function Testing 
Back-end Testing 

SOT/CMG. 1999 

Case Study Key Test Tool Usage 

Requirements Management 
e.g., DOORS, Requisite Pro, 
RTM 

Test Design 
Spreadsheet Template 
e.g .• Excel 

~ ' J" ~ 
Requirements Review Test Design 
Repository on 

J" ' ~ 
Technical Reviews Management 
e.g., ReviewPro 

Software 
Under 
Test 

Test case Processor 
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Fitting 
Fit to organization 

Cc:o htSOT/CMG, 1999 

Fitting 
Using scarce resources 

Put the scarce test capacity 

where it is most needed; 

where the highest level of 
quality is required 

By structuring 

coo---htSOT/CMG.1999 

Structuring 
(extended) ISO 9126 

Extended ISO-model 

Reliability 
maturity 
fault tolerance 
recoverability 
availability 
defTadabilily 

Functionality 
suitability 
accuracy 
interoperability 
compliance 
seo.irtty 
traceability 

(
ffi~ncy ~~bility 

time behaviour Adaptability 
resource behaviour installability 

confonnanc.e 

Usability replaceability 

understandability Maintainability 
ieamability 
operability 
explicitness 
customisability 
attractivfy 
clarity 
helpfulness 
user~friendliness 

analysability 
changeability 
stability 
testability 
manageability 
reuseability 

1111 
C co__._ht SOT/CMG. 1999 
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Structuring 
Relative weight to quality-attributes 

Ceo htSOT/CMG. 1999 

Structuring 
by answering questions 

• What is worse; the functionality is correct, but users 
aren't able to use it or the other way around? 

• What if the maturity is high (= low frequency of faults) 
and the recoverability is low (= faults are 
showstoppers)? 

• What is the damage when a fault occurs within a 
quality-attribute? 

• Which quality-attributes affect clients? 

• Which parts of the system are used by inexperienced 
users? 

C___,....,htSDTICMG.1999 

Structuring 
Drawing a table 

Relative weight to quality-attributes • Functionality 

---- suitability **** >--
accuracy *** -
security ** Usability 

-
understandability 

*** -
helpfulness * 



Structuring 
Dimensions in quality-attributes; 
Test types 

System breakdown 
structure (clustering) 

Test techniques Planning 

,. 

JO 

Quality-attributes 
Cco""""'htSDT/CMG, 1999 

Structuring 
Join to test types 

• Unit test (UT); test of a smallest, non-executable, part 
of a system. 

• Integration test (IT); test of an executable part of a 
system, function for instance. 

• System test; test of high-level requirements. 

• User acceptance test (UA T); test by end-users to 
check if they can work with the system. 

• Production acceptance test (PAT); test by the maintain 
& support departement to ensure that the system can 
be maintained. 

Structuring 
Join to testtypes 

UT 
IT 

PAT ~ -.:.;·"' 
• time behaviour 
• resource behaviour · • , 
• fault tolerance = 
• maintainability 

C> co""""ht SOT/CMG. 1999 
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Structuring 
Dimensions in quality-attributes; 
test techniques 

System breakdown 
structure (clustering) 

est techniques Planning 

Quality-attributes 
Oeop ht SOT/CMG. 1999 

Quality attributes 
Join to specification techniques 

Dynamic testing 

Static testing 

Ceo ht SOT/CMG, 1999 

Quality attributes 
dynamic techniques on a scale 

TECHNIQUE Broad ~--,~ -
Decision tables e 
Process flows (graphs) '-
Syntactical technique "' Semantic technique "' Border-analysis ~ 
Equivalent dasses ~ 
Error guessing e 

<> SOT/CMG. 1999 



Quality attributes 
static techniques on a scale 

TECHNIQUE 

Walkthroughs 

Desk-checking 

Coverage measuring 

Ratio detennining 

Scoring 

Measuring 

Usability-lab 

Structuring 

Broad 

C co ht SOT/CMG, 1999 

Dimensions in quality-attributes; 
clustering -------

Test techniques Planning 

Quality-attributes 
Ceo . htSOT/CMG. 1999 

Structuring 
System breakdown structure 

Different 
perspectives 

• From a designer's point 
of vtew 

• From an end-users point 
of view 

• From an administrators 
point of view 

• From a oontrollers point 
of view 

Ceo SOTICMG. 1999 
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Structuring 
Administrators point of view 

system 
configuration 

replace 
address 
module 

Structuring 
Designers point of view 

Structuring 

Ceo htSOT/CMG. 1999 
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System breakdown structure 

Continue until 
reaching a 
manageable 
level of detail 

Ceo . htSOTICMG. 1999 
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Structuring 
Setting test criteria 

Question: Which is the least manageable of the three? 
System breakdown 
structure (clustering) 

Test techniques Planning 

Answer: Test types; ~pecifiedJ y t~e client and having 
a fixed seql_:!enbe! l 

Quality-attributes 

Oeo SOT/CMG, 1999 

Structuring ri 
Setting test criteria for the UA T d!fE!j 

Decision tables 

Process flows (graphs) 

Syntactical technique y 

Semantic technique 

Border-analysis 

Equivalent dasses 

Eml< guessing 

Oeo SOT/CMG, 1999 

Structuring 
Determine quality-attributes 

Oeo SOT/CMG, 1999 
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Structuring 
Determining relative weight ~ 

Relative weight to quality-attributes • 

Functionality 

C suitability 

accuracy 

security 

Usability 

understandability 

< helpfulness 

Structuring 
Use clustering 

Defining 
insurance 
products 

**** I') 

XXX 

** 

*** 
* I'"'.> 

C>~ ht SOT/CMG. 1999 
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Structuring n 
Choosing techniques :;jjfj 

TECH""-''- - ---··gh 

c__ Decision tables ii,. C: 
Proces flows (graphs) "' Syntactical technique ~ 
Symantic technique " Border-analysis ~ 
Equivalent dasses ~ 

< Error guessing e ....., 

Oco ht S0TICMG, 1999 



Structuring 
Combining these four 

QA-attrib. ~~[ 
,.___ Insuring [ 

Technlque.s l 
Decision tables I 

Suitability tttt Products I Equlvalent daHH + bord.,. analysis I 
Claims I Dec.lslon tables + Procaa flows ) 

>----< I ) Insuring Uublllty-lab 

helpfulness * Products I Desk-c:llecklnv I 
Claims I Raao detllrmlnlng I -

C co ri ht SOT/CMG, 1999 

Making the test clusters 

C . ht SOT/CMG. 1999 

Analysis 

The test analyst (project level function) is responsible for: 
• Development of test data. 

Always appoint at least one analyst in your team ! 

C c:o----ht SOT/CMG. 1999 



Common Design Techniques 
Summary 

0 Equivalence Partitioning - single input conditions 

O Equivalence Partitioning - combinations 

O Boundary Value Analysis 

O Output Forcing 

0 State Models 

0 Error Guessing 

References: [Jorgensen, 1995], [Kit, 1996] 

Ococvri"htSOT/CMG, 1999 

Key Test Design Process 
Requirements 

GAiiow for easy test case maintenance. 

O Define an approach to articulating test design that lends 
itself to an effective technical review. 

O Identify how to bring automation to test design technical 
reviews and inspections. 

0 Identify how to do an effective test design technical review. 
(And measure ifwe are doing them.) 

0 The process must encourage a handful of related test 
cases to be articulated on a single page for ease of 
understanding and stimulation of additional test creation. 

Ooo . ht SOT/CMG, 1999 

Feature Hierarch S readsheet 
eviewPro Ke Features 
Primary Fonns ;WorkSheet _ Priority 

·· Reviewer's Log Form 

.... . . .. _llro_p Down Lists 
DDDC Hi h 
DOSE High ··· 
DOST Med 
DDET Med 

tioi:uineiiiiinrier Review ooiiii .... ' High 
E<i!F1tlds 

Location 
Summary ·-- · unkFiekis ······ 
Hot Doc Link 

"Ge.neral Link 

GUI AUribuln 

EFLO High 
EFSU Med 

LFHD ~igh 
[i=Gi. High 

Ceo ht SOTICMG. 1999 



Test Design Spreadsheet (Template) 

Matrix ID: ~eawre Hierarchy: 
Matrix Summary: 

AuthorJ ;;;:1 Date: Version: 

----~Te~st=De=s~ia~1n~: __ T_ec_h_nia~1ue_,, I:;;;··;;;;·· ;..;·;;;;·· ;;;;··;;;;;· ........ :.;.oJ Feature Combination 
__ R_is_k_An_a~ly:si_s: ___ lm.,.pact~tf..... i.] Uke6hood 

....... 'E: 
i'l 

Test Case ID 
Test Case Validity 1-.• -. -... -..• -.•. -.!!a-'.1,---.. -J~i-::i.-_-.. -.. --.. _-_ -E:, """_-_ - - .-~:,.-,"""_-_-... -... --~,..,~, 1,-.... -.... -.... --..;._,,.. 

Tohlo r"":\~' ···-- ....... !!'. ···· .. ..!!'.: ····-··· ~ ... -.!!.l . . :Z: ·· . J!: 

Expected Results: 

C cr,.,.,.,;.,,ntSO /CMG. 1999 

Test Design Template Choices 

Test Design: Risk Analysis: Test Case Validity: 
Technique: Impact: • Valid 

• Equivalence Class • High • Invalid 
• Boundary Value • Medium Priority: 
• Output Cond~ion • Low • High 
• Special Value • Unknown • Medium 
• State Transition • Low 

Feature Combination: Likelihood: 

• Yes • High 

• No • Medium 

• Low 
• Unknown 

., Reference: (Ki~ 19991 C co ri SOT/CMG. 1999 

Failure Impact & Fault Likelihood 
Failure Impact: 
How significant is the impact if the features addressed in this 

test design fail? For example: system goes down, someone 
dies, basic application fails, money is lost, penalty is applied, 
users sue 

Faull Likelihood: 
How likely is it that people will make mistakes for the features 

addressed in this test design that wiii'"ie'a'dto software faults 
that will lead to product failures? 

Examples cf indicators that contribute to an increased 
likelihood of faults getting into the system: weakness in this 
part of the system architecture, inexperienced team 
member, geographically distributed team, aggressive 
schedule 

cco--htSDT/CMG, 1999 



Test Design Example -
The Classic Triangle Routine 

• The routine accepts three integer values as input; 
these are interpreted as representing the lengths 
of the sides of a triangle. All sides must be at least 
1 and have an upper limit of 200. The sides are 
entered as a comma-delimited list, e.g., "3. 4, 5' by 
the operator using a keyboard. 

• The routine outputs a message that states whether 
the triangle is scalene (no sides equal) , isosceles 
(two sides equal) or equilateral (all sides equal). 
The output message is one of the following strings: 
"Equilateral', "Isosceles', "Scalene', "NoTriangle". 
"lllegallnput". 

Clco-"'-M SOT/CMG. 1999 

Use Spreadsheet as Index to 
Sheets 

Matrix ID: Triangle ·--· .................... . 

if_ 
& 
4 

M~trix ~~I:~~ar,6~i~;~cii~ in~:i:~s:~~~ 

" 1 rest stieets MatrixiiJ 
?. Baseline Fundamental Classes BFC 
,.. Basic Permutations TBP 
9 Illegal Triangles ILT 
• Boundarv Value Analvsis BVA 

Ooo.........t.t SOT/CMG, 1999 

Triannl,. BFC Test n,.~irm 
:-lmA ~ -~ ~· . .A. ~ .. . -~e i .I ,_., C ...., ~• ~- -,~~ - - 7-- _,,.-,.,; . ... , F ~·- 1 .... ~G _...,, 

'1 Matrix ID: BFC Feature Hierarchy: Triangle/Baseline 
2 Matrix Summarv: Triangle Baseline Fundamental Cases 

""3 . Autho~ Ed Kil {iii;) Date: 4/10/99 Version: 2.5 

• Test DesiQn: Techniquel_Eguiv .. Class. ,;.,1 Feattre Combination No ;~ 

5 Risk Analvsis: lmpactlJ:IJgh_ i'l Likelihood Low '"'I I Test Case ID: BFC01 BFC02 BFC03 BFC04 BFC05 BFC06 

Test Case Validity: .\/•6d.E Y•ij~ .. E .var.d ... !E J.n.~.afid.J:i !mr.H!. .ln~aHd .. z 
Priority: .. High i:: _High ~ High .E ljigh ]:l ljigh , :E 1:iigh IE 

• Table Condition 
·<! Side A= 100 100 30 100 79 201 Jl!: 
>1 Side B = 100 100 40 68 24 190 
rl Side C= 100 10 50 190 null 60 

:s'iil_ Test Description: Typical Typical Typical Typical OntyTwc One Sidi 

14 Equilat sosceles Scalene Illegal Sides Too Big 

"" Expected Results: ; ;-i 
.JI s s 

11 . !. ! " !!' II"- II "-

s- s - s.:. s.:. 
f'E .s-::: f-! .s-i= .s-::. rli·fm I&. :, 0 i~e .1.i.l~o A i" A 11 --'-' 



rian ,.ounnarv value na1vs1s Test Des,an 
,;.c., rt;."; ,~~- .""· A ".i'"b<,, Cr-> 'Ls. O ,, '-.' F ,,- ~-,.- lo' :hi! ·a ::~, "''-- "'1:;, "'. ~ 

Test Case ID i!VA01 BVA02. BVA03 BVA04 BVA05 BVA06 '3VA07 BVA08 BVA09 

Test Case Validity: V•!J:: .Y.a~ lnv!i.1 lnvif. I.Y•I I" .1nv!!:J .Ya!!!: _Val;f: Jn~.E 
Priority; "I i;,: "I "° I "1 ;,._ " ,;;- H1 lj;i HI ii' • •-:;:· HI .Ja 

·• Table Condition ---- --·-·- ·-- ----
ui' Side A= 1 200 201 201 1 1 1 199 1 
r :s1aet1= 1 200 190 201 mu 1 2 2 2 
:i~ Side c; = 1 200 12 201 200 200 2 199 1 
:J!. All sides min * 
;l• All sides max * 1 side max+1·1eqal ~ * 

All sides max+1 * 
. Extreme valid lsosc. * 

,!8 2 sides min, 1 max * 
1 Small valid Isosceles * 
,:xi Isosceles near limit 

Near!v minimum 

User Scenario 
A User Scenario is formed by stringing together test 

cases reviously defined in the test design matrix 

* 
* 

.. O . ht SOT/CMG. 1999 

Document User Scenarios 
I" --,-·"'-':- ~ ~ --- 1'1,.,.,. • D . ;>',t;;;i -,~ ~ 

I'!'' User Scenario ID: :US01 US02 . US03 US04 usos TBD ' & 

7 Scenario Validity: .. Valid ,!i'!'l .. ,Valid .. !i!:: .. Valid,.,!!'. !nlo'.!~d.!: !!llr!lid_ffi. ............ % 
~ Priority:' High~ High :a:: High!:: Med. ll::!. High ~ ~ 't Test Case · 
10 TC023 2 2 

if TC098 2 3 1 3 1 
~ TC135 3 2 3 2 
•,.; TC257 4 4 4 3 
[%{,' Typical Thread 1 * 
IS' Typical Thread 2 * 

Typical Thread 3 * 
Illegal Thread 1 * 
Illegal Thread 2 * 

Expected Results: -g;; -g::; -gs ...... 1?~ .... 
¥~ ,:; .. 1:-: "tl• 1!~ .. . ~ -~ ..... ..... a." a. - _Jt.Jo M .. M • ill~ ~~o CMG, 1999 woe woe 



Development of a cluster 

l 
• Functional breakdown 
• Quality attributes 
• Architectural breakdown 

I Clusters I 
~-~~ ~---~~ 

i::'. . . ~ • Joint specification development ( ) 
,pec1ficat1on/ +------------ . Experts . 

• Decision table~ I . . I ~oint condition 
• Graphs _Test Cond1llons . development 

• Data flow analyses l 
• Entity life cycle techniques 

• Boundary value analysis 
• Equivalence classes 
• Coverage methods 
• Joint test development Tests 

Cleo ht SOT/CMG, 1999 

Clustering tests 

• Beginning of top-down approach 

• Highest level in Cluster documentation 

• Implementation depends on the scope of the test: 

• Scenario test => processing process is the guiding factor 

• Interface test => input process is the guiding factor 

C oo__....,ht SOT/CMG. 1999 

Clustering techniques 

• Functional breakdown 
• Quality attributes 

• Architectural breakdown 

• 

~ 
(Specifocatoo~------~ 

------... I Test Cond~ions 1---

1 
TOOUi 

SOT/CMG, 1999 



Development of an individual 
cluster 

• Creation of Test Conditions 

• Creation of Tests 

• Test Layout 
• Design of Action Words 

• Documentation 

oco-.. htsOTICMG.1999 

Test Conditions 

How to define the required Test Conditions 

• Regular analysis methods 
• Decision analysis/ tables 

• Graph theory 

• Use different perspectives, depending on the 
application: 
• Function. separation 

• nme dependency 

• Purchases, sales, production, administration 

Ocol'W'fir,MSQT/CMG, 1999 

Example sheet with Test Conditions 

(functional test order system) 

[doamerc -> *T•st Condttlona olu...,r C1 Product ' . ~~.t i""raJ"" 0 .1 , ... 216197 3 
iaulllor ~ " CRC .-a.' ~;, •, " ·Teat Condition 
!Referance Test Condition 
C1L1 A oroduct can be inserted 
C1L2 Product codes should be lriaue 

IC1L3 All nelds need to be flied 
iC1L4 Weiaht sho1*1 be >z 0 
IC1L5 l0t-wthe coloU"S black ..,,_, white red . areen and b lue are alowed 
:C1L6 A warehouse emok>we is not allowed to insert products 

M w= ·' 



Test Condition techniques 

• How to get from (good) specifications to Test Conditions 

• Decision tables 

• Data flow analyses 

• Process flow analyses 

• Entity life cycle techniques 
• Graphs __- I Ctus1ers I~ 

(speof~<>ns)~~ 

~ 
I Tests loco htSDT/CMG, 1999 

Decision tables 

• Analyse conditions and actions 

• Describe the conditions to be tested 

• Check for completeness 

• If necessary: add Test Conditions 

Ceo--... SOT/CMG. 1999 

Example of a decision table 

u, 
C: 
0 

:;:; 
'i5 
C: 

8 

"' C: 
0 n 
"' 

client is found 
product code < 50 
client code < 200 
client code > 400 
error message "client not found" 
select percentage A 
select percentage B 
write record 1 
write record 2 
write record 3 
end orooram 

001 1002 003 004 005 
N y y y y 

y y N N 
y N y N 

y N 
X 

X X 
x , x 

I X 
I X 

j x X X X 
X X X X X 

e.,, ' ht~OT/C~G. 1~ 



Test Condition techniques 

• How to get to Test Conditions without (good) 
specifications 

• Joint specification development 

• Joint testware development 

• Association to Rapid Application Development 

t 
in testing cooperation J 

is everything 

cco---htSDTICMG, 1999 

Test cases, test scenario's 

• Conditions are tested in a test sheet 

• Tests can be organized as: 
• Elementary test cases (short, aimed at one condition) 

• Complex scenario's (longer sequence, testing more 
conditions) 

• A test condition can be tested with more than one case 
or scenario 

Qeo--' ..... SOT/CMG. 1999 

Example sheet with Test Lines 
(functional test order system) 

\WC3i0tl 
'date" 
j~r ...,, 
testcue 

·enter product 

e)(pect message 

enter product 

E!)('l)ftct messagf: 

enter product 

cheek product 

71 delete button 
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Composition Action Words 

Action Words: 

• Specification an action, a check or a documentary statement 

• Communication between Navigation and Test Cases 

• Consistent 

• Standard 

• By-product of the test analysis 

OooPYriohtSOT/CMG. 1999 

Designing Action Words 

• What actions does the test tool perform with a specific 

Action Word 

• Scope of the test determines the Action Word level 

("test everything" to "push button ck") 

• Manage the set of Action Words 

• Document information about the Action Words 

Ooo---ht SOTICMG, 1999 

Documentation 

• Rough Cluster contents: 
• What (not) to test 

• Pre~nditions 
• How to test? 

• Documentation Test Conditions: 
• Basic Test Criteria 

• Documented with Test Cases 

• Standard numbering 

• Acceptance by User 

C______._. SOTfCMG, 1999 
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Documentation 

• To implement a Test Cluster you can use several tools 

• Additional documentation can be produced with a word 
processor, help file with hypertext links or with a CASE 
tool 

• For every Test Cluster a spreadsheet is created , 
containing: 
• Sheet with general information about the Test Cluster 

• Sheet with Test Conditions 
• Sheet(s) with Test Cases 

C corwrir,nf: SOT/CMG. 1999 

Test Cluster versions 

Use directional Action Words in Test Clusters 

• cluster 
• sheet 
• author 

• version 
• date 

HOMEBANK 

John Martin 

2.0 
11--02-97 

• number of test lines 12 

• section 
• test case 

Navigation 

1 - Control balance 

1.1 -abc 

O co ri htSOTICMG, 1999 



TestFrame navigation 

• The navigator prepares the automated test execution: 

• Management of the action words (documentation, avoiding 
doubles} 

• Installation of the test tool and the engine 

• Design of the navigation 
• Implementation of the navigation per action word 

• Maintaining the technical test environment 

• Always appoint at least one navigator in your team 

Ocop rinht SOTICMG, 1999 

TestFrame does not rely on a specific tool 

• WinRunner/XRunner 

• QA Run 
• QAHiperstation 
• SQA TeamTest 

• Visual Test 

• ATF 
• AutoTester 

• Visual Age Test .... 
Today we will use WinRunner, with the TSL script language_ 

Oco<WrinM SOTICMG. 1999 

Possible lay out of the navigation 
script 

clusters 

'- -- -- ------- ------- -- ---- ----- ---- ----- -- --oJ 

target 
system 

' ht SOT/C MG, 1999 



A closer look at GUI objects 
(example from MerOJry Interactive) 

Context sensitive script 

WinRunner 

set_window ("Save As"); 

edit_set_insert_pos ("File Name", 0, O); 

type ("output14'1; 

button_press ("OK"); 

ts', 
~ 

\ 
File N;-~utput14 I 

~ I ~- I 

" 0......-..,,..,SOTJCMG, 1999 

Possible navigation lay out 

Application 

Oco htSOTICMG.1999 
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Low-level 

• Low-level functions take care of the communication 
with the application 

• Low-level functions are being called from high level 
action word functions 

• Use of low-level functions enhances maintainability 

• Typical examples: 
• push button 
• select list box item 

Cco-..,.ht SOT/CMG. 1999 

Intermediate level 

• Optional, use for complex navigations 

• Navigation at level of: 
• Window 
• Record 

• Message 

• Called as subroutine by high level action words 

Cco........t.t SCT/CMG. 1999 

High level 

• Defined by testers, 
(not by navigators and !!2!, in advance) 

• Specification of the test, navigation: 
• Adds default values 
• Moves across windows 
• Takes care of unexpected situations 

• Uses low level and intermediate level 

Ccopvrioht SOT/CMG. 1999 
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Navigation 

What could a typical navigation script look like: 

• Load the engine in memory 

• Define the functions for all action words 

• Define the connection for the functions to the action words 

• Call the engine 

Oco!Wnr'lht SOT/CMG. 1999 

Main functionality of the engine 
(schematic overview) 
Function readlines 

While not end of file do 
Read next line 

.§.eill the line into arguments 

Look up the action word in the "action list" 

Execute the action (from script made by navigator) 

Print the results of this line in the report 

End of the while loop 
End of readlines 

enter product 
.et)(J)ect message 

enterproduet 
expect menage 

enter product 

check product 
delete button 

[Textfile) 

•ii-a-----i,~I __ E_n_g_in_e_~Hc:.,::::.·:1 
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Checking 

• Check product p2 AAX 

Product lnformation Screen 

Product code 

P1 

~ 

Product Color Product Type 

F1 Help F2 Seled F9 Main Menu 

Scripting example 

• Check product p1 A.AX 

Get_text("product type" , result); 

Checl<Argument ( 5, result ); 

Weight 

1 -, 

SOT/CMG, 1999 

If "result" is equal to arg(5) ("AAX") then the report will 
say passed, otherwise it will say failed. 

0 

Example of the report 
System under test : order system 
System version : 2.31 

Main script : FAT.lSL, version: 2.00, date: june 1997 
Test started on : ZJ..07-1991 at 09:19:11 

Cluster directory : h :\test\Scrlpts\ 
Cluster : test cases C1 product 
Version : D.1 
Datum : 01/05/1997 

Auteur : CMG 

9: check product 
FAILEOII 

p1 screw black AAX 
Orion 

ht SOT/CMG. 1999 
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Test Execution and Maintenance 

IC oo ht SOT/CMG, 1999 

Analysis of Test Results 

Different types of errors: 

• Navigation error 
• Error in the contents of the Test Case 

• Errors caused by test environment 

• Error in the application 

Tips for making test reports 

• Different versions 

• Good lay-out 
• Get as much errors out of a report before a rerun is 

done .. .. 

Cl c:o........w SOT/CMG. 1999 



Example of a Test Report Header 

Syat1m under tut 
System wralon 
m11ln1crtpt 
tut atattedon 

duder dirktory 
chaster ....... .... ·-

: ordera~ 
: 2.l1 
: FAT.AWL. wrsk>n: 2.00, d.lte: June 1tK 
:OC.02-1H7atot:1t:11 

:h:'lt1d\&cripls\ 

: TH1 c.lMI C1 Product 

: 0.1 

:Ol.02°1H7 
: JohnMarttn 

TEST CASE C1l.2 Double product codes are not allowed. 
PftlduCt code product color ty?a weight 

t: enter product p2 naU black AAX 

» Meuage : Tranuctlon eHcvted cornctly. 

10 :· -11:enterproduct p2 nut grsy AAX 
>>Meuage : T1w value In fteld product code la nol aliowed. 

Example of a test report - Summary 

114: expect message The value in field color is not allowed. 
»>»FAILED Transaction executed comctly. 

Test completed at 06--02·1997 09:20:42 

Summary 

Tmeetapsed : 00:54:12 
Number of test lines : 61 
Number of physic.al test cases :15 
Number oftest cases passed :13 (S7 %} 

Number oftest cases failed : 2 
Failures at line : 23 114 

weight 

Ceo ht SOT/CMG, 1999 

Tips for the organization of the test 
to be executed 

• Several test environments 
• Programs for during the tests {skip testl ines, or 

interrupt test) 

• Version management 

• 

Cco........,htSDTICMG. 1999 
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Test Environment 

• Application 

• Database 

• Other appl ications and interfaces 

• Initialized standard tables 

• Test users and authorizations 

• Hardware and infrastructure 

Cco"""'"ht SOT/C MG, 1999 

"Test Execution Heaven" 

• In control of the test environment 

• Multiple separate test databases 

• Possibility to reload a test database quickly to a 

standard initialization 

• Being able to modify system dates 

• In control of couplings 

• Good response times 

• Available timely 

• Right versions of developed/changed products 

OcorwrifthtSOT/C MG. 1999 

Configuration 

• Set up different environments for at least: 
• Test development 
• Test execution 

• Define clear change management procedures & 
responsibilities for your testware 

• Keep different version numbers of 
• Test Scripts 
• Test Clusters 

• other products 

C corwrinht SOT/CMG. 1999 
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Configuration: lni file - file 
locations 

• [system] 
• scriptdir=c:ltestframelwinrunl 
• guifiles=homecash\gui-map 

• [cluster] 
• cluster=ciuster.bct 
• clusterdir=c:ltestframelclusters\ 

• [report] 
• report=cluster.rep 
• reportdir=c:\testframe\reportsl 
• language=UK 

Execution of the tests 

Oeorwrim.t SOT/CMG. 1999 

• Compare predicted with real behaviour of the target 
application 

• Results are reported 
• Generated by the engine or 

• Manual 

Ccc - ··-' ht SOT/CMG, 1999 

Different kind of problems 

• Navigational problem, unexpected behaviour 

• Error in test case 

• Error in navigation script 

• Error in test environment 

• Error in application ---+ problem management system 
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Measure (count) 

• How many different errors were reported? 

• How many errors remained (came out later)? 

• Were are most errors located? 
• improve development process 
• test further 

"Errors are social , they group together.' 

- Hans Schaefer 

Cluster documentation 

• Global description of the cluster 

• What is tested / not tested 

• Preconditions for execution of the cluster 

• Number of computers 

• Number of testers (if manual) 

• Necessity for batch runs 

• Demands for the test environment 

• Test customers, test products, ... 

Maintenance on the test set 

CcoovriahtSOT/CMG. 1999 
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• Identify responsibilities and embed them in the permanent 
organization: 
• physically keeping and maintaining the clusters 
• O"Wnership of the clusters 
• keeping and maintaining the navigation 

• Analyse application changes 
• Modify test conditions and scenario's 
• Delete conditions and scenario's that are no longer relevant 

• Only extend meaning of action words, avoid other 
modifications 

• Make sure retest is a permanent part of the change 
procedures 

cco-ht SOT/CMG, 1999 
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TestFrame Roles and Responsibilities 
• Test Architect -- Creates the overall approach to 

verification and validation, including an integrated 
approach to test process and automation 

• Test Planner/Manager -- Provides test planning, 
schedule, scope, resources, etc. 

• Navigator - Creates Test Case Processor script - also 
known as Automation Engineer (AE) 

• Test Designer - Creates and documents test design, 
participates in test design inspection 

• Test Executor - Runs and evaluates tests 

Cl cocvriaht SOT/CMG, 1999 

Automation Architecture Roles 

Feature Hiera.rchy: 
Designer 

Test Architecture: Arc:Mect 

Test Plan: Manager 

Automation 
Design:AE 

j Test Design: Designer I 
l 

Automation Script: AE= 
Automation Engineer 

Test Cases: Designer 

t 
Test Effectiveness: Manager 

Navigator/Automation Engineer 
• The Lead Automation Engineers (project level 

function) are responsible for the automation script: 
• Create Automation Detailed Plan 

• Create Automation Design 

• Management of the action words/high-level test 
language (creation, documentation, etc.) 

• Installation of the test tool and the test case processing 
engine 

• Design and implementation of the automation script 

• Maintenance of the technical test environment 

Cl corwrinht SOT/CMG. 1999 
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Test Architect 
• The Test Architect potential responsibilities: 

• Assess Current Test Practices, Skills, 
Organization, Process, Automation 

• Create Test Improvement Project Plan 
• Recommend Automation Architecture 
• Tailor architecture to project 
• Manage plan implementation 
• Create infrastructure for automation 
• Assist with getting QA resources, bringing in 

Lead Automation Engineer 

What is essential to Test 
Management 

• Politics 

• Commitment 
• Expectations too high 

• Dependence 

• Difficulty 

• Motivation 

• Practical issues and problems 

cco .... MhtSDT/CMG. 1999 
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Activities at organization level 

• One or more pilots 

• Training and handbooks 
• Resourcing (pooling, hiring) 

• Auditing and reviewing 

• R&D 
• Development of common products . ... 

Ceo-ht SOT/CMG. 1999 



You will meet "resistance" 

When they say : 

• "Let's reconsidern 
• All the time new objections 

• "Fine, but are we ready for 
this?" 

• Saying nothing 
• Saying yes, acting no 
• The method Is good, 

• But In this specific case ..•. 

'" 

They could think : 

• " I don't understand this" 
• "I didn't expect all this" 

• "This Is going to cost me my 
Job" 

• •we can't achieve this" 
• We wf/1 become too dependent 

on those guys 
• They w/11 find out how bad we 

are testing now 

Ceo ri htSOT/CMG, 1999 

Typical examples of consequences 
and advantages 

• Involvement of users and 
business specialists 

• Need for investments 

• Build up of a test organization 

• Test tool licenses 

• Training 

• Maintenance of the test ware 

• Preventation of incidents 

• Shorter time to mark et 

• Increased quality and certainty 

• Beneficial after a reasonable 
period 

• Lesser depence on specialists 

• Assurance about what has 
been tested 

• Elimination of dull work 

• Improved documentation 

time to market, quality to market, control, motivation 
oco-·-' · ht SOT/CMG. 1999 

Activities at project level 

• design clusters 
• build dusters 
• logical test 

environment 

• establish test mission 
• investigate feasibility 
• identify risks and problems 
• organisation and procedures 

/ • identify dusters 
\ plan test_ environment 

._____ • select CAST tool 
------. • design navigation 

~ 
• build navigation 
• technical test 

envirorvnent 

• execute tests 
• produce reports 
• follow up outcomes 

• keep tests 
• maintain tests 

Ceo htSOT/CMG. 1999 



Commitment 

• Testing is often not popular 

• Nobody wants an extra problem (no time, next year) 

• Offer solutions, not additional problems 

• Tell managers that a good tested system creates a 
positive image (not only negative reasons for testing) 

• PresenVshow what you're doing (glass box) 

• Show additional benefits 
• Keep in mind: managers want things to be under 

control (give information about progress and results) 

• Try to find some bugs 

Cl copyright SOT/CMG, 1999 

Commitment (2) 

• No time, no money, ... 
• Back to the problem 
• You should not become the problem owner! 

• It is so expensive/it is so difficult 
• Testing is expensive and difficult 
• Test automation is difficult 

• "The others should do the testing" 
• Figure this out 

• You can't deal with this yourself 

• General vagueness 
• Hidden problems and conflicts 

o..............-SOTICMG, 1999 

Dependencies 

• Testing is dependant on many factors: 
• Working systems 
• Test environment(s) 

• People 
• Specifications 

• Make clear arrangements 
• Keep in touch with the rest of the project 
• Make the high level test products as early as possible 
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Expectations 

• The impression can arise that testing is just the push of 
a button 

• ... Even if nobody said so 

• Message: testing is difficult 

• Make clear what is happening 

• Communicate, manage expectations 

• Put high figures in your test plan (especially for the test 
execution) 

Oco...,..,;-htSDTICMG. 1999 

The work is difficult 

• Making tests is difficult 
• Finding bugs of others 
• Making concrete examples 

• Automating them is difficult as well 

• Use coaching 

• Use reference visits 

• Create special interest groups 

• Keep in touch with others doing the same work 

Some final remarks 

• Introducing a method means: 
• Introduction of structured testing 

• Introduction of systematic working 

• Introduction of fonnal procedures 
• Introduction of testware maintenance 

• Introduction doesn't necessarily mean : 
• Introduction of a tool 

Cco.........i.tSOT/CMG, 1999 

• Most of all: introduction is more than anything else an 
organizational change and should be managed as 
such 

cco---ht SOT/CMG, 1999 
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The End 

thank you for 
your interest. 

and 

t IHAPPY TESTING I 
Clc:c htSDT/CMG,1999 
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Introduction 

@~:-~--------------------------' 
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Int roduct ion 

Facets Of Testing 

• Identify defects in development products. 

• Verify that the system does what it was intended to 
do. 

• Assist in estimating the reliability of the system. 

~&>--------------------------' 
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Introduction 

Context 

This is a course about testing the building blocks of 
composable systems. These systems can be 

dynamically composable (e.g. dll's 
classloaders, etc.) 

extensible (e.g. printer drivers) 

incomplete (e.g. a locally defined framework) 

The bu ilding blocks are 

conceptually complete bundles of 
functionality 

encapsulated by a packaging technology 

; ~ ,-------------------------~ ,1,~f.··,·.-.. 
~ 
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Introduction 

Component 
• A component is a self-contained software module 

that provides well-specified behavior encapsulated 
in a deployment technology. 

• Components encapsulate multiple objects and often 
multiple threads of execution. 

"'' ,.,. r.,'" /o, .... :,.~;---------------------------' 
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Define 
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Introduction 

Distributed Components 

• A distributed component is a component that is 
intended to participate in communication with 
components that reside in a different address 

space . 

_ t-------------------------~ 
~ 
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Introduction 

Distributed Systems 

• Distributed systems are comprised of the following: 

A set of comp~nents 

A component interconnection technology 

• Distributed systems require agreement on the 
following: 

Interface definition techniques 

Basic services provided 

~~2£~·-------------------------~ ~ , j -~.,,.a,.. e, 



Introduct ion 

Distributed Systems 

• The infrastructure for a distributed system 
provides facilities for an object to: 

Locate another object 

Send messages to any number of objects 

Restrict access to itself and other objects 

Be created, moved and copied 

@.(·t----------------------------
. -~ 9 

Int roduct ion 

Philosophy Of Component Design 

• Identify significant abstractions. 

• Specify narrowly-focused interfaces. 

Concept • Follow existing standards and patterns. 

• Provide multiple implementations. 

, , '- ,11 
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Introduction 

System Design Using Components 

Concept 

• Architect the system and design subsystems using 
standard design patterns. 

• Obtain functionality by first searching for existing 

components. 

• Construct new components for each domain 
abstraction. 

• Look for opportunities to identify new reusable 
components. 

~J-------------------------~ 
-~ TI 

Introduction 

A Component Life Cycle 

• Concept identified 

• Concept realized as a component 

• Component used in n applications 

• Concept refined and implementation refactored 

• Component cataloged 

• Component used in many applications 

• Component technically obsolete 

,, " .. 
;'~{~~~--------------- -------------' 
4> JI 
.. .c;~h · · 

• Component obsolete 
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Introduction 

Component Delivery Systems 

• Components are delivered through libraries. 

Domain libraries 

Standard Template Library 

• Components are delivered through frameworks. 

An architecture plus a class library 

M FC (Microsoft Foundation Classes) 

San Francisco (from IBM) 

25:~------------------------
'--'.\'Ji~~ 13 

Introduction 

Component Support 

• Packaging 

JAR files 

• Run-time support 

ORBs 

• Standards 

International organizations -- OMG CORBA 
2.0 

Industry best practice -- Design Patterns 

LOG(jjlly pu~livho~ in1iurftAGuo -- i~I filu5 
,, .. ,, 

.,"'f'i,. ~. _______________________ _____, 
:;,~_; 
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Introduction 

Component Models 

• JavaBeans 

• COM 

• SOM 

• Distributed Component Models 

DCOM 

CORBA servants 

RMI classes 

o""J "• 

!Al'~---------------------------' 
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Introduction 

Design Issues 

• Components 

Separation of interface from implementation 

Identifying and specifying plug-compatible 
families 

Stateful behavior 

• Distributed Components 

Concurrency issues 

Parallelism issues 

Network issues 
,\ \,.., 

~~{.\~ - - -------------------------' 
~ ' ~ 
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Introduction 

Deployment Issues 

• Dynamic loading of classes/objects. 

• Creation/modification of files 

• Configuration of files/directories. 

• Permissions on a per object basis are possible. 

• IMPLICATION => Detailed deployment testing is 
required. 

"/:_,;'Irr•.~ 
~ . ~::. . ~ \----------------------------' 

'"~ " 
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Introduct ion 

Testing Issues 

• How to define the scope for reusable components? 

• How to build testable specifications? 

• How to write tests that are reusable? 

• Fault types that exist in non-deterministic code. 

• Problems that are unique to distributed object 
systems. 

• Issues of deployment of dynamically configurable 
systems. 

.,. ,•. ~ 
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Introduction 

Levels Of Testing 

• Class/Component testing 

Focus on satisfying the specification 

• Cluster testing 

Focus on interaction and distribution 

• System testing 

Focus on satisfying the use case model 

Introduct ion 

Case Study - Game Framework 

\\ l!f 

• A game framework focused on board games like 
checkers, chess, and monopoly 

• Provides a context for applying the techniques 
discussed in this course. 

., I'!·~ 
~~ ~----------------------------' 
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Introduction 

Framework Class Diagram 

<<idl int•l'l•ca>> 

A•mot.Play., 

IHIGama() ,YourTum () 
onGam•O 

o,tGame() <<idl int,r1ac•>> 

edGama() Ramot,Gam, 

9-ourTurn() 

Ill 1•tMow() 
autGam,o 

<<aba tract>> 
Player 1' << ab1trac t>> ,~,a~ 

Game Board ok19n :int I (t,om GUI) amaStatua :int 
1•m,S1a.,, ,;n1 laye!No :int < <abs tract>-> 

lay,erlO: in1 1mo1eGama : Ramot,eGama Gam, 

oa ition : Gam aBoardPo a itionC 
~ ..--

I . .,MonO 1•tMow Q 
••tMov. () • nihl2•0 la)'() 

••ndlaWindowEvant() aonGam• O •••tGam a() 
lfllj;am • Board {) 

I 
atGame O 

a•m 1BoardMou11Ev1nt() .r..,,G,m•O 
••IMow() a,uwonO 

i I -hadcP01 ilio nO 
.,YourTumO 

I 
I <<idl atrYcb> I 

Cu r,..ntState I 1a1a1a ,;nio,01 <<id! atruet>> 

I I Mow 

••wPoaition : Poaition 
lay. rtO :in l 

•'' .... 
;..(.;~:~---------------------------------------------------
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Introduction 

TicTacToe Deployment Diagram 

t ~ 
J\ 

.. , .... 
tl~~~-----------------------------------------------~ 
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Introduction 

Interaction Diagram: Make A Move 

Mm 11 GameBoard 11 HumanP@ver 11 Rem=ame 11 

1:mouseCJlck '--------' 

n >o LJ 1 2:setMovs - I 3:setMovs - j 

~~l 

I 
4: setMove I --TI 

I 
I 
I 
I 

~t-------------------------------------------' 
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Introduction 

Design Model for TicTacToe 
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f esting Component-Based Systems 

Testing Components 

,il!i,fi\ W'. 

~ .... ,------------------------~ ~.13<.· ~ 
li>Jt*'" 25 

f est ing Components 

Basic Component Teat Process 

• Analysis 

Analyze the specification and/or 
implementation. 

Design test cases 

• Construct Test Software 

Write test software. 

• Execute and Evaluate 

Execute test software. 

Evaluate results for correctness. 
,, .~ 

':r,A~;a~--------------------------' 
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Testing Components 

Well-Rounded Test Suite 

• Functional test cases 

Based on the pre/post-conditions and 
invariants. 

• Structural test cases 

Based on features of the code such as 
events and exceptions. 

• Interaction test cases 

Based on complete protocols of interactions 
between two or more components. 

$H,-

f(f~~----------------------------' 
~~ 27 

Testing Components 

Issues 

• Lookinft for Standard Interfaces. 

• Testing for Reuse. 

• Multi-threaded Components. 

• Algorithm Analysis for Discontinuous Flow of 
Control 

~, .,, 
~/\'~--------------------------_J 
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Testing Components 

Standard Interfaces 

• Each component model has characteristic 
interfaces. 

• The Veto Pattern presented earlier is characteristic 
of the Java Beans model. 

• Build infrastructure (BeanBox-like devices) that 
work with the standard interfaces 

• Use Test Patterns as reusable design approach for 
test cases and infrastructure. 

t:t~'J! ·-QI 11~· • ~--------------------------~ 
~~ ~ 

Testing Components 

Locally Defined Interfaces 

• Interfaces can be defined in several ways: 

IDLs 

C++ abstract classes 

Java abstract classes and interfaces 

• A good design will have layers of abstraction that 

are used in multiple places in the implementation. 

• Use "gu ided inspection" to validate the interface 
design. 

,,~* • Adopt standard tests for each standard interface. 
~r>,{,~~-------------------------~ ... ~ 
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Testi~ Components 

Standards Increase Testability 

• CORBA and COM are architectures that do not 
specify exact method names. 

• 

• 

Adopt local naming standards forconnecting to 
ORBs and other types of "standard" activities that 
all components must act out. 

Write abstract test classes that can be used to 
quickly generate tests. 

31 

Testi~ Components 

Example: TicTacToeBoard Bean 

• Each Bean, in fact any Java class, can add a number 
of predefined "listeners". 

• This essentially represents event registration. 

• Abstract tests can be written that generate these 
types of events so that the response of the 
BeanUnderTest (BUT) can be evaluated. 

• In fact that is part of what the Bean Box does. 

• Domain specific listeners could be added to that 
fu nctiona I ity. 

,,"' ,r<-. ~. -~------ --- ------------ -------' 
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Test ing Component s 

TicTacToeBoard Bean Test 
public void addPrope,tyChangeTes( Object OUT, String OutClassName ) 

throws NoSuchMethodExcep!ion, ClassNotFoundException, 

lnvocationTargetException { 

• 

• 

• 

ClassOUTClass = Class.forName(OutCtassName); 

try ( 

Class pararneterTypes0 = new Class[1 ]; 

pararneterTypes[0] = 

Class.forNarne("java.beans.PropertyChangeListener"); 

Method addPropertyMethod = 

OUTClass.getDeclaredMethod("addPropertyChangeListener", 

parameterTypes ); 

Object argsO = new Object[1]; 

/I set up propertyChange to be called whenever 

If a PropertyChangeEvent occurs. 

args[0] = new PropertyChangeListener0 { 

); 

public void propertyChange(PropertyChangeEvent evt) { 

propertyChange( evt ); 

addPropertyMethod.invoke( CIJT, args); 

Testing Components 

Issues 

Looking for Standard Interfaces . 

Testing for Reuse . 

Multi-threaded Components . 

catch ( SecurityException se ) { 

System.err.printtn{"Use the JDK • + 

"policyTool to check your•+ 

".java.policy file"); 

System.err.printtn(se); 

se.printStackTrace(); 

catch ( lllegalAccessException ie ) { 

System.err.printtn("Use the JDK • + 

"policyTool to check your•+ 

".java.policy file" ); 

System.err.println{ ie ); 

ie.printStackTrace{); 

• Algorithm Analysis for Discontinuous Flow of 
Cont.rol. 

\ \ ti,' "' 

?~).\~-------------------------------------------' 
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T o,;ting Component,; 

GUI-Baaed va. API-Baaed Teating 

• Components are typically developed to be reused. 

• GUI-based testing only exercises a component 
within the ranges specified in the current problem. 

• APl-based testing can exercise the complete range 
for each parameter. 

;Z)-------------------------~ 
~~ ~ 

T o,;ting Component,; 

Domain Teating 

• Analyze each parameter to identify extremes and 
boundaries. 

• For non-primitive classes this is best done using the 
state model. 

• This may result in 4 or 5 times as many extreme 
tests as there are tests of "usual" values. 

,\ ,. * 
~~.£.\~~--- ----------------------__, 
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• 

• 

• 

Tost i~ Compononts 

Testing In Isolation 

A reusable component should be tested 
independent of other components. 

Use an "testbox" environment such as Java's 
BeanBox that exercises the standard interfaces of 
the specific component model. 

Use the PACT approach to organize test cases and 
to provide visibility into the state of the component. 

Tosting Compononts 

Reusable Test Suites 

• Organize tests into classes. 

• Obtain horizontal reuse by writing tests against 
standard interfaces that most components will 
implement. 

• Obtain vertical reuse by inheriting tests from test 
class for the superclass into the test class for the 
new class. 

"'' .,_ cai:./*- ...... ~~J--------------------------~ ~- ~ 
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Testing Components 

Game6oard Test Case 
protected boolean mouseUpScript0 { 

boolean result = true; 

boolean tmp1, tmp2; 

try { 

for { Int i = O; i < ((GameBoard)OUT).position.length ; i++) { 

II alternate piayerlD = 0 and 1 

tmp1 = setPlayerlDTest( i % 2 ); 

if ( ltmp1) 

logTestResult( "mouseUpScript: setPlayer!DTest("+i+")", tmp1 ); 

tmp2 = mouseUpTest (((GameBoard)OUT).position[i]); 

logTestResult( "mouseUpScript position["+i+"J", tmp2 ); 

result&= tmp1 && tmp2 && ciasslnvariant() ; 

catch (Exception e) { 

showAeldValues{OJT, "GameBoard"); 

e.printStackTrace0; 

result = false; 

retum result: 

... . ,~ ·· .. 
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Testing Components 

TicTacToe6oard Test Case 
public boolean ciasslnvariant0 { 

boolean result; 

try { 

int gameStatus = ((lnteger)(getPrivateField(OJT, "GameBoard","gameStatus"))) .intVaiue(); 

boolean invariant1 = { gameStatus >= -1 && gameStatus <= 2 ); 

boolean invariant2 = ({GameBoard)OUT).playerlD >= -1 ; 

result = (invariant1 && invariant2); 

catch (Exception e) { 

e.printStackTraceQ; 

result = false; 

if { lresult) { 

logTestAesult(·GameBoard::classlnvariant·, resutt) ; 

showAeidValues(OJT, "GameBoard"); 

retum result; 

"'"'' # 

;~{~~~----------------------------------------------' 
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T e,;ting Component,; 

f55Ue5 

• Looking for Standard Interfaces. 

• Testing for Reuse. 

• Multi-threaded Component 

• Algorithm Analysis for Discontinuous Flow of 
Control. 

;?5:~----------------------------' 
~~ ~ 

T e,;ting Component,; 

Multi-Threaded Components 

• Single thread per process 

No problem! 

• Single thread per object; multiple threads per 
process 

Focus on interaction between objects. 

Synchronize of methods. 

• Multiple threads per object 

Focus on interaction between threads. 

Cj' ,.,. 

fl;~~-------------------------~ 
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Testing Components 

Concurrency Test #1 

• Two threads arrive at a synchronization point; the 
threads may arrive in any order. 

• Test by having thread A arrive first and by having 
t hread B arrive first. 

'C 

::21:t-----------------------~ 
-~ C 

Testing Components 

Concurrency Test #2 

• A new th read is created. 

• Test that both threads run after the "fork". 

A 

;"~{,~;---------------------- ---' 
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T estinq Component,; 

Concurrency Teat #3 

• Two threads are 'Joined"; one is terminated. 

• Test that B is runnable and that the resources 
used by Care freed. 

A 

B I 
45 

T estinq Components 

Synchronized Wait 
public static void main(String argsO)( 

try { 

licTacToe game = newlicTacToeQ; 

game.connect(args); 

game.setRemotePlayers(); 

game.play() ; 

II wait for invocations from dients 

java.lang.Object sync = new java.lang.ObjectQ; 

synchronized (sync) { 

sync.wait() ; 

catch (Exception e) ( 

System.out.printInrError in main loop'+ e); 

System.ex~(1); 

D 

, 

~, llr' 

,f'., ,~~~-----------------------------------~ 

... ,~u•1'1-'~ 46 



Te6ti~ Component$ 

Defining "Path" 

• One testing strategy is to measure the coverage of 
paths. 

• Carver and Tai use SYN-events to create a SYN
sequence where SYN == synchronization. 

• For object-oriented software, some SYN-events are: 

Creation of thread-based objects. 

Messages between threads. 

"Synchronized" computation involving locks. 

~;)-------------47------------~ 

,, ,. .,, 

T e6ti~ Component$ 

Concurrency Fault: Deadlock 

Can't get it!! 
__;---+ 

t 

- /~:: it. 

Strategy:Adopt a naming scheme for things to be 
locked so that all methods obtain locks in the 
same order. 

-."';~ --.. -~----------------------------' '( ~, 
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Testing Components 

Concurrency Fault: LiveLock 

Wien X occurs, it 
initiates y 

Wien Y occurs, it 
initiatesX 

Strategy: Do model inspection and analysis to 
identify circular dependencies. 

05~~----------------------___J 
'>l t*" 49 
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Testing Components 

Concurrency Fault: Race Condition 

• Unexpected or interleaved 
results due to the interactions 
between threads accessing the 
same variable. 

• Results vary from one 
execution to another. 

Strategy:Vary the sequence of 
messages. (more later) 

.,.,/J\~. 
11' .. ~----------------------~ 

T ~ 
~«-ti,,;1.- 50 



Te,;tir19 Component,; 

Concurrent Systems Correctness 

• Feasible sequence - if the path could be exercised 
during an execution (implementation-based). 

• Valid sequence - if the path is expected to be 
exercised during an execution (specification-based). 

• The system is incorrect if there is a: 

Feasible path that is not valid -
synchronization or inter-process error. 

Valid path that is infeasible - intra-process 
error. 

Valid path that produces incorrect output. 

~~~----------------------------J 
~ ~ 

T e,;tir19 Component,; 

Issues 

• Looking for Standard Interfaces. 

• Testing for Reuse. 

• Multi-threaded Components. 

• Al0orithm Analysis for Discontinuous Flow of 
Control. 

o;, .. /t."~~-------------------- -------' 
~._II ~ 
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T e,;;tinq Component,;; 

Algorithm Analysis· 
TETcl~ 

~ J M~T~ 
I 
I ,------. 
I n 
I • _ _,,___,. 

consume event 
I ,--r--"""'"'1 

"; "l. w . ... 
>b .. ,-----------------------------
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T e,;;tinq Component ,;; 

Algorithm Analysis: Events 

• Functional coverage: 

post all events. 

consume all events anticipated by the 
specification. 

• Stress coverage: 

Event handling mechanisms can be 
overloaded if the component does no handle 
events quickly enough. 

Construct scenarios that generate large 

quantities of events :ft'&~ .. ,-----------------------------
, ..,..~ lf<H .. ~...!i 54 



Testing Components 

Algorithm Analysi .. : Exceptions 

• An exception is handled at the first catch 
statement that is intended for that exception. 

A missing catch can cause too much of the 
program logic to be skipped. 

With typed exceptions that support 
polymorphic substitution, a catch 
statement may be too general and may 
catch exceptions unintentionally. 

• Fire all exceptions and log where the exception is 
handled. 

• Code review should match specification with code. 

~:~-------------------------~ 
-..JIG 55 

Testing Components 

Algorithm Analysis: Asynchronous Messages 

• One way messages in CORBA or other technologies 
return immediately after delivering the message. 
This results in multiple concurrent threads. 

• A typical error is to attempt to use a result of the 
message before the separate thread has completed 
its work. 

• This is a typical race condition. Sections of code 
containing oneway messages should be executed 
multiple times with varying inputs to determine 
whether consistent results are achieved. 

fz,~~----------------------------' 
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T e5ting Component5 

Component Checklist 
1. Design review has checked that each exception is caught 

by the correct catch statement. 

2. Tests cover each clause of each post-condition of every 
modifier method. 

___ Yes 
___ No 

___ Yes 
___ No 

3. If the component is being developed to be reusable, does Yes 
the test suite exercise the full range of each parameter? ___ No 

4. 

5. 

6. 

QJ l~·. --. ~._;----------------5-7----------------~ 
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Testi~ Component-Bao;ed Systems 

Issues, Risks and 
Strategies 

~-------------------------~ 
~ ... ,.~ 58 

Issues, Ri5ks and Strategies 

Issue #1: T eating For Reuse 

• Component specifications should have logically 
derived specifications that address a broader need 
than just the current application. 

• Specification, or interface, testing should be the 
first quality step. This ensures a complete and 
correct interface. 

• Interface testing is accomplished 
through "guided inspection". 

• The Game class provides an interface that covers 
many Board Games. As an expert, what would you 
expect the interface to conta in? Does it? :;~~~-------------------------~ ..,I 

~~ ~ 



Issue #2: Interactions Within A Component 

.. ,, .... _ 

• A component is larger than the usual class. It 
contains a number of objects that interact to 
provide the component's specification. 

• The implication of this is that black box testing is 
less effective at providing adequate test coverage. 

• An interaction matrix can guide white box testing to 
ensure adequate coverage . 

't---------------------------' -~ ~ 

Issue #3: Dynamic Behavior 

• Many models, such as JavaBeans and 
CORBA-based systems. support dynamic 
"loading" of components. 

• Requires more testing of deployment technology. 

• Trivially, we might support letting the user choose 
their own token that is used to mark their moves. 
The gif for that token is just dropped in during initial 
setup. 

• What happens if the gif is not available? These test 
cases require some of the system to be removed or 

disabled. 
~ -~5;-. ,---------------------------' 
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Issues, Risks and Strate,,i ies 

Issue #4: Infrastructure Testing 

• Components are accompanied by infrastructure, like 
stubs and skeletons or beanlnfo class. 

• Some of this is automatically generated, some is 
handmade and some is automatically generated 
and then hand edited. 

• Infrastructure should be considered part of the 
component specification. 

• Test coverage is measured on the 
infrastructure as well as the 
component itself. 

Jj:~--------- ----------- --------' 
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Issues, Risks and Strate,,iies 

Issue #5: Testability 

• Testability is a measure of how well the design can 
be tested. 

• Information hiding makes components less testable. 

• Multiple representations that are mechanically 
transformed (e.g. IDLtoJava) make code less 
testable. 

• Need tools and techniques (such as architectures 
for the testing software) that address this issue. 

• We will present DPACT, a software architecture for 
,,.... testing distributed components 

~:~~~----------------------------' 
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ls5Ue5, Risks and Strate9ies 

Issue #6: Your Favorite 

? • 
. 

• 

What issues do you see in testing components'? 

• • 

• 

• 

. .,,_ ,.. . . ,-----------------------------' ~,.. <·· 
~ 
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Risk #1: Non-Determinism 

• Scenario: Most components are designed for a 
multi-threaded environment. 

• Risk: Only elaborate unit test environments will be 
able to detect some of the common non
deterministic runtime failures. 

• Probability: Most components are designed for 
multi-threading. 

• Loss: Race conditions can cause 
incorrect results to appear during 
some test runs and not others 

\ \ .. ., 
(a,, l~ ..... ~~------------------------------' 
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Risk #2: Component Imperfection 

• Scenario: ISO quality standards 
provide guidance. Best approach is to 
purchase from an ISO certified 
vendor. 

• Risk: If the required components are only available 
from non-ISO source, you must test the library to 
your quality standard. 

• Probability: Few vendors are ISO-certified. 

• Loss: Faults may be in library code in many places in 
system. 

JJ:~----- ----------------------' 
~ .. ,,.,,t 

Risk #'3: Fundamental Changes 

• Scenario: Component development is often based on 
a framework. When a new version of the framework is 
issued, major changes (such as a new event model) 
may be made. 

• Risk: Derived components must be reworked and 
retested. 

• Probability: 100% 

• Loss: Time to reconstruct derived components and 
conduct regression tests. 

~~i\~~-- - ----------------- -----~ 
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l&&ue&, Ri&k& and Stra~ie& 

Risk #4: Your Favorite 

? 
• Scenario: 

• • Risk: 

• Probability: 

• Loss: 

JI:~-----------------------------' 
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Strategy #1: Operational Profiles 

• Develop a list of ordered methods based on how 
often you expect the method to be called. 

• Allocate the amount of time spent on testing 
according to the ordering. 

• Example: setMove will be called often in Player, but 
checkPosition will be called more often. Test 
checkPosition more thoroughly . 

.,r."-t,'"'.., 
~ .J: \)-----------------------------' 
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Issues, Ris~s and Strategies 

Strategy #2: Failure Statistics 

• Use a profiling tool to determine the number of 
times each public method is actually called. 

• Record each failure that occurs during testing. 

• Calculate the failure intensity for the component. 

The Poisson model is 
better when the 
operational profile is not 
uniform. 

~~:-~------------------------____J 
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Issues, Ri~s and Strategies 

Strategy #3: Create Test Claaaea 

• Parallel Architecture for Component Testing (PACT) 
provides a strategy for encapsulating all of the 

tests needed for a component. 

• D-PACT is PACT for distributed 
systems. 

• Most components group several 
classes in the deployment package. The testing 
class becomes an integral part of the package . 

..,, ,., 
., I' "~ 
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l,;,;uc,;, Ri,;k,; and Strategic,; 

Strategy #4: Local and Remote 

• Some distribution systems (some CORBA ORBS 
and RM I) automatically remove parts of the 
infrastructure if two components are local to each 
other. 

• RMI specifications make a distinction between local 
and remote. 

• Test component interactions in both local and 
remote configurations to ensure that all possible 
realizations of the cluster are tested . 

..,_,, 11111-. 

"'.T.n!,·-·-------------------------~ -; • • I 

~~ n 

l,;,;uc,;, Ri,;k,; and Strategic,; 

Strategy #5: Your Favorite 

? • 

• • • 

• 

,, .... 
.,")\~-----------------------------' 
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T osting Component-6a~d Systems 

Testing Techniques 
For Distributed 

Components 

·;"'• .. _ ____________________ _ ___, 
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Tosting Tochniquos For Distril>uted Compononts 

Faults In Distributed Systems 

• Basic logic faults 

Implementation does not provide the 
specified behavior. 

• Concurrency faults 

Deadlock, livelock and race conditions 

• Network and other infrastructure faults 

Network failure 

Faults in automatically generated code 
(stubs, etc.) 

:;-~~. ;-----------,4 __________ _ ___, 
.... , ... 



T o5tin,i T ochniquo5 For Di5trit>uted Componont5 

No Connection 

• Each machine is operational. 

• Network card is defective. 

• Message is not received. 

Strategy: Simulate equipment 
failure during certain tests. 

(A}~:-~------------------------~ 
. '';l"l~~ 75 

T o5tin,i Tochniquo5 For Di,;trit>uted Componont,; 

Insufficient Permissions 

• Remote objects may attempt a number of 
operations for which they do not have correct 
permissions. 

Create files. 

Open a window on a local 
display. 

Strategy:Test the application in the same 
environment as it will be deployed. 



To5tinq Tochniquo5 For Di5tri!>utoc:I Componont5 

Latency Causes Sequence Error 

• Two messages between two systems may take 
different routes. 

• The time to traverse each route is different so the 
messages arrive in an unexpected order. 

Strategy:Test various 
sequences and with 
different network loads . 

.,_ff'l A'• 
11, Jl. ·;. ~}~------------77------------~ 

T o5tinq T ochniquo5 For Di5tri!>utoc:I Componont5 

Overwritten Or Lost Messa0es 

• Message and event queues have a finite size. 

• Errors may prevent messages from being removed 
from the queue. 

• Messages may be overwritten or lost. 

Strategy:Stress testing will fill 
message queues and 
observe system behavior. 

_,, .. ., 
o."' f~. ~. ________________________ _____, 
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fo5ting Technique5 For Di5tri~uted Component5 

Simple Distributed System 

• 

• 

• 

• 

Client/Server architecture . 

Server offers services and client requests a service . 

Most components will be a server to some cl ients 
and a client of some servers. 

Increasingly the client and server are from different 
vendors or other sources. 

~·~-------------7-9 ______ _______ __, 
{t!J1*"' 

T e5ting T echnique5 For Di5triruted Component5 

Defects With Servers 

• Server not registered. 

• Server not in a runnable state. 

• Server not in the correct state. 

• Server does not implement a published ser 

'"-- ,~~ "'.-
~ 1, ~--------------------------~ 
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Defects With Clients 

• Client has wrong address for server, an out of date 
IOR 

• Client has wrong signature for service that is 
needed, an ANY parameter can mask a required 
method. 

• Client exceeds the request rate of the server, a 
performance problem or a storage limitation. 

• Client does not "catch" exception thrown by server, 
uses a generic catch but does not adequately 
handle. 

~~~----------------------------' 
~~ ~ 

Testing Technique,; For Distributed Component,; 

CORBA-Based System$ 

• Multiple client/server interactions are handled 
within a unified framework. 

• Provides interoperability among several languages. 

• Basic system supplemented with services that hide 
location, provide security and dynamically invoke 
services. 

,, "' 
':~~~~~----------------------------' 
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CORBA Systems 

The infrastructure is automatically generated but 
sometimes modified by hand. 

o;'l l'II·• .~ 

"'J'1,, ·---------------------------~ ~J 
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Distributed Parallel Architecture For Component T 

... , ,..<# 
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T esti~ Techniques For Distril>uted Components 

Roles In DPACT 

• Class under Test (CUT) 

Production class being tested. 

• Test Class 

Organizes the test cases for the CUT. 

• Wrapper Class 

Used to catch and relay messages to the 
OUT. 

Testi~ Techniques For Distrit>uted Components 

PACT Properties Of DPACT 
• Traceability - Easy to trace changes of production 

software to tests. 

• Observability - Verify state values directly. 

• Non-envasive - Production software is not modified 
for testing. 

• Encapsulated - Tests for a component are grouped 
and protected. 

,, ... 
.. ~ ·----------------f ~ 
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DPACT Classes 

,.,:•ouTu11k no 
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Abstract PACT Class for CORBA 
public AbstractTest(String reportFile) { 

try{ 

log= new FileWriter(reportFile); 

} 

catch(IOException e){ 

System.err.println("Error: could not open file " + reportFile); 

e.printStackTrace(); 

} 

} 

'' "''* "'"/<,,. ~. ~~----------------------------------------------------' 
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AbstractBeanTest Class 
public void addVetoableChangeTest(Oqect OUT, String OutClassName) 

throws NoSuchMethodException , ClassNotFoundException, 

lnvocationTargetException { 

Class OUTCiass = Class.forName(OutClassName); 

try { 

Class parameterTypes0 = {Class.forName("VetoableChangeListener')]; 

Method addVetoMethod 

= OUTClass.getDeclaredMethod('addVetoableChangeListener' , 

parameterTypes); 

Object args[] = new Object[1); 

II set up vetoChange to be called whenever a VetoableChangeEvent occurs. 

args[1) = newVetoableChangeListener() { 

}; 

public void vetoableChange(PropertyChangeEvent evt) 

throws PropertyVetoException { 

vetoChange(evt); 

:Z\·------------------------------------------' . . ' 
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AbstractBeanTest Class 
addVetoMethod.invoke(OUT, args); 

catch (SecurityException se){ 

System.err.println('Use the JDK policyTool to check your.java.policy file') ; 

System.err.println(se); 

se.printStackTrace(); 

catch (lllegalAccessException ie){ 

System.err.println('Use the JDK policyTool to check your.java.policy file') ; 

System.err.println(ie) ; 
ie .printStackTrace(); 

~~ t:,~· ,~ ~--------------------------------------_J 
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T e5tinq T echnique5 For Di5tri~uted Component5 

GameBoardTest 
public boolean setGameStatusTest(int status){ 

//legal status values are -1 =playing, 0=lost, 1 =won, 2=draw 

boolean result; 

try { 

((GameBoard)OUT).setGameStatus(status); 

int gameStatus 

= ((lnteger)(getPrivateField(OUT, 'GameBoard', ' gameStatus'))) .intValue(); 

result= (gameStatus == status) && classlnvariant() ; 

catch (Exception e){ 

showFieldValues(OUT, 'GameBoard'); 

e.printStackTrace(); 

result= false ; 

return result; 

Q:, f~~ . .• ~J-----------------------9-1 ________________________ _ 
~"-It~ 
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GameBoardTest.TestMouseUp 
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TicTacToeBoard.setMove 

:TlcTacToeBoard :HumanPlayer :TlcTacToe : Hum nPlayer :TlcTacToeBoard 

I 
I 
I 
I 
I 
I 
I 
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I I~ I 
I I 
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I 

C>'er ... tYourTurn(ru•) 
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I I 
I I 
I I 
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State Model For Player 

Player 

•----::,.JN ot Connected Connected @ ·~---' ____ ___,, 
In Illa llze 

setYourTurn(lalse) ,,----------... -------~ 
·---::,,J No tM yT urn M yT urn 

setYourTurn(true) 

~ -·~---------------------------------------------------
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State Model For TicTacToe 

TicTacToe 

•·---.:,.i 

reset 
re set 

com pletedGam e 

---.-rei~-----
! £1!IM DVI! 
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Testing Techniques For Distril>uted Components 

Integration Testing 

• After components have been tested in isolation, 
they should be tested in cluetere 

• The component models and interconnection 
technologies provide standard patterns of 
interaction 

• It is possible to take advantage of these standard 
patterns to make test selection and construction 
more efficient and effective 

,01;\ --.· .... 

~£:~~---------------------------' 
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Integration 

• Proper information hiding will eliminate all but 
specified dependencies 

• Multiple components from the same model: 

all interactions are through interfaces 

build test suites that represent a complete 
protocol 

reuse these suites with each component 
that implements the same interface 

;~~s.:-~------ - - -------------------' ,'it ,.,.,.ii_.<;. ~, 
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Integration 

• Multiple components from multiple component 
models (i.e., JavaBeans and CORBA objects) 

possible collisions between definitions like 
Object 

should define an interface just for this 
interaction 

test the interactions across this interface 

Testing Techniques For Distril>uted Components 

Test Patterns 

• Define a test pattern for each design pattern. 

• Then for each application, tests are more quickly 
developed by following the pattern. 

• Sources of patterns for distributed design: 

Concurrent Progr.:,1mming in J.:,1v.:1 by 
Doug Lea 

CORBA Design Patterns by 
Mowbray & Malveau 

\\ " .. 
':r;&i~~--------------------------~ 
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T e5ting T echnique5 For Oi5tril>uted Component5 

Format For A Teat Pattern 

• Problem - Definition of the design pattern under 
test (DPUT). 

• Context - Why is the DPUT being used? What makes 

it appropriate? 

• Forces - What types of tests might be used? Good/ 
bad points. 

• Solution - Description of exactly how to design the 
tests. 

• Resulting Context - Effective tests have been 
efficiently produced. 

\---------------------------' 
.. i· 100 
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Standard Design Patterns 

• A design pattern is "a solution to a problem in 
context" 

• It is the design solution that an expert would use in 
the same context 

• The pattern does not absolutely prescribe an 
implementation, in fact there are usually a large 
number of different ways in which the pattern may 
be realized 

• The test pattern accompanying a design pattern 
likewise is not describing an exact implementation 

,, "''" ~~t~:~---------------------------.J 
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Distributed Callbacks 

• Problem: The synchronous messaging between two 
objects is modified to be asynchronous messaging 
by adding a callback object. 

u\'':• .... 
1 t~---- -----------------------' 
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Testing Distributed Callbacks 

• Context: DPUT is being used because the designer 
wants to be able to do other work while this 
message is answered. Potentially the original thread 
completes it work before the answer is ready. 

• Forces: Functional tests may pass when executed 
once but race conditions lead to inconsistent 
results. Numerous factors affect the visibility of 
failures due to race conditions. 

• Solution: Construct test suites that execute each 
test case multiple t imes. The test suite should 
adjust factors to make race conditions more visible. 

System should be reinitialized after each test. -., "' . 
-:"/'1:,,~~ - - -------------------- -----' 
-f. ~ 
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Testing Techniques For Distril>uted Components 

Testing Distributed Callbacks 

• Does the Test 
callback object Driver 
pass on 
messages to 
the server 
when they are 
received'? 

• Does the 
callback object 
return results 
rel iably to the 
client'? 

104 
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CallBack 

Test 
Observe 

Test 
Observer 

I 
I 

Server 

Delegated Notifications 

• Problem: To reduce the load on a server object, it 
creates a helper object. Every time the state of the 
target object changes, the Helper sends out a 
notification to the Host. The Helper runs on a 
separate thread from the Host. 

;~11>-------- -----------------~ : J 5 
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Delegated Notifications 

• Context: A typical testing solution would be to test 
the entire state machine. This would remove concern 
that the helper might fail to recognize certain 
states. 

• Forces: (1) State machines of concurrent software 
tend to be larger and more complex than sequential 
software. (2) Not all state changes lead to 
notifications and not all notifications are of equal 
criticality. 

• Solution: Analyze actions of the Host in response 
to particular notifications. Select for testing those 
states that lead to the most critical reactions. 

106 
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Model-specific Patterns 

• Once a developer has worked through testing a 
CORBA application, it is easier the next time 

• Each component model defines certain standard 
patterns of interaction between the elements 

• For example, CORBA objects 

register with ORB 

obtain references to other objects 

communicate through stubs/proxies 

,, h • .. i' ~ ~8~--------------------------.....J 
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VetoableChanges 

• Problem: A JavaBean class provides a facility for 
interacting with development environments in which 
changes to properties may be rejected by the class 
as inappropriate. 

Bean Class <> Listener Class 

/ 
/ 

/ 
/ 

/ 
,, ~ <registered>> 

/ 
/ 

/ 
/ 

"Cl ient" Class 

fj, .... 
@~--~----- ----------- ----- --- ---
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VetoableChanges 

• Context: The developer is using this pattern to 
provide dynamic flow of control when a specified 
event occurs. A typical testing approach would be to 
raise the event and check that it arrives. 

• Forces: The decoupled nature of listeners means 
that even if events are fired, no object may be 
listening. 

• Solution: At the component level, test that making 
the change does fire the expected notification and 
that the change is made correctly if no veto is 
received. At the cluster level, test that vetoing the 

;,.. change completely undoes the rejected change. 
~~£,~~----------------------------' . ~ 
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Systems Checklist 
1. Every infrastructure object has been touched by at least 

one test case? 

2. A PACT class has been constructed for each component? 

3. If there is an applicable design pattern, has the 
corresponding test pattern been followed? 

4 . If significant dynamic behavior is involved, has 
deployment testing been performed? 

5. Has stress testing, such as attempting the same 
change a number of times, been performed? 

6. Does the test suite include negative tests, tests that 
violate the requirements? 

___ Yes 

No 

___ Yes 

No 

___ Yes 

No 

___ Yes 

No 

___ Yes 
___ No 

___ Yes 
___ No 

~:)------------------------------------' 
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Testing Distributed Component Systems 

Pattern Language For 
Testing Distributed 

Components 

I\ " ' 

fLS--~-------------------------J 
·-- ~ m 

'2 . . • 

Pattem Language For Testing Distributed Components 

Pattern Language 

• This pattern language describes a sequence of 
actions that guide the component tester in defining 
test cases and test software for their components 
and computing environment. 

• Each of the test patterns are presented. 

08, ' ________________________ __, 
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Isolate Object For Testing 

• 

• 

Supports tests of partial implementations . 

Supports tests where the collaborators are partial. 

---1· ..... ~~--------------------------' ~~._.-...!I 113 
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Wrap The OUT To Trap Messages 

• Wrapper has the same interface as the CUT. 

• Wrapper methods can modify the messages before 
forwarding. 

cl'~:~~~-----------------------------' 
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Pattem Langu~o For T 05ting Di5tril>uted Componont5 

LJ5e Wrapper Method5 To Control 

• Clients' messages are delivered to the wrapper. 

• Wrapper methods can delay and even reorder the 
messages intended for the OUT. 

,.\ 'I.tr. 

t(,!<t--------------------------~ 
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Pattem Langu~o For To5ting Di5tril>uted Componont5 

LJ5e A Synchronized Log 

• Log each 
message. 

• Later analysis 
can identify 
the sequencies 
that have been 
tested. 

• Test all 
possible 
orderings of 
messages. 

~ ., . 
~ j 
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Pattem Language For Testing Distrit>uted Components 

Use A Surrogate Client 

• Surrogate client encapsulates the test cases as 
methods. 

• Client may also have to be a servant. 

~A· ·• ~;--------------------------_, 
'-i,"11,.4 117 
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Test A Complete Protocol 

• Correct operation of a single method is not enough. 

• Test the sequence of messages that accomplish a 
task. 

'i:\ "',, 
.,,"'_('<,. ~. ~.~~--------------------------_, 
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Patt<:m Langua,ae For Tee;tin,a Di!>tril>ut<:d Component!> 

Local Verification Of Test Results 

• Sending each result back to the main test driver is 
expensive. 

• Distribute test knowledge to improve performance . 

,----- ----------- ---- --------' 
~ 119 
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Test All Possible Sequences 

• Use delays in the relay method to control the 
sequence of execution. 

• Look for special orderings that should be tested. 

z~2;:~~--------------- ------------' 
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Create a Distributed Log 

• Improve performance by distributing the log. 

• May need to synchronize clocks for accurate 
logging. 

!.~z<~--------------------------~ 
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Capture All Remote Exceptions 

• 

• 

Look at the exceptions defined by the infrastructure . 

Generate test cases to exercise each one . 

~\ .. # 

fl~~~--------------------------~ 
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Introduction 

Conclusion 

,..; \"·· -. 
,----------- ------- ---------~ 
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,, .... 

123 

T e5ting Di5tributed Component Sy5tem5 

Review 

• A few terms: 

concurrent 

parallel 

distributed 

PACT 

DPACT 

SYNCH-Event 

test patterns 

observability 

traceability 
~LS;· ~ j------- -------12-4-------- -----~ 
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T estinq Distribuud Component Sysums 

Review 

• A few terms: 

safety 

response 

precedence 

standard interfaces 

,--------------------------------' -~ 125 

Testing Distribuud Component Sysums 

Review 

• The development test team creates abstract 
DPACT test classes for the selected 
interconnection technology and component model 

• Test cases are developed for all of the standardized 
interfaces 

• Individual developers extend the abstract DPACT 
classes 

• Tests suites are maintained and evolve in parallel to 
the evolution of the production software 

,, ~· 
~~1;~~----------------------------' 
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Thanks 
• On behalf of Software Architects, thank you for 

attending this tutorial. 

• Please remember us for your future object oriented 
training and consulting needs. 

• My e-mail address is: 
johnmo@software-arohiteots.com 

Please keep in touch if there is anything I can do for 
you. 
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Software Quality Engineering 

" 
Tutorial Outline 

t Part 1 1:30-3:00 
t High Quality 00 Software Development - What is It? What 

Difference Does It Make? 
t Developing and Measuring High Quality 00 Software - Myth 

vs. Reality 
t 00 Measurement & Modeling for the Enterprise using C++ 

and Java 

t Break - 3:00-3:30 

t part 2 3:30-s:oo 
t Introduction and Background for Measuring c++ and Java 
t Code Level Guidelines, Practices & Measures for High 

Quality c++ and Java 00 Software Development 
t Automated Tool Technology for Measuring C++ & Java 
t Experiences and Lessons Learned in Measuring 30 million+ 

lines of c++ and Java 

~ yi 
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Software Quality Engineering 

" 
Value of Tutorial (1) 

t The object-oriented paradigm has increasingly 
emerged as the dominant player in software 
development for the late 90s and the 21st 
Century 

t More and more development organizations are 
expected to use object technology as the basis 
for their distributecl information technology 
development strategies and delivered solutions 

t How does one develop and measure high 
quality object-oriented software? What is 00 
quality? 

~ alltyOO Thomas Drake 3 

Software Quality Engineering 

Value of Tutorial (2) 

t Up-to-date, non-abstract information from this 
tutorial provides you with practical and useful 
knowledge centered on developing & measuring 
high quality object-oriented software 

t Will discuss both defined and emerging 00 code
level analysis techniques and automated tool 
technology support and the associated processes 
behind ttiem 

t Tutorial is directly applicable to the understanding 
and improvement of your interest in software 
quality, 00 development and measuring object
oriented software mcluding an overview of 
automated technology ancf tools to support 00 

.,,, 
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Software Quality Engineering 

" 
Value of Tutorial {3) 

t The final intent of this tutorial is to further your 
knowledge for developing, analyzing and 
measuring object orientea software 

t Leave you with useful measures and techniques 
that are applicable for determining the essential 
quality of object oriented software and for gaining 
an appreciation for the dynamics of 00 ana 
software quality at large 

t I will also share my experiences and lessons 
learned in measuring some 30,000,000+ lines of 
c++ and lava 

"An Object Lesson - The Constraints 
of the Real World" 

~~ 
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Software Quality Engineering 

" 
00? Why 00? 

t What difference does 00 make anyway? 

~ 
~ QualltyOO Thomas Drake 6 



Software Quality Engineering 

" 
The Real Business of 

Our Business 
t One thing in common - Transformation! 

t Leveraging of information, period! 

t Information is the center of the Enterprise 

t Building the business (the mission) around 
information & ~eorle and the "rear world" 
domains are full o objects! 

t Specifying the architecture IS the foundation 
for successfully delivering software that 
meets and exceeds the Enterprise/mission 
business goals and is more tllan just 
Java/C++ & CORBA 
t Sand box versus the beach (purpose and intent) 

~ 
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Software Quality Engineering 

" 
Our Real Business! 

t The "Crown Jewels" of who we are 
( our intellectual capital) 

t Questions -
t What is business/mission transformation? 
t Why is the customer critical to success? 
t How does this accommodate change? 
t And what about our IT business systems and 

00?? 

t Need to model the business and the mission and 
the associated information and transaction 
exchange data flows! 

t Using 00 to model IT business case - upon which it 
all hangs -- It all lives in the software ... 
t Systems delivery vice software delivery 

Thomas Drake 8 
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" 
00 Myths or Reality? 

t 00 development has a significantly different 
software process associated with 1t when compared 
to "others" 

t oo development requires less testing and QA 
t 00 development is iterative and cheaper and faster 

t In the small scale, maybe - serial in the large scale 

t Objects MUST be used for reuse and component
based development {no other choice) 
t Comp~>nea::its actually require very precise 

spec1f1cat1on 

t With objects portability becomes "transparent" 
t Only if designed for portability! 

Thomas Drake 9 

Software Quality Engineering 

00 Myths or Reality (cont'd) 

t UML is THE 00 modeling language and is now 
complete - what about a persistence data model? 
t Representation of a computer program that does not 

run! 

t oo requires other than a relational database for 
storage 

t Analysis and Design are so much easier with 00 

t c++ IS an object-oriented language and if you are 
using c++ you are developing oo software 

t lava IS an object-oriented language and if you are 
using lava it 1s truly "write once, execute 
everywhere" without ANY modifications OR "write 
once, test everywhere," rewrite and retest 
t (see Eiffel, Smalltalk, Squeak for comparison!) 

~~ 
~ QualltyOO Thomas Drake 10 



Software Quality Engineering 

" 
QUALITY - 00 Business 

Enterprise I provement Model 

Productivity 

~~ 
~ QualltyOO IT Enterprise Foundation Thomas Drake 11 

Software Quality Engineering 

What is Quality? (1) 

t "How much intelligence does it take to sneak 
up on a leaf?" ~ 

y - Larry Niven 
t A definition - Quality is the measure of fitness for 

purpose and is dependent on a Clear understanding of 
what that purpose is, It is local to a particular service or 
system and is achieved when··that purpose is met. 

t Java: can't fake pointers, strong object model, does port 
via JVMs, less complicated (no multiple inheritance, 
templates (ar9h!), variable arg lists), no #includes1 destructors, sangle libs of functionanty (string, socKet), 
sync, threading, RPC, JDBC, wrap C, it's fun (C++ NOT!}, 
no stray pointers1 pretty good security (bounding of 
variables), 2d/3a APis, E-commerce APls, and many 
more APis. So you moa a little code for Release 2! 

.,,, 
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Software Quality Engineering 

" 
What is Quality? (2) 

t The question - How well prepared are we to reflect 
and realize the critical issues of software behavior 
in the context of defining software qualiw 
attributes we can measure and STILL dehver value? 

t Structure is fundamental to measurement and 
based on logically quantifiable and provable 
components 

t And yet software seems so different •••• And seems 
to continually defy our usual notions of quality ••. 

t Just what is this "thing" called quality? 
t Enterprise level - the business rules are at the 

heart of ANY model ( data, process, object, 
component) 
t Embedded in software vs. non standard business 

rules 
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Software Quality Engineering 

Quality? 

t Com1>lexity is the issue. Car has about 20,000 
worl<ing parts. But a typical CD-ROM 1>rogram could 
easily tiave 100 000+ "LOC, a couple of hundred 
animations, and 1,000,000+ information bits, and 
none of these "components" are static physical 
objects 

t No fixed environment! Highly variable, "chaotic" 
environment! 

t Fundamentally intangible. Can't be touched, and 
has no fixed shape or form. No hard, fast "proof" 
for the fitness of software. 

t And 00 only makes it worse unless you are really 
developing with 00 (much more dependent on 
design) 
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Software Quality Engineering 

" 
The Measure of Quality (1) 

t Software is fundamentally chaotic by nature 
t Complexity can quickly exceed what we can predict 
t Difficult to determine let alone predict what it will do next! 

t There remains a lot of variation in software -
So reduce the variation! The problem is 
systemic in nature. 
t Given a known environment with known inputs software 

CAN operate in a precise and well understood manner by 
reducing the inherent instabilities! 

t Does not lend itself to measurement by traditional means! 
t Non-parametric, variable, dynamic, chaotic 

t Is Quality a work in progress, like lava? 
t The Next Big Thing Syndrome - the 00 disease 

•* ~~ 
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Software Quality Engineering 

The Measure of Quality (2) 

t Oh Really! So what must we "add" to software? 
t Identify the functional "flow" abstraction layers of a 

program! Requirements/Specifications - Usage 
Models 

t Determine the "state condition" information in order 
to reduce the uncontrolled distribution of information 
and data 

t Increasing interdependence will increase the 
demands for "responsible" and "responsive" 
systems design 

t Moving to a day of logical component assemblers 
and design to code technology 
t Run-time, real-time, just-in-time, cycle time! 
t Write once, execute/ debug everywhere! 

~1~ 
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Software Quality Engineering 

" Quality is our Blind Spot! 

t Need to change the way we think about 00 
quality and herein lies the single greatest 
challenge to improving quality .•. 

t The very thing we say we need to change 
creates the greatest resistance to change! We 
know what quality is! Some even "know" what 
00 is! 

t A test to demonstrate •.• 
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Software Quality Engineering 

Do You Know How to 
Add 

a Column of Numbers??I 
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Software Quality Engineering 

00 Quality 

t Analysis - "problem" space 

t Design - "system" space 

t User interfacing and prototyping - an "outside in" approach -
"use" space 

t Abstraction - "flow" tasking - "code" space 

t A different mind-set and context - "being" space 

t Rigor, discipline, software engineering practices and principles 
are the necessary ingredients for success - "real" space 

t Combined with significant domain knowledge & access --
The future is happening now! - in the "now" space 

t C++, Java, Jini - real "code" space 

t Question - How do you measure for something that hasn't 
happened yet?! - "future" space 
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Software Quality Engineering a Real 00 Quality What's at 
~ Stake = 

t Simplicity in Design - Clarity of Purpose ~ 
t An Example - American Management Systems, Inc.~ 

t Web-based transaction processing software for 
complex banking 

t Native c++/Java with security, reporting for a letter 
of credit application (450K) 

t Same applications written earlier for Windows in 
PowerBuilder took 30Meg! 

t The Trend - Greater functional density, tighter code, 
high modularization, loose coupling, more and more 
transparent. Quality becomes a key factor and 00 can be 
an enabler. 

t So how do we measure it ("it" in this context = 00) ? 

t Convention, business as usual! practice, what? Or might 
there be standards and guidelines? 

.,,, 
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Software Quality Engineering 

" 
The 00 Environment (1) 

t Typically, the object-oriented approach is largely aimed 
at developing highly reusable, flexible, low maintenance, 
robust systems 

t Increasing numbers of developers are creating whole 
software systems using Java & c++ plus others 

t Programming in this environment becomes more 
complicated than ever before 

t Yesterday's methods are just not adequate and our 
increasingly systems-level requirements demand much 
more from the software (real-time, anytime, all the 
time!) 
t The "Achilles' Heal" for the Enterprise (change exposure) 
t Problem of "single" definition rules, rule reuse, policy, etc. 
t Transformation of rules into applications, architectures with 

full traceability (the missing gap) 
.... 
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Software Quality Engineering 

" 
The 00 Environment (2) 

t Why software measurement/mature code practice is so 
important for leading edge software development and IT 
organizations 

t There is no real common agreement on the precise 
nature of the appropriate metrics for measuring object
oriented software development 

t A lot of progress in evolving a more generally accepted 
and common set of metrics for the object-oriented 
programming approach 

t Includes metrics at the system (package), class, & 
method level 
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Software Quality Engineering 

" 
The 00 Environment {3) 

t Most of the object-oriented measures that are proposed 
or included in automated tool technology are measured 
at the class and method level 

t Object-oriented methodologies require significant effort 
early in the development cycle to identify objects and 
classes, attributes and operations, and relationships 

t Encapsulation, inheritance and polymorphism require 
object-oriented designers to carefully structure the 
design and consider the interaction t>etween the various 
objects 

t Much of what is available in even a typical 00 
environment is under utilized - asserts anyone? 
Checkin~ that your arguments and your functional 
assumptions are really true. 
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Software Quality Engineering 

The 00 Environment {4) 

t The result of this early analysis and design 
process is a blueprint for implementation 

t Thus, it becomes even more important to 
ensure the creation of high qua1ity object
oriented designs and associated pseuclo-code 

t We can then measure the actual 00 code as a 
mirror of the design and the process and 
provide near real-time, iterative feedback into 
the development process 

t Allows for those "mid-course" corrections 
much earlier on (the faster you find the "risks" 
and the bottlenecks, the more time you have to 
"fix" them) 
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SOftware Quality Engineering 

" Emerging 00 Paradigms 
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Paturn 
Bi.ilm,,g 

Tool 
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Limitations of Dominant 
Development Mindset 
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Jini "• 
Vision 

~ QualltyOO 

Software Quality Engineering 

A Jini in Your Future! 

What is Jinictm>? 
REAL 00 (maybe)!! 

t Plug and Play on the Network 

t "Spontaneous Connections" 

t Network dialtone 

t No real devices - just services 

t Dynamically shared data, smart updates 
• 

t Componentized software running on network distributed 
virtual machines 

t 00 at the system level 

t The Network is the real program 

t Jury is really out on whether it is "it" for 
future/emerging 00 

.,,, 
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Software Quality Engineering 

Limitations of Java (1) 

t Java is somewhat inadequate as a software engineering 
language for enterprise applications (heresy, No! 
Buzzwords/hype are limiting) 

t No multiple inheritance (anyone who has practiced 0-0 
development knows how important it is to be able to combine 
separate abstractions) 

t No generic classes (forcing the frequent use of type casts, with 
disastrous effects on both performance and safety) 

t No assertions (even the modest "assert" of c++ has been 
removed) This means that it is a bit challenging to write 
serious reusable components in Javat because serious reuse 
requires that the component be specified (See what happened 
to the Ariane-5 for an $800 million examp[e of what happens 
when one violates this elementary rule (Ada!)) 

t Who is going to trust a mission-critical development to 
"reusable" components that do not document, let alone 
monitor, their own specification? 

t What about global state, beyond sockets, threads for fully 
.,.. distributecf applications? 
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Software Quality Engineering 

Limitations of Java (2) 

t A neutered form of overriding (redefinition) -- When you 
redefine a routine, you cannot change its s1anature. This 
severely limits the aJ)plication of polymorphism and other 
fundamental 0-0 techniques 

t Violations of information hiding, hampering object-oriented 
principles (you can write a.x = value directly, i.e. modifv an 
object field without going through the interface of the class!) 

t The confusing name overloading mechanism of c++ (what 
does a.f (x) mean if a and x are polymorphic and f is both 
redefined and overloaded for the corresponding types?) 

t The confusin9. syntax of c, replete with special characters and 
counter-intuitive conventions 

t Performance problems, STILL (The JITC may help, jury still 
out) 

t "Java: the elegant simplicity of c++ and the blazing speed of 
Smalltalk" 

t And c++? Most of the time it is Chiding in a wrapper! 
.... 
~ ~ 

~ QualityOO Thomas Drake 32 



Software Quality Engineering 

" So What is 00 Really All About?? 

t " ... Too many organizations have spent too 
much time obsessing on the information they 
want their networks to carry and far too little 
time on the effective relationships those 
networks should create and support. This is a 
grave strategic error." 
t Michael Schrag~ MIT Media Lab Research Associate, in a 

white paper of I ne Merrill Lynch Forum 

t The Language is not THE answer! But the 
language is a primary means of communication 
with its own syntax, structure, rules and 
meaning. 
t Design by Contract - Precise defs/relations for classes 

ff~ ~ 
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A Story About a Lesson in 
Measurement 

The Tale of the Two Coffee 
Shops 
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Software Quality Engineering 

Measuring 00 -- Uh-Oh!? 

t "What is not measurable make measurable." 
t Galileo (1564-1642) 

t " ... when you can measure what you are 
speaking about, and exl?.ress it in numbers, you 
know something about 1t; when you cannot 
express it in numbers, your knowledge is of a 
meager and unsatisfactory kind ••. " 
t Lord Kelvin, 1889 

I I 
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Software Quality Engineering 

Measuring From Where?? 

t "Since the measuring device has to be 
constructed by the observer ..• we have to 
remember that what we observe is not nature 
in itself, but nature exposed to our method of 
questioning." 
t Werner Karl Heisenberg (1901-1976), in "Physics and 

Philosophy," 1958 
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Software Qual i ty Engineering 

Definitions 

t Measurement is the process of assigning a number (usually a 
derived constant) or descriptor (an actual measure) to an 
entity in order to characterize a specific attribute or 
characteristic of that same entity. Measurement is 
instrumentation. 

t An objective or algorithmic measurement is one that can be 
computed precisely according to an algorithm or formula. Its 
value does not usually change due to changes in time, place, or 
observer. Unless there is variation! 

t Software metrics measure specific attributes of a software 
product OR a software development process. The product will 
reflect the process. 

t Metric - A quantitative measure of the degree to which a 
system, subsystem, component, procedure, routine, 
artifact, or process possesses a given attribute. 

t Feedback is qualitative! 

~~ 
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Software Qual ity Engineering 

Types of Metrics 

t Process Metrics - Quantify attributes of the 
development process and the development 
environment 
t Resource metrics programmer experience, cost of 

development, techniques, development environment, 
defects 

t Product Metrics - measures of the actual 
output from the development process and 
reflect by way of indication how the software 
was designed< created, maintained, and 
modified and now it has evolved 

t program Metrics - budget, schedule, quality, 
customer needs, requirements satisfaction 
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Software Quality Engineering 

" 
00 Metric Principles 

t Program issues and objectives drive the measurement 
requirements - busjness case 

t Developer's process determines how the software is actually 
measured - code space 

t Collect and analyze date at a level of detail sufficient to 
identify and isolate software problems - rjsk space 

t Requires independent analysis capability - domajn space 
t Structured analysis process to trace the measures to decisions 

-program space 
t Interpret results in combination and linked to other program 

information - context and use space 
t Integrate the measurement activity into the management 

process throughout the life cycle - feedback space 
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" 
Useful Characteristics 

t Simple to understand and comprehend 

t Precisely defined (at least reasonable!) & reproducible 

t Objective (within the bounds of the observer!} 

t Cost effective 

t Informative 

t Automated as much as possible 

t Can integrate with other measures 

t Appropriate for many different application domains 

t Provides the Product level/Peer Review feedback for the CMM 
KPAs in quality assurance (Levels 2 & 3} and Level 4 for 
Statistical Process Control 

t Standards and guidelines (.Java JLS, ANSI c++) 
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Software Quality Engineering 

- Software Science Metrics ~ 
t Essentially created by Maurice Halstead, 1970s 

t Uses tokens - basic syntactic units for ALL software from 
Assembler to c++ and Java - the fundamental building 
blocks of all code 

t Computer program is a collection of tokens that are 
composed of operators and operands 

t Token counts used to create 4 basic metrics 

t Additional metrics are calculated or derived from the 
basic metrics 

t VERY useful for 00 at the method/member level 

t Establishes the essential vocabulary of the code 

t Syntax (rules) and semantics (meaning) - context 
domain 
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Software Quality Englneerl119 

Software Science Components 

t Operator - any symbol or keyword in a 
program that specifies an action 
t Arithmetic symbols ( + - / *) 
t Command names (reserve words/instruction set for 

language) 
t Special symbols:=, braces, parentheses) 
t Function names are defined as operators 

t Operands - any symbol used to represent data 
(variables and constants, labels) 

t Not counted - declarations statements, 
statement labels 

t DO NOT address the "uniquenesses" of 00 
t BUT do apply at the method/member function level 

~-
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Software Quality Engineering 

" 
Basic Software Science Metrics 

t nl - number of unique operators (Nl all nls) 

t n2 - number of unique operands (N2 all n2s) 

t n = unique pairings of nls and n2s (essential vocabulary) 

t N = Nl + N2 (Length) 

t NA = [nl * log2(n1)] + [n2 * log2(n2)] (predicted N) 

t Purity Ratio= NA/N 

t V = N * log2n (Volume or Program Size) 

t BA= [N * log2n]/E0 (E0 = 3200) (lookups) 

t LA = 2/nl * n2/N2) (Abstraction Level) 

t E = V /LA (Level of Effort/Time to Develop) 

t Other "derived" measures (fundamentally static in nature) 
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Software Quality Engineering 

"Other Valuable Metrics" 

Knowing what to really measure 
that matters. 

:-) 
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Software Quality Engineering 

- Quality Measurement Models (1) 

t Some of the earliest software product quality 
models suggested software product qualities 
as a hierarchy of attribute factors, quality 
release criteria, and analysis metrics 

t International efforts have also led to the 
development of a standard for software
product quality measurement in the form of 
ISO 9126 

t All of these models vary in their hierarchical 
definition of quality, and they share common 
problems 
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Software Quality Engineering 

- Quality Measurement Models (2) 

t The most serious problem is that the models 
are vague in their definitions of the lower level 
details and metrics needed to obtain a 
quantitative assessment of product quality 

t Thus( these models offer little help to software 
deve opers who need to design, develop, and 
deliver quality 00 products 

t All models are wrong, but some are perhaps 
more useful than ottiers 

~ ~ 
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Software Quality Engineering 4IL Quality Measurement Models (3) 

t In addition, the emergence of the object
oriented development approach has had one 
additional major drawback for measuring 
software quahty 

t Traditional software product metrics that 
evaluate product characteristics such as size, 
complexity, 1>erformance, and quality level do 
not necessarily apply as well to object-oriented 
development 

t Some fundamentally different notions 
{ encapsulation, inheritance, polymorphism) 
inherent in object-oriented software 
development 
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Software Quality Engineering 

- Quality Measurement Models (4) 

t The concepts of software metrics are well 
established for structured development and 
many metrics relating to product quality have 
been developed and used 

t With object-oriented analysis and design 
methodolo9ies gaining popularity1 pertiaps it is 
time to seriously begin 1nvestigat1ng object
oriented metrics witll respect to software 
quality 

t We are interested in the answer to the 
following questions: 
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Software Quality Engineering 

00 Quality Model Questions 

• What concepts, approaches, and structures in object
oriented design affect the quality of the software? 

• Can traditional metrics measure the critical and 
unique object-oriented structures and 
implementations? 

• If so, are the threshold values for the metrics the 
same for object-oriented designs as for more 
traditionally structured designs? 

• Which of the many new metrics found in the literature 
are useful for measuring the critical concepts of 
object-oriented structures? 

• What correlated set of quality metrics ~ermit the 
ability to measure variability over time? 

BREAK! 
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" Measuring Object-Oriented 
Software Quality 
for c++ and lava 

Part 2 

Thomas Drake 

Introduction and Background for Measuring C++ and 
Java 

Code Level Guidelines, Practices & Measures for High 
Quality c++ and Java 00 Software Development 

Sample Automated Tool Technology for Measuring 
c++ & ,lava 

Experiences and Lessons Learned in Measuring 30 
million+ lines of c++ and Java 
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Software Quality Englneeri"ll 

" If you exclude the time it takes to learn, the 
money that it takes to train, the elusive reuse 

benefits, the resistance to change, the 
constantly arising trouble spots, the long lead 

times required to build applications from 
scratch, the complex low-level programming 

languages, the lack of scalability, the shortage 
of talent, the limited platform support, the 

performance penalties, the deployment 
challenges, the heavy maintenance burdens, 

the difficulty in comprehension, and the 
expense of manually reapplying your 

customization, 
then object technology is quite beneficial. 
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Software Quality Engineering 

00 Quality Development & 
Measurement Criteria 

t The object-oriented development & 
measurement criteria should be used to 
evaluate the following key attributes: 
• E~1=len~/~pijmjzatjo~ - Ar~ tJ,e object-oriented constructs 

e 1c1ent y es1gne an opt1m1zecl? 

• Com~iexjJ:ll~Entc°§Y - Can the design and software 
cons ructs e use more effectively to decrease the 
architectural complexity and avoid or mitigate entropy? 

• J,Jndersta,r.ahm~~ompcfbeosi~o - Does the design 
increase t e psyc oog1ca comp exity and therefore make it 
less understandable? 

• Reusabil~{Po~gw, - Does the design quality support 
reuse an porta , , . 

• Jestal>Jlilll{f-1ajntajnabUity - Does the structure support 
ease o testmg an mamtainabi/ity? 

~ii 
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Software Quality Engineering 

" 
00 Quality Measurement 

t A number of patterns with respect to the use of metrics 
have emergecl. A single or isolated software metric is 
seldom useful. 

t Five to fifteen well-chosen metrics seems to be a 
practical upper limit; additional metrics above fifteen 
seldom provide a significant return on investment. 

t In addition, it is the combination of various metrics that 
provides for the analysis of the "velocity and 
acceleration" between them and offers real utility over 
time. 

t What are some of the key object-oriented metrics? 
NOTE: Unless indicated, all specified measures are for 
individual methods/members. 
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Software Quality Engineering 

" 
00 Metrics (1) 

• Number of use cases and user based scenario scripts 
• Method/Member Size (range is <30 - 150 LOC) 
• Number of Classes 
• Members/Methods per class (max of 30) 
• Public Members/Methods per class (max of 15) 
• Private Members/Methods per class (max of 10) 
• Protected Members/Methods per class (max of 5) 
• Friend Functions per class (max of 10) 
• Friend Classes per class (max of 5) 
• Inline Members/Methods per class (max of 15) 
• Virtual Members per class (max of 15) 
• Explicit Inline Functions per Class (max of 50 
• Comment Percentages ( 40-600/o) minimum of 25% 
• Volume or Program Size (3200 or less) 
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software Quality Engineering 

00 Metrics (2) 

• Physical Source Statements (124 per 
method/member) 

• Logical Source Statements (76 per method/member) 
• Lines of Code (62 is the "magic" mean) 
• Purity Ratio (0.85 or greater) 
• Level of Effort (100,000 or less) inline function 

=<10,000 
• Span of Reference between Variables (max of 10) 
• Executable Statements (max of SO, with ideal of 25 or 

less) 
• Maximum Nesting Depth (5) 
• Average Variable Name Length (25) 
• Cyclomatic Complexity (McCabe) (7 or less) 4 for 

average 
• Depth of inheritance tree (maximum of 5) 
• Number of children 
• Coupling between objects 
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" 
00 Metrics (3) 

• Number of instance variables per class 
• Number of unique messages sent 
• Number of classes inherited (derived classes) 
• Number of classes inherited from base classes 
• Estimated errors per member/method (range of 3-8 

per KLOC) 
• Number of problem reports per class 
• Number of problem reports per use case 
• Reuse Ratio 
• Estimated Time to Develop (max of 7 hours per 

method/member function) 
• Number of executable test paths per method/member 

(100 or less, max of 1000) 
• Average number of logical branch links per path for 

methocl/member (25 or less, max of 50 J 

~. ~ 
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Software Quality Engineering 

" 
Use of 00 Quality Metrics (1) 

t Object-oriented software metrics are different from 
some of the traditional software metrics because of 
localization, encapsulation, information hiding, 
inheritance, and object abstraction techniques. 

t several object-oriented software metrics are related to 
the class-jnstance re!atjonsbip (number of instances per 
class per application) 

t Other metrics for object-oriented software include 
weighted methods per class that focus on the complexity 
and number of methods within a class. 

L~~ 
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Software Quallty Engineering 

" 
Use of Quality 00 Metrics (2) 

t The depth of the inheritance tree as a measure of how 
many layers of inheritance make up a given class 
hierarchy, and the number of children for a given class. 

t Another measure between object classes counts the 
number of other classes to wftich a given class is 
coupled. 

t And yet another is the size of the set of methods that 
can potentially be executed in response to a message 
received by an object. 

t Another metric is the lack of cohesion in methods. This 
is a measure of the number of different methods within 
a class that reference a given instance variable. 

""- ~ 

<! .. ' ~ -
~ Quallty 00 Thomas Drake 58 



Software Quality Engineering 

" 
Traditional Metrics for 00 ( 1) 

t Cyclomatic Complexity (YGZ > (<=7) 

t Cyclomatic Complexity (McCabe) is used to evaluate the 
complexity of the control flow a[gorithm in a method. 
t A method with a low cyclomatic complexity is 

generally better, although it may mean that decisions 
are deferred through message passing. 

t Cyclomatic complexity cannot be used to measure the 
complexiW of a class because of inheritance, but the 
cyclomatic complexity of individual methods can be 
combined with other measures to evaluate the 
complexity of the class. 

t In general the cv.clomatic complexity for a method 
should be 7 or below; this indicates tllat class-level 
inhea:_-itance decisions are deferred through message 
passmg. 

~..,. 
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" 
Traditional Metrics for 00 (2) 

t Size/Volume (<=3200) 

t Size of a method is used to evaluate the ease of 
understandability of the code by developers and 
maintainers. Size can be measured in a variety of ways. 
t These include counting all physical lines of code, the 

number of statements, and the number of blank lines and 
the use of variants of 1:he Software Science or Halstead 
metrics. 

t Thresholds for evaluating the size measures vary depending 
on the coding language used and the complexity of the 
method. 

t However, since size affects ease of understanding large 
routines will always pose a higher risk in the attributes of 
understandability, reusability, and maintainability. 

t Volume size based on the unique pairings of operators and 
operands (constants and variables) 
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Software Quality Engineering 

Traditional Metrics for 00 (3) 

t comment Percentage/Comment Words (min of 25%, 
40-60%) 

t The line counts done to compute the Size metric can be 
expanded to include a count of the number of comments, 
both in-line (with code) and stand-alone. 
t The comment percentage is calculated by the total 

number of comments divided by the total lines of code 
less the number of blank lines. 

t Ideal comment percentages should be 40-600/o and no 
lower than 25%, with an average of eight comment 
words per comment line • 

.,,. 
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00 Specific Measures (1) 

t~ 

t A class is a template from which objects can be created. This 
set of objects share a common structure and a common 
behavior manifested by the set of methods. Three class metrics 
described here measure the complexity of a class using the 
class's methods, messages and cohesion. 

t Method 
t A method is an operation upon an object and is defined in the 

class declaration. 
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Software Quality Engineering 

00 Specific Measures (2) 

• Weighted Methods per Class (WMC) 

t The WMC is a count of the methods implemented within a 
class, or the sum of the complexities of the methods (method 
complexity is measured by cyclomatic complexity). The second 
measurement is difficult to implement since not all methods 
are accessible within the class hierarchy, due to inheritance. 

t The number of methods and the complexity of the methods 
involved is a predictor of how much time and effort is 
required to develop and maintain the class. The larger the 
number of methods in a class, the greater the potential 
impact on the related children, since children inherit all of 
the methods defined in a class. 

t Classes with large numbers of methods are likely to be 
more application specific, thereby limiting their possibility 
for reuse. 
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SOftware Quality Engineering 

"' 
00 Specific Measures (3) 

t Message 

t A message is a request that an object makes of another object 
to perform an operation. The operation executed as a result of 
receiving a message is called a method. 
• Response for a Class (RFC) 

t The RFC is the set of all methods that can be invoked in 
response to a message to an object in the class, or by some 
method in the class. This includes all methods accessible 
within the class hierarchy. 
t This metric looks at the combination of the complexity of a 

class through the number of methods and the amount of 
interaction with other related classes. The larger the 
number of methods that can be invoked from a class 
through messages, the greater the complexity of the class. 
A maximum of 30 mem6ers or so per class is a useful 
threshold. 
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Software Quality Engineering 

00 Specific Measures (4) 

t Cohesion 

t Cohesion is the degree to which methods within a class are 
related to one another and work together to provide well
bounded behavior. Effective object-oriented designs maximize 
cohesion, since it promotes encapsulation. 
• Lack of Cohesjon of Methods (LCOM) 

t LCOM measures the degree of similarity of methods by data 
input variables or attributes. Any measure of separateness of 

·methods helps identify flaws in the design of classes. There are 
at least two different ways of measuring cohesion: 

t One can calculate it for each data field in a class and then 
calculate the percentages of the methods that use that data 
field. The standard measure is to average the percentages 
then subtract from 100%. Lower percentages mean greater 
cohesion of data and methods in the class. 

t Some question as to accuracy of "formula" 
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" 
00 Specific Measures (5) 

t coupling 
t Coupling is a measure of the strength of association 

established by a connection from one entity to another. 
Classes (objects) are coupled primarily in fhree ways: 

• When a message is passed between objects, the 
objects are saict to l>e "coupled." 

• Classes are coupled when methods declared in one 
class use methods or attributes of other classes • 

• Inheritance introduces significantly tighter cou~ling 
between superclasses ancl their subclasses, so there 
is a tradeoff. 
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00 Specific Measures (6) 

t Since good object-oriented design requires a balance between 
coupling and inheritance, coupling measures focus on non
inheritance coupling. 
• coupliog Between Object Classes (CBQ) 

t CBO is a count of the number of other classes to which a 
class is coupled. It is measured by counting the number of 
distinct non-inheritance related class hierarchies on which a 
class depends. 

t Excessive coupling is detrimental to modular design and 
P.revents reuse. Tfie more indei>endent a class is., the easier 
1t is to reuse in another application. The larger tne number 
of couples, the higher the sensitivicy to changes in other 
parts of the design; this makes maintenance more difficult. 

t Strong coupling complicates a system since a module is 
harder to understand, change or correct by itself if it is 
interrelated with other mocfules. This improves modularity 
and promotes encapsulation. Thresholds are typically 10 or 
so maximum class couples. 
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00 Specific Measures (7) 

t Inheritance 

t Another design abstraction in object-oriented systems 
is the use of anheritance. Inheritance is a type of 
relationship among classes that enables programmers 
to reuse previously defined objects incluaing 
variables and operators. 

t Inheritance decreases complexity by reducing the 
number of operations and operators, but this 
abstraction of objects can make maintenance and 
design difficult. 

t The two metrics used to measure the amount of 
inheritance are the depth and breadth of the 
inheritance hierarchy. 
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00 Specific Measures (8) 

• Depth of Inheritance Tree (PIT) 

t The depth of a class within the inheritance hierarchy 
is the maximum length from the class node to the 
root of the tree; this is measured by the number of 
ancestor classes. 

t The deeper a class is within the hierarchy, the greater 
the number of methods it is likely to inherit, making it 
more complex to predict its behavior. 

t Deeper trees constitute _greater design complexitv, 
since more methods anaclasses are anvolved buf 
have greater the potential for reuse of inherited 
methods. 

t A support metric for DIT is the number of methods 
inherited (NMI). This author has found that a 
maximum depth level should not exceed five with a 
depth of two as a system tree summary average. 
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00 Specific Measures (9) 

• Number of Children (NOC) 

t The number of children is the number of immediate 
subclasses subordinate to a class in the hierarchy. It 
is an indicator of the potential influence a class can 
have on the design and on the system. 

t The greater the number of children, the greater the 
likelihood of imP-roper abstraction of the parent; this 
may be a case of misuse of subclassing. But the 
greater the number of children, the greater the 
reusability, since inheritance is a form of reuse. 

t If a class has a large number of children, it may 
require more testing. 

~ ~ · 
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" 
Standardized Traditional 

Measures 

t IEEE Standardized Size Measures include the following: 

• Physical Source Statements (PSS) 
• Logical Source Statements (LSS) 
• Non-executable statements 
• Compiler Directives 
• Blank Lines 
• Comments 
• control flow Nesting Depth 
• Span of Data Reference (between variables) 
• Average Variable Name Length 

t Predictive Performance Measures include the following: 

• Average number of logical branch links per executable path 
• Number of actual executable paths per function 

method/ memlier 
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" 
Code Measurement Guidelines 

(1) 

t Code Measurement Standards for c++ and JAVA 
(provides correlation for N85% + of the code) 

t Unit values are based on a "standard" single function/method 
within the programming language 

t Static Measure (Definition) Standard "Normalized" Value 
(range in parentheses) 

t Measurement Thresholds 

t Cydomatjc Complexjty (statement-level control flow) 
7 {1-12 max) 
NOTE: Case statement increases count by one 
NOTE: > 15 is critically out of bounds 

t Database code <10 (2 - 25 max) 
NOTE: > SO is critically out of bounds 

t GUI-generated code <5 {2 -10 max) 
NOTE: > 20 is critically out of bounds 

~-
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Code Measurement Guidelines 
(2) 

t purjty Ratjo (optimization level per function) 1.0 (.85 - 1.25 +) 
NOTE: <0.70 is critically out of bounds 

t Database code > .60 (.60 - 1.0 +) 
NOTE: <0.50 is critically out bounds 

t GUI-generated code > .SO (.50 - 1.0 +) 
NOTE: <0.30 is critically out of bounds 

t Volume (program sjze) 3,200 ( <100 - 4,soo max) 
NOTE: >7,500 is critically out of bounds 

t Database code 5,000 ( <3,200 - 7,500 max) 
NOTE: > 15,000 is critically out of bounds 

t GUI generated code 7,500 ( <3,200 - 10,000 max) 
NOTE: > 20,000 is critically out of bounds 
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" 
Code Measurement Guidelines 

(3) 

t Effort (abstraction level of function) 
100,000 per function ( < 10,000 - 300,000 max) 
NOTE: >500,000 is critically out of bounds 

t DB code 500,000 per function ( <300,000 - 1,000,000 max) 
NOTE: > 2,000,000 is critically out of bounds 

t GUI generated code 1,000,000 per function 
( <500,000 - s,000,000 max) 
NOTE: >10,000,000 is critically out of bounds 

t Estjmated Jjme to Develop in Hours 
(per function as an average) 4.5 ( < 2 - 7 max) 
NOTE: >15 is critically out of bounds 

t comment percent of Code 25% ( 40% - 60%+) 
NOTE: <20% is critically out of bounds 
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A Code Measurement Guidelines 
.._ (4) 

t Functjonal Density (per source lines of code/LOC) 
62 ( <36 - 150 max) 
NOTE: >250 is critically out of bounds 

t DB code 125 ( <75 - 250 max) 
NOTE: >500 is critically out of bounds 

t GUI generated code 250 (<150 - 500 max) 
NOTE: >1,000 is critically out of bounds 

t predjcted Errors in Code (per 1000 lines of code/KLOC) 
4(<3-Smax) 
NOTE: >15 is critically out of bounds 

~~ 
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" 
Code Measurement Guidelines 

(5) 

t Performance Predictability 

t Executable One-Trip paths (per function) 
<100 (<50 - 1,000 max) 
NOTE: >5,000 is critically out of bounds 

t DB code 2,000 (<500 - 20,000 max) 
NOTE: > 50,000 is critically out of bounds 

t GUI generated code 5,000 (<1,000 - 50,000 max) 
NOTE: > 100,000 is critically out of bounds 

t Average Number of Branch Unks (per function) 
25 (<15 - 50 max) 
NOTE: >75 is critically out of bounds 
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DIT Metric as an Example 

t Depth of Inheritance Hierarchy - DIT (source and Java class 
files) 

t This metric calculates how far down the inheritance hierarchy 
a class is declared. In Java all classes have java.lang.Object as 
their ultimate superclass, which is defined to have a depth of 
1. So a class that immediately extends java.lang.Object has a 
metric value of 2; any of its subclasses will have a value of 3, 
and so on. 

t A class that is deep within the tree inherits more methods and 
state variables, thereby increasing its complexity and making 
it difficult to predict its behavior. It can be harder to 
understand a system with many inheritance layers. 

t DIT is defined for classes and interfaces: 

t all interface types have a depth of 1; the class java.lang.Object 
has a depth of 1; all other classes have a deptll of 1 + the 
depth of their super class. 

\ 

,,~,~ff 
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NOA Metric as an Example 

t Number of Attrjbutes - NOA (source and Java class files) 

t The number of distinct state variables in a class serves as one 
measure of its complexity. The more state a class represents 
the more difficult it is to maintain invariants for it. It also 
hinders comprehensibility and reuse. 

t In Java, state can be exposed to subclasses through protected 
fields, which entails that the subclass also be aware of and 
maintain any invariants. This interference with the class's data 
encapsulation can be a source of defects and hidden 
dependencies between the state variables. 

t NOA is defined for classes and interfaces. It counts the number 
of fields declared in the class or interface . 

• • • • e,_s 
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" 
CBO Metric as an Example 

t Coupling Between Objects - CBO source only. 

t When one object or class uses another object or class they are said to 
be coupled. One major source of coupling is that between a superclass 
and a subclass. A coupling is also introduced when a method or field in 
another class is accessed, or when an object of another class is passed 
into or out of a method invocation. Coupling Between Objects is a 
measure of the non-inheritance coupling between two objects. 

t A high value of coupling reduces the modularity of the class and makes 
reuse more difficult. The more independent a class is the more likely it 
is that it will be possible to reuse it in another part of the system. 
When a class is coupled to another class it becomes sensitive to 
chan9es in that class, thereby making maintenance for difficult. In 
addition, a class that is overly dependent on other classes can be 
difficult to understand and test in isolation. 

t CBO is defined for classes and interfaces, constructors and methods. It 
counts the number of reference types that are used in: field 
declarations; formal parameters and return types; throws declarations; 
local variables. 

t It also counts: types from which field and method selections are made. 
The component types of arrays are also counted. Any type that is 
either a supertype or a subtype of the class is not counted. 
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Core Java/C++ Metrics with 
"suggested" Guidelines " t Cf clomatic Complexity - t Response For Class - RFC 

VG) t <50 
t <7 

Data Abstraction Coupling -t 
t Lines of Code - LOC (62 or DAC 

less) t max of 10 

t Depth of Inheritance t Fan out - FANOUT 
Hierarchy - DIT t max of 10 
t max of 5 

t Coupling Between Objects -
t Number of Attributes - NOA CBO 

t max of 10 

t Number of Remote Methods t Lack of Cohesion Of Methods 
- NRM (max of 50) - LCOM 

t Number of Local Methods - t <50 
NLM t Number Of Classes - NOC 
t <150 t max of 10 

t Weighted Methods per Class 
~ MC(<250) 
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Main lava/C++ Metrics 

M -:?tric 
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" 

Java/C++ Examples (2) 
www.metamata.com/www.soft.com 

' ' t, 

SCRJBVW.CPP: Hind=O 

I I// I I//// I I I I I I I I I I I I/ I I I I I I I I I I I I I I I I I/ I 
id c,eriDV1ev: ;OntJpdate (CView•, LPARAJ!, C 

/ / The dOCUlll!!Dt b&3 lnto~d this V 

i t (pH.Ul t !• HULL) 

U: (pKlnt->IslUDdOf {JWN'I'Iltt 
( 

II ~ hint is that 

II Soi invalido.te it 
CSt.rokc• pStrolte • I 
CCHentIIC de (this); 
OnJ>repareDC ( ,11e1 ; 
CRect rec:tlnvaUd • 
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Java Kiviat Metric 
Diagram/ Audit Rules 

*O•• ofOanec .. ~ :11amce Pia» x od.J&D 
•o•e ofonnac .. aaxy Jl~e x ethod. x od.:i&.D 
*Bad.~Locat:lldArm.yDecluatDD 
•zncl:>alo.g Loop BodyW t:hlo. a Bl:>clt C6mblo) 
•zncl:>alo.g Bodyot:irsta- entw t:hlo. a Bl:>clt C6mblo l 
*O•e ofEm. Pt¥Catch Bl:>cks 
*Too Geneml.A Catch Clauae 
•Duplk:ata :ID. pozt:.Dec:lamt:icna: 
•z,cpll:::11:.JRpo:ctofthe :l,va.long Cluau C6mblo) 
•uanecuaaz;y-:ID.pozt:.Decluat:iC>na C&mhll) 
•R.eplllcem entPorDm and :ID.po:m (6cabll!II) 
•onu•td LocalDec:luatbna 
•onuatd G bbal.I>ec:luat:iC>na: 
• o vei::d:1:bg a "l):dvata • JI ethod. 
•ovud:1:bg a Hon-Ab•tmctK ethod wtb anAbata:act 

••thod. 
• o vemadlo.g w t:hlo. a Subclua 
• haccua!:>ll!II • ethod. • atchN call 
• hacc•••~ll C on•tmctcrll atcbe• Jl"VOcat:fcn 
•La:ce Hum berofSw:l:ch Stata:D. emtcaa .. 
*Accu• ofStati: 11-be.m Thmugh ob;.cm 
*U•• ofStati: P:lal:1 ofAnotharCll.a• l:,r:Jl.t::allzat::bn 

,.. 
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Audit "Rule" Details (Example) 

t unused Local Peclacatjons 
t 

t 

Description: Local declarations must be used. A local declaration is 
one which cannot be used from outside the top-level class in which it is 
declared. Examples of such declarations are local variables, formal 
parameters, private declarations, and declarations nested within 
private classes. 

Example of violation: 
t int f(int x, int y) 
t { 
t return x * x; 
t } 

t In the above example, the formal parameter y is an unused 
local declaration. 

t Advantages of using this rule: 
t This rule is clearly useful in identifying extraneous declarations in 

the program. It can also indicate possible logic errors - for 
example, an unused formal parameter as in the example above 
might mean there is something wrong with the implementation of 
the method. 
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t COVERAGE 

Java Audit Report 
•cua and .htamceNam. :bg Co:c:vent:::bna 
*Non~hal.P:ial:S Nam :bg conventbna 
•conatantNam :bg conventbna 
• M ethod Nam :bg c onventbna 
•Loca1Vamhl11Nam. hg Convwnti:>na 
*Package Ham :bg ConV11111tbna 
*Avoi11Jahg •$• Jl Nam u 
*OaarDefbed Nam. :bg CODvent:bna 
*EquaJ:tvOpmatbna on BoolNnAJqUment:a 
•complllxLoop Expmaabna 
•oae ofStz:fct.g :b.ataad ofSb:bgBuf!iar 
•onnec-am;ycaata 
•onnec•••a.JY •:batanceor- Eval.latbna 
•compow::u1Aaa*1nm ent 
*Neatad Aaa~ ent 
*Aaa:t,nmanttr::, l"omaalPammetaD 
*Aaai,ma. enttc Port.oop Vm::lllblu 
*Nkbg LOgi:al.Opmatc:mW t:houtPamntheau 
*BiShgOfllaaea 
• M u:tt,lo Vloi>lo D eclamtl:>na w th Sam e II am e 
•comm an4 Qum;y Sepmatbn 
•o JderofAppeamnce ofll od:lllma C6ml,lo) 
•oae ofthe •synchzcnized.•Kod.&r 
*The •atatc aync:b.zonJzed•Bug ii JJ>IC 
•oae ofObaolllta :Jl.tadlcellod:6r 
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00 Code Coverage 

t What about coverage analysis for measuring object
oriented software? Several tool technologies assess the 
"testedness" of an object-oriented module. 

t These tools can also create a coverage trace result and 
present the results in gra~hic1 textual, and tabular reports. 
They do this by providing botn branch and method
invocation {call-pair) coverage in a single test run to 
identifv which part of the obJect-oriented source code 
"tree" has been tested, both at the unit/object level and the 
system integration level. 

t Branch coverage is used for unit and system testing 
tracking the number of times each segment of a melhod has 
been exercised. Testing coverage determines if each 
method invocation has been exercised. 

t Testers can then efficiently concentrate on untested code. 
This reduces the likelihood of defects and improves product 
quality. 
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Tool Support for 00 Coverage 

t The major advantages of using automated tool 
technology to determine the quality of the code include 
the following: 
• Reliable verification of test suite thoroughness 
• Rapid identification of unexercised code (produces 

rehable code) 
• Webfiltg~W~ft~rge. complex "industrial-
• Easily accessible graphical coverage reporting with 

immediate reference to source code 
• point-and-click visual display of call-tree 
• Class hierarchy analysis 
• Individual method digraph ability to do branch 

coverage 
• Method invocation (call-pair coverage) in a single test 

run 
• Efficient instrumentation 
• Run-time data collection 
• class assocjated source-viewing capability 
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c++ Sample Code (Executable) 
www.soft.com 
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Coverage Technology 

,.. 
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" 
c++ Sample Code 
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" 
c++ Code Instrumentation 

8 - 1' 
El··~ SClllce File: 
. H~ chkfrm. cpp 

!-· ~ ~-cpp 

:.~1== !-,~ readme.txl 
--- ,'*, scmble. cpp 
: . . 
(· "" sailble. hp1 
~-,~ ~re 

'-~ sai>doc.cpp 

t- ~~~cpp :--· ,a .... .,......cpp 

- - scrimac.hpi 
~- ,::: sairnac.r 
!_ ~ stdahc.cpp 

.. fm Header Fies 

Setup 

. ..,. 
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" 
c++ Code Coverage (Trace) 

0.00 0 .00 0.00 0.00 

0.00 0.00 0.00 0.00 

0.00 0 .00 0.00 0.00 

14 ,. ..... ...... 03.33 93.33 

100.00 100.00 100.00 100.00 

100.00 10000 100.00 10000 

100.DD 100.00 100.00 100.00 

BC.:IJl Mll:l::lAG!l NJLP IC:!ler:1..bb.l.aApp . C'W.2-nA.pp ) 
- // ((AFx MSG MAP(esor.:Lbbi-App) 

011_c-c»N.-n c'it>_.t.•P_Aaou-r. OnA.ppAbo1o1t::> , 
// WOTB - t::he C.1.-•W.1.&•c-d wj.J.,J, add •nd r._ve -pp.1.agi -c 
// DO NOT aD:Z:T wh•t:: yov. ••• .i.A Cb.•• b.l.ocb o'f 9•D•r•t 

/ / ) ) ArX_MSG_MAP 
/ / st::-d&IC"d 'f.1..1.e b-•d d.oc-p,t:: c-nda 
011 ec::..tA.WI>(:Z:l> r:rx.z WJSW, CWJ.nApp110nr.1.1.a•-> 
ow:ec::e.u.s» c:z:1>:rzr.•=o•••• ~pp• 10a.tLl..Op•n> 
// :!Jt-dard pr~t:: ••t::up c-nd 
n • ~,_...ST)ITn "TT· "'- ••Tw-r !'1111'1.,..,...l' . t":W1nAnn 11 C'w,~11-Pr1n"'-~-"''"\ 
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c++ CallTree Diagram 
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" 
c++ CallTree Diagram (detailed) 
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c++ Method/Function Diagram 
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CScril>View::OnUpdaee(CViev•, LPARA!!, C 

// The document ha:s in~ormed thi~ v 

it (pHine !• NULL) 
( 

it (pHine->I~KindOt(RUNTil!E 
( 

// The hine i~ ehae 
I I So, inval i date it 
CStroke' pStroke • ( 
CClieneDC dc(ehi~); 
OnPrepareDC(•dc); 
CRece 
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" 
c++ Method/Function detail 

i 

Init.Docua• nt () ; 
ret1.1ra TRUE ; 

oid cscri bbleDoc;: O.l•t•Contents () 
I 

while (la_atrok•Li•t . I•Eapty() ) 
I 

) 

C:01•8• ,:verDoc: : DeleteCo nte nt• Cl : 

-

Informational : foobar is defined but not used. 
Informational: foobor hides the some name in 
an outer scope. 
Error: The type "c:horO" is incomplete. 

Warning: t>ec:lore stnJct foobor(loc:al) prior to 
use in function prototype. 

Warning: foobar is expected to return a value. 
Error: There is no matching ")". 
Error: String/c:hor constants may not inc:lude 
line separator 
Anachronism: main() must have a ret\rn type of 
int. 

Error: Formal argument foobor of type unsigned 
c:hor* is being passed c:hor*. 

Warning: There ore retlrns from foobor with 
and without values. 
Error: Formal argument 2 of type c:onst c:har* 
is being passed unsigned c:ha..- . 
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c++ Method/Function detail 

Software Quality Engineering 

Error: Redefini19 foobar after use in focbar2. 
Error: Cannot use char[5) to initialize char[-4). 
Error: Multiple declaration f«' stri19. 

Error: No storage class or type f«' this declaration. 
Error: _foabar Is not a member of main 
Error: foabar: :_foobarlocal is not accessible from 
AppEven1log: :xx(AppEven1log&). 
Error: An integer constant expression Is requi~d within 
the array subscript operatOf'. 
Error: The destruct«' name must match the class 
name. 
Error: Illegal number of arguments f«' <desfflJCtor>Q. 
Error: Ovuloadi19 ambiguity bc1ween 
SimpleStri19: :operatOf'==(const SimpleStri19&) and 
SimpleStri19::operatOf' const char"Q. 

Warni19: A declaration does not spedfy a tag Of' an 
Identifier. 
Anachronism: operat«' new(LNigned) was previously 
declared •extern"~ not •static• . 
Access can only be changed to public "" protected. 
Error : Type name expected Instead of 'stri19" . 
Error: Multiple declaration f«' 
foobar : :_gdConflgflleAndl..oadQ. 
Error: The operation - Int' Is Illegal 

Variable c_tokens is not a s~. 
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" 
c++ Coverage Details 

CS-:O~Yl>d) 
Fi.rctionTotels- : 100.00 100.00 100.00 100.00 

s_.1 
c.io..1 2 121 

CAbouDlg::GetM..,ageM,o(ulfX_MSGMAP"J 
Flrdion Tot.ols : 200 0 100.00 100.00 100.00 100.00 

s_.1 200 (200J 
CAbouDlo::_GetB....,=aoeMllllltAf)t.MSGMAP"J 

Fwicticn Totals : 100 0 100.00 100.00 100.00 100.00 
s_.1 100 0001 

CAbouDlg::OaO,J.,£-,ad.CO,J.,£,o:nonge'J 
Ft.n:tionTotals : • • 100.00 100.00 100.00 100.00 

Segmon11 • 1•1 
c.io.. 1 4 141 

CAbouDlg::CAbou!llg(Yl>d) 
F\R:ticn T oUb : 2 100.00 100.00 100.00 100.00 

s_. 1 2 121 
~lnllnd>nee[ri) ..,. FW'ICticnTotab : ,. 15 55.56 55.56 93.33 93.33 

~ allty~ Thomas Drake 101 
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Java Coverage 

0.00 0.00 0.00 

18 66.67 66.67 0.00 

0 100.00 100.00 100.00 

100.CIJ 100.(1) 100.00 

es.n es.n 100.00 

.... -
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" 
Java Calltree Diagram 

!f,? CJll1u•e l or Wmdo ""' ! I ,c I ,,c T oc tdY d hf-i EJ 
::i.,~.- _._,_~ ·- ..__ • ' .._.. ; 

?;_! I I ,, iu ,. , ·'> hr-iEJ' i 

defaul.t: 
if (myMove ()) ( 

r•paint O; 
switch (atatua()) 

case WIN : 
play(g•tCod•Base( ) , 
bceak; 

case LOSE: 
play(getCodeBase(), 
bc-eak. ; 

case STALEMATE : 

§:; 

i 
•audio/yahoo1 . au i 

•audio/yahoo2 . aul 
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" 
Java Method/Function Diagram 

boolean myHove() f 

.. __ 
i 'f ( (b l ack I whito) == DONE) f 

r•turn 'falae; 

int best - b••tHov•(white, black) ; 
whit• I• 1 << be•t: 
return true; 

. ~ 
~ QualltyOO 

* Jl'o:mi alpllZBIII ebardemed at 
i>obar.;.va:.32 a bei>g III od&d. 
* Aaa;;,m,,-topemt:bn nutlld w ~ 
eocpzaaaion 
* M odJfiam ofdeclu:at:bn &J:a pmaant:iD. a 
non 1tandam om.er '1I,S aect:bna 8 .1.2, 
83.1 and 8A3). 
*Type of catch bbc:k a too geneml.i>r 
the ~-- ofexcept:bna thatcan be 
thmwn fmm the ey bbc:k. 
* :r,, poztdecamti::>n a unuaed -~can be 
delatlld. 
* Accuaiig a atati: 111.., berth:mugh an 
objoct. Accua uan11 ~e nam • nal:llad. 
* Local vaz:it.bla com III and a unused. 
*Vambla i>obarhaa the aam e name as 
vambla atfila..;,.va:15,whi:h;. also 
V21.i>Ja at 1h21 bcati::>n. 
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" 
Java Method/Function Digraph 

E3D1ti1oµhlmWm,luws lo<.;ldLlu,: 1,t.:1,n; lue ildlus(mll A [-'; £:! 

; ~~ ...... _.:.__.,....,. ~ .... ,.........:-_.-.:./ ~ "':~ ~' ' ~ 

- -------- --- ---~,:.~......,.-----'-~-....: 
t, ! ·"~ !•"• ....... ..; ... "·· 

* Figure what the status of the g ame is . . , 
int status() ( 

, .. 

if (won(whiteJ) ( 
return WI N; 

) 

if (won ( black)) I 
return LOSE; 

) 

if { (black I white) == DONE) { 
return STALEMATE; 

) 

return OK; 

* Who goes first in the n e xt. game? ., 
boolean first = true; 

, .. 
. * 'ThA _ iMA('JA .. f:.nr.: whi.1".#11. •.. 

Software Quality Engineering 

* No m atchz,g m ethoda lbund lbr 
call. 
• caatllll notnec••S&J:Y· 
•non...-oi:!. method calla voi:!. 
method atlbobar~va:375 
t,oaa:bla comm and quei;y 

aepamtion v:io lation ). 
* f>obar.clllaa: Method equals 

oVeJ:bada 
aupe::laaaArupez:ic.tamce method 
atO bj,,cu:laaa . 

*Body ofloop ahoul1 be enclosed 
i, a block ata- ent. 
* 21.hedad abatzactm ethod lbobar 
atflla~va,&7 hu no 
m plllln entat:i:>n 
* LocalconatmctDr :is unused. 
* A:r::my declazatDm (" 0") llhoul1 be 
placed w :th thucom ponent qrpea 
and notaJ!Br ml:l,m ethod 
declamt:i:>na • 

Thomas Drake 105 

.
A Other 00 Testing/QA Tools 
.._ (Requirements- THE 

Foundation) 

t * Requjrements Management/Test Case Management -
DOORS {Dynamic Object Oriented Requirements System) 

t * DOORS is a tool which supports users in the capture, 
generation, management, traceability, and analysis of 
requirements and relatea data. 

t * poogs is an aid in Requirements Management, not a 
solution, Jt stm requires users t o know how to manage 
requirements. 

~ 
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" 
Integrated 00 Development 

Environments 

t Sun's Visual Workshop c++ 3.0 
t NOTE: (lava Workshop also available) 
t There are also others like MS Visual Studio 6.0/Rational 

Rose 

t Built-in Code Generator (OSF/Motif, portable to MSW) 
I\ ? 

t No special test environment .,. t. ~ 
t Workshop compilers - ,.g,'9' 

t c++ native compiler generates ANSI c++ with 
template specialization and explicit instantiation 

t also provides for testing and problem re-creation 

Thomas Dr ake 107 
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" 
Integrated Development 

Environments (cont'd) 

t Record and Playback Motif GUI applications 
t Automate the testing 
t Recreate problems found in the application 
t Can develop "on-line" tutorials and demonstrations 

t Integration Programming Environment 

t Debug_ging (Multithreaded applications/Shared & 
dynam1calry linked libraries) 
t Fix & Continue (modify and execute) 
t Program control and data evaluation (set conditional 

breakj?oints, post break, trace program statements, 
varial>les, navigate call stacks, monitor variables_,. 
display graphs of data arrays with Visualizer too1) 
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" 
Integrated Development 
Environments ( cont'd) 

t Runtime Error Checking 

t Detect memory access violations, runtime memory, 
and leaks 

t R/W from/to unallocated memory 
t Write to read-only memory 
t Misaligned read/write 
t Out of memory/duplicate 

t Performance Analysis 

t Runtime performance statistics 
t ~raphically displays user/system I/0 and page fault 

times 
t Provides functions or module level resolution 
t Creates an optimized linker load map 

~ 
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" 
CODE ANALYZERS/BROWSERS 

(Static & Dynamic) 

t Software Emancipation/Discover - Static analysis 

t Generates an information model of the source code 
base 

t Uses tree pattern matching technology 
t Can identify, analyze, and transform code based on 

syntactic and logical structure rather than the 
traditional string type analyzers impact analysis 

t Provides greater insight into the development 
process, non-compliance with design specs 

t Enables system/software architects the ability to 
analrzer, reengineer( and reorganize their application 
leve coae into reusaole, maint ainable components 

~~ 
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SOttware Quality Engineering 

A CODE ANALYZERS/BROWSERS 
~ (Static & Dynamic) (cont'd) 

t SET Laboratories UX-METRIC/PC-METRIC plus others 
t Measures classes and methods and inline functions via 

conditional static code compilation 
t IEEE standard measures (Knowledge Based Query Toon 

~lus many others (complexity, level of effort, functional 
i:fensity (derived) 

t Centerline's TestCenter & Rational's Purify, plus others 
(depends) 
t C/C++/Java plus others 
t Error Simulator forces hard-to-test errors such as "out of 

memory" or "disk full" errors (TestCenter for example) 
t Can force specific program failures 
t Call Coverage and function coverage graphs & stats at the 

source level 
t No recompilation necessary! (direct object code insertion) 
t Error checking for multi-threaded applications 

Thomas Drake 111 
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" 
CODE CHECKERS/COVERAGE 

TOOLS 

t Several technologies which combine expert advice with 
comprehensive, compile through runtime software 
source-based error detection. 

t Helps produce error free-er, reusable, maintainable code 
on various platforms 

t Instruments source/obfect code, traces objects, memory 
and/ or statement decision level usage from source code 
through execution. .t 

t Many have a built-in on-line advice system ~ J ~ 

t, -I· 
~R1tf 

t Syntax (rules) and semantics (meaning) 
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CODE CHECKERS/COVERAGE 
TOOLS (cont'd) 

t Software TestWorks from Software Research 
(Unix/MSW) 
t Test Coverage Analysis Technology (TCAT9) 
t (certified through compiler level 3.2, upwardly 

compatible witl1 4.x level) 
t Rule-based feedback system based on source analysis 
t Syntax, structure, class errors, semantic feedback 
t Different degrees of "risk": informational, warning, 

error, fatal, anachronisms 
t Uses recursive descent compiler technology 
t Handles all "standard"constructs and dialects of 

C/C++ 

..,. 
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A CODE CHECKERS/COVERAGE 
~ TOOLS (cont'd) 

t Software TestWorks TCAT for Java plus others 

. 

t Through JDK 1.1.5+, and used with 1.1.6 and 1.1.7 
t Windows version up to Release 2 
t Very similar to TCAT9 for C/C++ 
t Both provide coverage analysis, and static QA 

analysis for methods/functions and calltree hierarchy 
t Test coverage is reported at branch (Cl), function-call 

(S1 ),and path class (verification conclition or Ct with 
'tCA"t-PATH) 

t Testability analysis - number of non-iterative one-trip 
pathsL predictive performance profiling based on 
logical branch level analysis -- ~lso provides 
complexity analysis 

~ 
Quality 00 Thomas Drake 114 



Software Quality Engineering 

" TESTING/METRIC/ AUDIT TOOLS 

t Sun's SunTest suite for Java (and all built in Java!} 

t JavaStar - software testing tool for testing Java 
applications and applets tllrough their GUls 

t JavaSpec - testing tool for test Java apps and lets 
through their APrs 

t JavaScope - measures how thoroughly Java 
applications and applets have been tested 

t JavaLoad - Allows developers and QA engineers to 
target load testing at every point in an application's 
architecture and development process 

..,. 
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A TESTING/METRIC/ AUDIT TOOLS 
~ (cont'd) 

t Java Pure Check for 1000/o pure Java - checks Java 
programs for portability problems, reads class files and 
reports ANYTHING that might cause f rograms to be 
unportable. (done via static analysis 

t JavaCC - Java Compiler Compiler is a parser generator 
that P-roduces parsers in Java from grammar 
specification written in LEX or YACC-like source 

t Metamata (Java Software Quality Engineering 
Technology} 
t Metamata Audit, Metric, Debug 

~ 
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" 
TESTING/METRIC/ AUDIT TOOLS 

(cont'd) 

t Audit Tool Details 
t Evaluate Java code for programming errors, weaknesses, 

style 
t Standards based 
t Im_erove performance and quality of the code {more 

uniform and predictable) 
t Hyperlinks with its own Metamata Browse utility for obtain 

"deep code" analysis views and understanding from the 
code 

t Metamata Metrics 
t Calculates global complexity and quality metrics on source 

Java code 
t Reflects the process by which the Java code was generated 
t Object-oriented metrics for enhancing development 

processes, quality of team-based proJects, optimizing 
testing and maintenance resources, and improving planning 

t Activities graphically disP-layed 
{Kiviats/ charts/reports/ Excel) 

~~ 
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" 
TESTING/METRIC/ AUDIT TOOLS 

(cont'd) 

t Metamata Browse 
t A Java source code browser that understands the semantic 

structure of Java 
t Permits navigation through source code {locate 

declarations/ use of variables) 
t Integrated with the other Metamata tool technologies 

t Metamata Debug 
t A comprehensive Java debugger and command line 

interpreter geared towards complex, realtime, and 
"mission/operational" critical systems 

t Enables rapid prototyping and debugging of even just 
partially written programs 

t ONLY real Java debugger to date that provides seP.arate 
windows for controlling threads {bu still evolving) 
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A TESTING/METRIC/ AUDIT TOOLS 
~ (cont'd) 

t ** Metamata tool releases under development (future) 

t Metamata Profile 
t Memorv and time profiling capabilities at ANY level of 

granularity 
t Will integrate with Debug tool to provide the relationships 

between memory usage and execution time and garbage 
collection 

t Metamata Package 

t A tool for packaging applications in Java 
t Will automatically strip assertions and diagnostic code 
t Streamlined installation procedures similar to InstallShield 
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" 
TESTING Java as a Language 

t There are flaws 

t Try calling native methods from c or c+ + ! 
t Lack of destructors (necessary to avoid losing other 

resources like file handles, pipes, sockets, etc.) 

t Overabstraction and overobjectification (JAVA/CORBA 
mind-set) - Whatever happened to simple problems 
implemented in simple terms? 

t Lack of attention to data, complex designs, performance 
lags 

t Debugging threads, "out of control" processes 

t Is Hotspot the answer? Performance of native code? 
t Look at SWING/JFC (slow, memory leaks!) 

'):"'." 
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Where Are We Heading? 

t Research and study that investigates formally and 
empirically the relationship between object-oriented 
design mechanisms such as inheritance, polymorphism, 
encapsulation1 usage, and the different aspects of 
software quality at the product level such as 
reparability, understandability, executabilityhand 
extensibility are still necessary and include t e 
following: 

• &'Mf~1H&~':>W&a'Etil&~sm':fJt~'"ivb1Hg>aucibutes 
• Automatic collection (analysis tools, object-oriented 

tools) • y
0
ar'l9:tj0 n of object-oriented metrics (empirical and 

• Relationships between object-oriented technology 
product and process metrics . ~~mre~ ~yrJWWi:~nectjon. carnparjsan and 

..,. 
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Future for Creating/Measuring 
High Quality 00 Software 

t Given that metrics for determining object oriented 
quality are still emerging, it is important to note that 
this very presentation only reflects today's current 
practice in the field of object-oriented technology 
measurement and quality 

t It will no doubt take a combination of researchers and 
practitioners from industry and academia sharing even 
more recent advances in the field 

t Emergence and the validation of perhaps even other yet 
unidentified measures from the future, to advance the 
state-of-the-art in measuring object- riented software 
quality 

t 00 is fundamentally about relationships - "living" 
space?? ~ _;t 

A~ji w· 
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Final Thoughts - The 00 
Challenge 

t Learning from Y2K (my_object.date = 96)!! 

t Taming the "uncontrolled" distribution of data 

t In 00, date is an abstraction - goes through a class 

t Concrete representation vice the abstract notion 
t How do you build your 00 software?? 
t Concept by concept or brick by brick 

(agree on the concept!) 

t 00's strength is abstraction, but what? Data/info! 

t Information hiding is critical (no access to props except 
through the class interface in real 00) 
t Each module must only access the information it needs 
t And every element must have a spec 
t Use Design by Contract - architecture is critical! 
t Enfo rce preconditions and postconditions to routines and 

attach invariants to classes 

-..-
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~ 
~ QualltyOO 

What Do You Think? 
00? 

Oh Yeah! Or 

Uh Oh! 

* Some 00 Lessons Learned * 
Really focus on your data 

abstractions or classes -- it is the 
reverse of decomposing. Domain is 

everything when abstracting! 

Change at the business rule level is 
a constant - first order predicate 

logic is not sufficient 
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- " ••• other engineers insist that the proof of the 
pudding is in the eating: Their standards describe 

how the eating is to be done, and what the 
pudding should taste like, look like, and feel like. 

By contrast software engineers prescribe the 
recipe, the utensils, and the cooking techniques, 

and then assume that the pudding will taste 
good." 

-- S.L. Pfleger, N. Fenton, S. Page 
(Smartie Project, "Evaluating Software Engineering 

Standards") 

00 is really all about the experience of eating. 
Just remember that the next time you have pudding! 

.,. 
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- Additional Sources 

t Object Success - A Manager's Guide to Object 
Orientation, Its Impact on the Corporation and 
Its Use for Reengineering the Software Process 
by Bertrand Meyer 

t Object-Oriented Analysis and Design with 
Applications by Grady Booch 

t Handbook of Object Technology, by Saba 
Zamir, Editor-in-Chief 

... ~-"' ~/:Y 
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Activity 1 

Testing and the 
Software Lite Cycle 

Page I · 3 

What is software testing? 

• Any and ALL activities that lead to 
the discovery of software defects, 
errors, and faults. 

. ,F,-...,_.,..,...,Al..,,..3-
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Testing and the Life 
Cycle 

Planning Implementation 

• Requirement. Production 
100-270X l i Old I build the 

right thing? 
Definition 

I 
+ 

Dear 
Co 

I 

System 6().-
I 

String 
10-30X 

i 
Unit 

1x 

Doeawhatl 
bulltwork? 

RegrHalon·--------~ 

Page 1-5 

Types of Testing 

• STATIC Test Methods: 
- No machine execution of code 

- Review of product documents 
- Walkthroughs of definition and design 

models 
- Inspections of code 
- Trace execution of design and code 

• DYNAMIC Test Methods: 
- Black Box Test Methods· Tests are 

designed without regard to how the item is 
processed internally. Concerns are on the 
results associated with the inputs. 

- White Box Test Methods· Tests are 
designed based on how an item is 
processed internally. 

Practical Software Test Case Design 
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Example 

01f-.T..,.,_.........,...,,u..,_+ Page 1-7 

Testing Implementation 
Cycle 

~~::;String 
Unit 
Unit 
Unit String 
Unit 
Unit 

Developer 

Functio\ 

Functio~ lntegra Environ-

Functio / 

!ion mental 

Independent 
Tuter 

User 
Accep
tance 

Uaer 

-------- Tut I ~~uc11 __ on_--+ 
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Definitions - Internal 
Testing 

• Unit Testing - A series of test to 
ensure the logical correctness of 
each discrete component of a 
system. A component may be a 
module, a program, a subroutine 
etc. 

• String Testing - String testing is the 
testing of a software subsystem 
through the controlled combination 
of individual components. 

- Environment = Controlled test 

- Responsibility = Developer 

Definitions - External 
Testing 

Page 1-9 

• Functional Testing - The process of 
testing the logical correctness of 
individual processes as described in 
the General and Detail Design 
Specifications. 

• Integration Testing - The testing of 
groupings of logical processes to 
view the system as a whole. It 
concentrates on the technical 
interactions of the man/machine 
interface. 

- Responsibility= Tester/Analyst 

- Environment= Test 

Page 1-10 
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Definitions - External 
Testing (con't) 

• Performance Testing - Testing of 
the constraints and limitations (e.g .. , 
response time, volumes, backup 
and recovery) placed on the system 
as a whole. 

- Responsibility= Tester 

- Environment= Simulated Production 

• User Acceptance Testing -
Validation of the system's ability to 
meet the stated requirements. 

- Responsibility = User with assistance from 
tester 

- Environment = Simulated Production 

Practical Softw~re Te~Jt Gase Dssign 

Activity 2 

Test Case Design 
Techniques 

Page 1-11 
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4 Components of a Good 
Test 

• Uniqueness 

• Traceability 

• Repeatability 

• Maintainability 

Page 1- 13 

Narrative Example 

• When requested, a numeric date is 
entered. The format of the date is 
MMDDCCYY with MM a range of 
00-12, DD a range of 00-31 , and 
CCYY a range of 1900-current year. 
Set error flag #1 if the year part is 
invalid. If the month and/or day is 
invalid set the month and/or day to 
zeros. If the error flag is not set, 
move the date into the database. If 
the error flag is set, ignore the input 
record and list on the error report. 

• Unambiguous alphas for the month 
may be converted to numbers by 
the operator. 

Page 1- 14 
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Equivalence Partitioning 

• Partition the inputs into classes 
such that if one test detects an 
error, all tests in the class would 
find the same error. 

- Classes of data 
» e.g. student or teacher 

- Ranges of data 
» e.g. class of 5 to 30 students 

- Number values 
» e.g. 1 assistanVS students 

- Set of values 
» e.g. Frosh, Soph, Jr, Sr 

- Necessary conditions 
» Names must be alphabetic & have > 2 

letters 

01f-. r--------.-.N ... + Page 1-15 

Boundary Value Analysis 

• Concentrates on the edges of 
classes for both inputs as well as 
outputs. 

• For every equivalence class 
grouping 

- Identify valid boundaries or entries 
- Identify common-sense invalid entries 

• Examples 
- Class of data - student or teacher 

» valid= student, teacher (or accepted 
abbreviation) 

» Invalid= no entry, unaccepted 
abbreviation misspelling 

- Range of data - From 5 to 30 students 
» valid = 5, 29, 30 
» invalid= 0, 4, 31 

.,F,.-.-. ..... ....... 3-
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Boundary Value Analysis 
(cont.) 

• Examples 
- Number value • 1 assistant/5 students 

» valid= 1A · SS, 2A • 10S 

» invalid= 1a • 15S, 3A • 8S 

- Set of values • Frosh, Soph, Jr. Sr 
» valid= Frosh, Soph, Jr, Sr 

» invalid = 11 , null entry, teacher 

- Necessary conditions • > 2 Alphabetic 
letters 

» valid = KBS, Jones 

» invalid = Camer7n, G, 76508, null 
entry 

Decision Tables 

Page J . 17 

• Tabular method of indicating control 
activities based on data. Relates 
combinations of conditions to 
actions 

Condition list 

1 rrn 1111 

Action list 

Condition list • causes, inputs 
Condition entry • effects, outputs 
Action list - results of the process 
Action entry • indicates when a result is performed 

Page 1- 18 
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Data Tracing 

• Define all data elements. 
- Do all elements have an input? 

- Do all elements have an output? 

- How does the element live? 

- If an element is created from more than one 
function is it created the same? 

Are the same edit rules used? 

Do the same outputs occur? 

• Design tests that examine a data 
element from birth, through life, to 
death 

Check List 
Module: Tested by: 

Date: 

Functionality: Format 

.. ~ .... n 1,.vn1,ttt,.,v4,.,ric, 

Flow standards Cursor position standards 

HELP at screen level Headers and footers 

HELP at field level Hiohliohts corr_..., 

Alt Kays Standard cok>r scheme 

Menu items 

Icons Field: 

New programs added to Foelddefaul1s 
menu and Drivers 

Secumv Reid fonnats 

Database updates Valid codes 

Call patterns Required fields 

Error messages and Unabkl t> update protected 
message sequencing fields 

Practical Software Test Cas~ D~~ign 
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Error Guessing 

• Developers and testers, through 
experience, common sense, and 
intuition, often have a feel for 
trouble spots. 

• Put in some random, "no real 
reason" test cases and see what 
happens. 

• List 

possible errors 

error prone situations 

possible misassumptions 

Complexity at the 
System Test Level 

year=invalid Q 
no 

yes 

day=invalid 

Page 1-21 
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~ move date to 
~ database 
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Practical Softwarn Tast Cas~ D~~ign 

Activity 3 

Process Complexity 

+ 

Page 1·23 

1 O Decisions 

How many tests? 

= 1024 = 100% 

edge= 2 = ?% 

V(g) = 11 =96.7% 

Page 1 ·24 
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Diagramming a Process 

• Each executable step could be 
shown as a node. However simple 
instructions through which control 
always flows the same way could 
be represented as a single node. 

e.g.. Move A to B 
MoveCto D 
Set F to G/D+A 

is diagrammed as 9 

Diagramming ( con't) 

• Branching to sequences are 
diagrammed as 

6 
db a 

• Looping through step sequences 
are diagrammed as 

Practical Software Test Case Design 

Page 1- 25 

Page 1 · 26 

Page 13 



Diagramming ( con't) 

The four decl•lona of structured code are reprea.nted 

11-thor>.iae 

Oowhlle 

Calculating Cyclomatic 
Complexity 

• Given a diagram, the formula is 
V(G) =e- n+2 

• Where 
e = number of edges 

n = number of nodes 

V(G) = cyclomatic complexity 

Page 1 · 27 

V(G) = e • n + 2 
= 10-7+2 
= 5 

Page 1-28 
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Calculating Cyclomatic 
Complexity ( con't) 

• Given a diagram, Euler has shown 
that counting the regions will yield 
the same complexity value as the 
original formula. However, the 
diagram must not have crossing 
lines. 

• In counting regions 
1. Each region must be completely enclosed 

2. Outside the diagram is considered 1 region 

V(G) = # of regions 
= 5 

Calculating Cyclomatic 
Complexity ( con't) 

• Counting the number of decisions, 
or predicates, will give the same 
complexity value for a process as 
the previous two methods (Miller). 

• Using this method 

Page 1 • 29 

1. Each node in the diagram is given a value 
equal to the number of outward branches 
minus one. 

2. A decision was made to enter the process 
represented by the diagram, so the diagram 
is given a basic complexity value of 1. 

3. Counting the predicate nodes can also be 
extended to counting decision points without 
the effort of diagramming. 

Page 1 · 30 
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Calculating Cyclomatic 
Complexity ( con't) 

V(G) = sum of - + 1 
=4+1 
=5 

Page 1- 31 

Compute the Complexity 

V(G) = 

o,F,--... -. .u .... :-+- Page 1· 32 
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Compute Withholding 

1. Read gross pay (A.) 

2. Compute federal tax using gross pay (B.) 

3. Compute FICA using gross pay (C.) 

4. Compute state tax using gross pay (D.) 

5. If employee is in HMO (E.) then medical= 

$37.02 (F.) 

6. Else medical= $14.99 (G.) 

End if. 

7. If employee is in profit sharing then (H.) 

8. Do case of profit sharing contribution (I.) 

Case A= .02 X gross pay (J.) 

Case B = .04 X gross pay (K.) 

Case C = .06 X gross pay (L.) 

9. Enddo (M.) 

10. Else continue (N.) 

Endif(O.) 

11. Net pay = gross pay - federal tax - FICA -

state tax • medical - profit sharing 

12. End routine 

Basis Path Analysis 

First Path= 
1 .4 .7 • 10 

Practical Software Test Case Design 

~

• : V(g)==1~7+2 

• • 
0 

Second Path = 
2·5-7 · 10 

Page 1-33 

Page 1- 34 

Page 17 



Basis Path Analysis 

Third Path: 
1 -3-6 -10 

Fourth Path= 
1 -4-8 

~~ ~.~ts6 
~ 

Fifth Path= 
2-9 

OtFr------.-..N ...... 3-

Basis Path Testing 

• Basis path test cases ensures: 
- Decision coverage 

- step coverage 
- condition coverage 
- multicondition coverage 

Page 1-35 

• Testing of basis paths would be 
extensive but not exhaustive since 
all combinations of conditions and 
decisions would not necessarily be 
tested. 

o,J-.r--....-.,11.1,.,.3- Page 1-36 
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Activity 4 

Summary 

Page 1 · 37 

Testing and the Life 
Cycle 

Planning 

• Requlrementa 

l 
°"jltion 

+ c..r 
I 

Practical Software Test Case Design 

lmpMmentltlon 

Production 
100-270X 

t 
Syatem 

60-IIOX 

I 
String 

10.30x 

t 
Untt 

1x 

Did I build 1he 
right thing? 

0-what l 
bulttw""'7 

Page 1 · 38 
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Testing Final Thoughts 

• Priority Rules: 

#1: Testing the system's capabilities 
is more important than testing it's 
components. 

#2: Testing old capabilities is more 
important than testing new 
capabilities. 

#3: Testing typical situations is more 
important than testing boundary 
value cases . 

. ,E,--. .... .u .. 3-- Page 1 · 39 

Testing Final Thoughts 
(can't) 

Realities: 

• You can't test everything. 

• Testing should be driven by risk. 

• There is a big difference between 
running 500 tests and running one 
test 500 times. 

• You can often guess where trouble 
is lurking. 

• Measure how you're doing. 

• Anticipate the politics of testing. 
• Testing is viewed as a destructive 

activity . 

• ,..; ,--.-..u.,.,.,..3--

Practical 5oftwar@ T@st Cass Oggign 

Page I · 40 
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Testing Final Thoughts 
(con't) 

• Random Testing: Tends to find 
most serious errors most frequently. 

• Extensive Testing: The duration of 
extensive testing (exhaustive 
testing over a fixed period of time) 
should be controlled by the rate of 
new unique defects being identified. 

• Adaptive Testing: Defects are 
corrected in the test cases rather 
than corrected in the product 
(defects are circumvented); useful 
when correction can not be made to 
the product on a timely basis. 

01Fr-........,_-..u,...3-- Page 1· 41 

Testing Final Thoughts 
(con't) 

• Test early and test often 

• Keep test group independent 

• Expect errors to cluster 

• Be creative 

• Be aggressive 

• Use a systematic approach 

• Perform negative tests 

• Keep test cases and test results 

• Keep error statistics 

Practical Software Test Case Design 

Page 1 · 42 
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Dimensions of Testing 

Black Box 

User Review 
Inspection 
Technical Review 

Functional Testing 
System Integration 
Performance Testing 

Static Dynamic 
Test ------+----- Test 

Design Review 
Code Walkthrough 

Complexity Analysis 
Data Driven Testing 
Unit Testing 
String Testing 

White Box 

Page 1- 43 

"It is common sense to take a 
method and try it. If it fails, admit it 
frankly and try another. But above 
all, try something. n 

F. D. Roosevelt 

Page 1- 44 
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THE COMPONENTS ARE COMING! 

TREND TOWARD SOFTWARE COMPONENTS 
(JavaBeans™) 

• is driven by productivity increases 
reported as high as 10-20 [Vayda, 1999] 

• shifts 00 testing from integration to unit 
level 

• creates a need for 00 structural testing 
strategies at the object level 

Copyrigh1 µ-Research 1999. An rights reserved. 

INTRA-CLASS TESTING 

INTRODUCTION - 1 

the central problem of object-oriented testing 

how to choose method sequences 

••• 
A B C AB AC BA BC CA CB 

ABC ACB BAC SCA CAB CSA 

CoP'Jright µ-Research 1999. An rights reserved. INTRODUCTION - 2 
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DYNAMIC INFORMATION FLOW 
TESTING 

• an efficient form of path testing 

• addresses the basic question, 
"what is a path through an object?" 

• henceforth referenced as "information 
flow testing" 

Copyright µ-Research 1999. A ll nghts reserved. INTRODUCTION - 3 

"TESTING BY FOLLOWING THE ARROWS" 

• • • 
• • / •• 

Copyright µ-Research 1999. AH nghts reserved . INTRODUCTION - 4 
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DATA FLOW IS SUFFICIENT FOR 
ANALYZING FLOW BETWEEN METHODS 

•-----·. 
established research result 

COP'Jright µ-Research 1999. All righ1s reserved. INTRODUCTION - 5 

INFORMATION FLOW IS NECESSARY 
FOR ANALYZING FLOW THROUGH METHODS 

• ........ .• 
new research result 

Copynght µ-Research 1999. All rights reserved. INTRODUCTION - 6 
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RESEARCH RESULTS 

NEW THEORY OF OBJECT TESTING BASED 
ON INFORMATION FLOW ANALYSIS 

• provides visual representation of 
path through an object 

• identifies fundamental method 
sequences for testing an object 

• indicates that path coverage is 
necessary for assuring the effectiveness 
of test sequences 

Copyright µ-Research 1999. A ll rights reserved. INTRODUCTION - 7 

SIGNIFICANCE OF THE PATH 
STRUCTURE OF AN OBJECT 

BASIS FOR 

• automated generation of method 
sequences 

• measuring the effectiveness of 
tests (00 coverage metrics) 

• 00 complexity metrics 

Copyright µ·Research 1999. All rights reserved. 
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TUTORIAL OVERVIEW 

introduction 
classical structural testing theory 

• foundations 
• control flow analysis 
• data flow analysis 

beyond classical theory 
• information flow analysis 
• path structure of an object 

summary 
references 

Copyright µ-Research 1999. AR rights reserved. 

TUTORIAL OBJECTIVES 

• introduce new theory that yields 
insight into intra-class testing and 
design tor testability 

• expanded version of joint paper with 
Bob Binder (RBSC Corporation) 
presented at Quality Week Europe 
[Bently and Binder, 1998] 

• informal, intuitive presentation using 
simple Java™ examples 

Copyright µ-Researeh 1999. AD rights reserved. 
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TUTORIAL SCOPE 

proposed theory versus automated tool 

simplified model of an object 

• information transfer through instance variables 
• imperative core subset of Java 
• no polymorphism 
• flattened class (allowing inheritance and 

access modes to be disregarded) 

limitations inherited from path testing and static 
analysis (consequently, information flow analysis 
cannot, in general, identify all necessary tests) 

Copyright µ-Research 1999. AU rtghts reserved . 

Copyright µ-Research 1999. AU rights reserved. 

RELATED WORK 

intra-class testing 
[Harrold and Rothermel , 1994] 
[Haworth, 1998] 
[Tsai et al. , 1999] 

00 state-based testing 
[Binder, 1995] 

information flow testing 
[Bergeretti and Carre, 1985] 

dependence 
[Ferrante et al. , 1987] 
[Ural and Yang, 1988] 
[Jackson and Rollins, 1994] 

data flow testing 

PAGE 7 
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UNIQUE ASPECTS OF OBJECT TESTl~G 

• object encapsulates state 

• state is stored in instance variables 

• interaction of methods with instance 
variables is major contributor to 
object behavior 

Copyright µ-Research 1999. An nghts reserved. INTRODUCTION - 13 

INDEPENDENT JAVA METHODS 
2-sequence 

••=•• 
• sequencing of methods does not 

affect behavior 
• no flow relationship 
• A and B can be tested independently 

Copyright 1998·1999 ABSC Corpofation and µ·Research. All nghts reserved. 
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INTERACTIVE JAVA METHODS 
2-sequence 

• _x ....... 

• shared instance variables create flows 
• data flow is sufficient fo r representing 

flow between methods 
• sequence must be tested 

Copyright 1998-1999 ABSC Corporation and ,.,.-Research. A ll rights reseived. INTRODUCTION - 15 

INTERACTIVE JAVA METHODS 
n-sequence 

• 
• path through methods is not data flow 

(in general) 
• µ-path is sequence of connected 

information flow elements 
• sequence must be tested 

Copyright 1998-1999 ABSC Corporation and µ-Research. An righ1s reserved. 
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I 

FOUNDATIONS 
classical structural testing theory 

Copyright µ-Research 1999. All rights reserved. 

TESTING IS SAMPLING 

NOT TO SCALE! 

FIND WAY OF SELECTING TESTS THAT BEST 
APPROXIMATES THE FULL INPUT SPACE 

SECTION 2 

Copyright µ-Research 1999. Alt rights reserved. FOUNDATIONS • 1 
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PATH TESTING 
a form of structural testing 

/ 

-
Copynght µ-Research 1999. A ll rights reserved . 

• much potential as an 
automated test 
strategy both 
theoretically and 
empirically 
[Howden, 1976] 
[Howden, 1978] 

• neglected due to 
inefficiency 

FOUNDATIONS - 2 

IS THERE AN EFFICIENT APPROXIMATION 
TO PATH TESTING? 

MOTIVATION FOR STRUCTURAL TESTING RESEARCH 

CoP','nght µ-Research 1999. AU rights reserved . FOUNDATIONS - 3 
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>!, 

DIGRAPH 

node fundamental graph primitive 0 

edge directed arc between two nodes ---+ 
ordered pair (origin , destination) 

outgoing edge of node node is origin of edge 

incoming edge of node node is destination of edge 

0---+0 

CoP'friQht µ-Research 1999. An rights reserved. FOUNDATIONS - 4 

S-NODES 

entry 0 junction "- ~ 
i 0 

convergence i 

exit i decision i 
divergence 

0 
0 ~ "-

Copynght µ-Research 1999. An righ1s reserved. FOUNDATIONS - 5 
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I 

path 

PATHS 

sequence of connected edges 
(destination node of one edge 
is origin node of next edge) 

complete path path from entry node to exit node 

simple path 

segment 

Copyright µ·Aese.ireh 1999. A l rights reserved. 

path in which no edge appears 
more than once and no node 
more than twice 

simple path between two S-nodes 
with no S-nodes in between the two 

FOUNDATIONS - 6 

GENERALIZED PATH TESTING STRATEGY 

what are the paths? 

flow relationship 

what are the composable elements? 

edges of a graph 

Copyright µ-Research 1999. AH rights reserved. FOUNDATIONS - 7 
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ADVANTAGES 

• formal oracle (i.e. , complete, current 
specification) not required 

• quantifiable (coverage) 

LIMITATIONS OF PATH TESTING 

• infeasible paths 

• coincidental correctness 

• cannot detect missing paths 

Copynght µ-Research 1999. All rights reserved. 

STRUCTURAL COVERAGE 

• measure of test set completeness 

• levels 
node 
edge 
path 

• "testing consists of defining useful 
graph models and covering them" 
[Seizer, 1990) 

Copyright µ-Research 1999. An rights reserved. 
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COMPARISON OF STRUCTURAL 
TEST STRATEGIES 

(/) 
(/) 

~ ~ information flow path 
Q) 

.2: 
t, data flow 
~ ~ branch -Q) 

tX 10X 

effort ($) 

(Howden, 1978}, (Bently and Miller, 1993}, [Hutchins et al., 1994} 

Copynght µ-Research 1999. A ll rights reserved. FOUNDATIONS · 10 

INFORMATION FLOW ANALYSIS 

builds on control flow and data flow analysis 

information flow analysis 

control flow 
analysis 

Copyright µ-Research 1999. AU rights reserved . 
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data flow 
analysis 
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LEVELS OF STRUCTURAL TESTING 

symbol level 

a intra-method 

µ intra-class 

1t applet/application 

Copyright µ-Research 1999. All rights reserved. FOUNDATIONS - 12 

GRAPH "CLASS DIAGRAM" 

control 
flowgraph 

annotated 
flowgraph 

Copynght µ-Research 1999. All rights reserved. 

graph 

a-graph 

~AG~ 1~ 

information 
flowgraph 

µ-graph 

FOUNDATIONS - 13 
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CONTROL FLOW ANALYSIS 
classical structural testing theory 

Copynght µ-Research 1999. All nghts reserved. 

CONTROL FLOWGRAPH 
(reduced digraph) 

nodes 

S-nodes 

edges 

segments 

A segment is 
a consecutive sequence of statements 
with one entry and one exit 

or 
a decision outcome. 

SECTION 3 

Copyright µ-Research 1999. All rights reserved. CONTROL FLOW ANALYSIS • 1 
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IMPERATIVE CORE SUBSET OF JAVA 

• simple input/ output 

• assignment 

• flow 
succession 
selection if( ) / else 
repetition while() 

• unstructured variables 

Copyright µ-Research 1999. All rights reserved. 

a LEVEL EXAMPLE 

CONTROL FLOW ANALYSIS - 2 

public int add1 (int a) { 
int b=O; 

if(a > 0) 
b = 1 + a· 

' 
return(b); 
} 

Copyright µ-Research 1999. AU rights reserved. 
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' 

CONTROL FLOWGRAPH 
add1 EXAMPLE 

segment 
0 

i1 1 public int add1(int a) { 

Co) 1 int b = O· 
' 

3 2 
1 if (a> 0) 
2 b = 1 + a; 0 

i4 4 ,etu,n(b); 

0 } 

Copyright µ·Research 1999. All nghts reserved. CONTROL FLOW ANALYSIS - 4 

-

CONTROL FLOW STRATEGY 

paths 

control flow 

composab/e elements 

segments 

Copyright µ·Research 1999. All rights reserved. CONTROL FLOW ANALYSIS • 5 
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CONTROL FLOW COVERAGE 
• • 

node 
CO (statements) 

edge 
C1 (segments or branches) 

path 
Ct k=1 paths with iteration counts less than or 

equal to k are in distinct Ct path 
classes (Bently and Miller, 1993) 

copynght µ-Research 1999. All ngh"' reserved. CONTROL FLOW ANALYSIS - 6 

CLASSICAL PATH TESTING 
More Power control flowgraph 

Copyright µ·Research 1999. AH rights reserved. CONTROL FLOW ANALYSIS - 7 
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DATA FLOW ANALYSIS 
classical structural testing theory 

Copyright µ.·Research 1999. All rights reserved . 

, 

INTRODUCTION TO 
DATA FLOW TESTING 

models a program as a series of computations in 
which the output of one computation is stored in 
a variable which is accessed as input for a 
subsequent computation 

data flow strategies are diverse and difficult to 
compare [Clarke et al. , 1986] 

excellent summary in [Seizer, 1990] 

SECTION4 

Copyright µ-Research 1999. AU rights reserved. D\TA FLOW ANALYSIS - 1 
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A CONDENSED HISTORY OF 
DATA FLOW TESTING 

originated in work on compiler optimization 

compiler optimization theory still holds potential for 
revolutionizing software testing [Allison, 1989] 

early use was for the detection of data flow 
anomalies [Fosdick and Osterweil , 1976] 

"Selecting software test data using data flow 
information," [Rapps and Weyuker, 1985] is the 
landmark paper 

Copyright µ-Research 1999. All rights reserved. DATA FLOW ANALYSIS • 2 

DATA FLOW TESTING 
IS A FORM OF PATH TESTING 

central problem in structural testing 

is there an efficient approximation to 
all-paths? 

goal of data flow testing 

bridge the gap between branch and path 
testing [Frankl and Weyuker, 1988] 

Copyright µ-Research 1999. All rights reserved. DATA FLOW ANALYSIS - 3 
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INTUITION UNDERLYING 
DATA FLOW TESTING 

There should be at least one test case which 
executes a path between points A and B. 

A B 

• DEF-CLEAR PATH • x=5; prin-tln(x); 

CoP','right 1998-1999 RBSC Corporatron and µ-Research. All rights reserved. DATA FLOW ANALYSIS - 4 

~-,/ 

DATA FLOW TERMS 

definition point at which a value is bound to a 
variable - d1 (b) 

use point at which the value of a variable is 
accessed - u5(b) 

p-use predicate use - pu2(a) 

c-use computation use - cu5(b) 

Copyright µ-Research 1999. All rights reserved. DATA FLOW ANALYSIS - 5 
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DATA FLOW TERMS 

Copyright µ-Research 1999. AU rights reserved. 

live definition of 'x' is d1 (x) 

d1 (x) is "killed" by d3(x) 

path from d3(x) to u5(x) is 
def-clear with respect to 'x' 

DATA FLOW ANALYSIS - 6 

ANNOTATED (CONTROL) 
FLOWGRAPH 

nodes 

S-nodes 

edges 

and predicate origin 

segments annotated with associated 
data flow elements 

Copyright µ-Research 1999. AH rights reserved. DATA FLOW ANALYSIS • 7 
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( , 

ANNOTATED FLOWGRAPH 
add1 EXAMPLE 

if (a> 0) 

return(b); 
} 

CoP,'nght µ-Research 1999. All nghts reserved. DATA FLOW ANALYSIS - 8 

ANNOTATED FLOWGRAPH 
More Power 

1 public void MorePower() { 

2 if( safety == 0) { 

4 if(power != 0) { 

5 power = power + 1; 

6 if(power > 3) 

7 power = 3; 

} 

} 

} 

Copynght µ•Research 1999. AH rights reserved. 
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DATA FLOW STRATEGY 

paths 

data flow 

composable elements 

DU 
2-rd 

implied in k-dr interaction , a chain 
of alternating definitions and uses 

Copyright µ-Research 1999. All rights reserved. DATA FLOW ANALYSIS • 10 

DATA FLOW COVERAGE 

node 
all definitions and uses 

edge 
all 2-dr interactions 

path 
Ntafos' Required k-Tuples 

Copyright µ-Research 1999. AH rights reserved. DATA FLOW ANALYSIS · 11 
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INFORMATION FLOW ANALYSIS 
beyond classical theory 

Copyright µ-Research 1999. AH rights reserved. 

SOFTWARE TESTING THEORY 

• classical theory beginning with 
Goodenough and Gerhart [1975] 
has focused on test effectiveness 

• Bouge [1985] and Bernot [1991] 
are major milestones 

• difficulty of determining necessity 
and sufficiency has limited further 
progress in this direction 

SECTION 5 

Copyright µ-Research 1999. All rights reserved . INFORMATION FLOW ANALYSIS· 1 
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A THEORY OF TEST EFFICIENCY 
[Bently, 1993] 

• proposed a new direction for software 
testing theory 

• views testing as a "battle with 
combinatorics" 

• leads to test strategies that minimize 
unnecessary tests 

• seeks to identify the fundamental 
elements which under composition 
form necessary tests 

Copyright µ-Research 1999. Alt rights reserved , INFORMATION FLOW ANALYSIS - 2 

INTUITION UNDERLYING 
INFORMATION FLOW TESTING 

There should be at least one test case which 
executes a path between points A and B. 

A B 

• ..... ~. 
Copyright µ-Research 1999. Alt rights reserved . INFORMATION FLOW ANALYSIS - 3 
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FLOW ELEMENT 

ordered pair of extended memory access 
elements 

input element ---+- output element 

two states 

• PASS 
• BLOCK 

Copyright µ-Research 1999. All rights reserved. INFORMATION FLOW ANALYSIS • 4 

HOW IS INFORMATION TRANSFERRED? 

value of input 
variable 

Copyright µ-Research 1999. All rights reserved. 

PAGE 29 

value of output 
variable 

INFORMATION FLOW ANALYSIS - 5 
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HOW IS INFORMATION TRANSFERRED? 

1 public int add1 (int a) { 

1 int b = O; 

2 if (a> 0) 

3 b = 1 + a; 

5 return(b); 

} 

copyright µ-Research 1999_ All rights reservec . INFORMATION FLOW ANALYSIS - 6 

HOW IS INFORMATION TRANSFERRED? 

data flow 
1 public int-add1(inta) { 

1 in-Cb= 0 ; d1 (b) definition of 'b' 

2 if (a> 0) ! def-clear path 

3 b = 1 + a; 

5 ret.urn(b); u5(b) use of 'b' 
} 

du-pair 

Copyright µ·Research 1999. AN rights reserved. INFORMATION FLOW ANALYSIS - 7 
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HOW IS INFORMATION TRANSFERRED? 

3 b = 1 + a · 
' 

V 

Copyright µ-Research 1999. Alt rights reserved. INFORMATION FLOW ANALYSIS • 8 

HOW IS INFORMATION TRANSFERRED? 

data flow 

3 b = 1 + a ; 
d3 (b) u3(a) 

definition of 'b' use of 'a' 

ud-pair 

Copyright µ-Research 1999. AH rights reserved. INFORMATION FLOW ANALYSIS • 9 
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HOW IS INFORMATION TRANSFERRED? 

1 public int- sign(int- a) { 

1 int- s = 0; 

2 if (a>= 0) 

3 s = 1; 

5 return( s ); 

} 

flow in sign is the same as in add1 
except for removal of ud-pair 

? 
• 

Copyright µ-Research 1999. All rights reserved. INFORMATION FLOW ANALYSIS- 10 

DATA FLOW IS INCOMPLETE 

1 public int- sign(int- a) { 

1 ints-0; ) 
d1 (a) --+ pu2(a) 

2 if (a>= 0) 

3 S=1-~ 
5 return(~); 

ct3 (s) --+ u5(s) 

} 

Copyright µ-Research 1999. Al nghts reserved. INFORMATION FLOW ANALYSIS - 11 
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HOW IS INFORMATION TRANSFERRED? 

control flow 
1 public int sign(int a) { 

ints = O; 

2 

3 

5 

if(a>=O) --,L....._ 
s=1; ~ 

return(s); d3(s) ~ u5(s) 

} 

predicate blocks definition 

I in-scope cd-pair I 
Copyright µ-Research 1999. All rights reserved . INFORMATION FLOW ANALYSIS - 12 

HOW DOES A PREDICATE BLOCK AN 
OUTPUT ELEMENT NOT IN ITS SCOPE? 

BLOCK 

public int sign (int a ) { 

int s = 0 ; 

if (a>= 0) 

s = 1· 
' ~ PASS 

return(s); ...,...,.-

} 

only one definition can reach use at run-time 

Copyright µ.-Research 1999. AR nghts reserved. INFORMATION FLOW ANALYSIS - 1 3 
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A NEW DISCOVERY 

control flow 

public int s ign(int a) { 

ints = O· ..,,,,_ 
, ....-----

if (a>= 0) .,. 

s = 1; 

return(s); 

} 

--
' -~ 

• does not fol low control 
flow 

• not ( explicit) in control 
flowgraph 

inverse-scope cd-pai r 
Copyrigh1 µ-Research 1999. All rights reserved. INFORMATION FLOW ANALYSIS - 14 

A NEW DISCOVERY 
inverse-scope cd-pair 

• predicate prevents live definition at decision entry (8in) 

from reaching decision exit along a def-clear 

complementary outcome (deco) 

• all paths in a deco are def-clear with respect to a 

specified variable, and there is at least one path in the 

alternate outcome that is not def-clear for that variable 

Copyright µ-Research 1999. AH rights reserved. INFORMATION FLOW ANALYSIS - 1 5 
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COMPLEMENTARY cd-pairs 

a-graph of cd-pairs 

d1 (s) 

Java source 

public in-t sign(int a) { 

ints= 0: .,,,,,__ .....---, ~ 
_.# --if (a >= 0) - = < >> 

s = 1: ..... ----

return( s ): 

} 

testing of a-path through cd-pair requires that 
cd-pair and its complement be executed 

Copyright µ-Research 1999. AU rights reserved. INFORMATION FLOW ANALYSIS - 16 

a-GRAPH 

nodes 

a extended memory access elements 

edges 

a data flow elements 
a control flow element 

Copyright µ-Research 1999. All rights reserved. 
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' 

I 

a MEMORY ACCESS ELEMENTS 
~ 

definition d(x) 

use u(x) 

p-use pu(x) 

CoP'fright µ-Research 1999. All rights reserved. INFORMATION FLOW ANALYSIS - 18 

a SPECIAL MEMORY ACCESS ELEMENTS 

predicate collectively represents one or more p-uses 

8 variable that takes on as its value, the live 
definition of a specific variable at a specific 
point of execution ( often represented by 
a "dot" in a-graph) 

<I> non-execute definition, reaches a use that 
is not executed 

Copyright µ-Research 1999. AH rights reserved . INFORMATION FLOW ANALYSIS - 19 
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b MEMORY ACCESS ELEMENT 

o acts like an image of the definition that it represents 

oain(x) live definition of 'x' at entry node of decision with 
predicate 'a' 

oaout(x) live definition of 'x' at exit node of decision with 
predicate 'a' 

EXAMPLE 

domain of oaout(x) 

if (value(a) = false) 

Copyright µ-Research 1999. All nghts reserved. INFORMATION FLOW ANALYSIS - 20 

a DATA FLOW ELEMENTS 

du-pair 
ud-pair 

special a data flow elements 

• (definition, 8) 
• (8, 8) 
• (8, use) 
• ($, use) 

Copynght µ-Research 1999. AH nghts reserved. INFORMATION FLOW ANALYSIS - 21 
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a CONTROL FLOW ELEMENT 

cd-pair 

in-scope 

• (predicate, definition) 
• (predicate, use) 
• (predicate, predicate) 

inverse-scope 

• (predicate, 8in) 

Copyright µ-Research i999. All rights reserved . INFORMATION FLOW ANALYSIS - 22 

1 
1 

2 
3 
5 

a GRAPH 
add1 EXAMPLE 

Java source 

if (a> 0) 
b = 1 + a; 

return(b); 
} 

a-graph 

CoP'fright µ-Research 1999. All rights reserved. INFORMATION FLOW ANALYSIS - 23 
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a INFORMATION FLOW STRATEGY 

paths 

a-paths 

composable elements 

a data flow elements 
a control flow element 

Copyright µ·Research 1999. All rights reserved. INFORMATION FLOW ANALYSIS • 24 

a INFORMATION FLOW COVERAGE 

node 
a 0 all a memory access elements 

edge 
a 1 all a data flow and control flow 

elements 

path 
apath all a-paths 

copyright µ-Research t999. All rights reserved . INFORMATION FLOW ANALYSIS - 25 
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PATHS AT 2 LEVELS 

symbol level 

a intra-method 

µ intra-class 

ideal strategy 

all-paths 

al I-sequences 

Is there an efficient approximation to all-sequences? 

Copyright µ-Research 1999. All rights reserved. INFORMATION FLOW ANALYSIS - 26 
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PATH STRUCTURE OF AN OBJECT 
beyond classical theory 

Copyright µ-Research 1999. All rights reserved. 

µ LEVEL EXAMPLE 

I* Power-Control V 1.0 
ROUGH SPECIFICATION 

This class simu lates a simple power control (electric 
lawn mower etc.) with 4 buttons: 

Power-Up button turns power on. 

Power-Down button turns power off. 
Safety button toggles safety on (1) and off (0). 

SECTION 6 

If safety is on, the Power-Up and MorePower buttons 
are deactivated. The initia l condition is safety on. 

More Power 

*/ 

Each time the MorePower button is pressed, power level 
advances one level. There are four power levels: off(O). 
low(1), medium(2) and high(3). 

Copyright 1998-1999 ABSC Corporation and µ-Research. AU rig hts reserved PATH STRUCTURE OF AN OBJECT - 1 
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µ LEVEL EXAMPLE 

public class PowerControl { 
/* INSTANCE VARIABLES */ 
int power; 
int safety; 

PowerControl() { 
power= O; 
safety= 1; 

} 

public void PowerUp() { 
if(safety == 0) 

power= 1; 
} 

Copyright 1998--1999 RBSC Corporation and µ-Research. AH rights reserved. 

public void PowerDown() { 
power=O; 

} 

public void ToggleSafety() { 
if( safety == 0) 

safety= 1; 

else 
safety= O; 

} 

PATH STRUCTURE OF AN OBJECT - 2 

µ LEVEL EXAMPLE 

} 

public void More Power() { 

if( safety == 0) { 
if(power != 0) { 

} 

} 
} 

power = power + 1; 
if(power > 3) 

power=3; 

Copyrigh11998-1999 ABSC Corporation and µ-Research. AU rights reserved. 
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I* segment# 1 * I 

/* segment# 2 * I 
/* segment# 4 * I 
/* segment# 5 * I 
I* segment# 6 */ 
I* segment# 7 */ 

PATH STRUCTURE OF AN OBJECT - 3 
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µ GRAPH 

nodes 

µ memory access elements 

edges 

µ data flow element 
µ control flow elements 

Copyright µ-Research 1999. All rights reserved. PATH STRUCTURE OF AN OBJECT - 4 

µ MEMORY ACCESS ELEMENTS 

µ-definition 

definition of an instance variable 
µ-d5(power) in MorePower 

µ-use 

use of an instance variable 
µ-u5(power} in MorePower 

CoP','right µ-Research 1999. An rights reserved. PATH STRUCTURE OF AN OBJECT - 5 
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µ DATA FLOW ELEMENT 

µ-du-pair 

def-clear path 

µ-definition .. µ-use 

between methods 

Copyright µ-Research 1999. AH rights reserved. PATH STRUCTURE OF AN OBJECT - 6 

µ CONTROL FLOW ELEMENTS 

µ-ud-pair 

µ-ud-path 

µ-use _ _,.., µ-definition 

µ-ud-path is an a-path from a µ-use to a 
µ-definition 

µ-cd-pair 

a-cd-pair on a µ-ud-path 

within a method 

Copyright µ•Research 1999. AU rights reserved. 
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µ-BOX 

PowerUp 

u2 (s) - d 3 (p) 

inputs outputs 

µ-ud-pair 

Copyright µ·Research 1999. A ll nghts reserved. PATH STRUCTURE OF AN OBJECT - 8 

2-SEQUENCE 

public void ToggleSafety() { 
if(safety == 0) 

safety = 1; 

public void PowerUp() { 
if(safety == 0) 

power= 1; 
else 

} 
safety = 0; 

T oggleSafe-Cy 

u2 (s) --+ d 3 (s) 

'--. d
4
(s) 

CoP,11ight µ-Research 1999. A l rights reserved. 

2 µ-du-pairs 

... 

data flow 
µ-du-pair 
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} 

Power-Up 

u2 (S) --+ d 3 (p) 
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T oggleSafety 

uis) ---+ d 3(s) 

~ d
4

(s) 

3-SEQUENCE 

public void PowerUp( ) { 
if( safety == 0) 

power = 1; 

} 

PowerUp 

uis) --+ d 3 (p) 

information flow 
µ-ud-pair 

More Power 

~ ---+d5(p) 
LI4(p) ~ d (p) 
us(p) 7 

Copyright µ-Research 1999. An rights reserved. PATH STRUCTURE OF AN OBJECT - 10 

µ-STATES ARE DYNAMIC 

disappearance of µ-u(x) 
y = 1; 
if(y < 0) 

y= X + 2; 

disappearance of µ-d(x) 
y= 1; 
if(y < 0) 

x=2; 

Copyright 1998-1999 RBSC Corporation and µ-Research. AU rights reserved. PATH STRUCTURE OF AN OBJECT - 11 
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µ-FLOWS ARE DYNAMIC 

intra-method µ-states appear 

.... 
and disappear at run-time 

•• 
Copyright 1998-1999 ABSC Corporation and µ-Research. AU rights reserved. PATH STRUCTLRE OF AN OBJECT - 1 2 

INFORMATION FLOW IS DYNAMIC 

inter-method µ-states appear 

.... 
• 

• and disappear at run-time 

Copynght 1998--1999 RBSC Corporation and µ-Research. All rights reserved. PATH STRUCTURE OF AN OBJECT - 13 
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~ 

µ-PATH 

A B 

• .. 
µ-PATH • 

represents flow at the µ level 
crosses method boundaries 

• static (structural) 
• dynamic (run-time) 

Copyright 1998--~999 ABSC Corporation and µ-Research. Ah rights reserved. PATH STRUCTURE OF AN OBJECT - 14 

PRINCIPLE # 1 
intra-class testing 

An effective test is a run-time µ-path 
which begins at a µ-definition and ends 
at a µ-use. 

Between methods, the path must pass 
through µ-du-pairs. Within methods, 
the path must pass through µ-ud-pairs. 

Copyright µ-Research 1999, An rights reserved. PATH STRUCTURE OF AN OBJECT - 15 
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PRINCIPLE #2 
intra-class testing 

µ-ud-path is an a-path 

If a µ-ud-path passes through a cd-pair, 
then the cd-pair is a µ-cd-pair and it 
must be tested. 

If the complement is a µ-cd-pair, then it 
must also be tested. Both should be 
tested insofar as possible through 
sequencing. 

CoP','right µ·Research 1999. All rights reserved. PATH STRUCTURE OF AN OBJECT • 16 

PRINCIPLE #3 
intra-class testing 

Necessary test sequences may not be 
effective tests. 

To assure effective intra-class testing, 
path execution must be monitored at 
run-time. 

Copyright µ.-Research i999. All rights reserved. PATH STRUCTURE OF AN OBJECT . 17 

PAGE 49 
HOW TO TEST AN OBJECT 



µ INFORMATION FLOW STRATEGY 

paths 

µ-paths 

composable elements 

µ data flow element 
µ control flow elements 

Copyright µ-Research 1999. All rights reserved. PATH STRUCTURE OF AN OBJECT - 18 

µ INFORMATION FLOW COVERAGE 

node 
µ0 all µ memory access elements 

edge 
µ 1 allµ data flow and control flow 

elements 

path 
µpath all µ-paths 
µ23 all µ 2 and 3-sequences 

Copyright µ.-Research 1999. AB rights reserved. PATH STRUCTURE OF AN OBJECT - 19 
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HOW TO GENERATE 
TEST SEQUENCES 

CONSTRUCT µ-GRAPH 

1 µ/a -graphs 

2 µ-boxes 

3 µ-graph 

INITIAL TEST SEQUENCES 

REFINE TEST SEQUENCES 

4 run-time µ-paths 

5 µ-cd-pairs 

Copyright µ-Research 1999. AU rights reserved. 

PowerControl 

µ-dip) 

µ-d, (s ) 

More Power 

STEP 1 
µ/a-graphs 

PowerUp 

µ-puis ) , 
\ , 

' 'V µ-d3(p) 

Cop,/right 1998-1999 RBSC Corporation and µ-Research. All rights reserved. 
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ToggleSafety 

µ-puis ) 

I\ 
µ-d 4 (s) µ-d3(s) 

Powe rDown 
µ-d,(p) 

PATH STRUCTURE OF AN OBJECT - 21 
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THE NULL DEFINITION 

• used only in a µ/a-graph 

• signifies that the live definition of 
the variable at that point is not 
in the µ-box (current method) 

• pu --+ 'ti is not a µ-cd-pair 

Copynght µ-Research 1999. An rights reserved. PATH STRUCTURE OF AN OBJECT - 22 

CONSTRUCTION OF 
µ/a-GRAPHS 

Java source annotated flowgraph 

1 public void ToggleSafety() { 
2 if(safety == 0) 
3 safety= 1; 

else 
4 safety= O; disafety) 
5 } 

a-graph 

pu2 (s) 

I\ 
d 4 (s) d 3 (s) 

Copyright µ-Research 1999. Al rights reserved . 
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µ/a-graph 

µ-u2 (s) 

I\ 
µ-d4 (s) µ-d3 (s) 

PATH STRUCTURE OF AN OBJECT - 23 
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PowerControl 

STEP 2 
µ-boxes 

PowerlJp PowerDown 

d 1(s) uis) ---+ d 3 (p) d , (p) 

d ,(p) 

T oggleSafety 

uis) ---+ d 3 (s) 

'--. d
4

(s) 

Copyright 1998-1999 ABSC Corporation and µ-Research. All rights reserved. 

More Power 
~-~ 

u2 (s) ---+d
5

(p) 

U4(p) '--. d ( ) 
u

5
(p) 7 p 

PATH STRUCTURE OF AN OBJECT - 24 

CONSTRUCTION OF 
µ-box 

µ/a-graph 

Copyright µ-Research 1999. All rights reserved. 

PAGE 53 

µ-box 

ToggleSafety 

uis) ___. d 3 (s) 

'--. d
4

(s) 
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PowerCorrtrol 

d 1(s) ,..---, 
d ,(p) 

STEP 3 
µ-graph 

PowerDown 
d

1
(p) 

Copyright 1998-1999 RBSC Corporation and µ-Research. All rights reserved. PATH STRUCTURE OF AN OBJECT • 26 

INITIAL TEST SET 

PC PD MP 
PCMP 
PC PU MP 
PCTS MP 
PCTS PU MP 
PCTSTS MP 
PCTSTS PU MP 

• testing by following the arrows 

• all structural µ-paths with exactly one iteration of 
MP and up to two iterations of TS 

Copyright µ-Research 1999. AD rights reserved . PATH STRUCTURE OF AN OBJECT . 27 
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STEP 4 
run-time µ-paths 

PowerControl 
d

1
(s ) 

d1(p) 

PowerUp 

uis) d3(P) 

• there is no dynamic µ-path through PowerUp. 
and PC PU MP becomes PC PU 

• similarly, PC TS TS PU MP becomes PC TS TS PU 

• dynamic µ-paths containing repetition of MP must 
begin with PC TS PU MP 

CoP'fnght µ-Research 1999. A ll rights reserved. 

µ-u2 (s) ,£+ 

µ-u4(p) ,£+ 

µ-u6(p) ----• 
µ-u6(p) ,£+ 

PATH STRUCTURE OF AN OBJECT • 28 

STEP 5 
µ-cd-pairs 

in MorePower 

µ-u4(p) either test case below 

µ-u5(p) either test case below 

µ-d5(p) PCTSPU MPMP 

µ-d7(p) PC 1S PU MP MP MP MP 

Copyright 1998-1999 ABSC Corporation and µ-Research. All rights reserved. PATH STRUCTURE OF AN OBJECT . 29 
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I 

2 

4 

5 

6 

7 

TESTING OF µ-cd-pair 

Java source 

public void MorePower() { 

if(safety == 0) { 

if (power != 0) { 

power = power+ 1; 

if(power > 3) 

power= 3 ; 

} 

} 

} 

µla-graph 

Copyright , -Research 1999. A ll rights reserved. PATH STRUCTURE OF AN OBJECT - 30 

FINAL TEST SET 

µ1 cover PC PD MP 
PCMP 
PC PU 
PCTS MP 
PCTS PU MP 
PCTSTS MP 
PCTSTS PU 
PCTSTSTS 
PCTS PU MP MP 
PCTS PU MP MP MP MP 

A simple static data flow strategy, such as all µ-du-pairs, would miss the test 
cases in the box. 

CoPJright µ.-Research 1999. AP rights reserved. PATH STRUCTURE OF AN OBJECT - 31 
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SUMMARY 

Copyright µ-Research 1999. AU rights reserved . 

a INFORMATION FLOW ANALYSIS 
SUMMARY 

EDGES OF a-GRAPH 

DATA FLOW ELEMENTS 
du-pair 
ud-pair 
special a data flow elements 

CONTROL FLOW ELEMENTS 
in-scope cd-pair 
inverse-scope cd-pair 

SECTION 7 

Copyright µ-Research 1999. AD rights reserved. SUMMARY-1 
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µ INFORMATION FLOW ANALYSIS 
SUMMARY 

EDGES OF µ-GRAPH 

DATA FLOW ELEMENTS 
µ-du-pair 

CONTROL FLOW ELEMENTS 
µ-ud-pair 
µ-cd-pair 

Copyright µ-Research 1999. AH rights reserved . 

CONCLUSIONS 

• information flow analysis elucidates 
the structure of intra-class paths. 

SUMMARY-2 

• information flow analysis can be used to 
determine fundamental sequences 
of methods to be tested. 

• a special form of path coverage 
analysis is necessary to insure that 
test sequences are effective. 

Copyright µ-Research 1999. An rights reserved . 
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The dynamic information flow testing of an object 

ABSTRACT 

William G. Bently 
µ-Research 
wgb@earthlink.net 

Robert V. Binder 
RBSC Corporation 
rbinder@rbsc.com 

The central problem of object-oriented testing is determining method activation sequences for 
the testing of a class. In the literature, this is called the "intra-class" level of testing. For 
object-oriented languages such as Java™, specification-based strategies are further developed 
than structural test strategies. Although both are essential for effective testing, structural strate
gies are especially well suited for the Java environment, where dynamic linking and bean 
technology make it virtually impossible to predict the sequences that will be invoked by client 
objects at run-time. 

A testable model of the interaction among class methods is needed for test design, at the class 
interface level [6] , [7]. An orthogonal model of intra-class interactions at the implementation 
level is necessary to assess the adequacy of a test suite at class scope [5]. This paper extends 
the class scope implementation model by developing information-flow paths [4] from the class 
flow graph. 

Information flow analysis elucidates the implicit paths that result as methods access instance 
and class variables. This theory is capable of identifying fundamental subsequences which can 
be composed to produce almost all necessary method activation sequences. 

A surprising result of this theory, is that a test that exercises a particular sequence may not be an 
effective test of that sequence. The theory indicates that a special form of path coverage must 
be performed during testing to assess the effectiveness of tests. 

The exposition of the theory will be informal, using simple Java examples to demonstrate the 
basic concepts. 

INTRODUCTION 

Integration testing predominates during the testing of applications written in object-oriented 
languages such as Java. Integration testing could be eased and development costs reduced if we 
had an effective technique for testing an object prior to integration. But how should an object 
be tested? 

In this paper, we introduce a new structural strategy for the testing of an object. It addresses the 

central problem 6f ~hjeet-Oriented t~~ting: thu 5uluGtion of m,tbQQ ~equences. This strategy 
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applies the basic concepts of dynamic information flow testing [ 4] to the class scope implemen
tation model [5]. 

The intra-class flow elements, introduced in this paper, are abstractions of the flow elements 
described in earlier papers on information flow testing [2,3,4]. These new elements yield 
insight into the structure of intra-class paths. 

scope 

As a form of path testing, dynamic information flow testing shares the primary limitations of 
path testing strategies: 

Sufficiency As compared to exhaustive testing, information flow 
analysis greatly reduces the number of sequences to be tested, but it 
cannot, in general, determine a sufficient set of test sequences. 

Infeasibility It is often impossible to construct test cases that 
execute a specific path. 

Determining input conditions for the execution of a specific path 
Even when a path is feasible, it may be very difficult to determine 
how to execute a specific path. 

Hypotheses of path testing We shall assume the well known 
hypotheses underlying path testing: restriction to those errors that 
are related to a certain pattern of control flow and that are 
observable when those patterns are executed. 

For clarity, our model does not account for the additional complexity introduced by other 
features of object-oriented programs, such as inheritance, polymorphism, recursion, instance 
creation, generic types, complex types, block scope, name scoping, cloning and idiosyncrasies 
of specific object-oriented languages. Information flow analysis is subject to the limitations of 
static analysis such as array indices that are known only at run-time, members of structured data 
type that are known only at run-time, aliasing, side effects, data flow anomalies and safe ap
proximation. 

The discussion is at the intuitive level. It is not rigorous and does not cover the details of 
dynamic information flow theory. The topic of this paper is the testing of intra-class flows 
through instance variables. It does not address inter-class testing nor the testing of 
interprocedural flows due to argument passing and return values. 

Simple, highly-contrived Java programs are used to illustrate basic concepts. Although Java is 
the vehicle for describing our strategy in this paper, the strategy can be adapted for testing 
programs written in other object-oriented languages and even procedural languages. The terms 
"dynamic information flow testing" and "information flow testing" will be used interchange-
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ably. 

INTRA-CLASS TESTING - THE SEQUENCING OF METHODS 

We distinguish three levels of Java testing: 

a intra-method 
µ intra-class 
7t inter-class (applet, application, bean) 

For later convenience, the Greek letters are used to designate structures associated with the 
various levels. The intra-method level ( a) is presented mainly as background for generalizing 
and abstracting flow analysis for application at the level of object testing: the intra-class (µ) 
level. The inter-class level (n) will be the subject of a future paper. 

The application of traditional structural test methods to the intra-method level is straightfor
ward, since it resembles the testing of a single procedure. The testing of methods that send 
messages to each other within a class resembles conventional interprocedural testing. But when 
we cross the class boundary and begin to examine method interactions that are due to messages 
received from outside of the class , we enter a new region of testing: intra-class testing. It is in 
this region that existing structural test strategies appear to break down. 

In intra-class testing, the input space consists of the method sequences for a class. Method 
activation sequences imply paths among instance variables. Conventional test methods appear 
to provide little guidance in how to test these paths. At first glance, we seem to be back to 
exhaustive testing: i.e. , trying all the sequences of method invocation. 

PATH TESTING 

terms 

Program element is the code element being tested. It may be a complete pro
gram, such as a Java application, or a single procedure, such as a Java method. 

Point in an execution thread is the state of program execution directly preceding 
or following the execution of a program statement. 

Entry point is the state directly preceding execution of first statement of a pro
gram element. A program element has one entry point. 

Exit point is the state directly following execution of a statement that exits a 
program element. A program element may have one or more exit points. 

Basic block is a consecutive sequence of program statements with a single entry 

point, th~ firgt grntem@nt, and ll ~ingle exit point! th, l'1~t ~ti\tyment. 
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Segment is a basic block, a conditional statement or the decision outcome of a 
conditional statement. 

Path is a consecutive sequence of segments. 

Test case is a set of inputs which causes the execution of a specific path through 
the program element. 

analogy to path testing 

The all-sequences strategy is analogous to the classical all-paths strategy which requires a test 
case for each path in the program. The combinatorics inherent in nontrivial programs makes 
brute force strategies such as all-sequences and all-paths impractical. Over several decades, 
researchers have developed path testing strategies based on control flow analysis, data flow 
analysis and information flow analysis. Each test method represents a way of sampling the 
input space of a program with the goal of approximating the effectiveness of all-paths. This 
analogy suggests that path testing strategies, properly adapted, are applicable to intra-class 
testing. 

TESTING SEQUENCES OF TWO METHODS 

We begin by examining the simplest (nontrivial) sequence: two methods, which will be desig
nated as A and B. If the computation in A can have no effect on the computation in B, then 
testing different sequences yields no new behavior, as illustrated in Figure 1. 

FIGURE 1 

In information flow testing, program elements such as A and B are said to be "independent." 
The central principle of information flow testing is that, if A and B are independent, then the 
two program elements can be tested separately. Any sequences of A and B constitute unneces
sary tests . 

Is there a way that independence can be determined through an examination of the structure of 
the program elements? The application of data flow analysis was an important milestone [10] 
in the quest for a structural, intra-class testing strategy. In the case of testing two methods, 
independence can be ascertained through this form of analysis. Figure 2 illustrates how se
quencing constraints are created by data flows through shared instance variables. 
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FIGURE 2 

In progressing beyond two method sequences, the flow analysis must be capable of dealing with 
intra-method flows. In the following sections, we explain how data flow analysis is extended to 
form information flow analysis, which is capable of representing all intra-class flows. Essen
tially, information flow analysis is a more general means for establishing structural indepen
dence. 

INFORMATION FLOW AT a LEVEL 

Information flow analysis builds on its predecessors, control flow analysis and data flow analy
sis. Like data flow analysis, information flow analysis models a program as a set of definitions 
and uses of variables. Like control flow analysis, information flow analysis models a program 
as a set of (control flow) paths. Information flow analysis examines how information is trans
ferred through program variables (memory locations). Dynamic information flow analysis was 
developed as the foundation for a new generation of structural testing strategies and associated 
coverage measures. 

During a single execution thread from the entry point to an exit point of a nontrivial program 
element, only one out of a possible multitude of control flow paths is taken. The predicates in 
conditional statements select the single path by blocking all other possible paths. In a similar 
manner, only a subset of possible data flows is executed. This subset is selected by the ability 
of predicates to block all other possible data flows. The novel aspect of information flow 
analysis is the incorporation of special structures which model the ability of predicates to block 
flows. 

composable information flow elements 

Information flow analysis models a program as a collection of information flows. The basic 
building blocks of information flows are the information flow elements: 

• memory access elements 
• data flow elements 
• control flow elements 

These elements are composable, so any information flow may be represented by a sequence of 
information flow elements, as illustrated in Figure 3. 
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FIGURE 3 

a level flow analysis example 

The simple Java method listed in Figure 4 will be used to illustrate flow analysis concepts. 

public int add1(int a) { / * segment#1 */ 

int b = O; I* segment#1 */ 

if(a > 0) / * segment#2 */ 

b = 1 + a; I* segment#3 */ 

return(b); I* segment#5 */ 

} 

FIGURE 4 

DATA FLOW TESTING 

terms 

Def-clear path A path from point A to point B is definition clear with respect to a 
variable, X, if X is not assigned a value along the path (except possibly at points A 
or B). 

Reaches The value assigned to a variable at point A "reaches" the point B if the 
path between A and B is a def-clear path for that variable. 

intuitive concept of data flow 

Data flow test strategies are myriad, complex and strewn with subtle differences [8]. The 
purpose of this section is to introduce the flow elements that are used in information flow 
analysis. A more general treatment of data flow testing is contained in [l]. 

Let A and B be two points in an execution thread. Suppose X is assigned a value at point A and 
that value is used at point B. The intuition underlying data flow analysis is that there should be 
at least one test case which executes a path between the two points [13]. This concept is illus
trated in Figure 5. 
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A B 

• DEF-CLEAR PATH • x=5: println(x); 

FIGURE 5 

Some flow relationships between two points can be represented by a simple data flow. With 
reference to the listing in Figure 4, a simple data flow exists between the assignment of the 
value 'O' to variable 'b' in segment# 1 and the use of this value of 'b' in segment# 5. 

This relationship is known by different names in the data flow literature and has been defined in 
slightly different ways. Our construct (the du-pair) is essentially the same as the concept 
presented in one of the earliest papers on data flow testing [11]. 

elements of information flow analysis - a memory access 

The memory access elements form the basis for both data flow and information flow analysis: 

• definition 

• use 

• p-use 

point at which a value is bound to a variable . 
example assignment of value 'O' to 'b' in segment# 1. 
symbol d

1 
(b) 

point at which the value of a variable is accessed . 
example access of the value of 'b' in segment# 5. 
symbol u/b) 

a special type of use; a use which is contained in the predicate 
of a conditional transfer statement. 

example access of the value of 'a' in segment# 2. 
symbol puz(a) 

The symbolic representation of a memory access element contains a subscript which identifies 
the segment in which the element occurs. Formally, the information flow elements have a 
prefix indicating the level of program abstraction (a orµ). For notational simplicity, the prefix 
is omitted for a-elements. 

elements of information flow analysis - a data flow 

The data flow elements are ordered pairs of memory access elements. The first memory access 
element is the "input" and the second is the "output." 
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• du-pair input 
output 
example 
symbol 

definition 
use 
the simple data flow above 
d1 (b)--+ u

5
(b) 

For a du-pair to exist, there must be a def-clear path from the definition to the use. A du-pair 
represents information flow through a single variable. 

• ud-pair input 
output 
example 

symbol 

use 
definition 
the relationship between the use of the variable 'a' 
and definition of variable 'b' in segment# 3. 
u/a)--+ d/b) 

The use and definition of a ud-pair are contained in a single statement. The value of the vari
able in the use is employed in establishing the value of the definition. Since the variable in the 
use may be different from the variable in the definition, the ud-pair is one construct that is used 
to represent information flow between variables. 

the need for a more general flow analysis 

The data flow elements may be combined to represent more complex flow structures. For 
example, k-dr interactions [15] have been proposed to capture indirect flows, i.e. those which 
are propagated through a chain of du-pairs connected by ud-pairs. 

But there exist flow relationships that cannot be represented by data flow relationships alone. 
In the example, there is no data flow between the variable 'a' in segment# 2 and the variable 'b' 
in segment# 5, yet the value of 'a' has a definite influence on the value of 'b'. Such flows 
involve the interaction of the control structure and the data flow structure of a program. In the 
compiler optimization [9] and dependency literature [12,16], these are called "control" depen
dencies. 

An arbitrary flow relationship may be made up of both data flow and control flow relationships. 
Figure 6 schematically illustrates that data flow provides an incomplete model of flow. 

FIGURE 6 

Information Flow Analysis adds a fundamental element, the control flow element, to fill these 
gaps. 
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INFORMATION FLOWTESTING 

terms 

a-graph is a graph in which the nodes are a memory access elements and the 
edges are a information flow elements. 

a-path is a connected sequence of a information flow elements, in which the 
output of one element is the input of the next. 

intuitive concept of information flow 

The intuitive concept underlying information flow is a generalization of the concept underlying 
data flow. Recall Figure 5. In data flow analysis, the memory access at point A is a "write." In 
information flow analysis, this memory access may be either a "write" or "read." In data flow 
analysis, memory access at both points is to the same variable (X). In information flow analy
sis, the use at point B may access X or another variable, Y. If the value of X at point A can 
affect the value of the variable accessed at point B, then there is an information flow relation
ship between points A and B. The intuition underlying information flow analysis is that there 
should be at least one test case which executes each element of information flow between A and 
B. 

elements of information flow analysis - a control flow 

The control flow element is the unique flow element in information flow analysis. It is an 
ordered pair of memory access elements. The input is a decision predicate. If the predicate 
consists of a single p-use, then the p-use is the predicate. 

• cd-pair input 
output 
example 
symbol 

The predicate can directly block: 

predicate 
memory access element or def-clear subpath 
pu/a) and the definition d/b) 
pury (a) ---+ d_(b) - ~ 

• execution of the output definition or output use, or 
• a def-clear subpath for the output definition which flows through the predicate 

segment, or 
• execution of the predicate of other cd-pairs, or 
• a def-clear subpath for definitions in the transitive closure of another cd-pair. 

Graphically, a cd-pair is represented by an arrow from the input predicate to the output memory 
access element or def-clear subpath. A "dot" is used to represent a def-clear subpath that can be 
blocked by a predicate. 
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In the example, the input predicate is puz(a) and the output definition is d/b). The predicate 
use of 'a ' controls the execution of d/b) and thereby determines whether or not the definition of 
'b ' in segment# 3 will reach the use of 'b ' in segment# 5. Like the ud-pair, the cd-pair can be 
used to represent information flow between different variables. 

Note that cd-pairs come in pairs. Each predicate generates two cd-pairs, since a predicate has 
two outcomes. The cd-pair generated by the alternative outcome is called the "complement" or 
"complementary pair." When testing a path through a cd-pair, it is necessary to test both the cd
pair and its complementary pair. 

The examples in this paper have simple predicates (i.e. , only one p-use in a conditional expres
sion). If the conditional expression constituting the predicate contains multiple p-uses, then the 
logical effectiveness of each p-use must be taken into consideration during testing [3]. 

The cd-pair is a refinement of the uu-pair, which was introduced in earlier papers on dynamic 
information flow analysis [2] . The "cd" prefix refers to "Cd testing," which was invented by 
Edward Miller [14] and was the progenitor of dynamic information flow testing. 

INFORMATION FLOW AT µ LEVEL 

Information flow exists at several levels. We have already seen examples of a level flow. The 
information flows of interest for intra-class testing are at the µ level. Information flows at the 
method level are caused by argument passing, return values and instance variables. Although 
the affect of argument passing and return values can be represented in terms of information flow 
analysis, the following discussion is restricted to flows through instance variables. 

Information flow analysis is applied to intra-class testing by constructing suitable abstractions 
of the a elements which operate at the µ level. 

elements of information flow analysis - µ memory access 

• µ-definition 

• µ-use 

definition of an instance variable . 
example the definition of power in segment# 5 of the 

MorePower method in theµ example below. 
symbol µ-d/po wer) 

use of an instance variable. 
example the use of power in segment# 5 of 

More Power. 
symbol µ-u/po wer) 

A µ memory access element is associated with the method in which it appears. As in a ele
ments, eachµ memory access element has a subscript which identifies the segment in which 
the element occurs. 
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The µ data flow and control flow elements are ordered pairs ofµ memory access elements. The 
firstµ memory access element is the 'input' and the second is the 'output'. 

elements of information flow analysis - µ data flow 

• µ-du-pair ordered pair of µ memory access elements 
input µ-definition 
output µ-use 
example the definition of safety in segment# 3 of 

ToggleSafety and the use of safety in 
segment# 2 of Power-Up. 

symbol µ-d
3 
(safety) --+ µ-u 2 (safety) 

The µ-du-pair occurs between methods. 

elements of information flow analysis - µ control flow 

• µ-ud-pair 

• µ-cd-pair 

ordered pair of µ memory access elements. 
input µ-use 
output µ-definition 
example the use of safety in segment# 2 of Power-Up 

and the definition of power in segment# 3 of 
Power-Up. 

symbol µ-u/safety) --+ µ-d/ power) 

described below 

The µ-ud-pair and the µ-cd-pair occur within a single instance of a method. 

In a µ-ud-pair, an a-path from its input µ-use to its output µ-definition is called a "µ-ud-path". 
A µ-ud-pair must have at least one µ-ud-path. 

A µ-cd-pair occurs when a µ-ud-path passes through an a-cd-pair. A µ-ud-path passes through 
an a-cd-pair if: 

• the input µ-use is either the input p-use of an a-cd-pair or is connected to the input p
use of an a-cd-pair via an a-path, and 

• the output µ memory access element is either the output memory access element of 
the same a-cd-pair or is connected to the output memory access element of the same 
a-cd-pair via an a-path. 

The complement of the µ-cd-pair must be tested if the complement is also a µ-cd-pair. 
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analogous structures 

The µ-path is a generalization of a def-clear path for an a-du-pair. A def-clear path for an a
du-pair begins with an a-definition and ends with an a-use. Similarly, a µ-path begins with a 
µ-definition and ends in a µ-use. Whereas a def-clear path weaves through the data flow struc
ture of a single method, a µ-path crosses method boundaries and weaves through the informa
tion flow structure of one or more methods. Just as an a-cd-pair can block an a-du-pair, a µ
cd-pair can block a µ-path. 

µ-box 

Once we introduce information flow elements that can span the boundaries of methods and 
classes, it becomes necessary to identify the scope within which information flows occur. The 
notational device for this purpose is the "µ-box". 

All visible effects of a single method call are grouped together in a µ-box. The box encloses all 
the µ-elements associated with the method call. By convention, input uses appear on the left 
hand side of the box and output definitions appear on the right. Since any memory access 
element inside a µ-box is a µ-element, the µ prefix is dropped. Any link between a use and 
definition that appears within a µ-box is a µ-ud-pair. 

µ-graph 

A µ-graph is a flowgraph in which the nodes are µ memory access elements, and the edges are 
µ information flow elements. Normally, µ-elements are shown inside of µ-boxes. 

µ-path 

Essentially, a µ-path is a path in a µ-graph. A µ-path is a connected sequence ofµ information 
flow elements, in which the output of one element is the input of the next. A µ test path begins 
with a µ-definition and ends with a µ-use. The µ-path represents an information flow at theµ 
level. A µ-subpath is a connected subsequence of µ-elements in a µ-path. A static µ-path is 
called a "structural" µ-path. Normally, the term "µ-path" refers to a dynamic (run-time) path. 
There are often structural µ-paths in programs that do not correspond to (dynamic) µ-paths. 

A µ-path is composed of fundamental subpaths called elementary µ-paths. A graph of all µ
paths in a particular object has special nodes, µ-nodes, where µ-paths begin, end, converge or 
diverge. Let A and B be two µ-nodes. An elementary µ-path is a maximal element of the set of 
all µ-paths that begin at A and end at B. (This means that an elementary µ-path is not a µ
subpath of any other µ-path from A to B.) Appendix A provides examples of elementary µ
paths. The elementary µ-path structure characterizes the information flow structure of an 
object, and therefore how it should be tested. 

A complete µ-path is a maximal element of the set of all µ-paths for a particular object. 
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DYNAMIC INFORMATION FLOWTESTING 

Dynamic information flow testing reflects the changing nature of flows at run-time. During 
execution, flows such as a-paths and µ-paths appear and disappear, depending on the transient 
states of predicates. Figure 7 illustrates how a predicate can cause a µ-use of 'x' to "disappear." 

y = 1; 
if (y<O) 

y = X + 2 ; 

FIGURE 7 

Figure 8 illustrates how a predicate can cause a µ-definition of 'x' to disappear. 

y = 1; 
if (y<O) 

X = 2 ; 

FIGURE 8 

These changing µ-states cause µ-du-pairs to dynamically appear and disappear, as shown in 
Figure 9 . 

• ~ • 
• • 
• • 

FIGURE 9 

Effective testing requires a (run-time) µ-path between methods. A 2-sequence can be tested, but 
if the µ-path between methods is not executed, then the test is not effective. This simple obser
vation is the basis of a fundamental result of this research. 
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testing sequences of three methods 

In a similar manner, changing µ-states cause µ-ud-pairs to appear and disappear at run-time, as 
illustrated in Figure 10 . 

...... 

•• 
FIGURE 10 

In the case of testing three or more methods, effective testing requires a µ-path from the initial 
µ-definition to the final µ-use. The µ-path traverses not only µ-du-pairs , but µ-ud-pairs within 
methods, as illustrated in Figure 11. 

A C 

• • 
FIGURE 11 

This figure illustrates that the testing of a µ-ud-pair requires the execution of at least three 
methods. The µ-path through the µ-ud-pair must contain a µ-subpath which begins at a µ
definition in the preceding method, passes through the µ-ud-pair, and ends in a µ-use in the 
succeeding method. 

dynamic information flow intra-class test strategies 

As in control flow and data flow testing, a family of test strategies and corresponding coverage 
measures of increasing effectiveness can be defined at the µ level. For instance: 
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COVERAGE MEASURE STRATEGY 

all µ memory access elements 
all µ data flow and µ control flow elements 
all µ-paths 
all necessary sequences 

Note that the strategy all µ-paths is, in general , not equivalent to all necessary sequences. All 
necessary sequences is more extensive than all µ-paths since it includes combinations of el
ementary µ-paths (see example in Appendix A). 

Although empirical studies will be necessary to determine the reliability level associated with 
each coverage measure, our initial estimate is that µ 1 should be a realistic goal for normal 
commercial applications. A higher level of assurance could be obtained with µ

23 
coverage, 

which approximates µ h. A µ~
3 

-cover consists of test cases which completely test all feasible pa t _ 

2-method and 3-method sequences. A 2-method sequence is completely tested if each µ-du-
pair between the methods has been executed at least once. A 3-method sequence is completely 
tested by executing every µ-subpath that begins in the first method and ends in the third method. 

PRINCIPLE #1 OF INFORMATION FLOW INTRA-CLASS TESTING 

An effective test is a run-time µ-path which begins at a µ-definition and 
ends at a µ-use. Between methods, the path must pass through µ-du
pairs. Within methods, the path must pass through µ-ud-pairs. 

Principle #1 has a critical implication for intra-class testing which is discussed in the section on 
dynamic monitoring. 

A single test case may cause the execution of several complete µ-paths. Each method in an 
effective test sequence is associated with at least one complete µ-path. 

Principle #2 states that all µ-cd-pairs in a µ-ud-path should be tested. 

PRINCIPLE #2 OF INFORMATION FLOW INTRA-CLASS TESTING 

If a µ-ud-path passes through a cd-pair, then the cd-pair is a µ-cd-pair and 
it must be tested. If the complement is a µ-cd-pair, then it must also be 
tested. Both should be tested insofar as possible through sequencing. 

µ LEVEL FLOW ANALYSIS EXAMPLE 

A listing of the simple Java class that will be used to illustrate information flow intra-class 
testing is given in Figure 12. 
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I* PowerControl V 1.0 

ROUGH SPECIFICATION 

This class simulates a simple power control (electric lawn mower etc.) with 4 
buttons: 

*/ 

PowerUp button turns power on. 

PowerDown button turns power off. 

Safe-ty button toggles safety on (1) and off (0). 

If safety is on, the PowerUp Button and MorePower buttons 
are deactivated. The initial condition is safety on. 

MorePower 

Each time the MorePower button is pressed, power level 
advances one level. There are four power levels: off(O), 
low(1), medium(2) and high(3). 

public class PowerControl { 
I* INSTANCE VARIABLES*/ 
int power; 
int safety; 

PowerControl() { 

power= O; 
safety= 1; 
} 

public void PowerUp() { 

if( safety == 0) 
power= 1; 

} 

public void PowerDown() { 

power= O ; 
} 
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public void ToggleSafety() { 

if( safety == 0) 
safety = 1; 

} 

else 
safety= 0; 

publ ic void MorePower() { 

if( safety == 0) { 
if(power != 0) { 

power= power+ 1; 
if (power > 3) 

power= 3 ; 

} 
} 

} 
} 

notation for test cases 

FIGURE 12 

/* segment# 1 */ 

I* segment# 2 */ 
/* segment# 4 */ 
/* segment# 5 */ 
/* segment# 6 */ 
/* segment#7 */ 

There are five methods, which will be abbreviated for later convenience: 

PC PowerControl (constructor) 
PU PowerUp 
PD PowerDown 
TS ToggleSafety 
MP More Power 

A test case for this class, which is a sequence of method calls, will be designated by listing the 
appropriate series of method calls (using the above abbreviations). For example, the test case, 
"PowerControl, ToggleSafety, PowerUp, MorePower, MorePower" would be abbrevi
ated as: 

PCTS PUMP MP 

A brute force intra-class testing strategy would be to begin by executing all permutations of 
these methods. The number of permutations is 4 factorial or 24. But, this would not be suffi
cient, since exhaustive testing must also account for the possibility of cycles. As cycles of 
subsequences are added, the number of test cases quickly explodes, and it becomes apparent 
that exhaustive testing is impractical even when there are only a small number of methods. 
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The initial goal of this analysis is to obtain the µ-path structure of the object. 

In the following graphs, the variable names power and safety will be abbreviated as 'p' and 
's' respectively. 

step 1 - construct µ/a graphs 

First, the a-graphs of the individual methods (including the constructor) are converted into a 
hybrid form called the µ/a graph. This is accomplished by replacing each a memory access 
element with its µ counterpart. Output µ-definitions that are not contained in a method are 
replaced by the symbol ' 'I'', which represents an "empty" definition. A µ-ud-path cannot 
terminate in a ''I''. 

The µ/a graphs are shown in Figure 13. 

Power-Control 

µ-d,(p) 

µ-d,(s) 

More Power 

µ-puis) 

Power-Up 

µ-puis) 

-l' \ 

"' 

FIGURE 13 

step 2 - convert µ/a graphs into µ-boxes 

ToggleSafety 

µ-puis) 

I\ 

Power-Down 
µ-d,(p) 

Next, we examine these methods from the viewpoint of a class sending messages to the 
Power-Control object. From this external viewpoint, the methods are summarized asµ
boxes, as illustrated in Figure 14. 

The flow diagram in More Power represents six µ-ud-pairs. Only the two maximal paths are 
shown. The inputs are grouped, since if any µ-ud-path in MorePower is executed, then all input 
uses will be executed. 
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Power-Control PowerUp 

d 1(s) ui s) ---+ d 3 (p) 

PowerDown 

d ,(p) 

d,(p) 

ToggleSafety 

uz(s) ---+ d 3 (s) 

....__., d_Js) 

step 3 - derive the µ-paths 

FIGURE 14 

More Power 

uz(s) ---+d 5 (p) 
U4(p) ....__.. d ( ) 
U-(p) 7 p 
-=' -

The structural µ-paths may be derived in a simple manner. For each µ-box, connect each output 
definition to all the matching uses in other µ-boxes. If there is a matching input in the same µ
box, a loop around that µ-box is created. In the PowerControl example, this approach results 
in the µ-graph shown in Figure 15. This graph is simplified for clarity. Each outgoing arrow 
from Togg leSafety and MorePower represents two edges, one for each output definition in 
the µ-box. 

Power-Control I oggleSafety 

d 1(s) 1..---+IJJ u
2

(s) ~ d
3

(s) 

d 1(p) ......... d
4

(s) 

PowerDown 

d ,(p) 

PowerUp 

u
2

(s) ~ d 3 (p) 

FIGURE 15 

RESULT #1 

Information flow analysis allows us to visualize and thereby gain an intui
tive understanding of intra-class paths. 
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The structural µ-paths are obtained by tracing paths in the above graph. This model can serve 
as the basis for an all µ-paths test strategy. A model suitable for more closely approximating 
the all necessary sequences strategy is presented in Appendix A. 

This µ-graph illustrates only paths inside the receiving class that are created by instance vari
ables. Method arguments (messages) and return values can create external paths which are in 
the sending class. 

Static analysis allows the structural µ-paths to be summarized by the regular expression: 

PC ((TS* (PU I e)) I PD) MP MP* 

Due to loops in the µ-graph, the number of µ-paths is potentially unbounded. To restrict the test 
set to a manageable size, the initial test set is obtained by iterating MorePower exactly once 
and limiting the maximum number of iterations of ToggleSafety to two. The initial test set 
is: 

PCPDMP 
PCMP 
PC PUMP 
PCTS MP 
PCTS PUMP 
PCTS TS MP 
PCTSTS PUMP 

step 4 - run-time µ-paths 

This step illustrates the dynamic nature of information flow and one of the results of this re
search (Result #3). 

The structural paths used as a basis for generation of the initial test set do not necessarily 
correspond to µ-paths at run time. Discrepancies arise due to the imprecision of static analysis 
and the simplification inherent in the µ-box representation. In this section, we study theµ
paths created by the initial test set through inspection of the Java source code. 

Consider the test case: 

PC PUMP 

Since PowerControl sets the value of safety to one, there is no µ-ud-path through the 
PowerUp method, therefore this test case does not correspond to a µ-path. The first two 
methods do exercise a µ-du-pair, so this test case becomes: 

PCPU 
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For the same reason, the test case "PC TS TS PU MP" becomes "PC TS TS PU." 

The next goal is to add µ-paths to the initial test set to obtain a µ1 cover. Test cases are added 
which execute loops around ToggleSafety and MorePower, and any other edges not cov
ered by the initial test set. 

First, we examine how to find run-time µ-paths that contain loops around More Power. This 
type of µ-path must begin with a method sequence that corresponds to a µ-path through 
More Power. 

A possible candidate is the test case: 

PCMP 

The first pass through MorePower is illustrated in Figure 16. 

Power Contro l 

d ,(s ) 

d ,(p) 

M ore Power 
__,. uz(s ) ds(P) 

U4(p) 
U5(p) d 7(p) 

FIGURE 16 

An examination reveals that no µ-path through More Power can be executed. In fact, neither 
on the first pass nor on subsequent passes through MorePower, are any µ-ud-paths available. 
The loops created by the output definitions of power and input uses of power are not available 
since safety is zero. 

Similarly, all test cases which lead to a zero value for power on entry to More Power also 
constitute unnecessary test cases. There is only one test case in the initial test that can serve as 
the beginning subsequence of test cases that have repetition of MP: 

PCTS PUMP 

The loops around MorePower correspond to µ-du-pairs beginning with MP:d/ p) and 
MP:d/p). These loops are covered by adding the two test cases: 

PCTS PUMP MP 
PCTS PUMPMPMPMP 

The initial test set executes all loops around T ogg leSafety except: 

TS:d/s) --+ TS:u/ s) 

which i~ covurnd by addin~ th, t,~t ca~y; 
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PCTS TS TS 

The resulting test set covers all edges of the µ-graph except: 

PC:d
1 
(p) _,. MP:u/ p) 

which is infeasible. 

step 5 - test µ-cd-pairs 

In this step, we apply Principle #2 of information flow intra-class testing. 

The two µ-cd-pairs in the To gg leSafety method are executed by the subsequences: 

PCTS PU 
PCTSTSPU 

which are contained in the initial test set. 

MorePower is more complex and has four µ-cd-pairs , which are listed in Figure 17. The first 
two µ-cd-pairs do not have complements, since there are no µ-ud-paths through the alternate 
decision outcomes. The last two µ-cd-pairs are complements of each other. The two test cases 
derived previously for traversing the loops around More Power are adequate for testing all four 
µ-cd-pairs . 

µ-ui s ) 

µ-u4(p) 

µ-ue(P) 

µ-ue(P) 

The final test set is: 

PCPDMP 
PCMP 
PCPU 
PCTSMP 
PCTS PUMP 
PCTSTSMP 
PCTSTSPU 
PCTS TS TS 
PCTS PUMP MP 

-r+ 

-r+ 

--+ 

-r+ 

PCTS PUMPMPMPMP 

µ -uA-(p) either test cas e below 

µ-u5(p) eit her test case below 

µ -d5(p) PC TS PU MP MP 

µ-di p) PC TS PU MP MP MP MP 

FIGURE 17 
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RESULT #2 

Information flow analysis is capable of determining the fundamental 
sequences of methods to be tested. 

It is instructive to compare this test set with a test set generated by a static data flow criterion 
(all µ-du-pairs ): 

PCPDMP 
PCTSMP 
PC PUMP 
PCMPMP 
PCTS PU 
PC TS TS 

The simple data flow approach would miss the last six (necessary) test cases. 

limitations of information flow approach 

We must caution that the information flow approach is only capable of identifying fundamental 
test sequences (or conversely, unnecessary test sequences). Due to the presence of loops and 
the limitations of the static analysis underlying information flow testing, it is not, in general, 
capable of identifying all necessary test cases. 

implications for dynamic monitoring 

The simple test case (PC MP) in the above example illustrates how the structural µ-paths ob
tained by connecting the inputs and outputs of µ-boxes may, in some cases, be ineffective. But 
how do we know if a given test is effective (with respect to exercising µ-paths )? This could be 
determined through inspection, which was relatively easy for a simple example like the one 
above, but, in general, predicting path executions can be technically very difficult. The only 
known general, practical solution is to monitor path execution to assess if the paths correspond
ing to a set of tests are effective (in the information flow sense). 

RESULT #3 
PRINCIPLE #3 OF INFORMATION FLOW INTRA-CLASS TESTING 

To assure effective intra-class testing, path execution must be monitored at 
run-time. 

Coverage analysis is not a new concept in software testing. Branch coverage analysis is becom
ing commonplace, and path coverage monitors have been developed by researchers. 

PAGE 23 



CONCLUSION 

This paper has described an initial foray into the challenging area of object-oriented testing 
utilizing path testing as a conceptual tool. The initial application of information flow analysis 
to intra-class testing demonstrates that: 

• information flow analysis elucidates the structure of intra-class paths. 

• information flow analysis can be used to determine fundamental sequences of 
methods to be tested. 

• a special form of path coverage analysis is necessary to insure that test sequences are 
effective. 

Although it has been known for many decades that path testing is a good option for achieving 
high test effectiveness, this research is the first to indicate an application in which path coverage 
analysis is a necessity for assuring the effectiveness of test results. Even when necessary 
sequences of methods are executed, the tests are not effective (with respect to the hypotheses of 
path testing) unless methods are in the proper dynamic states. 

Path testing has potential to help unravel other challenging facets of object-oriented testing. 
Good testing practices require that a test plan incorporate both white-box (structural) and black
box testing techniques. In this paper, we have examined how information flow analysis can be 
applied to the structural testing of an object. We believe that a systematic means for black box 
testing at class scope can be obtained in a similar manner, through the application of informa
tion flow analysis to the state-model of a class. 
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APPENDIX A - DIRECTIONS FOR FURTHER RESEARCH 

We are currently investigating how to "bridge the gap" between all µ-paths and all necessary 
sequences (insofar as this is possible with information flow testing). The gap consists of neces
sary sequences that are not exercised by the execution of a complete µ-path. In this appendix, 
we will use PowerControl to illustrate a possible solution. 

The µ-graph in Figure 15 is capable of representing all µ-paths in PowerControl. There are 
necessary sequences that cannot bv dcriv,o (dir~~tly) frQm this 3raph. These sequences are 
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generated by converging information flows. The convergence of information flow within 
More Power is portrayed in Figure 18, which shows one way in which inputs involving the two 
variables, 's ' and 'p', combine to produce a single output of 'p ' . 

M o re Power 
u2 (s) __. d 5 (p) 

U5(p) / 

FIGURE 18 

The sequences are represented by the simultaneous execution of elementary µ-paths. To more 
closely approximate all necessary sequences, it is necessary to test combinations of converging 
elementary µ-paths. 

To construct a graph which represents these combinations, we first construct separate µ-graphs 
for the two sets of elementary µ-paths that converge within More Power. The µ-graph of all 
elementary µ-paths that end at a µ-use of 'p' in MorePower are shown in Figure 19. Simi
larly, the µ-graph of all elementary µ-paths ending at a µ-use of ' s' in More Power are shown 
in Figure 20. 

PowerControl ToggleSafety 

d 1(s)1,----+ uis) --+ d 3 (s) ---
d,(p) ........ d

4
(s) 

PowerUp 

uis) --+ d 3 (p) 

PowerDown 

d,(p) -----

FIGURE 19 
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PowerCont;r o l M ore Power 

d 1(5) I,---- uz<s) --+ d 3 (s) - uz<s) 

~ d_,.(s) 

FIGURE 20 

Each figure represents a set of elementary µ-paths. The "product" of the two sets of elementary 
µ-paths is obtained by taking each path from one set and interleaving it with each path from the 
other set. The "interleave" product will normally not be unique, and it is possible for the 
product of two paths to be two or more paths. 

Incorporating the feedback path around More Power leads to the resulting product, shown as a 
µ-graph in Figure 21. The representation is not unique, due to commutativity of some path 
products. 

In this case, the effect of the path product has been accounted for by adding a simple construct, 
the µ *-du-pair. We do not yet know if this is possible for all path products. If it is , then simple 
approximations, such as µ * 

1 
(all µ-elements including allµ *-du-pairs) become available for 

testing path products. The coverage measure µ * 
23 

, which would completely test all 2-se
quences and 3-sequences, including those composed ofµ *-du-pairs, should be a close approxi
mation to all necessary sequences. 

PowerDown 

d ,<P) I=======-----

flows corresponding to µ*-du-pairs are shown in blue 

FIGURE 21 

PAGE27 



The regular expression is: 

PC ((TS* PU) I E I PD) TS* MP (TS* MP)* 

Rev.M 
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PROCESS AND PRODUCT INTEGRATION 

• The relationship between product quality and process 
capability and maturity has been recognized as a major 
issue in software engineering. 

-This is based on the premise that improvements in process 
will lead to higher quality products. 

• Investigate an important facet of process capability -
stability - as defined and evaluated by trend, change, and 
shape metrics, across releases and within a release. 

PROCESS AND PRODUCT INTEGRATION 
(Continued) 

• Integrate product and process measurement and evaluation: 

3 

- Serves the dual purpose of using metrics to assess and predict 
reliability and risk and concurrently use these metrics for process 
stability evaluation. 

• In analyzing the stability of a process, it is important that it not be 
treated in isolation from the reliability and risk of deploying the 
product that result from applying the process. 

• Furthermore, there is the need to consider the efficiency of the test 
effort that is a part of the process and a determinate of reliability and 
risk of deployment. 
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PROCESS AND PRODUCT INTEGRATION 
(Continued) 

• Therefore, these topics are unified. 

• A safety critical application of National visibility -- the NASA Space 

Shuttle -- is used as an example application of the unified approach. 

• The stability of the development process is evaluated by using 

reliability and test measurements and predictions. 

• These measurements and predictions also assist in assessing the risk 

of deploying the software and whether the process that develops the 

software is stable. 
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PROCESS STABILITY 

• Measure and evaluate process stability. 

• Use several metrics and apply them across releases of the 

software and within releases. 

- The trends in the metrics over time provide evidence of whether 

the process is stable. 

- When we analyze the stability of a process, it is important to 

consider the reliability of the software that the process produces. 

- Furthermore, we need to consider the efficiency of the test effort 

that is a part of the process and a determinate of reliability. 
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DATA COLLECTION 

• Use data collected from the developer of the flight 
software of the NASA Space Shuttle, as shown in Table 1, 
which has two parts: 1 and 2. This table shows a sample 
(OIA--OIG) of Operational Increments (Ols) of the 
Shuttle, covering the period 1983-1997 (OIA--OIQ). 

• An OI is a software system comprised of modules and 
configured from a series of builds to meet Shuttle mission 
functional requirements [SCH972]. Part 1: 

- Release Date (the date of release by the contractor to 
NASA), 

- Total Post Delivery Failures, 

- Failure Severity (decreasing in severity from "1" to 
"4"). 

DATA COLLECTION 
{Continued) 

Part 1 ( continued) 

• For Ols where there was a sufficient 
sample size predict software reliability. 

• For these Ols show: 

• Launch Date, 

• Mission Duration, and 

• Reliability Prediction date (i.e., the 
date when we made a prediction). 
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Part 2 

Table I-Part I: S.:unple Characteristics of Software Across Shuulc Releases 

Opcntior:ial 
Increment 

A 

B 

C 

D 

E 

F 

G 

Release Launch Minion Reliabilily Tow 
Date D,ic Duration Prediction .... 

(Days} D,ic Delivery 
Fa.i.lurcs 

911/83 No 1219/85 6 
Rights 

12112/83 81.l0/84 6 8/1 4/84 JO 

618/84 4/12/85 7 1/17/85 JO 

10/5/84 11/26/85 7 10/22/8.S 12 

V I.S/8 .S 1/12186 6 S/1 1/89 5 

12/17/85 2 

615181 3 

DATA COLLECTION 
{Continued) 

Failure 
Severity 

Onc2 
Five) 

Two2 
Eight 3 

Two2 
Seven 3 
Onc4 

Fivc2 
Seven 3 

Onc2 
Four 3 

TwoJ 

One l 
Two 3 

9 

• KLOC Change to the code (source language changes and 
additions). 

• Total Test Time of the OI. 

• For those Ois with at least two failures, compute: 

· MTTF, 

· Total Failures/KLOC, and 

. Total Test Time/KLOC 
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Table I-Part 2: Sample Characteristics of Software Across Shuttle Releases 

Operational KLOC Total Test 
MTfF Total 

Total 
Time Test Time/ 

Increment Change 
(Days) 

(Days) Failures/KLOC KLOC 

A 8.0 1078 179.7 0 .750 134.8 

B 11.4 40% 409.6 0.877 359.3 

C 5.9 4060 406.0 1.695 688.1 

D 12.2 2307 192.3 0 .984 189. 1 

E 8.8 1873 374.6 0 .568 212.8 

F 6.6 412 206.0 0.300 62.4 

G 6.3 3077 1025.7 0 .476 488.4 

11 

CONCEPT OF STABILITY 

• To gain insight about the interaction of the process with product metrics like 
reliability, two types of metrics are analyzed: trend and shape. 

• Both types are used to assess and predict process stability across (long-term) 
and within (short-term) releases. 

TREND METRICS 

• By chronologically ordering metric values by release date, we obtain 
discrete functions in time that can be analyzed for trends across releases. 

• Similarly, by observing the sequence of metric values as continuous 
functions of increasing test time, we can analyze trends within releases. 

12 
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SHAPE METRICS 

In addition to trends in metrics, the shapes of metric functions (e.g., 
failure rate) provide indicators of maintenance stability. 

We use shape metrics to analyze the stability of an individual release 
and the trend of these metrics across releases to analyze 
long-term stability. 

The rationale of these metrics is that it is better to reach important points 
in the growth of product reliability sooner than later. 

If we reach these points late in testing, it is indicative of a process 
that is late in achieving stability 

METRICS FOR LONG-TERM ANALYSIS 

Certain metrics are only used for long-term analysis. As an example, 
compute the following trend metrics over a sequence of releases: 

1. Mean Time to Failure (MTTF). 

2. Total Failures normalized by KLOC Change to the Code. 

3. Total Test Time normalized by KLOC Change to the Code. 

4. Remaining Failures normalized by KLOC Change to the Code. 

5. Time to Next Failure. 
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• Mean Time to Failure 

- We want Mean Time to Failure (MTTF), as calculated 

by Equation (1) and plotted in Figure 1, to show an 

increasing trend across releases, indicating increasing 

reliability. 

• Mean Time to Failure= 

Total Test Execution Time/Total Number of Failures During Test (1) 

15 

Figure 1. Mean Time to Failure Across Releases (Days) 
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• Total Failures 

-We want Total Failures (and faults), normalized by 

KLOC Change in Code, as calculated in equation (2) and plotted 

in Figure 2, to show a decreasing trend across releases, indicating 

that reliability is increasing with respect to code changes. 

• Total Failures/KLOC= 

Total Number of Failures During Test/KLOC Change in Code (2) 

17 

Figure 2. Total Failures per KLOC Across Releases 
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CHANGE METRIC 

Change Metric (CM), is computed as follows: 

1. Note the change in a metric from one release to the next (i.e., release j 
to release j+ 1). 

2.a. If the change is in the desirable direction (e.g., Failures/KLOC 
decrease), treat the change in 1 as positive. 

b. If the change is in the undesirable direction (e.g., Failures/KLOC 
increase), treat the change in 1 as negative. 

3. a. If the change in 1 is an increase, divide it by the value of the metric 
in release j+ 1. 

b. If the change in 1 is a decrease, divide it by the value of the metric in 
release j. 

CHANGE METRIC (Continued) 

4. Compute the average of the values obtained in 3, 
taking into account sign. This is the change metric 
(CM). 

• The CM is a quantity in the range -1, 1. A positive 
value indicates stability; a negative value indicates 
instability. 

• CM only pertains to stability or instability with 
respect to the particular metric that has been 
evaluated (e.g., Failures/KLOC). 

• The evaluation of stability should be made with 
respect to a set of metrics and not a single metric. 
The average of the CM for a set of metrics can be 
computed to obtain an overall metric of stability. 
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CHANGE METRIC (Continued) 

• Computations of CM for equations (1) and (2) are shown in Table 2. 

• The CM value for equation (1) is -0.060 indicating small 
instability with respect to MTTF and 0.087 for equation (2) 
indicating small stability with respect to normalized Total Failures. 

• The corresponding standard deviations are 0.541 and 0.442. 
• Large variability in CM is the case in this application due to the 

large variability in functionality across releases. 

• Use these plots and the CM to assess the long-term stability of 
the maintenance process. 

21 

Table 2: Example Computations of Cliange Metric (CM) 

Operational MTIF Relative Total Relative 
Increment (Days) Cliange Failures/KLOC Oiange 

A 179.7 0.750 
B 400.6 0.562 0.877 -0.145 
C 406.0 -OJXJ7 1.695 -0.483 
D 192.3 -0.527 0.984 0.419 
E 374.6 0.487 0.568 0.423 
J 73.6 -0.805 0.238 0.581 
0 68.8 -0.068 0.330 -0.272 

CM -0.0f>O CM 0.087 
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Spread Sheet Calculations for Table 2 

I I I !M TT Ff rom F iiure I I ; Mm I 

I ; I 

119 .ooo I 409 .ooo I 406 .ooo 
I 

' 192.000 JJ4.000 11.000 6!.000 141.000 j 

jRelative C~an~e Mm Relative Chnie Sta Dev 
l I -0.06! 1 ' o.m -0.001 -O.m o.m -0.iO, -0.060 O.HI 
! i 

Actual Total Failures per KLOC from Fiiure i 
i ! 

I rno1 o.m1 l.69i 0.9!4 o.m o.m o.m o.m 0.111 
i 

Mean Relative Chnie Sta Dev Relative Oanie ! 
j 

I -0.14, I -O.m 0.419 o.rn o.m -O.m o.m 0.441 I 
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• Total Test Time 

- We want Total Test Time, normalized by KLOC Change in Code, 

as calculated by equation (3), and plotted in Figure 3, to show a 

decreasing trend across releases, indicating that test effort is 

decreasing with respect to code changes. 

• Total Test Time/KLOC=Total Test Time/KLOC Change in Code (3) 

• The CM value for this plot is 0.116, with a standard deviation of 0.626, 

indicating stability with respect to efficiency of test effort. We use this 

plot and the CM to assess whether testing is efficient with respect to the 

amount of code that has been changed. 
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Figure 3. Total Test Time (Days)per KLOC Across Releases 

RELIABILITY PREDICTIONS 

• Total Failures 

25 

- Expand the analysis to use both predictions and 

actual data for the seven 0ls where we could 

make predictions. 

- Use the Schneidewind Model [AIA93, KEL95, 

SCH972, SCH93, and SCH92] and the 

SMERFS software reliability tool [FAR93]. 

- Show prediction equations and make 

predictions for 0IA, 0IB, 0IC, 0ID, 0IE, 0IJ, 

and 010. 
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RELIABILITY PREDICTIONS {Continued) 

• Total Failures (Continued) 

• Predict Total Failures in the range [ 1,4 ] (i.e., failures over 
the life of the software) using Equation ( 4): 

- F(4 )=a/~+X5_1 (4) 
where the terms are defined as follows: 

- s : optimal starting interval for using observed failure 
data in parameter estimation, 

- a: failure rate at the beginning of interval s, 

- ~: negative of rate of change of failure rate divided by 
failure rate, and 

- X
5

_1: observed failure count in the range [1,s-1]. 

27 

RELIABILITY PREDICTIONS {Continued) 

• Total Failures (Continued) 

• We predict Total Failures normalized by KLOC Change in Code. 

• We want predicted normalized Total Failures to show a 
decreasing trend across releases. 

• We computed a CM value for this data of .115, with a standard 
deviation of .271, indicating stability with respect to predicted 
normalized Total Failures. 

• Predicted and actual Total Failures are normalized by 
KLOC Change in Code in Table 3. 
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RELIABILITY PREDICTIONS (Continued) 

• Remaining Failures 

• To predict remaining failures r(t) at time t, we use equation 

(5) [AIA93, KEL95, SCH93]: 

(5) 

where X5,1 is observed failure count in the range [s,t] and 

X1 observed failure count in the range [l,t]. 

RELIABILITY PREDICTIONS (Continued) 

Remaining Failures (Continued) 

29 

•We want equation (5) and actual Remaining Failures, normalized by 
KLOC Change in Code, to show a decreasing trend over a sequence of 
releases. 

•Predicted and actual Remaining Failures are normalized by KLOC 
Change in Code in Table 3 and plotted in Figure 4. 

• The CM values for these plots are 0.107 and 0.277, respectively, 
indicating stability with respect to Remaining Failures. The 
corresponding standard deviations are .617 and 715. 
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Table 3: Total & Remaining Failures Normalized by Change to Code 

Operational 
Increment 

OJA 

OIB 

OIC 

OID 

OIE 

OD 

OIO 

1 

0.8 

0.6 

0.4 

0.2 

0 

Normalized Normalized 
Total Failures Remaining Failures 

KLOC Predicted Actual Predicted Actual 
Change 

8.0 0.805 0.750 0.180 0.125 

11.4 0.857 0.877 0.332 0.351 

5.9 1.161 1.695 0.314 0.847 

12.2 1.197 0.984 0.705 0.492 

8.8 0.686 0.568 0.232 0.114 

29.4 0.453 0.238 0.249 0.034 

15.3 0.328 0.327 0 0 
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Figure 4. Reliability of Software -- Number of Remaining Failures 
Normalized by KLOC Change to Code 
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RELIABILITY PREDICTIONS (Continued) 

Time to Next Failure 

To predict the Time for the Next Ft Failures to occur, when the 
current time is t, we use equation (6) [AIA93, SCH972, and SCH93]: 

TF(t)=[(logl{d(a-,B(X.t +R))]Y /3]-(t-s+l) 

The terms in T p(t) have the following definitions: 
t: Current interval; 
Xs,t: Observed failure count in the range [s,t]; and 
Ft: Given number of failures to occur after interval 
t. 

RELIABILITY PREDICTIONS {Continued) 

Time to Next Failure (Continued) 

• We want equation (6) to show an increasing trend over 
a sequence of releases. 

(6) 

33 

• Predicted and actual values are plotted for six Ols (010 has 
no failures) in Figure 5. 

• The CM values for these plots are -0.152 and -0.065, 
respectively, indicating slight instability with respect to 
Time to Next Failure. The corresponding standard deviations 
are .693 and .630. 

34 
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Figure 5. Reliability of Software -- nme to Next Failure (30 Day Intervals) 
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Summary 

• We predicted values of Total Failures, Remaining Failures, and Time 
to Next Failure as indicators of the risk of operating software in the 
f uture: is the predicted future reliability of software an acceptable risk? 

• The risk to the mission may or may be not be acceptable. If the latter, 
we take action to improve the product or the process. 

• We use actual values to measure the reliability of software and the risk of 
deploying it resulting from maintenance actions. 

35 

• We summarize change metric values in Table 4. Overall (i.e., average CM), 
the values indicate marginal stability. If the majority of the results and the 
average CM were negative, this would be an alert to investigate the cause. 

• The results could be caused by: 1) greater functionality and complexity in 
the software over a sequence of releases, 2) a maintenance process 
that needs to be improved, or 3) a combination of these causes. 36 
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Table 4: ChanJ e Metric Summary 

Metric Actual Predicted 
Mean Time To -0.060 
Failure 
Total Test Time per 0.116 
KLOC 
Total Failures per 0.087 0.115 
KLOC 
Remaining Failures 0.277 0.107 
ner KLOC 
Time to Next Failure -0.065 -0.152 
Average 0.071 

37 

METRICS FOR LONG-TERM AND SHORT-TERM ANALYSIS 

Certain metrics are used for both long-term and short-term analysis. As 
an example, we compute the following trend (1) and shape (2, 3, 4, and 
5) metrics over a sequence of releases and within a given release: 

1. Percent of Total Test Time required for Remaining Failures to reach a specified 
value. 

2. Degree to which Failure Rate asymptotically approaches zero with increasing Total 
Test Time. 

3. Percent of Total Test Time required for Failure Rate to become stable and remain 
stable. 

4. Percent of Total Test Time required for Failure Rate to reach maximum decreasing 
rate of change (i.e., slope of the failure rate curve). 

5. Maximum Failure Rate and Total Test Time where Failure Rate is maximum. 
38 
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Total Test Time 
•We predict the Total Test Time that is required to 
achieve a specified number of Remaining Failures, r(~), at time ti,, 
by equation (7) [AIA93, SCH93]: 

ti= [Iog[a /(,B[r(t1)])]]/ ,B + (s-1) 
(7) 

• We plot predicted and actual Total Test Time for OID in Figure 
6 against given number of Remaining Failures-

• These plots indicate the possibility of big gains in reliability in 
the early part of testing; eventually the gains become marginal 
as testing continues. 
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Figure 6. Total Test Time (30 Day Intervals) to Achieve Remaining Failures 

• 

• 
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A I +-- Decreasing Risk 

~ .. .................... . 
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Number of Remaining Failures 
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Total Test Time (Continued) 

• The figure also shows how risk is reduced 
with a decrease in Remaining Failures that is 
accomplished with increased testing. 

• Predicted values are used to gauge how much 
test effort would be required to achieve 
desired reliability goals and whether the 
predicted amount of Total Test Time is 
technically and economically feasible. 

• Use actual values to judge whether the test 
effort has been efficient in relation to the 
achieved reliability. 

Failure Rate 

41 

• Within a release, we want the Failure Rate (1/MTTF) of an 01 to 
decrease over an OI's Total Test Time, indicating increasing 
reliability. Practically, we look for a decreasing trend, after an 
initial period of instability(i.e., increasing rate as personnel learn 
how to manage new software). 

• In addition, use various shape metrics to see how quickly we 
can achieve reliability growth with respect to test time expended. 

• Also, Failure Rate is an indicator of the risk involved in using 
the maintained software (i.e., an increasing failure rate indicates 
an increasing probability of failure with increasing use of 
the software). 

Failure Rate = Total Number of Failures During Test/f otal Test Time (8) 
42 
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Failure Rate (Continued) 

• We plot Equation (8) for OID in Figure 7 
against Total Test Time since the release 
of OID. Figure 7 does show that short
term stability is achieved (i.e., failure rate 
asymptotically approaches zero with 
increasing Total Test Time). 

• In addition, this curve shows when the 
failure rate transitions from unstable 
(positive Failure Rate) to stable (negative 
Failure Rate). 

• The figure also shows how risk is reduced 
with decreasing Failure Rate as the 
process stabilizes 
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Failure Rate (Continued) 

• In Figure 8 we plot the rate of change of the 
Failure Rate of Figure 7. This curve shows the 
percent of Total Test Time when the rate of 
change of Failure Rate reaches its maximum 
negative value. 

• We use Figures 7 and 8 to assess whether we 
have achieved short-term stability in the 
process (i .e., whether Failure Rate decreases 
asymptotically with increasing Total Test 
Time). 

• If we obtain contrary results, this would be an 
alert to investigate whether this is caused by: 

\ 

I) greater functionality and complexity of the 
software over time, 2) a process that needs to 
be improved, or 3) a combination of these 
causes. 

Figure 8. OID Rate of Change of Failure Rate 
(Failures per Day per Day x 100) 

Stable When Negative 
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Failure Rate (Continued) 

• Another way of looking at failure rate with respect to stability 
and risk is the annotated Failure Rate of OID shown in 
Figure 9, where we show both the actual and predicted Failure 
Rates. 

• We use equations (8) and (9) [AIA93] to compute the actual and 
predicted Failure Rates, respectively, where i is a vector of time 
intervals for i~s in equation (9). 

f(i) = a(EXP(-j3(i-s+l))) (9) 

• A 30-day interval has been found convenient as a unit of Shuttle 
test time because testing can last for many months or even years. 
Thus, this is the unit used in Figure 9, where we show the 
following events in intervals, where the predictions were made at 
2.73 intervals: 

47 

Failure Rate (Continued) 

• Release time: 0 interval, 
• Launch time: 13.90 intervals, 
• Predicted time of maximum Failure Rate: 6.0 intervals, 
• Actual time of maximum Failure Rate: 7 .43 intervals, 
• Predicted maximum Failure Rate: .5735 failures per interval, and 
• Actual maximum Failure Rate: .5381 failures per interval. 

• Stability is achieved at maximum failure rate. This is at i = s (i.e. i = 6) 
for predictions because equation (9) assumes a monotonically decreasing 
failure rate, whereas the actual failure rate increases, reaches a maximum, 
and then decreases. · 

• Once stability is achieved, risk decreases. 
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Summary 
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• In addition to analyzing short-term stability with failure rate metrics, 
we use them to analyze long-term stability across releases. 

• We show the results in Table 5 where the percent of Total Test Time 
to achieve reliability growth goals is tabulated for a set of Ols and 
the Change Metrics are computed. Overall, the values of CM 
indicate marginal instability. 

• Except for OID, the maximum negative rate of change of failure 
rate occurs when Failure Rate becomes stable, suggesting that 
maximum reliability growth occurs when the maintenance 
process stabilizes. 
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Table S: Pcrc.cnt of Total Tcsa Time Required to Achieve Rdiability Cioals and Change Metrics (CM) 

Opcn,tiooaJ Cloe Rclacivc Stable Relative Maximum FaJlurc Rdativc 
Increment Ranaining Change Failure R.alc Change RalCChange Change 

Foilun: ('Ii Test Tune) ('i>TcstTicne) 
("I.TcstTane) 

A 77.01 76.99 76.99 

B 64.11 0.161 64.11 0.167 64.11 0.167 

C 32.36 0.495 10.07 0.143 10.07 0.143 

D 14.56 -0.617 12.70 -0.207 22.76 -0.551 

E 13.29 0.ot5 61.45 -0.793 61.45 -0.630 

J 76.81 0.077 76.89 -0.201 76.89 -0.201 

0 46.49 0.395 100.00 -0.231 100.00 -0.231 

CM 0.089 CM -0.070 CM -0.JOJ 

S1DDEV 0.392 STD DEV 0.S4l STD DEV 0.S44 
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SHUTTLE OPERATIONAL INCREMENT FUNCTIONALITY AND 
PROCESS IMPROVEMENT 

• Table 6 shows the major functions of each OI [LMA98] along with the Release 
Date and KLOC Change repeated from Table 1. 

• There is a not a one-for-one relationship between KLOC Change and the 
functionality of the change because KLOC is an indicator of change activity, 
not functionality. 

• However, there has been increasing software functionality and complexity with 
each 01, in some cases with less rather than more KLOC [KEL98]. 

• Table 7 shows the process improvements that have been made over time on this 
project. Thus, there are trends of increasing functionality, complexity, and 
process improvement across releases. 
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Table 6: Shuttle Operational Increment Functionality 

Operational Release KLOC Operational Increment Function 
Increment Date Change 

A 9/1/83 8.0 Redesign of Main Engine Controller. 

B 12/12/83 11.4 Payload Re-manifest Capabilities. 

C 618/84 5.9 Crew Enhancements. 

D 10/5/84 12.2 Experimental Orbit Autopilot. Enhanced Ground Checkout. 

E 2/15/85 8.8 Western Test Range. Enhance Propellant Dumps. 

F 12/17/85 6.6 Centaur. 

G 615/87 6.3 Post 51-L (Challenger) Safety Changes. 

H 10/13/88 7.0 System Improvements. 

I 6129/89 12.1 Abort Enhancements. 

J 6118/90 29.4 Extended Landing Sites. Trans-Atlantic Abott Code Co-
Residency. 

K 21.3 Redesigned Abolt Sequencer. 
5/21/91 One Engine Auto Contingency Abons. 

"•"'w•- rh,nn•s for"'•= O.h;,., 

r fJ I <IO? " ,..,_~ 
,., '7/ J<Kl'l ?dO On-o.h;, rh,n••• 
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" 1 /S/07 110 ~: .... ,"": (iJ .... '-.. 1 o ...... ;.,: ..... ;_,. ..:. , ... _ _ 
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Table 7: Chronolo~y of Process Improvements 
Y car in which Process 

Imnrovemcru Introduced Process Improvement 

1976 Structured Flows 

1977 Formal Software Inspections 

1978 Formal Inspection Moderators 

1980 Formalized Configuration Control 

1981 Inspection Improvements 

1982 Configurar.ion Management Database 

1983 Oversi~ht Analyses 

Build Automation 
1984 Formalized Reauirements Analvsis 

Quatterly Quality Reviews 
1985 Prototvnint! 

Inspection Improvements 
1986 Fonn::U Ra'.Juirements Tnr-.rtions 

1987 Process Applied to Suooon Software 
Reconfiguration Certification 

1988 Reliabilitv Modelint! and Prediction 

1989 Process Maturi1y Measurements 

l!/90 Formalized Training 
54 
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CONCLUSIONS 

• Developed a unified product and process measurement model for both 
product evaluation and process stability analysis. 

• Shuttle stability analysis was used to illustrate the model concepts. 

• It is feasible to measure and assess both product quality and the stability 
of the process based on both predictive and retrospective use of 
reliability, risk, and test metrics 

• The model is not domain specific . 

• Different organizations may obtain different numerical results and 
trends than the ones obtained for the Shuttle 
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Outline 

1. Introduction 

2. SRE process 

3. List Associated Systems 

4. Define "Just Right" Reliability 

5. Develop Operational Profile 

6. Prepare for Test 

7. Execute Test 

8. Guide Test 

9. Conclusion 
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Why Software Reliability Engineering 
(SRE)? 

*1. SRE can help solve the most important software 
development problem, making you and your 
organization more competitive. 

*2 . SRE is a proven, standard, widespread best 
practice. 

*3. SRE is widely applicable. 

4. SRE cost is low (0.1 to 3 percent of project cost). 

5. SRE schedule impact is m inor. 

Introduction - Why SRE? 

SREH4: 2 
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Reliability and Availability 
Definitions 

1. Reliability: the probability that a system or a 
capability of a system will function without failure for 
a specified time or number of natural units in a 
specified environment 

2. Natural unit: unit other than time related to output of 
software-based product, such as pages of output, 
transactions , telephone calls , or jobs 

3. Failure intensity (Fl): failures per natural or time unit 

4. Availability: the probability that a system or a 
capability of a system is functional at a given time in 
a specified environment 

Introduction - Why SRE? - Problem 
SREH4: 3 Copyright John D. Musa l'H9 

What's the Most Important 
Software Development Problem? 

Risk of: 

1. Unreliability or unavailability of released product 
(highest priority customer concern) 

2. Missed schedules 

3. Cost overruns 

leading to loss of market share and profitability, hence 
overwhelming pressure 

Introduction - Why SRE? - Problem 
SREH4: 4 
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Faster Development and Testing 

How Can SAE Help Solve the 
Problem? 

1. SRE is a practice for quantitatively planning and 
guiding software development and test, with 
emphasis on reliability and availability. 

2. SRE simultaneously (with emphasis you can vary): 

A. Ensures product reliability, availability 
meet user needs 

B. Delivers product to market faster 

C. Reduces product life-cycle cost by increasing 
productivity 

Introduction - Why SRE? - Problem 

SREH4: 5 Copyrighl John D. Musa 1999 

How Does SAE Work? 

1. Improves all major quality characteristics (reliability, 
availability, delivery time, life-cycle cost) of product 
by quantitatively characterizing expected use and 
using this information to make product development 
and test more efficient: 

A. Find alternatives to implementing low use 
noncritical functions (Reduced Operation 
Software or ROS) 

B. Plan a more competitive release strategy 
(operational development) 

Introduction - Why SRE? - Problem 
SREH4: 6 
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Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

How Does SRE Work? 

C. Precisely focus resources on most used and/or 
most critical functions or modules (applications: 
requirements development, design, 
opportunities for reuse, requirements and 
design reviews, coding, code inspection, unit 
test, triage for Year 2000 problem) 

D. Make test more effective by creating test 
environment that realistically represents field 
conditions 

(Described in detail in Develop Operational Profile, 
Prepare for Test, Execute Test modules) 

Introduction - Why SRE? - Problem 
SREH4: 7 Copyright John D. Mu.-.a 1999 

How Does SRE Work? 

2. Matches major quality characteristics to user needs 
more precisely by: 

A. Setting quantitative objectives for reliability 
and/or availability as well as schedule and cost 

B. Engineering project strategies to meet 
objectives 

C. Tracking reliability in system test against each 
objective as one of the release criteria 

(Described in detail in Define Just Right Reliability, 
Execute Test, Guide Test modules) 

Introduction - Why SRE? - Problem 
SREH4: 8 
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SRE - A Proven, Standard, 
Widespread Best Practice 

1. Proven practice 

A. Example: AT&T International Definity PBX [4, pp 
167-8) 

a. Reduced customer-reported problems by 
factor of 10 

b. Reduced system test interval by factor of 2 

c. Reduced total development time by 30% 

d. No serious service outages in 2 years of 
deployment 

Introduction - Why SRE? - Proven, Standard, Widespread Best Practice 
SREH4: 9 Copyright John D. Mu.-g 1999 

SRE - A Proven, Standard, 
Widespread Best Practice 

B. AT&T Best Current Practice since 5/91 (based 
on widespread practice, documented strong 
benefit/cost ratio , probing review) [4, pp 219-
254] 

2. Standard practice 

A. McGraw-Hill handbook [4] 

B. AIAA standard since 1993 

C. IEEE standards under development 

Introduction - Why SRE? - Proven, Standard. Widespread Best Practice 10 
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SRE - A Proven, Standard, 
Widespread Best Practice 

3. Widespread practice 

A. Users include Alcatel, AT&T, Bellcore, CNES 
(France) , ENEA (Italy) , Ericsson Telecom, 
Hewlett Packard, Hitachi, IBM, NASA's Jet 
Propulsion Laboratory, Lockheed-_Martin , Lucent 
Technologies, Microsoft, Mitre, Nortel , Saab 
Military Aircraft, Tandem Computers, the US Air 
Force, and the US Marine Corps. 

B. Over 50 published articles by users of software 
rel iability engineering as of 1997, growing rapidly 
([2] , pp. 371 - 374) 

Introduction - Why SRE? - Proven, Standard, Widespread Best Practice II 
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SRE Is Widely Applicable 

1. Technically speaking , can apply to any software
based product, beginning at start of any release cycle 

2. Economically speaking, the complete SRE process 
may be impractical for small components (involving 
perhaps less than 2 staff months of effort), unless 
used in a large number of products. It may still be 
worthwhile to implement it in abbreviated form. 

12 Introduction - Why SRE? - Widely Applicable 
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Tutorial Goal 

Teach you broad outline of process of applying 
software reliability engineering. This prepares you 
for further learning, either a 2-day course [1] or self 
study using the book Software Reliability 
Engineering: More Reliable Software, Faster 
Development and Testing [2]. 

13 Introduction - Tutorial Goal 
SREH4: 13 Copyriglu John D. Mu.,;a 199'J 

Activities of SRE Process and Relation 
to Software Development Process 

1 . List Associated 
S stems 

2. Define "Just Right",__ ____________ ~ 
Reliabilit 

3. Develop Operational 
Profiles 

4. Pre are for Test 

Requirements 
and Architecture 

SRE Process 
SREH4: 14 
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Design and 
Implementation 

5. Execute Test 

6. Guide Test 

Test 

14 
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Illustration - FONE FOLLOWER 
(FF) - Product Description 

1. Subscriber calls FF, enters planned phone numbers 
for where he/she plans to be vs time. 

2. FF forwards incoming calls (voice or fax) from 
network to subscriber as per program. Incomplete 
voice calls go to pager (if subscriber has one) and 
then voice mail. 

3. FF used vendor-supplied operating system of 
unknown reliability. 

4. Average load is 100,000 calls/hr. 

15 SAE Process 
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Activities of SRE Process and Relation 
to Software Development Process 

2. Define "Just Right"1--------------~ 
Reliabilit 

3. Develop Operational 
Profiles 

4. Prepare for Test 

Requirements 
and Architecture 

List Associated Systems 
SREH4: 16 

Gopyright 199~ by John D. Mui;:g 

Design and 
Implementation 

5. Execute Test 

6. Guide Test 

Test 

16 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

List Associated Systems of 
Product 

1. Base product 

2. Major variations of base product (for substantially 
different environments, platforms, or configurations) 

3. Frequently used supersystems of base product or 
variations 

4. Assurable acquired components 

List Associated Systems 
SREH4: 17 

17 

Copyriglu John D. Mus.a 199'J 

Activities of SRE Process and Relation 
to Software Development Process 

1 . List Associated 
S stems 

3. Develop Operational 
Profiles 

Requirements Design and 
and Arch itecture Implementation 

Define "Just Right" Reliability 
SREH4: 18 

Copyright 1999 by John D. Musa 

5. Execute Test 

6. Guide Test 

Test 

18 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Define "Just Right" Reliability -
Concepts 

*1. Failure and fault 

*2. Failure severity classes 

Define "Just Right" Reliability - Concepts 
SREH4: 19 

,. 

Failure and Fault 

Failure 

Departure of system 
behavior in execution 
from user needs 

User-oriented 

Define "Just Right" Reliability - Concepts 
SREH4: 20 

cqpyright 1eee by John o. Musa 

Defect in system 
implementation that 
causes the failure when 
executed 

Developer-oriented 

20 

Cupyri~:ht John D. Mui..t 1yyq 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Failure Severity Classes 

failure severity class: set of failures with same per-failure 
impact on users 

1. One classification criterion , most commonly: 

A. Human life impact 

8. Cost impact (including extra operational cost, 
repair and recovery cost, loss of present or 
potential business) 

C. System capability impact 

2. Classes widely separated (for example , order of 
magnitude for cost) 

Define "Just Right" Reliability - Concepts - Failure Severity Classes 21 

SREH4: 21 Copyright John 0 . Mu~ 1999 

Define "Just Right" Reliability -
Step by Step 

*1. Establish failure severity classes and define failure 
for each 

2. Choose common measure for all failure intensities -
failures / natural unit or failures / hr 

*3 . Set system total FIO for each associated system 

4. For any software you develop: 

* A. Find developed software total FIO 

*B. Engineer project software reliability strategies 
to meet developed software total FIO and 
schedule objectives with lowest development 
cost 

Define "Just Right" Reliability - Step by Step 
SREH4: 22 

Copyright 1999 by John D. Musa 

22 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Establish Failure Severity Classes 
and Define Failure for Each 

We must define failure (negative requirement) in 
product-specific, consistent fashion for each 
severity class because failure intensity is defined 
in terms of failures. Generally use same 
definition for all associated systems. 

Define "Just Right" Reliability - Step by Step 
SRE.H4: 23 

23 

Coryrigbt John D. Mu.<ia 1999 

Establish Failure Severity Classes and 
Define Failure for Each : Illus. - FF 

Severity 
Class Definition 

1 Key operation(s) 
unavailable 

2 Important 
operation (s) 
unavailable 

3 Operation (s) 
unavailable but 
workarounds exist 

4 Minor deficiencies 
in operations 

Define "Just Right" Reliability - Step by Step 
SREH4 : 24 

Copyright 1888 by John D. Musa 

Example 

Calls not forwarded 

Phone number entry 
inoperable 

System administrators can't 
add subscribers from 
graphical user interface but 
can use text interface 

System administrators' 
graphical interface screen 
doesn't display current date 

24 

Cupyrii,:ht John D. M!,LS,;& l'NJ 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Set System Total FIO for Each 
Associated System 

1. Assurable acquired components 

*2. Supersystems or standalone base product or 
variations 

3. Base product or variation with supersystems 

Define "Just Right" Reliability - Step by Step - Set System Total FIOs 
SREH4: 25 

25 

Supersystems or Standalone Base 
Product or Variations 

Determine FIO: 

1. If at all possible , quantify needs and expectations 
of users 

*2. Otherwise, use guidelines 

Define "Just Right" Reliability · Step by Step - Set System Total FIOs 20 

SREH4: 26 Cupyrii;ht folu1 D. Musa l99CJ 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Use Reliability Guidelines 

Typical Time 
FIO Between 

Failure lm[dact (Failures/ Hr) Failures 

Hundreds of deaths, 10·9 114,000 years 
more than $109 cost 

One or two deaths, 10·6 114 years 
around $106 cost 

Around $1000 cost 10"3 6weeks 

Around $100 cost 10"2 100 hr 
Around $1 O cost 10"1 10 hr 

Define "Just Right" Reliability- Step by Step - Set System Total FIOs 27 

SREH4: 27 Cupyril!bt John D. Mu.,;a 199'J 

Find Developed Software Total FIO 

You need developed software total FIO for software 
you develop so you can track reliability growth during 
system test with the Fl / FIO ratio . 

Define "Just Right" Reliability - Step by Step - Find Developed Software Total FI0&-8 

SREH4: 28 Copyrii;ht John 0 . Musa IY'>Y 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Find Developed Software Total FIO 

For any systems containing software you develop: 

*1. Find expected acquired total failure intensity 

*2. Developed software total FIO = system total FIO -
expected acquired total failure intensity 

Define "Just Right" Reliability · Step by Step · Find Developed Software Total F/0~ 
SREH4: 29 Copyri~ht John 0 . M~ 1999 

Find Developed Software Total 
FIO: Illustration - FF 

1. Compute expected acquired total failure intensity: 

Hardware 1 failure/Mcalls 

Operating system 4 failures/Mcalls 

5 failures/Mcalls 

2. Compute developed software total FIO for base 
product: 

System total FIO 100 failures/Mcalls 

Expected acquired total Fl 

Developed software total FIO 

5 failures/Mcalls 

95 failures/Mcalls 

Define "Just Right" Reliability · Step by Step · Find Developed Software Total FIOS'O 
SREH4: 30 Copyri l,!h l John D. Musa 11/'J'J 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Engineer Project Software Reliability 
Strategies 

1. Determine cost-effective balance of allocation of 
reliability-enhancing resources among project strategies: 

Strategy 

Fault prevention 

Fault removal 
Fault tolerance 

Activity 

Requirements reviews, 
architectural design , design 
reviews, reuse, standards, tools 
Test, code inspection 
Architectural design 

A. Some test always needed 

B. Test alone is insufficient for ultrareliable systems 
(FIO < 10-4 failure/hr). 

Define "Just Righf' Reliability- Step by Step - Engineer Software Reliability Strategies 
SREH4: 31 C,'f'yrightJ,.,nD, Mu."'1999 

Activities of SRE Process and Relation 
to Software Development Process 

1 . List Associated 
S stems 

2. Define "Just Right" 1----------------, 
Reliabilit 

Requirements Design and 
and Architecture Implementation 

Develop Operational Profiles 
SREH4: 32 

Copyright 1999 by John D. Musa 

5. Execute Test 

6. Guide Test 

Test 

Cupyril,'.lll John D. Musa I~ 

16 



JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Develop Operational Profiles -
Concepts 

*1. Operation 

*2. Operational profile 

*3. Operational mode 

33 Develop Operational Profiles - Concepts 
SREH4: 33 CopyriW,1l John D. Musa 1999 

Operation 

Operation: major system logical task of short duration, 
which returns control to system when complete, and 
whose processing is substantially different from other 
operations 

Illustrations - FF: 

Process fax call , Phone number entry, Audit 
section of phone number database 

Develop Operational Profiles - Concepts 
SREH4: 34 

Copyright 1999 by John D. Musa 17 



JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Operational Profile 

Operational profile (OP): set of operations with probabilities 
of occurrence 

Illustration - FF: 

Operation 
Occur 
Prob. 

Process voice call, no pager, ans. 0.18 
Process voice call, no pager, no ans. 0.17 
Process voice call, pager, ans. on page 0.17 
Process fax call 0.15 

1 

35 Develop Operational Profiles • Concepts 
SREH4: 35 Copyright John D. M~ 1999 

Operational Mode 

Operational mode (OM): distinct pattern of field use 
and/or environmental conditions for a system. 

1. Separation of test of different operational modes 
avoids wasting test effort on interactions of 
combinations of operations and/or environmental 
conditions that cannot occur. For example, file 
backup operations will not occur during an 
overload traffic condition. 

2. Only one operational mode can exist at one time. 

3. Each operational mode has its own operational 
profile. 

Develop Operational Profiles - Concepts 
SREH4: 36 

copyright mes by John D. Musa 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

System and Operational Mode 
Operational Profiles 

1 . System operational profile - operational profile based 
on an associated system, including all operations 
executed by all operational modes ; used in allocating 
new test cases to operations and in dividing feature 
and regression test execution among operations 

2. Operational mode operational profile - operational 
profile of specific operational mode; used in dividing 
execution of that operational mode among operations 

3 . System operational profile is weighted (by proportion 
of field use) average of operational mode operational 
profiles. 

37 Develop Operational Profiles • Concepts 
SR EH4: 37 Copyri~ht Jubn D. Musa 1999 

System and Operational Mode 
Operational Profiles: Illustration 

Proportions of field use: OM 1 - 0.6, OM 2 - 0.4 

Operation System OP 

A 0.52 
B 0.23 
C 0.12 
D 0.06 
E 0.04 
F 0.03 

Develop Operational Profiles • Concepts 
SREH4: 38 

Copyright 1999 by John D. Musa 

OM 1 OP OM 2OP 

0.60 0.40 
0.25 0.20 

0 0.30 
0.10 0 

0 0.10 
0.05 0 

Copyn;.:111 John D. Mus.& l'HJ 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Develop Operational Profiles -
Step by Step 

For each associated system: 

1 . Determine operational modes 

Illustration - FF: 

Peak hours , prime hours, off hours 

*2 . Determine system and operational mode 
operational profiles 

*3. For any software you are developing, engineer 
project general software development strategies 

Develop Operational Profiles - Step by Step 
SREH4: 39 Copyri1,:ht John 0 . Mus.:t 1999 

Determine Operational Profiles 

1. Identify initiators of operations 

*2. Create operations "list" 

*3. Determine occurrence rates 

*4. Determine occurrence probabilities 

Steps 1 ,2 are often same across operational modes 
of system (and hence system itself) , and also 
across associated systems (except for assurable 
acquired systems). New release often requires only 
slight change from previous release , steps 2,3,4. 

Develop Operational Profiles - Step by Step - Determine Operational Profiles 4() 

SREH4: 40 Copyri~bt John D. Mu."'ia IYW 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Create Operations List 

1. Create for each initiator, then consolidate -
considering the functions of the initiator will suggest 
the operations needed 

2. Preferred information source is system 
requirements , but also ask systems engineers; 
check work process flow diagrams, draft user 
manuals, prototypes, and previous versions of 
system; and hold discussions with expected users. 

Develop Operational Profiles - Step by Step - Determine Operational Profiles 41 

SREH4: 41 Copyri:,:lll John 0 . MUS3 ICJYCJ 

Create Operations List 

3. Specify new operation for each case of substantially 
different processing 

4. Total number of operations for product or domain 
should relate to total budget (typical numbers range 
from 20 to several hundred) . 

5. Review list for reasonable completeness 

Develop Operational Profiles - Step by Step - Determine Operational Profiles 42 

SREH4: 42 Cup)'n,.' ht Juh11 D. Musa IIJ(J(J 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Determine Occurrence Rates 

1. Usually easier than anticipated 

2. Information sources (in order of preference) 

A. Use existing field data 

B. Record field operations 

C. Simulate systems·that determine arrival rates 
of events that invoke different operations 

D. Make estimates (perhaps using Delphi 
method) 

Develop Operational Profiles - Step by Step - Determine Operational Profiles 43 

SREH4: 43 Copyrighl Juhn 0 , M~ 1999 

Determine Occurrence Probabilities 

Divide occurrence rates of operations by total 
occurrence rates for system or operational mode 

Develop Operational Profiles - Step by Step - Determine Operational Profiles 44 

SREH4: 44 Copyri~hlJohn 0 . Musa 1W9 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Create Operations List: Illustration 
- FF 

Initiator 

Subscriber 
System admin . 

Network 

FF 

Operations List 

Phone number entry 
Add subscriber 
Delete subscriber 
Proc. voice call , no pager, ans. 
Proc. voice call, no pager, no ans. 
Proc. voice call. pager, ans. 
Proc. voice call, pager, ans. on page 
Proc. voice call, pager, no ans. on page 
Proc. fax call 
Audit section of phone number database 
Recover from hardware failure 

Develop Operational Profiles • Step by Step - Determine Operational Profiles 45 

SREH4: 45 Copyright John D. Mus:.i. 1999 

Determine Occurrence Rates: 
Illustration - FF Sys. Oper·: Prof. 

Operation 

Proc. voice call, no pager, ans . 
Proc. voice call, no pager, no ans. 
Proc. voice call , pager, ans. 
Proc. fax call 
Proc. voice call , pager, ans. on page 
Proc. voice calf , pager, no ans . on page 
Phone number entry 
Audit sect. - phone number database 
Add subscriber 
Delete subscriber 
Recover from hardware failure 

Total 

0cc. Rate (per hr) 

18,000 
17,000 
17,000 
15,000 
12,000 
10,000 
10,000 

900 
50 
50 

0.1 

100,000 

Develop Operational Profiles · Step by Step - Determine Operational Profiles 46 

SREH4: 46 Cop)'l'IJ,!hl John D. Mu~ l 'Jl>CI 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Determine Occurrence Probabilities: 
Illustration - FF Sys. Oper. Prof. 

Operation 

Proc. voice call , no pager, ans. 
Proc. voice call , no pager, no ans. 
Proc. voice call , pager, ans. 
Proc. fax call 
Proc. voice call , pager, ans. on page 
Proc. voice call , pager, no ans. on page 
Phone number entry 
Audit sect. - phone number data base 
Add subscriber 
Delete subscriber 
Recover from hardware failure 

Total 

0cc. Pr. 

0.18 
0.17 
0.1 7 

0.12 
0.10 
0.10 
0.009 
0.0005 
0.0005 
0.000001 

1 
Develop Operational Profiles - Step by Step - Determine Operational Profiles 47 

SREH4: 47 CupyrighL John D. Mu."l.l 1999 

Engineer Project General Software 
Development Strategies 

Employ operational profiles and criticality information to: 

1. Review functionality to cut schedules and costs 
(Reduced Operation Software or ROS) 

2. Plan a more competitive release strategy 
(operational development) 

4X Develop Operational Profiles - Step by Step 
SREH4: 48 Copyri,:hl John D. Mu~ 1999 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Engineer Project General Software 
Development Strategies 

3. Speed requirements , design, code reviews by 
focusing on most used and most critical 
operations 

4 . Suggest operations where looking for 
opportunities for reuse will be most cost
effective 

5. Allocate development, code , and test resources 
among operations to cut schedules and costs 

6. Allocate development, code, ·and test resources 
among modules to cut schedules and costs ([2], 
pp. 118 - 119) 

Develop Operational Profiles - Step by Step 
SREH4: 49 

49 

Copyright John 0 . Musa l'.H,I 

Activities of SRE Process and Relation 
to Software Development Process 

1. List Associated 
S stems 

2. Define "Just Right" ---------------, 
Reliabilit 

Requirements 
and Architectu re 

Prepare for Test 
SREH4 : 50 

Copyright 1999 by John D. Musa 

5. Execute Test 

6. Guide Test 

Design and Test 
Implementation 

50 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Prepare for Test - Concepts 

*1 . Input variable 

*2. Run 

*3. Test case 

*4 . Test procedure 

51 Prepare for Test - Concepts 
SREH4: 51 Cupyrighl John D. Musa 1999 

Input Variable 

Variable that exists external to an operation and affects its 
execution: 

1. Direct: controls operation directly in a known , 
designed way, such as argument, menu selection, 
entered data 

Illustration - FF: 

Forwardee, whose value might be "908 555 
1212" 

Prepare for Test - Concepts 
SREH4: 52 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Input Variable 

2. Indirect: influences operation , such as 
Operational mode, Database state , or Resource 
state 

Illustration - FF: 

Operational mode, with value "prime hours" 

5) Prepare for Tes t - Concepts 
SREH4: 53 Copyright John D. Mt1...a 1999 

Run 

Specific execution of operation, characterized by 
complete set of input variables with values 

Illustration - FF: 

For operation "Process fax call," a run might be 
characterized by the input variables: 

Direct 

Originator= 201 908 5577 
Forwardee = 908 555 1212 
Billing type = per call 
Dialing type = standard 
Originator screening = yes 

Prepare for Test - Concepts 
SREH4: 54 

Copyright 1999 by John D. Musa 

Indirect 

Operational mode = prime hours 
Database state: signified by time 
Resource state: signified by time 

Copyriiht John D. Musa IWY 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Test Case 

1. Partial specification of a run through providing 
values of direct input variables 

Illustration - FF: 

Process fax call with: 

Originator= 201 908 5577 

Forwardee = 908 555 1212 

Billing type = per call 

Dialing type = standard 

Originator screening = yes 

55 Prepare for Test - Concepts 
SREH4: 55 Copyright John 0 . Muliill 1999 

Test Case 

2. This test case executing in the context of a set of 
indirect input variables yields a run . With different 
indirect input variables (for example, different 
operational modes) , you have different runs. Test 
cases are used for all test (feature, load, 
regression) . 

S6 Prepare for Test - Concepts 
SREH4: 56 Copyni:ht John D. Mu.Q IY9Y 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Run and Test Case 

Operation X 
Test 
Case 
XA 

Test 
Case 
Xs 

Operation Y Operational 
Mode 1 

Test Test 
Case 
Xs 

Operational 
Case -- 0 -Operation Y Mode 2 
XA Run XA2 

Represents 
all possible 

runs for program 
Two different runs result from same test case 

57 Prepare for Test - Concepts 
SREH4: 57 C11ryri1,?.h t John D. Mu.~ 1999 

Test Procedure 

Load test controller that sets up environmental 
conditions and that invokes at random times test cases 
that are randomly selected from the test case set. 
Selection from the test case set is based on the test 
operational mode operational profile; invocation times, 
on the operational mode run occurrence rate. 

test operational mode operational profile: operational 
profile that will be used to execute load test for a 
particular operational mode. 

Illustration - FF: 

Test procedure for peak hours operational mode 

58 Prepare for Test - Concepts 
SR EH4: 58 C'upyui:lu Juhn D. Mu.-.;.i 19'19 

Copyright 1999 by John D. Musa 29 



JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Prepare for Test - Step by Step 

For each associated system: 

*1. Specify test cases for new operations for current 
release, based on the system operational profile 

*2. Prepare test procedures to execute load test, based 
on the operational mode operational profiles 

Prepare for Test· Step by Step 
SREH4: 59 

Specify Test Cases 

C<,pyright loon D. Musa 11199 

1. Estimate number of new test cases for this release 

*2. Allocate new test cases among associated systems 

*3. Allocate each system's new test cases among its 
new operations 

*4. Detail new test cases for each new operation 

5. Add new test cases to test cases from previous 
releases 

Prepare for Test· Step by Step· Specify Test Cases 
SREH4: 60 

Copyright 1999 by John D. MuM. 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Allocate New Test Cases Among 
Associated Systems,. New Operations 

Assurable 
Acquired 

Components 

w 

X 

y 

z 

Variation 
Base Product and its and its 

Supersystems Supersystems 

A F 

B G 

C 
D 
E H 

Prepare for Test - Step by Step - Specify Test Cases 
SREH4: 61 

61 

Copyriglll Jclln D. M""' 1999 

Allocate Each System's New Test 
Cases Among Its New Operations 

1. Identify rare critical new operations and determine how 
many new test cases to preassign to each 

2. Preassign one new test case to each new rare other 
operation, thus ensuring that each situation of substantially 
different processing can be tested 

3. Assign remaining new test cases to remaining other new 
operations in accordance with system operational profile 
occurrence probabilities 

Prepare for Test - Procedure - Specify Test Cases 
SREH4: 62 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Detail New Test Cases for Each 
New Operation 

1. List each direct input variable of operation and its 
equivalence classes 

equivalence class: set of values of an input variable 
expected to yield same failure behavior due to 
processing similarities (Illustration - FF: direct input 
variable "forwardee" with value "local calling area") 

Prepare for Test· Step by Step • Specify Test Cases 
SREH4: 63 

63 
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Detail New Test Cases: 
Illustration - FF 

Operation "Process fax call" has 5 direct input 
variables with equivalence classes as shown: 

Originator Forwardee Billing Type Dialing Type 

On screenlist Local calling area Flat rate 
Not on screenlist Within area code Per call 

Outside area code Discount 
International 
800 number 
Other carrier 
Wireless 

Per minute 

Prepare for Test - Step by Step - Specify Test Cases 
SREH4: 64 

Copyright 1 ggg by John D. MUM 

Standard 
Abbreviated 

Originator 
Screening 

Yes 
No 

64 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Detail New Test Cases for Each 
New Operation 

2. For each new test case of each new operation, 
randomly select: 

A. Equivalence class for each direct input variable 
of operation, with equal probability among 
possible choices 

B. Value of direct input variable within each 
equivalence class 

Prepare for Test- Step by Step - Specify Test Cases 
SREH4: 65 

65 
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Detail New Test Cases: 
Illustration - FF 

A possible selection is: 

Direct Input Variable Equivalence Class 

Originator On screenlist 

Forwardee Within area code 

Billing type Per call 

Dialing type Standard 

Originator screening Yes 

Prepare for Test - Step by Step - Specify Test Cases 
SREH4: 66 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Prepare Test Procedures to 
Execute Load Test 

Prepare a test procedure for each operational mode 
to execute load test: 

*1. Specify test operational mode operational profile 

2. Specify total operation occurrence rate 

3. Implement field database cleanup procedure 

4. Represent other significant environmental 
conditions 

5. Provide for recording the number of natural or 
time units at frequent intervals so we can 
establish when failures occurred 

Prepare for Test- Step by Step - Prepare Test Procedures to Execute Load Test 61 

SREH4: 67 Cupyri,:lltlohn D. Mus• 1999 

Specify Test Operational Mode 
Operational Profile 

1. Start with operational mode operational profile 

2. Modify occurrence probabilities for rare critical 
operations 

3. For releases after first, adjust modified occurrence 
probabilities for reused operations 

Prepare for Test - Step by Step - Prepare Test Procedures to Execute Load Test 611 

SREH4: 68 Copyright John D. Mus:i 1999 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Activities of SRE Process and Relation 
to Software Development Process 

1 . List Associated 
S stems 

2. Define "Just Right" r-----------------, 
Reliabilit 

3. Develop Operational 
Profiles 

~~ __ 4_._P_r~ep_a_r_e_fo_r_T_e_s_t -~ 

Requirements Design and Test 
and Architecture Implementation 

Execute Test 
SREH4: 69 Copyright John 0 . Musa 1999 

Concepts 

1 . Feature test A test that executes all the new test 
cases of a release independently of each other, with 
interactions and effects of the field environment 
minimized (sometimes by reinitializing the system) 

Illustration - FF: 

Feature test of Process fax call 

2. Load test A test that executes all test cases 
together, with fu ll interactions and all the effects of 
the field environment 

Illustration - FF: 

Peak hours operational mode load test 
70 Execute Test - Concepts 

SREH4: 70 Cupyriglu. John 0 . Mu.-..i l'iW 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Concepts 

3. Regression test A test that executes some 
(including all critical operations) or all test cases 
after each system build with significant change; it is 
designed to reveal failures caused by faults 
introduced by program changes. 

Illustration - FF: 

Test of random set of operations after new 
build with substantial modifications 

Execute Test- Concepts 
SREH4: 71 

71 

Cupyrigl>l Jolln D. Mu,a 11199 

Execute Test - Step by Step 

*1. Determine and allocate test time 

*2. Invoke test 

A. Distribution of test cases among operations will 
make feature and regression test generally 
representative of field use 

B. Use test operational mode operational profiles 
to make load test representative of field use and 
environment 

*3. Identify system failures and determin_e when they 
occurred - use data in Guide Test 

Execute Test- Step by Step 
SREH4: 72 

Copyright 1 ggg by John D. Musa 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Allocate Test Time 

1 . Among associated systems 

2. For developed (software written at least in part by 
your organization) base product and variations : 
among feature, regression , load test 

3. For each load test in all associated systems, among 
operational modes 

Execute Test - Step by Step - Allocate Test Time 

SREH4: 73 

Invoke Test 

73 

CUf>yriglll John D. M= 19911 

1. As with any good system test methodology, SRE 
test starts after units of system have been tested or 
otherwise verified and integrated so that operations 
of system can execute completely. 

2. Generally test (as applicable) in sequence: 

A. Assurable acquired components (load test) 

B. Base product and variations: feature test, then 
load test, with regression test after each build 
with significant change 

C. Supersystems of base product and variations 
(load test) 

Execute Test - Step by Step - Invoke Test 
SREH4: 74 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Assurable 
Acquired 
Component 

Invoke Test 

Base Product 

Variations 

F = Feature test D Certify 

Supersystem 

Supersystem 

R = Regression test ~ Track Reliability Growth 
Execute Test- Step by Step - Invoke Test 75 

SREH4: 75 Copyrigbtlobn D. Mu."' 1w, 

Identify System Failures 

1. Analyze test output promptly for deviations 

deviation: departure of system behavior in 
execution from expected behavior 

2. Determine which deviations are failures. 

*3. Establish when failures occurred 

4. Specify failure severity classes 

Execute Test - Step by Step - Identify System Failures 
SREH4: 76 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Establish When Failures Occurred 

1. Use units of measure chosen for failure intensity 
objective, accumulated in sequence they occur 

Execute Test - Step by Step - Identify System Failures 
SREH4: 77 

77 

u'f'yrigbt lchn 0 . M= 111911 

Establish When Failures Occurred 

2. For time measure, if average (over failure interval) 
computer utilization varies, you must: 

A. Take execution time measurements (they 
better characterize failure-inducing stress) 

B. Convert execution time to time by dividing by 
average (over system life) computer utilization 

computer utilization: ratio of execution time to time 

execution time: time processor is executing nonfiller 
operations 

,. Execute Test - Step by Step - Identify System Failures 
SREH4: 78 Cupyrigbt Juhn D. Musa 1999 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Establish When Failures Occurred 

Illustration: 

Average computer utilization (over life of system)= 
0.4 

Failure 

1 
2 
3 

Exec. Time 
(Exec hr) 

0.2 
0 .6 
1.2 

Execute Test· Step by Step · Identify System Failures 
SREH4: 79 

Adj. Time(hr) 

0.5 
1.5 
3 

Copyrigln John D. M"'"' 11199 

Activities of SRE Process and Relation 
to Software Development Process 

1 . List Associated 
S stems 

2. Define "Just Right"-------------~ 
Reliabilit 

3. Develop Operational 
Profiles 

4..__ __ 4--'-.--'-P_r..c..,ep""'a"-'-r..C..e--'--f o"-'-r_T-'e~s-'-t _ __, 

Requirements Design and 
and Architecture Implementation 

Guide Test 
SREH4: 80 

Gopyright 1 ~~~ by John D. Mu~~ 

5. Execute Test 

Test 

llO 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Guide Test-· Step by Step 

Process failure data gathered in test to: 

*1. Certify associated systems as required 

*2. Track reliability growth of developed software 

*3. Guide product release 

Guide Test - Step by Step 
SREH4: 81 

81 

Ct,ryrighl John 0 . Mus:a 1999 

Certify Associated Systems 

1. Certify all: 

A. Assurable acquired components 

B. Supersystems 

C. Base product and variations that customers will 
acceptance test 

Guide Test - Step by Step - Certify Associated Systems 
SREH4: 82 

Copyright 1999 by John D. Musa 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Certify Associated Systems 

2. Establish acceptable discrimination ratio and risk 
levels: 

A. Discrimination ratio (acceptable 
factor of error in estimating failure 
intensity) 

B. Consumer risk (probability of 
accepting a system that doesn't 
meet FIO) 

C. Supplier risk (probability of 
rejecting a system that does meet 
FIO) 

Guide Test- Step by Step - Certify Associated Systems 
SREH4: 83 

Recommended 
Default 

2 

0.1 

0.1 

83 

Copyright John D. Mus:a 1999 

Certify Associated Systems 

3. Maintain stable systems (no changes, including new 
features or fault removal) 

4. Execute load test only 

5. Normalize natural or time units of failures by 
multiplying by FIO in same units (puts units in 
number of "MTTFs"). 

6. Plot each new failure (all failure severity classes) as 
it occurs on the reliability demonstration chart and 
act based on where it falls 

Guide Test - Step by Step - Certify Associated Systems 
SREH4: 84 

Copyright 1 ggg by John D. MuM. 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Certify Associated Systems -
Demonstration Chart 

15,---------~~ 

Failure 14 
number 

12 

10 

8 

6 

4 

2 

00 

Reject 

2 4 

Continue 

Accept 

6 8 10 
Normalized measure (MTTFs) 

Discrimination ratio: 2 
Consumer risk : 0.1 
Supplier risk 0.1 

(For charts at other 
discrimination ratios and 
risk levels, see [2], 
pp. 213 -223) 

Guide Test - Step by Step - Certify Associated Systems 
SREH4: 85 Copyright Jobo D. Mus.& 19'JIJ 

Certify Associated Systems : ILLUS. -
FF - Oper. Sys. 

16 
Failure 14 
number 

12 Reject 

10 

8 Continue 

6 

4 Accept 

2 0 

2 4 6 8 10 
Normalized measure (MTTFs) 

Fail. Mcalls at Number of 
No. Failure MTTFs 
1 0.1875 0.75 
2 0.3125 1.25 
3 1.25 5 

Failure intensity objective: 
4 failures/ Mcalls 

Guide Test - Step by Step - Certify Associated Systems 
SREH4: 86 Copyright .kWI 0 . M~ l'M 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Track Reliability Growth of 
Developed Software 

1. Usually only base product and variations are 
developed software 

2. Includes feature, load, regression test 

*3. Estimate total failure intensity / failure intensity 
objective (Fl / FIO) ratio and plot trend to: 

A. Look for development process problems 

B. Suggest when to end test (at 0.5) 

4. Prioritize failures for resolution: use severity class 
and frequency 

Guide Test - Step by Step - Track Reliability Growth of Developed Software 
SREH4: 87 

Estimate Total Fl/ FIO Ratio and 
Plot Trend 

*1. Execute SRE estimation program 

2. Plot Fl/FIO ratio against time 

3. Look for process problems 

A. If FI/FIO ratio is very large and trend indicates 
little chance of achieving FIO at scheduled 
release date, consider one or more of: 

a. Deferring features 

b. Adjusting balance of objectives for failure 
intensity, delivery date, cost 

c. Adding test and debugging resources 

Guide Test - Step by Step - Track Reliability Growth of Developed Software 

87 

SREH4: 88 Cu('lyrighl John 0 . M\l.\:l 1999 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Estimate Total Fl / FIO Ratio and Plot 
Trend 

B. If FI/FIO > 2 and shows significant upward 
movement ~ver several data points, determine 
causes. Correct if meeting project objectives 
endangered; possibilities include: 

a. Unexpected program evolution, often 
ind icating need for better change control 

b. Changing test selection probabilities, 
often indicatil)g need for better control of 
test execution 

4. If no problems, just continue test until Fl/ FIO = 0.5 

Guide Test - Step by Step - Track Reliability Growth of Developed Software 
SREH4: 89 Copyright John D. Mu..'i.l 19'JCJ 

Estimate Total Fl/ FIO Ratio and Plot 
Trend : Illustration - FF 

FI/FIO 

16 

14 

12 

10 

8 

6 

4 

2 

0 +---,---,---,----,----,---,---,---,---,---,--......--......---,---,---,---,---, 

10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 
Failures 

Guide Test - Step by Step - Track Reliability Growth of Developed Software <JO 

SREH4: 90 Copyright John D. Musa l'HJ 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Execute SRE Estimation Program 

1. Use data from all failure severity classes and 
estimate total failure intensity 

2. Input fai lure data in natural or t ime units , either: 

A. Units at point when failure occurred 

B. Number of failures in interval of units 

3. Normalize failure data by multiplying by FIO in same 
units (puts units in "MTTFs") 

Guide Test - Step by Step - Track Reliability Growth of Developed Software 91 

SREH4: 91 Coryriatu John D. Mu.'-1 J999 

Execute SRE Estimation Program 

4. Run logarithmic (Musa - Okumoto) and exponential 
(Musa Basic) models [5] 

5. Evaluate goodness of fit; choose model that fits best 
at each execution of program 

6. If you can 't estimate f:1/FIO ratio (due to small 
sample of failures), approximate it as: 
number of failures/ .elapsed time 

Guide Test - Step by Step - Track Reliability Growth of Developed Software 92 

SREH4: 92 Cor yri&ht John D. Musa I~ 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

Guide Product Release 

Consider releasing product when: 

1. Base product FI/FIO = 0.5 and FI/FIO ratios of 
base product variations don't appreciably 
exceed 0.5 

2. Certifi<;::ation tests have been completed with 
acceptanq_es: 

A. Supersystems 

B. Base product and/or base product 
variations with acceptance test rehearsals 

3. Outstanding high severity (often 1 and 2} 
failures have been resolved 

93 Guide Test· Step by Step - Guide Product Release 
SREH4: 93 Copyright John D. Musa 1999 

SRE and You 

1. SRE gives you a powerful way to engineer and 
development and testing so you can be confident in 
the availability and reliability of the sof.tware-based 
product you deliver. as you deliver it in minimum time 
with maximum efficiency. 

2. SRE is a vital skill for being competitive. 

Conclusion - Meaning 
SREH4: 94 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

To Explore Further 

1. Software Reliability Engineering website: overview, 
briefing for managers, bibliography of articles by 
software reliability engineering users, course 
information, useful references, Question of the 
Month: 

http://members.aol.com/JohnDMusa/ 

2. Musa, J. D., Software Reliability Engineering: More 
Reliable Software, Faster Development and Testing, 
ISBN 0-07-913271-5, McGraw-Hill, 1998. 

3. Musa, J. D., "Software-Reliability-Engineered 
Testing," Computer, November, 1996. 

Conclusion - Explore 
SREH4: 95 

To Explore Further 

95 

Cupyri,ihl loon D. Musa 11199 

4. Lyu, M. (Editor), Handbook of Software Reliability 
Engineering, ISBN 0-07-039400-8, McGraw-Hill, 
1996 (includes CD/ROM of CASRE program). 

5. Musa, lannino, Okumoto; Software Reliability: 
Measurement, Prediction, Application, ISBN 0-07-
044093-X, McGraw-Hill , 1987: 

6. Musa, J. D., "Software Reliability Engineering," Duke 
Distinguished Lecture Series Video, University Video 
Communications, 415-813-0506. 

Conclusion - Explore 
SREH4: 96 
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JOHN D. MUSA 
Software Reliability Engineering and Testing Courses 

Software Reliability Engineering: More Reliable Software, 
Faster Development and Testing 

To Explore Further 

7. IEEE Computer Society Technical Committee on 
Software Reliability Engineering (publishes 
newsletter, sponsors ISSRE annual international 
conference): membership application at 
http://www.tcse.org/tcseform.html 

8. Electronic bulletin board 

A. Subscribe 

vishwa@hac2arpa.hac.com 

B. Post 

Sw-rel@igate1.hac.com 

Conclusion - Explore 
SREH4: 97 
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Tutorial Notes Quality Week 1999 

Writing High Quality 
Requirement Specifications 

Linda H. Rosenberg is an Engineering Section Head at Unisys Government Systems in 
Lanham, MD. She is contracted to manage the Software Assurance Technology Center (SATC) 
through the System Reliability and Safety Office in the Flight Assurance Division at Goddard 
Space Flight Center, NASA, in Greenbelt, MD. The SATC primary responsibilities are in the 
areas of Metrics, Assurance Tools and Techniques, Risk Management, and Outreach programs. 
Although she oversees all work areas of the SATC, Dr. Rosenberg's area of expertise is 
metrics. She is responsible for overseeing metric programs to establish a basis for numerical 
guidelines and standards for software developed at NASA, to investigate the role of metrics in 
risk assessment and management of software projects, and to work with project managers to use 
metrics in the evaluation of the quality of their software. Dr. Rosenberg's work in software 
metrics outside of NASA includes work with the Joint Logistics Command's efforts to establish 
a core set of process , product and system metrics with guidelines published in the Practical 
Software Measurement. As part of the SATC outreach program, Dr. Rosenberg has presented 
metrics/qua1ity assurance tutorials at IEEE and ACM international conferences. She also 
reviews for ACM, IEEE and military conferences and journals. 

Immediately prior to this assignment, Dr. Rosenberg was an Assistant Professor in the 
Mathematics/Computer Science Department at Goucher College in Towson, MD. 

Dr. Rosenberg holds a Ph.D. in Computer Science from the University of Maryland, an M.E.S. 
in Computer Science from Loyola College, and a B.S. in Mathematics from Towson State 
University. She is a member of Electrical and Electronic Engineers (IEEE), the IEEE Com
puter Society, the Association for Computing Machinery (ACM) and Upsilon Pi Epsilon. 



SATCNASA 

SATCNASA 

Requirements Engineering 

A Methodology for Writing High Quality 
Requirement Specifications and for Evaluating 

Existing Ones 

Software Assurance Technology Center 

NASA Goddard Space Flight Center 

http://satc.gsfc.nasa.gov 

Dr. Linda Rosenberg 

301-286-0087 

Linda.Rosenberg@gsfc.nasa.gov 

Overview 

Introduction 

Aspects of Requirement Development 

Writing Effective Requirements 

Requirement Documents 

Requirement Characteristics 

Requirement Statements 

Levels of Requirements 

Requirement Management & Repository 

Quality, Traceability, & Linkage Metrics 

Conclusion 
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Software Assurance 
Tochnology Center 

SATCNASA 

•~ Software An:urancc 
Techoology Center 

Introduction 

I SAYS WHAT I MEANS 
I MEANS WHAT I SAYS 

Project Development -
Problem 

Generally accepted -

Requirements are basis for task, 

verification and validation necessary 

At project conclusion -

Some requirements not satisfied 

=> Redo project components or accept less than what was 
specified 

SATC NASA 
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•~ Software Anurancc 
Tnchnotogy Center Cost of Software 

Government Accounting Office - 9 software projects - $7 million 

4 7% spent for software that was never used 

29% spent for software never delivered 

19% spent on software that was extensively reworked after 
delivery or abandoned after delivery 

= > 317K spent on successful projects 

Modifications required to $198 

$119K spent on usable software=>< 2% dollars spent 
resulted in software that met requirements 

SATC NASA 

•~ Software Assurance 
Technok)gy Center Cost of Software 

usable as 

deli~red usable after 

SATCNASA 
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Software Assurance 
Technology Center-

Program Development -
Solution 

Start at the beginning, get the requirements right 

However, cannot get requirements right by magic, 

need tools and analysis techniques 

=> Do it right the first time and start with the requirements! 

SATC NASA 

•~ Software Assurance 
Tochnotogy Center-

SATCNASA 

Requirement Development 
Paths 

System 
Requirements 

Systel Design 

--- -------------..--............ _ .---~- ----
Hardware 

Requirents 

Hardware Design 

l 

-........... 
Software 

RequTments 

Software Design 

l 
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Software Assurance 
Tec hnology Ccn1er 

SATCNASA 

-~ Software Assurance 
Technology Cen1er 

Software Development 
Waterfall Life Cycle 

Design 

Coding 

Testing 

Operations 

Requirements Development 

Analyze problem 

SATCNASA 

Complete specifications of desired 
external behavior 

Slide. 9 
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·~ Softwure Assurance 
Technology Center Time for Requirements 

Test 
Requirements 

10% Test 
Requirements 

20% 

SATCNASA 

Implement 
55% 

•~ Software Assur-ance 
Tachnotogy Center 

Requirements & Quality 
Management 

Quality Management > Management of all aspects that 
concern quality assurance, quality assurance planning, and 
quality metrics, including verification and validation. 

Verification - Determination whether the 

products fulfill the requirements established 

- "Are we building the system right?" 

SATCNASA 

Validation - Determination of the correctness 

of the final product with respect to the user's 

needs and requirements -

"Are we building the right system?" 

Slide. 11 
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-~ Software Assurance 
Technology Center Requirement Concerns 

• Inability to write correct software requirement 
specifications (SRS) 

• Desire to truncate and shorten requirement phase activities 

• Lack of customer specification and verification of 
requirement correctness 

• Identification of appropriate tools and methods for 
requirement specification 

• lack of recognition of essentialness of requirement 
specification 

• Lack of experience in writing requirement specifications 

SATCNASA 

•~ Saftw.are Assurance 
Technology Center 

SATC NASA 

16 . 

Error Detection Cost 
Cost to Fix Errors Found 

in Testing Phase 

Prulse Em,r Introduced 

:. Find errors as soon as possible for maximum savings ! 

Slide. 13 
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-~ Software Assurance 
Technology Center Definition Of Terms 

• "Requirements Specification" and "Specification 
Documents" are terms that refer to the document(s) or the 
total set of statements that define a mission required 
(system level) capability and its environments. 

• "Requirement(s)" or "specification statement(s)" are terms 
that refer to individual statements or sets of individual 
statements, i.e. sentences, that define individual functions 
or aspects of a capability or an environment. 

SATCNASA 

•~ Soft.wens Anurance 
Technology Center Exercise 

You have been task to develop the 
software for an A TM but the customer 
does not have time to write the 
requirements. 

Write 4 requirements on the note card 
provided. They may be any level of 
detail. 

SATC NASA 
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-~ Software Assurance 
T echnotogy Center 

Aspects of Requirement 
Development 

I - Specification . y 
~ 
2 - Verification 

3 - Management 

4 - Measurement 

SATC NASA 

•~ Software Assurance 
Technology Center 1 - Requirements Specification 

Critical aspects in conveying information about system 
requirements: 

Structure: The organization of the document to convey the 
appropriate level of detail 

Language: The use of imperatives, directives, and the 
omission of options and ambiguity 

SATC NASA 

Slide.H 
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-~ Software Anuranca 
Technology Center- 2 - Requirement Verification 

Issues critical to testing: 

Stabilization: 
- Is requirement volatility zero? 

- Is requirement movement between builds stable? 

Traceability: 
- Do all requirements trace to higher and lower level documents? 

- Are all requirements tested? Do *ey trace to a test? 

Characterization to test program: 
- What is the average number of requirements traced to each test? 

SATCNASA 

•~ 3 - Requirements Management Softwan1 Assurance 
Technology Center 

Crucial management for successful delivery of a system: 

SATCNASA 

Manage requirements through the life cycle. 

Use of requirement management tools to provide important 
insight to the requirements 

Extensive and comprehensive use of metrics to provide 
information so that management can take effective action. 

Slide. 19 
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•~ Software, Assurance 
Tochnotogy Center 4 - Requirement Measurement 

What can be measured? 

• Specification 

Quality of statements for testability 

• Verification 

Stabilization 

Trace to test 

Trace to previous detail level 

Expansion of requirements to test 

• Management 

SATC NASA 

-~ Software Anuranca 
Technology Center 

SATC NASA 

Complexity of database links 

Requirement Components 
---~----;:;---_ __ 

___ __.....------< Ret1uirement Manageme.lcrt~----.. 
, ~ ', 

'-·-_:}' · . 

. ~ 

Quality, Traceability 
& Linkage 

Metrics '· :----

-~-- ~-·_.., -· ----------
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.SATC 
Writing Effective Requirements Soft.ware Assurance 

Tedmok,gy Center-

-
' Requirement 

Specification 
SRS ~ 

,_ 

SATC NASA 

•~ Software Anuranee 
Technology Center-

SATC Requirement 
Analysis Findings 

Problems Common To Most Documents 
_, Documentation and style standards not used or misapplied 

_, Poor organization of information content 

_, Uneven emphasis and levels of detail 

_, Inconsistent identification schemes 

_, Verbose text 

_, Poor sentence structure 
_, Poor word selection 

SATC NASA 
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-~ Soft.ware: Anurancc 
T echnok>gy Center-

System/Software Requirements 
Specification (SRS) Objective 

The objective of the SRS 

is to 

DEFINE CAPABILITIES 

that will satisfy a mission 
need/problem as .... 

SATCNASA 

Iv.fission Environment 

Project Environment 

-~ Saft.ware Assurance 
TechnoSogy Center 

SRS Objective 

SATCNASA 

... . seen by all project participants and stake holders. 

sss 

' 
,1 I f!'" 

PROVIDER 

+#+ r-
SUPPOR'IER 

??? 

ACQUIRER 

USER 
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-~ Softwnra Aasuranca 
Techootogy Center 

Custom~ 

-- . -- -,-- -------------
( . . _.( Design-to~ 
q pec1ficat1on 
C) '-, __ j 

CC> 

Designer 

SATCNASA 

Softwllire A.nu.ranee 
Technology Center 

SATC NASA 

.. system shall .. 

.. A 'E. =l:6 .. 

Roles in SRS 

Quality Assurance 

Range of ~cce~ 
·- implementation)-
- ,--~-- ·- r-

' 

< ) c- 1 
c

7 ,COders 

Purpose Of SRS 
• Contract Between Acquirer & 

Provider Of Capability 
+ Defines what is to be provided 
+ Establishes when and how 

things are to be provided 

• Provides the Basis for: 
+ Assessing proposed engineering 

changes 
+ Resolution of acquirer/provider 

disputes 
+ Development oftest 

requirements 
+ Preliminary user's manual 
+ Maintenance & support 

planning 

SIMle. 27 
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•~ Soft.ware Assurance 
Technok>gy Center Included in SRS 

Complete yet concise 

Description of entire external interface with its environment 

Including: 

software 

communication ports 

hardware 

human users 

Behavior - what the system does (inputs, outputs, etc) 

Non behavior - attributes of system as it performs its job 
(efficiency, reliability, safety etc) 

SATC NASA 

-~ Software Assurance 
Tochnok>gy Center Scope OfSRS 

Descriptive/Prescriptive/Expectation 

SATC NASA 

Current Systems 
Capabilities 
Organizations 
Personnel 
Logistics 
Maintenance 

Future Systems 
Capabilities 
Organizations 
Personnel 
Logistics 
Maintenance 

Change Activities 
Acquisition 
Installation 
Transition 
Retirement 

Slide. 29 
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Software Assurance 
Technology Center Scope Of Detail 

Required Capability Topics 

1. Interfaces 

2. Functional Capabilities 

3. Performance 

4. Data Structures/Elements 

SATCNASA 

5. Safety 

6. Reliability 

7. Security/Privacy 

8. Quality 

9. Constraints & Limitations 

•~ Software Aaurance 
Technotogy Center 

Basic Documentation 
Problems 

SATC NASA 

s> Structural 

-+ Organization 

-+ Relationships 

-+ Detail 

s> Natural Language (English) 

-+ Ambiguity 

-+ Inaccuracy 

-. Inconsistency 
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•~ Software Assurance 
T ochnofOgy Center The Structural Dilemma 

SATCNASA 

DESCRlPTIVE 
INFORMATION 

Mission Environment 

"' u ·a 
{:. 

"' u ·a 
0 
r' 

Operational Environment 

PRESCRIPTIVE 
INFORMATION 

•~ Softwura Aa-aurance The Structural Dilemma 
Tochnok>gy Center 

$ATC NASA 

Content topics are not isolated subjects. 
They have multiple and complex relationships. 
This compounds the structural problem. 

Security/ 
Privacy 

Safety ~erfaces 

Constraints & 
Limitalions 

Performance 
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·~ Soft.ware Aasurancc 
Technology Center 

Documentation Standards And 
Data Item Descrintions (DIDs) 

Documentation standards establish DIDs as generic design 
solutions for the problem of structuring information. 

SATCNASA 

• A SRS DID is a high level, generic structure for 
organizing requirements specifications by predefined 
subjects. 

• Generic design structures must be adapted/tailored to 
satisfy the needs of a particular project. 

• Variations: IEEE, DoD, NASA 

•~ SRS DID-IEEE Software Anuc-ancc 
Technology Center 

SATCNASA 

REQUIREMENTS - IEEE DID-830-1993 

1.0 Introduction 

I.I Purpose 

1.2 Scope 

1.3 Definitions, acronyms, and abbreviations 

I .4 References 

1.5 Overview 

2.0 Overall description 

2.1 Product perspective 

2.2 Product functions 

2.3 User characteristics 

2.4 Constraints 

2.5 Assumptions and dependencies 

3.0 Specific requirements 

Appendices 

Index 
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•~ Soflwure Assurance 
T o:chnotogy Center 

SATCNASA 

arSATC 
Softwure Assurance 
Technology Center-

$ATC NASA 

SRS DID-DoD 
SOFTWARE REQUIREMENT SPECIFICATION- DI-IPSC-81433 
I. Scope 
2. Reference Documents 
3. Requirements 

3. I Required states and modes 
3 .2 CSCI capability requirements 
3 .3 CSCI external interface requirements 
3 .4 CSCI internal interface requirements 
3 .5 CSCI internal data requirements 
3.6 Adaptation requirements 
3. 7 Safety requirements 
3 .8 Security & privacy requirements 
3.9 CSCI environment requirements 
3. IO Computer resource requirements 
3.11 Software quality factors 
3.12 Design and Implementation constraints 
3. 13 Personnel-related requirements 
3.14 Training-related requirements 
3 .15 Logistics-related requirements 
3 .16 Other requirements 
3.17 Packaging requirements 
3 .18 Precedence and criticality of requirements 

4. Qualification Provisions 
5. Requirements Traceability 
6. Notes 
A. Appendixes 

SRS DID - NASA 
REQUIREMENTS - NASA DID-P200 

1.0 Introduction 

2.0 Related documentation 

3.0 Requirements approach and tradeoffs 

4.0 External interface requirements 

5.0 Requirements specification 

5.1 Process and data requirements 

5.2 Performance and quality 

engineering requirements 

5.3 Safety requirements 

5.4 Security and privacy 

requirements 

5.5 Implementation constraints 

5.6 Site adaptation 

5.7 Design goals 

6.0 Traceability to parent's design 

7.0 Partitioning for phased delivery 

8.0 Abbreviations and acronyms 

9.0 Glossary 

10.0 Notes 

I 1.0 Appendices 

CSCI = Computer software 
configuration item·· 
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•~ Tailor SRS Design To Satisfy 
Project Needs Software Assurance 

Technology Cente,. 

Arbitrary grouping of information makes the document difficult 
to understand and difficult to maintain. 

SATCNASA 

• Group requirements that are part of a single function. 

• Address functions with common inputs and outputs within 
the same area of the document. 

• Address functions connected by output-to-input 
relationships in that order. 

• Tie processes that must be accomplished in the same time 
frame together. 

• Emphasize functional similarities, but ensure that the 
functional requirements are distinct. 

-~ Document Tailoring Software Assurance 
Technology Center 

SATCNASA 

Tailoring is adapting the design of the general purpose 
solution (the Data Item Description) to fit the unique needs 
of the current documentation problem. 

• "Stub" sections that don't apply with "NIA" at highest 
node and provide or cite reason. 

• Add new sections at end of appropriate level branch of 
the document's structure. 

• Don't change the document's basic identification scheme 
established by the DID. 
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•~ Saflwnl'1! Anuranca 
Technology Center Tailoring Example 

.._ 3.8 Security & Privacy - NIA, An open system with no 
classified or privacy data. 

3. 9 Environmental Requirements ..... . 

3 .10 Computer Resources Required 

3.10.1 Hardware ....... type, quantity, etc. 

3.10.2 Hardware Utilization ...... CPU time, disk capacity, etc. 

3.10.3 Software ......... OS, DBMS, etc. 

3.10.4 Communications . . ... . Networks, Links, Nodes, etc . 

.._ 3.10.5 Uninterruptable Power Sources ..... 
Motor/Generators 

.._ 3.11 Software quality factors. TBD by 09/30/97, WM Wilson 
C300.1 

SATC NASA SIKie. 41 

Software An:urance 
T acMo~y Center- Class Discussion 

3. I Required states and modes 

3.2 CSCI capability requirements 

3 .3 CSCI external interface requirements 

3 .4 CSCI internal interface requirements 

3 .5 CSCI internal data requirements 

3 .6 Adaptation requirements 

3 . 7 Safety requirements 

3.8 Security & privacy requirements 

3.9 CSCI environment requirements 

3. IO Computer resource requirements 

3.11 Software quality factors 

3 .12 Design and Implementation constraints 

3 .13 Personnel-related requirements 

3 .14 Training-related requirements 

3 .15 Logistics-related requirements 

3 .16 Other requirements 

3 .1 7 Packaging requirements 

3. I 8 Precedence and criticality of requirements 

SATCNASA 

Which of these 
sections would not 
contain requirements 
for the ATM 
software? 
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Softwnra Assurance 
T ochnology Center 

X 

X 

SATCNASA 

-~ Software Anuranca 
TIJC.hnology Center 

Not in SRS 

x Cost 

x Delivery Schedule 

x Report Procedures 

x Software Development Methods 

x Quality Assurance 

x Validation and Verification Criteria 

x Acceptance Procedures 

X 

X 

Multiple Levels of 
Requirement Specifications 

I 
Requirement 
Specification 

I , 

SATCNASA 

Requirement 
Specification 

Requirement 
Specification 
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Software Assuranc e 
T echootogy Cen1e,. 

High Level 

SATC NASA 

-~ Softwan, Anurance 
Te chnology Center 

Levels of Requirements 

Objectives 
Teach reading 
Count whales 

Start project Acquire 
<8yr, Barney 

SAm 

Bid or Cost out 

Detailed 
Design & Code 

Results 

Levels of Requirement Detail 

Level 1: Mission-level 
Very high level 
Rarel ", if ever, change. 

Level 2 : Allocated 
Change should be minimal. 
Proiect's develooment started 

Level 3 : Derived 
Contracts are bid 
Acceptance Tests 

Level 4 : Detailed 
Used to design and code the system. 
System Tests 

NASA, Software As:n,rance Guidebook, NASA Goddard Space Flight Center Office of Safety, Reliability, Maintainability, and 
Quality Assurance. 9/89. 

SATC NASA 
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-~ Software Anuranca 
Technology Center 

Level 1 

Mission 

Rarely if 
ever 
changed 

SATCNASA 

Software Assurance 
Technology Center 

Levels of Requirement Detail 

Level 2 Level3 Level4 

- Allocated --E Derived --E Detailed --°" -'b~ - Minimal Contract Design& 
~O.r: . changes bids Code '•Ce I to Many o-, 

Bi-directional 
I to Many 

Bi-directional 
Linkage Linkage 

Verification Of Specifications 
Across Documents 

CONCEPT DOCUMENT 
3 .1 .1 Solar power shall be the main source of all subsystems electricity. 

3 .1.2 When the sun is eclipsed, electricity shall be provided by batteries. 

SYSTEM REQUIREMENTS DOCUMENT ------
3 .1.2 .3 Combined weight of primary and secondary batteries shall 

not exceed 500 pounds. 
3.1.2.4 Secondary SIC batteries shall be charged in parallel with powered 

subsystems during S/C daylight. 

DESIGN DOCUMENT 
3.1.2.3.1 Sodium sulfur (NaS) batteries shall be used as the S/C's 

secondary batteries. 

SATC NASA Slide. 48 



Structure Level 
Saft.w.are Assurance 
Technology Center at Which .R 

Level 3 - Derived 

High Level Detail 

SATCNASA 

Expected 

Level==> 
1 
1.1 
1.1 .1 ... 

Level 4 - Detailed 

Lower Levels of Detail 

•~ Software Anuranca 
Technology Center SRS Quality Attributes 

A SRS should be: 

1. Complete 8. Unambiguous 

2. Consistent 9. Understandable 

3. Correct 10. Validatable 

4. Modifiable 11. Verifiable 

5. Concise 12. Independent 

6. Testable 13. Annotated 

7. Traceable 14. Appropriate Abstraction Level 

SATCNASA 
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•~ 1- Complete Software Assurance 
Technology Center 

SATCNASA 

A "COMPLETE" requirements specification must 
precisely define: 

• All the known real world situations that will be 
encountered by the prescribed capability 

• The capability's responses to those situations 
• Full labels and references to all figures, tables and 

diagrams 

A "COMPLETE" requirements specification must NOT 
include: 

• Situations that will not be encountered 

• Unnecessary capability features. 

-~ Incomplete Specification 
Statement Software Assurance, 

Technology Center 

3.8 Security & Privacy - TBD 

SATCNASA 

3.9 Environmental Requirements -TBD 

3 .10 Computer Resources Required 

3.10.1 Hardware - Not yet selected 

3.10.2 Hardware Utilization - TBD 

3.10.3 Software ......... OS, DBMS, etc. 

3.10.4 Communications .. . Networks, Links, Nodes, 
etc. 

3 .11 Software quality factors. - TBD 
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•~ Softwo.ra Assurance 2 - Consistent 
T achnology Center 

- A "CONSISTENT" requirements specification is one 
where: 

• There is no conflict between: 
• Individual statements of required capabilities 

• Individually specified capabilities' behavioral 
properties 

• Constraints do not adversely impact essential behavioral 
properties. 

SATC NASA 

-~ Software An:unancc 
Technology Centel"' 

Functions and performance levels must be compatible 
and required quality features (reliability, safety, security, 
etc .. ) must not negate the capability' s utility. 

An Inconsistent Specification 

"3. 7 Safety Requirements" 

"3.7.4. 1 In the event of a liquid nitrogen (LN) spill, a 30 dB 
audible alarm shall be activated and continued until launch 
tower LN sensors return to a null reading." 

"3 .13 Personnel Related Requirements" 

Slide. 53 

"3 .13. 7 Personnel in the area of the launch tower during tanking 
operations shall wear hearing protective devices that 
provide a minimum of 3 5 dB audio attenuation." 

SATC NASA Slide. 54 



-~ Software Assurance 
T&chnotogy Center 3 - Correct 

A "CORRECT" requirements specification must: 

SATCNASA 

• Accurately and precisely identify the individual 
conditions and limitations of situations that the desired 
capability will encounter 

• Define the capability' s proper response to those 
situations that will be encountered 

-~ Incorrect Specification 
Statement Software Anuranca 

Technology Center 

3.5.1 

SATCNASA 

The building' s entrance shall be a standard 6.8' 

by 2' 6" doorway. 

Should be 3' 8" 
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-~ 4 - Modifiable Soft.ware Assurance 
T echnok)gy Center 

SATCNASA 

A "MODIFIABLE" requirements specifications is such 
that changes can be made easily, completely, and 
consistently. 

• Groups related concerns together 

• Separates unrelated concerns 

• No redundancy 

• Express each requirement separately 

This attribute is exhibited by a logical organization of 
specifications based on their relationships. 

Slide. 57 

... SATC 
Group Related Concerns, Separate 

Software Anuranca Unrelated Concerns Technology Center 

3 .1 The CCS shall ingest and store 3.1 The CCS shall ingest and store 
spacecraft engineering data, both spacecraft engineering data, both 
recorded and real-time .... recorded and real-time .... 
3.1.1 The CCS shall be able to ingest 3 .1.1 The CCS shall be able to ingest 
and store engineering data from new and store engineering data from new 
ORU/ORls. ORU/ORls. 
3 .1.2 The CCS shall be able to store 3.1.2 The CCS shall be able to store 
converted engineering data received converted engineering data received 
through the common test device through the common test device 
interface. interface. 
3.1.3 The CCS shall be able to ingest 3.1.3 The CCS shall be able to store 
and store onboard computer memory converted engineering data received 
dumn data for the life of the mission. ~ from a simulation facility . 
3.1.4 The CCS shall be able to store 
converted engineering data received ~ -2 The CCS shall be able to ingest and 
from a simulation facility . store onboard computer memory dump 

data for the life of the mission. 
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-~ Software As'SUl"ance 
Technology Cente,. 5 - Concise 

A "CONCISE" requirement specification is a short as 
possible without adversely affecting any other quality of the 
SRS. 

! Major reductions in SRS size are rarely possible without 
adversely effecting other qualities. 

SATCNASA 

-~ Software Assurance 
Technology Center Exercise - Baroque Writing 

Rewrite this requirement to make it clearer: 

3.1 The check printing function of the payroll system shall 
provide the capability to validate check amounts. 

SATCNASA 
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Software Anuranca 
Technology Center- Baroque Writing 

SATCNASA 

3 .1 The check printing functfon of the payroll system 
shall provide the capability to validate check 
amounts. 

= > 3 .1 The payroll system shall validate check 
amounts. 

Concise and Understandable 

•~ 6 - Testable Software Anurance 
Technotogy Center-

SATCNASA 

A "TEST ABLE" requirements specification must state 
each requirement in such as manner that pass/fail or 
quantitative assessment criteria can be derived from the 
specification itself and/or referenced information. 

• There must exist a finite cost effective technique to 
verify each requirement is satisfied by the system. 

If you can' t test it, why request it? 
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•~ Software Anur-anca 
Tochnok>gy Center Be Specific 

3.1 The system shall be user friendly and fast. I 

Specification is nonspecific due to the use of vague words. 
Its implementation cannot be objectively assessed based on the 
specification. 

3.1.1 The system 's functions shall be activated and terminated by 
menu selections. 

3. 1 .1. 1 Functions shall be initiated within 5 00 µ sec. after their 
selection. 

SATCNASA 

The requirements are specific. 
The implementation can be directly tested against the 
specification. 

-~ Cost to Test Saftw&lre Assurance 
Technology Center 

SATCNASA 

8 .1. 6 In the case of a reactor melt-down, the system shall 
reduce the deaths of personnel within a 20 mile radius 
by at least 80%. 

Cannot test, not worth the cost. 
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7 - Traceable 

A "TRACEABLE" requirement specification uniquely 
identifies each stated requirement. 

• Backward traceability to previous stages of development by 
explicit reference source in earlier documents 

• Forward traceability to all documents spawned by SRS with 
each requirement having a unique name or reference number. 

SATCNASA 

Number each requirement hierarchically 

Include only one requirement per paragraph 

Use a convention for individual requirements such as "shall" 

Slide. 65 

-~ Software Aaauranca 
Tecfmology Center 

Exercise - Uniquely Identify Each 
Requirement For Traceability 

How many requirements are there? 

"The XYZ system shall provide variance/comparative 
information that is timely, itemized in sufficient detail so 
that important individual variances are not hidden because 
they cancel each other, pinpoints the source of each 
variance, and indicates the area of investigation that will 
maximize overall benefits. " 
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-~ Software Assurance 
Technology Cente,. 

Uniquely Identify Each Requirement 
For Traceabilitv 

A Gaggle Of 
Requirements 
"The XYZ system shall provide 
variance/comparative 
information that is timely, 
itemized in sufficient detail so 
that important individual 
variances are not hidden 
because they cancel each other, 
pinpoints the source of each 
variance, and indicates the area 
of investigation that will 
maximize overall benefits." 

SATC NASA 

Better But Not Good (vague words) 
5 .1 The XYZ system shall provide 
variance/comparative information. 

5.1. l Variance/comparative 
information shall be timely . 
5.1.2 Variance/comparative 

information shall be itemized in 
sufficient detail to: 

5.1.2.l Prevent important 
individual variances from being 
hidden. 

5.1.2.2 Pinpoints the source of 
each variance. 

5.1.2.3 Indicate the area of 
investigation that will maximize 
overall benefits. 

•~ Software Aaurance 
Technology Center 8 - Unambiguous 

SATC NASA 

An "UNAMBIGUOUS" requirement statement can only 
be interpreted one way. 

Natural language is inherently ambiguous. Review by an 
independent party to identify ambiguities. 

Alternative - requirement specification languages but have 
long learning curves and few understand. 
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-~ Say What You Really Mean! 
Software Assuranc11 
T ochnology Center 

rc-;~2"f.• :,;;,,,...,..,~y~~-Q.:>-_£, .. ; 
f.' ·"' ~.,.....,,,. -1) ... ~, "'.,.. ~~· 

iJ~fj 
WHAT WAS WRITTEN: 

"The system shall ignore anomalies 20 seconds prior to 
engine shut down. " 

WHAT WAS IMPLEMENTED: 
"The system shall clear all anomaly indicators 20 seconds 
prior to engine shut down." 

WHAT WAS MEANT: 

SATCNASA 

"The system shall ignore any anomaly occurring during the 
20 second period immediately prior to engine shut down. " 

-~ 9 - Understandable Software Assurance 
Technology Center 

SATC NASA 

An "UNDERSTANDABLE" specification's meaning is 
easily grasped by all of its intended readers with minimum 
explanation. 

English is the ' common denominator' that is understood 
by all project participants. Words must be selected with 
care and the language must be used properly in order for a 
specification' s intent to be correctly comprehended. 

The larger and more complex the problem addressed by the 
requirements specification, the more difficult is the task to 
design a document that aids rather than inhibits 
understanding. 
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-~ Software Anuranca 
Technology Cente.- Exercise 

How could this requirement be re-structured for easier 
understandability? 

" Users attempting to access the ABC database shall be 
reminded by a system message that must be acknowledged 
and page headings on all reports that the data is sensitive 
and access is limited by their system privileges. " 

SATCNASA 

-~ Software Assurance 
Technology Center 

Words And Structure 
Facilitate Understanding 

" Users attempting to access the ABC database shall be reminded by 
a system message that must be acknowledged and page headings on 
all reports that the data is sensitive and access is limited by their 
system privileges. " 

3 .1 Users attempting to access the ABC database shall be reminded 

by a system message that data is sensitive and access is limited 

by their system privileges. 

3.1.1 The system data classification message must be acknowledged 

by the user before access to the ABC database is permitted. " 

3.2 Page headings on all reports shall remind users that the data in 

the report is sensitive and cannot be distributed to unauthorized 

individuals. 

SATCNASA 
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-~ Software Assurance 
T ochnotogy Center 10 - V alidatable 

A "VALID" requirements specification is substantiated as 
being true as stated by each individual and organization 
having a vested interest in the system solution. 

SATC NASA 

•~ Software Maurance 
Technok)gy Center 

To validate a requirements specification all the project 
participants, managers, engineers and customer 
representatives, must be able to understand, analyze and 
accept or approve it. 

Valid & Invalid Requirements 

Operational requirements for the Boeing 747-
200BNC-25A, USAF tail number 29000. 

3.3 In the event of an inflight emergency, the aircraft shall 
land at the nearest US military, NATO or commercial 
airfield. 

3.4 In the event of a national emergency, the aircraft shall 
effect inflight transfer of NCA personnel to the Airborne 

Command Post 

$ATC NASA 
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-~ 11 - Verifiable Software: Assurance 
Technology Center-

SATCNASA 

A "VERIFIABLE" requirement specification is 
consistent with specifications at higher and lower levels 
of abstraction. 

"Verify: to prove to be true or correct by comparison to a 
standard or reference to ascertainable facts." 

Ambiguous specifications are not verifiable. 

·~ Can You Verify? Software Assurance 
Technology Center 

SATCNASA 

-The system shall have a good human interface. 
-The program shall never enter an infinite loop. 

Output of the program shall be produced within 20s of 
the event x 60% of the time and shall be produced 
within 30s of the event x 100% of the the time. 
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•~ Software Assurance, 
T achnotogy Center 12 - Independent 

An "INDEPENDENT" specification specifies what is 
to be accomplished, not how it is done. 

SATCNASA 

•~ Soft.ware Aasurance 
Technology Center 

There should be more than one system design and 
implementation that correctly implements the 
requirements. 

Freedom of Choice ! 

The requirement database shall store the 

requirements using a numerical hierarchical 

numbering schema such as 1, 1.1 , 1.1.1 ... 

SATCNASA 

The requirement database shall store the 
requirements in such a manner that an 
exact count of the number of requirements 
can be electronically extracted. 
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-~ Software Assurance 
Technology Center- 13 - Annotated 

"ANNOTATED" specifications are easily understood as to 
the importance (ranked), relative stability, and/or version. 

• Accomplished by adding appropriate suffix 

• Should be done on all or none of the requirements, not 
partially completed 

SATC NASA 

·~ Soflw.are Astluronca 
Technology Center Sample Annotations 

Importance - For budgeting or inclusion 
...----------, 

Man~atocy (M) Essential (E) -

Desirable (D) Conditional {C) 

Optional (0) Optional (0) 

Stability - Where to build in flexibility - Probability to change 

High (H) 

Medium (M) 

Low (L) 

Version - In database, column for each version, X in column if 
. . 
m version 

SATCNASA 
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$Qftwnre Assurance 
Technology Center 

Priority Ranking 
By Order Of Appearance 

3.1.4 The XYZ system shall generate reports showing detailed 
and summary information about the maintenance schedule 
for: 

a. Routine maintenance schedules 

b. Non-routine maintenance schedules 

c. Upgrade maintenance schedule 

Implication may be incorrect, add: 

3.1. 4.1 Implementation, and operational priority for the 
schedule reports is in order stated above. 

SATC NASA Slide. 81 

-~ Soflwa:re Assurance 
Technology Center 

14 - Appropriate Abstraction Level 

"ABSTRACTION LEVEL" is dependent on the function of 
the SRS. 

It should be specific enough that any system built that satisfies 
the requirements satisfies all user needs, and abstract 
enough that all systems that satisfy all user needs also 
satisfy all requirements 
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-~ Softwilre Anuranca 
Technology Center- Levels of Abstraction 

1 System shall provide communications. 

1.1 System shall provide voice communication. 

1.1.1 Telephone system shall provide voice communication 

1.1.1.1 Telephone system shall provide local calls, long distance 
calls, call forward .. . 

1.1.1.1.1 Telephone shall provide local calls where user hears 
dial tone within 3 seconds of lifting receiver ... 

SATCNASA 

.SATC 
Exercise Software Anuranea 

Technology Cenle• 

1 2 3 4 

2. Consistent 

Slide. 83 

3. Correct Look at your neighbor's requirements 

4. Modifiable 
•satisfy the attribute, put ,/ 
•do not satisfy the attribute, put -

5. Concise •boc3;rder line, put -

6. Testable 

7. Traceable 

8. Unambiguous 

9. Understandable 

10. Validatable 

11. Verifiable 
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-~ Software Assurance 
Technology Center 

SATCNASA 

•~ Software Assurance 
Technology Center 

Requirement vs. Design 
Implementation 

Needs vs. Implementation 

Dangers: 

Forcing a design when not intended 

Believing all requirements are covered when not 

Needs vs. Implementation 

· Requirement: "The contractor shall provide a database for 
requirement management. " 

What was meant: 

Provide the capability for tracing between requirements. 

Provide the ability to add requirement attributes. 

Provide the ability to sort requirements. 

Problem - May need a requirement management tool, not a 
database as specified. 

SATCNASA 
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•~ Software Assuranea 
Technotogy Center 

Requirement vs. Design 
Implementation 

Solution -

State what is needed not how it is to provided. 

Ask WHY the requirement is needed. 
If this does not lead to "real" requirement, then 

probably appropriate as stated. 

SATCNASA 

·~ Software Anurance 
Technology Cente,- Exercise - Independence 

Again look at your neighbor's requirements. 

Are they a NEED or IMPLEMENTATION 

(use WHY to help determine) 

SATC NASA 
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-~ Software Assurance 
Technology Center 

ambiguous 

SATC NASA 

•~ Software Assurance 
Technology Center 

SATC NASA 

A Perfect SRS is Impossible! 

·nconsistent 

! not 

~ understandable 

redundant 

Requirement Specification 
Statements 

incomplete 
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-~ Software Assurance 
Technology Cente,- Requirement Characteristics 

1 - Type - Identifies the source an contractual applicability 

2 - Application - Identifies the object of a requirements 

3 - Categorization - Identifies purpose of requirement 

4 - Compliance Level - Identifies the depth of compliance 
mandated for a requirement 

5 - Priority - Identifies the relative importance of a 
requirement in terms of implementation or sequence of 
testing 

SATC NASA 

-~ Software Assurance 
Technology Cerrter 1- Type 

Primary - Usually a requirement levied on a contractor / 
producer under force of contract 

"The payload shall be transported into orbit in the payload 
b " ay. 

Derived - Requirements that are generated apart from the 
primary requirements; if not primary then is derived. 

"The payload shall have a diameter of less than 14 feet. " 

SATCNASA 
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Soft.ware Anuranc11 
Tachnoiogy Center 2 - Application 

Product parameter - Requirement that applies to the 
product or service to be developed 

"The external surfaces of all equipment shall be white. " 

•Qualitative - Contains no measurable requirement 

"The mixer shall produce a mixture of homogeneous 
appearance. 

•Quantitative - Measurable requirement 

SATCNASA 

"The mixer shall produce a mixture of x granularity in 
five minutes. " 

-~ 2 - Application (cont.) Saftwttns Assurance 
Tachnotogy center 

Program parameter - Requirement that applies to the activities 
associated with enabling the creation of a product or service. 

"The contractor shall develop a concept of operations. " 

•Task - Identifies an analysis or other effort to be performed 

"Prepare a systems management plan. " 

•Compliance evaluation - Identifies the methodology for 
measuring compliance 

"NASA DID P200 shall be used for requirement 
specification. " 

• Regulatory - Identifies administrative elements 

SATCNASA 

"Deliverable data shall be furnished with unlimited rights to 
the government." 
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Software An:uranca 
Technology Center 

Input 

Output 

Reliability 

Availability 

Maintainability 

Performance 

Environmental 

Ergonomic 

Safety 

Standards 

SATCNASA 

3 - Categorization 

receive EDI data 

export a particular format 

mean time to failure 

expected hours of operation 

ease with which components can be replaced 

response time 

dust levels that must be maintained 

colors to minimize eye strain 

limits for radiation 

conform to ASME codes 
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•~ Software An:uranca 
Techr,ology Center 3 - Categorization (cont.) 

Security 

Facility 

Transportability 

Training 

Documentation 

External interfaces 

Testing 

Quality provisions 

Conversion 

Growth 

Installation 

SATC NASA 

authorization of users 

temperature requirements 

weight limits 

number and length of tutorials 

on-line help 

industry standard communication 

remote diagnostics 

calibration intervals 

accept data from older system versions 

will support an additional number of users 

ability to put new system into use 
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-~ Softwnre Assurance 
TPehnology Center 4 - Compliance Level 

Mandatory - Typically contains "shall " - mandates 
conformance 

Guidance - Typically a "will " statement - accomplishment is 
desired/preferred 

Information - Supporting or giving insight into a measurable 
requirement; non-binding 

SATCNASA 

-~ 5 - Priority Software Anurance 
Technotogy Center 

SATCNASA 

Values of priority will be dependent on program and 
company needs 

High I Medium I Low 

Catastrophic I Critical I Marginal I Negligible 
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Software Assurance 
Tochnology Center 

Formulating Requirements 
Specification Statements 

SATCNASA 

•~ Software Assurance 
Technology Center 

SATCNASA 

1. Sentence specification 

2. Perspective And Selection of Imperatives 

3. Words and Phrases To A void 

4. Use Of Examples And References 

5. Use Of Tables And Charts 

Specification Statement 
Objects 

Object - any real-world entity, important to the 
discussion of the requirements, with a crisply 
defined boundary 

the system shall display the current location of a ship 

Attributes - location of the ship 
Functions - ship moves 
States - ship may be in port 
Other objects - may transport passengers, a galley 

is a part of the ship 
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•~ Software Assurance 
Technology Center 

Specification Statement 
Functions 

Relationships with functions: 

Object performing function - the ship moves 

Attributes of a function - the ship moves at a constant rate of 
speed 

States in which a function works - the ship does not launch 
when in stationary mode 

SATC NASA 

Software Anurancn 
Technology Center 

Perspective And Selection of 
Imperatives 

Imperatives are those words and phrases that command that 
something must be provided. 

Slide. 101 

Shall is usually used to dictate the provision of a functional capability. 

Must/must not is used to establish performance requirements or 

constraints. 

SATC NASA 

Are applicable is used to include, by reference, standards or other 

documentation as an addition to the requirements being specified. 

Responsible for is used in requirements documents that are written for 
systems whose architectures are predefined. 

Will is used to cite things that the operational or development 

environment are to provide to the capability being specified. 

Is required to passive voice, Should is advisory. Neither should be 

used in requirement specification statements. 
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Software Assurance 
TechnolOgy Center 

Words And Phrases To Avoid 

1. Weak Phrases 

2. Options 

3. Generalities 

SATC NASA 

-~ Weak Phrases 
Software Assurance 
Technology Center 

Weak Phrases are clauses that are apt to cause uncertainty 
and leave room for multiple interpretations. 

SATC NASA 

Phrases such as "adequate ", "as appropriate" and 
"timely" indicate that what is required is either defined 
elsewhere or, worse, that the requirement is open to 
subjective interpretation. 

Phrases such as "but not limited to ", "as a minimum ", and 
"TBD" provide a basis for expanding a requirement or 
adding future requirements. 
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•~ Saftwnre Anurancc 
Techno~y Center 

SATC NASA 

•~ Software Anuranca 
Technology Center 

Options 

Options are words such as "may" and "optionally", 
that give the developer latitude in satisfying the 
specification statements that contain them. 

! Options loosen the specification, 

! Reduces the acquirer ' s control over the final product, 
and 

! Establishes a basis for possible cost and schedule risks. 

Generalities 

Generalities provide gross quantitative or qualitative descriptors 
that indicate direction of intent but no useful information. 

"About" 

"Almost" 

"Bad" 

"Close " 

"Good" 

"Many " 

"Most " 
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"Timely " 
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·~ Selection Of Words And 
Phrases Software Assurance 

Tochnok>gy Center 

SATC NASA 

Use the most simple word appropriate to the intent. 

Hide "is to put out of sight" 

Obscure "is lacking light or dim" 

Circumference "is the line bounding a circular area" 

Perimeter "is a line bounding an area of any shape" 

Periphery "is the boundary of a solid object" 

•~ Exercise Software Assurance 
Technology Center 

Look at your neighbors requirements one last time. 

Identify and count the following: 

Imperatives 

Weak phrase 

Options 

Generalities 

Incompletes 

What is the percentage of potential problems to the nwnber of 
imperatives? 

SATC NASA 
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-~ Software Anuranca 
Using Examples 

Technology Center 

• Immediately follow what is to be illustrated with the 
example. 

Attention spans are short and shrinking! 

• Repeat an example if it is not located on the same page as 
its second or later use. 
It 's better to be repetitive than to divert the reader 's 

attention! · 

• Ensure that the example is not mistaken for part of the 
specification through the use of italics, quotes, or being 
explicit. 
For example: "This is an example. " 

SATCNASA 

-~ References Software Anur3nca 
TeGhnok>gy Center 

• Identify all external documents in the SRS section 
designated for that purpose. For DI-IPSC-81433 and NASA 
DID-P200, this is Section 2. 

• Identify each reference cited with a unique number or 
identifier, such as "2.14." 

• Cite references by short or common title, full title, version 
or release designator, date, publisher or source, and 
document number or other unique document identifier. For 
example: 
"2. 14 NASA Software Management, Assurance, and Engineering 

Policy, NMI 2410.10, March 26, 1991." 

• Use the unique citation identifier when referencing 
information in that document. For example: " ... as defined 
by Section 3.1 ofreference document 2.14, NMI 2410.10." 

SATCNASA 
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•~ Tables And Charts 
Software Assurance 
Technology Center 

• Title and identify each table and chart with a unique identifier. 

• List each table and chart in the SRS 's table of contents by 
title, unique identifier, and page number. 

Help the reader find it! 

• Identify the purpose of the table or chart in the text 
immediately preceding it. 

No surprises! 

• Explain each aspect or element of the table or chart ( columns, 
rows, symbols, blanks, etc.) from right to left then top to 
bottom. 

No puzzles! 

SATCNASA 

•~ Software An:urance 
Explain The Chart 

Technology Center 

Slide. 111 

3.4.5 Each software module shall be assigned to one of the 
criticality categories identified by the first column of Table 3-2. 
The second column identifies the criticality criteria for each 
category. The third column establishes the level of failure 
tolerance that shall be provided by each module assigned to 
each category. Column four establishes the minimum 
redundancy level requirement for each module assigned to each 
category. 

SATCNASA 

LI A 
CATEGORY CRITICALITY TOLERANCE REDUNDANCY 

oncnt1ca 
functions 

minimum 

minimum 

1 minimum 

Table 3-2. Functional Redundancy Levels 
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SATCNASA 

Class Discussion 

In the A TM example, where would an example, table or 
chart be useful? 

-~ SRS Summary Soflwat11 Anurance 
Technology Cenier 

The SRS is an item of software. Ensure that: 

SATCNASA 

• Projects requirements for SRS document are defined. 

• SRS structure is tailored to satisfy its requirements. 

• The document and individual specifications exhibit all 
desirable documentation quality characteristics. 

• All topics are addressed in the SRS. 

• Individual specifications: 
Are logically structured and simply stated. 

Stated with the imperative, words and phrases that are 
appropriate to the intended meaning. 
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Software Assurance 
Technology Center 

SATCNASA 

-~ Soft.ware Anuranca 
Technology Center 

Requlreme~t ·M~nageme.nt"' . 
~ . 

Requirement Management 
Process 

• The process is goal directed and aimed at the production of a 
set of requirements 

• The system boundaries are defined 

• All requirements are solicited, fairly evaluated, and 
documented 

• Requirements are specified as capabilities and that qualifying 
conditions and bounding constraints are identified distinctly 
from capabilities 

• Requirements are validated, or purged if invalid, from the 
requirement set 

• Consideration is given to consistency when many authors 

• The developing set is understood, at the appropriate level of 
detail, by all individuals 

SATCNASA 
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•~ Software An:urance 
Technology Center Development Process 

Customer 

-------- - Mfy ~ ...,....__R~e~gu_i_re_m_e~n~t __ . , ~ --~l~~~l!,~d~ 
Environment- Requirements ; Collect·1on · / -,., quirements 

Technical/ ....____ _ ~ -- • r· 
( 

Organize ) I Requirement I 
_Requirements +-------<j Repository 

SATC NASA 

Software Anuram::e 
Techno&ogy Center 

I 
( 

Present ) 
Requirements 

--- ~ Customer 

Technical community 

Requirements Prototyping 

Technique for constructing a partial implementation of a 
system so that customers, users, ore developers can learn 
more about a problem or a solution to that problem 

Throwaway - software is constructed in order to learn more 
about the problem or its solution and is discarded after the 
desired knowledge is gained. 

Evolutionary - prototype is constructed in order to learn more 
about the problem or its solution; once prototype is used 
and requisite knowledge gained, prototype adapted to 
satisfy now better understood needs, then used again, more 
is learned, re-adapted 

SATCNASA 
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Software Assurance 
Tecbnek)gy Center 

SATC NASA 

-~ Software Anurance 
Technology Ceme• 

SATC NASA 

time 

Software Meeting User Needs 

actual system 
capabilities 

to= development commences 

t1 = sw rel1, falls short of expectations 
undergo enhancements 

t2 = sw rel2+, extensively modified 
no more changes possible - static 

t3 = new release 
fails to meet customer's needs 

overtime 
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Throwaway Prototype 
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-~ Software Anura.nca 
Technology Center 

SATC NASA 

-~ Software Anurance 
Technology Center 

,q 
ro 
C 
0 

~ 
C 
,2 

Evolutionary Prototype 

evolutionary 
prototype approach 

Taxonomy of Applications 

Partition the world of software applications into classes 
exhibiting common properties 

Use to evaluate / apply tools appropriate to problem 

5 orthogonal axes: 

• Difficulty of problem 

• Relationship in time between data and processing 

• Number of simultaneous tasks to be performed 

• Relative difficult of data, control and algorithmic aspects of 
problem 

• Deterministic versus nondeterministic 

SATCNASA 
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-~ Software Assurance 
TochnolOgy Center Difficulty of Problem 

Hard (HA) - never before solved, brand new with inapplicable 
solutions 

Not Hard (NH) - old problems with previous solutions 

HA 

Landing a person on Pluto 

Move people from NY to Tokyo 

in 30 min 
Complete automated program 

writing 

SATC NASA 

NH 

New hotel phone system 

Translate FORTRAN to C 

Patient monitoring 

-~-
Software Assurance 
Tedmok>gy Center 

Data Availability and 
Processing 

Static (ST) - all data available before program starts 

Dynamic (DY) - input data arrives during processing 

ST 
Payroll 

Translate FORTRAN to C 

SATC NASA 

DY 

Editing 

Patient monitoring 

Nuclear reactor control 
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Software Assurance 
Tochnology Center Simultaneous Tasks 

Sequential (SE) - solution is expected to perform only one 
thing at a time 

Parallel (PA) - software is expected to perform multiple tasks 
simultaneously (from user' s perspective) 

SE 

Payroll 

Editing 

Compiling 

$ATC NASA 

PA 

Telephone switching 

Graphics display 

Patient monitoring 

•~ Software Anuranca 
Tochnology C.nter Difficulty of External Behavior 

External behavior most difficult to specify 

Data (DA) - definition, description, organization and format of 
data 

Control (CO) - definition and description of how environment is 
going to control the system or system control environment 

Algorithm (AL) - specification of transformation function that 
describes the interrelationships and interplay between inputs 
and outputs 

Nuclear reactor control 

Editing 

Patient monitoring 

SATCNASA 

DA CO 

DA AL 

co 
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Soflwar'11 An:uranca 
Technology Center Output Predictability 

Deterministic (DE) - system provides same answer all the 
time, given the same inputs 

Nondeterministic (ND) - less predictable; system makes 
decisions based on conjoined meaning of data from a 
variety of sources; may be more than one correct answer 

DE ND 

Payroll 

Patient monitoring 

Editing 

Chess playing 

Disease diagnostics 

SATC NASA 

Taxonomy Application 
1 - Patient monitoring 

NH DY PA CO DE 

2 - Automating a helicopter landing 

NH DY SE CO AL ND 

3 - Transporting people from NY to Tokyo in 30 minutes 

HA DY SE CO DE 

4 - Robotic lawn mower for any lawn 

HA/NH ST/DY SE/PA DA/CO/AL DE/ND 

?? ?? ?? ?? ?? 
SATC NASA 
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•~ Software Assurance 
TochnoSogy Center- Important Concepts 

* Use a requirement management tool or database as a 
repository to store requirements 

* Design the structure of the repository carefully to fit the 
data not the management structure 

* Consider the metrics to be collected in the design of the 
repository 

* Start the metrics program with the initial requirement 
specification 

SATCNASA 

•~ Software Assurance 
Techno&ogyCenter 

Requirement----------' 
Repository 

SATC NASA 

Slide. 129 

Slide. 130 



•~ Requirement Repository Software Anurance 
Teehnotogy Cente,-

• Chosen prior to start of project 

• Purpose - how requirements will be prepared, tracked, traced, 
measured and tested 

• Choice - what capabilities are needed; flexibility, etc. 

Word Spreadsheet Relational Requirement 

Word Excel Access RTM 

Word Perfect Lotus Dbase DOORS 

Quattro Pro Oracle 

Sybase 
SATCNASA 

-~ Requirement 
Allocation & Traceability Soft.ware Anuranee 

TechnolOgy Center-

SATCNASA 

Specification Design 

la=15x 
/ _7~ 15y----l/ !Sz 

Release 1 Release 2 

la +---------1 a, 1 b (added functionality) 

(Regression testing) 

Testing - System 

Test 23 

Testing- Acceptance 

Test 114 

Slide. 131 

Slide. 132 



-~ Software Aasuranca 
T ochnology Center 

Test A 

TestB 

SATCNASA 

-~ Soft.wnre Aauranca 
Technology Center 

SATC NASA 

Test Coverage 

Requirement 1--- Tested by I Test 

Requirement 2 Tested by > I Test 

Requirement 3 

Requirement 4 

Requirement 5 

0 Requirement6-+---- Untested- PROBLEM 

Sample Linkage 

Requirement Simplification 

unwanted traffic. 

he box shall 
provide protection 
to its contents. 
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·~ Software Assurance 
TeCMOk,gy Center 

Expansion 

SATCNASA 

-~ Soft.ware Assurance 
Technology Center 

Requirement 
Expansion & Decomposition 

ReqY 

Requirement Repository
Proiect Reauirements 
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Word Spreadsheet Relational Requirement 
;:- n .. t..h ..... Tool 

Document config. mgt X X X 

Document preparation X X 

Function decomposition X X 

Metrics X X 

Report preparation X X 

Requirement allocation X X X 

Requirement config. mgt X X X 

Requirement expansion X X 

Requirement importation X 

Requirement simplification X 

Requirement storage X X X X 

Requirement traceability X X 

Test coverage/adequacy X X 
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Soft.ware Assurance 
Technology Center 

Requirement Repository
Database Capabilities 

Word 

Processor 
Spreadsheet Relational 

Database 
Requirement 

Tool 
Ad Hoc querying 

Classification by attribute 

Classification by linkage 

Decomposition Inheritance 

Historical comparisons 

SATCNASA 

X 

X 

X 

X 
X 

X 

X 

X 

•~ Softw.are: Assurance 
Technology Center 

Requirement Repository
Metric Capabilities 
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Word Spreadsheet Relational Requirement 

Processor Database Tool 
Document size X 
Dynamic changes over time X 
Release size X X X X 

Requirement expansion profile X X 
Requirement types X X X X 
Requirement verification X X 
Requirement volatility X X X X 
Test coverage X X 
Test span X X 

Test types X X X X 
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-~ Software Assurance 
Technology Center 

SATC NASA 

-~ Software An:uranc11 
TechnOlogy Center 

Class Design <=> Link 
Design 

A requirement in Class Level 3 with appropriate decomposition 

Level 
2 

AT 

Level 
3 

Minimal Linkage 

IT 

Class Design <=> Link Design 
Project X 

A requirement in Class Level 3 with pseudo-decomposition 

Lcve12 
Requirement 

Level 3 
Requirement 

Level 3: 1,500 requirements 
with 6-30 subdivisions 

Level 4: 6,000 requirements 

=> 19,000 links between 
Level 3 and Level 4 

SATCNASA 

Complex Linkage 
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•~ Soft.ware A nurance 
T eehnotogy Center-

Requirements Repository 
Summary 

Requirement repository tool needs to be chosen with care 
based on project requirements 

Need effective dialogue between requirement engineers and 
database engineers 

Tools with more capabilities require more resources 

Resources needed include training and learning curve, design 
and set up, and maintenance 

SATCNASA 

arSATC 
Requirement Components Soft.wnre An:ur.ancc 

Technok>gy Center 

I 
I 

Quality, Traceability 
& Linkage 

-
Metrics -

-

SATC NASA 
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Software Anuranc11 
T e:chnology Center 

Requirement Quality 
Attributes 

• Ambiguity - Requirements with potential multiple 
meanings. 

• Completeness - Items left to be specified 

• Traceability - The traceability of the requirements 
upward to higher level documents and downward to 
code and tests. 

• Understandability - the readability of the document. 

• Requirement Volatility- The rate and time within the 
life cycle changes are made to the requirements. 

SATC NASA Slide. 143 

•~ Software Asauranca 
Requirement Metrics 

TGCMOlogy Center 

• Ambiguity= Weak Phrases (adequate, as appropriate, as 
applicable, but not limited_ to, normal, if practical, timely, as 
a minimum)+ Options (can, may, optionally) 

• Completeness = TBD + TBA + TBS + TBR 

• Understandability= Numbering Scheme 

• Traceability= Number ofltems traced to tests, between 
builds, between levels of detail 

• Volatility = Number of Changes / Number of Requirements 

Number of Requirements:= Imperatives (shall, must, will, 
required, responsible for, should, are to, are applicable) + 
Continuances (below:, as follows:, following: , listed:, in 
particular, support:, : ) 
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Software Assurance 
Tctchnology Center 

SATC NASA 

•~ Software Anuranca 
Tochnotogy Center 

SATCNASA 

Requirement 
Specification 

Metric Sources 

Requirement 
Metrics 

Automated Requirement 
Measurement Tool (ARM) 

Requirement 
Specification 

Available free : http://satc.gsfc.nasa.gov 
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Saft.wnn1 Assurance 
Technology Cente,-

"'', 

SATC NASA 

-~ Software Anurance 
Technology Center" 

Basic Underlying 
Documentation Problems 

• Structural 

• Organization 

• Relationships 

• Detail 

• Language 

• Ambiguity 

• Inaccuracy 

• Inconsistency 

• Careless Prose 

Automated Requirement 
Measurement Tool A 

Objective - Provide measures that can be used to evaluate the 
quality of a requirements specification document.· 

• Full text scan 

• Counts: By finding: 
+ Lines of text 0 Sentences & Section titles 

Slide. 147 

+ Specification statements 

+ Unique specification subjects 

+ Quality Indicators 

0 Sentences with imperatives 

0 Words preceding imperatives 

0 Special words & phrases 

+ Levels of document structure O Section identifiers 

+ Specifications at each level O Identifiers & imperatives 

• Produces summary & detail reports 

q Compare Hand counts to automated counts 

• Not "Did we write the right requirement?" But "Did we write the requirements right?" 
SATCNASA Slide. UB 



Software Assurance 
T echook>gy Center 

ARM* Analysis of Project X 

1-z 
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•~ Software Aniuranccr 
Technology Center Project X Evaluation 

8 

7 

6 

Line a of Text 

Document Attributes by Standard Deviation 

~rative Continuances Weak A"lraaea Options 

Attribute s 

Document Normalized Attribute Comparison 

0 . 5 0 
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~ 
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Software Assurance 
Technok>gy Center 

SATC NASA 

Derived 

Derived 

Structure Level 
at Which Im erative Occurs 

Detailed 

Expected 

Detailed 

Actual 
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•~ Software Aasuranc:e 
Project Z - 2 Specification Levels 

Technology Center 
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-~ Softwnre Anurance 
Tochno~ Center 

Sample Output - Project A 

ARM INCOMPLETE REPORT FOR FILE . txt 

TBD # 1: In Line No . 86 , ParNo. a., @ Depth 1 

a . CERES : 2 in building 1250, LaRC; 2 in building TBD, 
LaRC; 1 at SAIC; 1 at building 1300; 1 each at 2 other 
buildings TBD, LaRC 

TBD # 2: In Line No . 86, ParNo. a., @ Depth 1 

a . CERES: 2 in building 1250, LaRC ; 2 in building TBD, 
LaRC ; 1 at SAIC ; 1 at building 1300 ; 1 each at 2 other 
buildings TBD, LaRC 

ARM WEAK PHRASE REPORT FOR FILE ProjectA.txt 

prov ide for# 1: In Line No . 65 , ParNo . d., @ Depth 1 

F- FOS-00490 The ProjectA shall PROVIDE FOR security 
safeguards to cover unscheduled system shutdown (aborts ) 
and subsequent restarts, as well as for scheduled system 
shutdown and ope rational startup. 

SATCNASA 

-~ Softwara Anurancc 
Technology Center Requirement Metrics 
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Problems 

SATCNASA 

Positive 
Feedback 
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•~ Soft.ware Assurance 
Technology Center- Requirement Volatility 

Expected: 

High number of initial changes 

Stabilization and requirements and/or design phase ends 

SATCNASA 
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Requirement Volatility 
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Total Number of New Requirements 
Modifications to Requirements 

/ 
/ 

/ 
/ 

2094 

---,r 

30 .. 40 .. 1095 

Calendar Quarter 

2095 30 

CDR 
Looks Good/ 

(Stable) 

95 

350+--------< 

300 

~ 250 

~ 200 a 
150 

100 

50 

1094 2094 3094 4Q94 1095 2095 3095 

Calendar Quarter 

CDR 
Excessive Changes/ 

NOT Stable 

Combination of BOTH views indicate risk area - requirements are NOT YET stable 
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-~ Softw.ar-e Anuranca 
Technology Center 

8000 

7000 

6000 
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a:: 4000 
0 z 3000 
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1000 

0 

SATCNASA 

•~ Softwarw Anuranca 
Technology Center 

3000 .. 

2900 .. 

2800 . 

~ 2599 e 2700 -··-

e 
1 2600 .. 
~ 
'o 2500 .... 

! § 2«)0 ... 

z 

2200 

2100 

2000 

"°"°' ,. 
POR 

SATCNASA 

"°"°' 2 
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READ THIS FIRST! 

1. OBJECTIVES. This is an overview of the testing field. Its purpose is to provide you with the technical 
and conceptual vocabulary of testing. Testing has emerged as a field within software engineering and has 
accumulated a large technical and conceptual vocabulary. It has progressed, in the past 25 years, from an 
intuitive endeavor to a science--from individualistic heuristics to a set of well-understood practices, rooted 
in theory and confirmed by use and experiments. The purpose of this seminar is: 

1. To expose you to those concepts and the technical terminology so that you can begin learning 
the field 

2. To give you a perspective from which you can judge for yourself which parts of this field are 
likeliest to be useful to you--in the short and long term. 

3. To understand enough of the concepts and terminology so that you can get the most out of the 
papers presented. 

It is not the purpose of this seminar to teach you the material in depth. The content we cover here 
comprises an overview of an introductory testing course as well as an advanced testing course whose 
combined duration would be about 10 days of workshops and seminars. The material is based on my two 
books: Software Testing Techniques--Second Edition, and Software System Testing and Quality 
Assurance--published by Van Nostrand Reinhold. 

2. TERMINOLOGY AND DEFINITIONS. The terminology and definitions used are the mainstream 
terms of testing and are consistent with the IEEE standard glossary for software engineering (new release 
that includes testing terminology). Much of the first hour is spent on the testing vocabulary. A complete 
set of definitions is in the glossary of Software Testing Techniques (Second Edition). 

3. QUESTIONS AND DISCUSSION. There's a 1/2 hour discussion buffer built-in to each session 
(morning/afternoon). The discussion time is distributed ( e.g., used) throughout the session. Don't be timid 
about asking so called "dumb" questions--they're the most important kind you can ask. If you don't 
understand, or ifl misspoke, then others are in the same boat, and I'd rather clear up a problem as it occurs. 

4. NOTES VERSUS LECTURE. Although I generally follow the notes, don't expect me to lecture 
precisely in that order. The notes are provided for your convenience and subsequent review--they are not 
a script for the seminar. All the material in the notes will usually be covered but the exact sequence may 
vary depending on questions. 

5. TRANSPARENCY NUMBERING. Every transparency is numbered and dated. The order of the 
transparencies in your notes are not necessarily sequential because they are taken from the very much larger 
set of transparencies that I use in my 3-5 day seminars on testing, advanced testing, integration testing, 
system testing, and software quality assurance. If there is any question about the order, please refer to the 
detailed index that follows. The order of the transparencies in the index is the correct order. 

6. ERRORS AND TYPOS. Please bring errors, typographical or technical to my attention during the 
breaks or after the end. Mark them on your note set and show them to me so that I can schedule a 
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correction--unless, of course, the error is such that the transparency doesn't make sense or might be 
misleading: then tell me immediately. I thank you for all such errors brought to my attention. You are my 
test group and primary QA. 

7. VIDEOTAPING AND/OR VOICE RECORDING is forbidden. The sole exception to this rule is 
made for blind students: audio taping is permitted by such students for their sole personal use. Such 
recordings may not be reproduced. 

8. COPYRIGHT NOTICE. This lecture note set is the sole property of Boris Beizer and is a copyrighted 
document. Your copy has been provided under copyright law. Please note the copyright notification on 
each module and also on each transparency. Copying these lecture notes without the author's permission 
is a violation of U.S. and International laws. Use of these lecture notes to present a course or seminar by 
other than the author is also a copyright violation. 
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DEMONSTRAl'ED TO BE THE MOST PRODUC'TTVE ANO ON WHICH 

AUTOMATED TESTING TOOLS ARE BASED. 

• PARTS OF TESTING: Discuss THE THREE MAIN PARTS OF 

TESTtNG-UNT/COMPONENT, NTEGRATION, S YSTBI TESTING-AND 'THE 

TEST TECHNIQUES APPROPRIATE TO EACH. 

TOOLS, ALGORmtMS, Al/TOMA TION. • TECHNOLOGY: 

0540 04/08/97 ©~ .... 
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THE DIMENSIONS OF TESTING 

• FUNDAMENTAL TECHNIQUES-coNTROL FLOW, DATA FLOW, DOMAIN 

• AUXILIARY TECHNIQUES-rRANSACTION FLOW, SYNTAX, STATE 

• APPLICATION SCOPE--vN1TlcOMPONENT, INTEGRATION, SYSTEM 

• SPECIALIZED TESTING CONCERNS-RECOVERY, SECURITY, 

CONFIGURATION, PERFORMANCE 

• DEVELOPMENT PHASE-FROM DESIGN TO MAINTENANCE 

• ORIENTATION-EHAVIORAL VERSUS STRUCTURAL 

l 181 08/2 7192 
©[[] 

FUNDAMENTAL TECHNIQUES 
• CONTROL-FLOW TESTING- BASED ON THE CONTROL 

FLOWGRAPH-A SIMPLER A.ND MORE MATURE VERSION OF THE FLOWCHART 

I.EADS TO STATEMENT AND BRANCH COVER M FUNDAMENTAL STRATEGIES. 

• DATA-FLOW BASED ON DATA FLOWS1 EmiER IN UNIT 

~IN~D BY DATA·FLOW DESIGN DIAGRAMS. 

BASIC TO 00 TESTING. 

• DOMAIN TESTING- TIES NUMERICAL PARAMETERS TD 

REQUIREMENTS, TESTS CONSISTENCY AND COMPLETENESS OF SPECIFlCATIONS. 

THESE TECHNIQUES ARE RELATED TO ONE ANOTHER BY A Ca-4ESl'VE 

THEORY AL.J. HA.VE DEEP ~TABIUTY DESIGN IMPLICATIONS. 

1183 I 998/08/08 

AUXILIARY TECHNIQUES 

• TRANSACTION FLOW TESTING - IS TO SYSTEM TESTING 

WHAT CONTROt..-A..OW TESTING IS TO UNrTlcoMPONENT TESTING. 

• SYNTAX TESTING - A TECHNIQUE ESPECIAU.Y SUITED TO TESTING 

USER ANO OPERATOR INTERFACES-BEATS KEY""POUNOING EVERY TIME. 

• FINITE-STATE MACHINE TESTING - A TECHNIQUE 

ESPECIALLY SUITED TO TESTING MENU-ORrvEN INTERFACES. 8ASIC TO QQ 

TESTING. 

THESE TECHNIQUES CREATI; A DETAILED AGENDA FOR TESTING AT ALL 

LEVELS AND HA.VE A DIRECT BEARING ON TESTABILITY DESIGN 

II 84 I 998/08/08 
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APPLICATION SCOPE 
• UNIT/COMPONENT TESTING-ev PROG,.....MERS, FUNDAMENTAL 

TECHNIQUES, TEST TOOLS, SOLID THEORETICAL FRAMEWORK. 

• INTEGRATION TESTING-ooMAJN TESTING, DATA-FLOW TESTING, CALL 
TREE COVER. PROBES THE INCONSISTENCIES AT COMPONENT INTERFACES. 

INTEGRATION STRATEGIES ANO GUIDANCE. 

• SYSTEM TESTING-TRANSACTION FLOW, SYNTAX TESTING, STATE 
TESTING, STRESS TESTING. 

• MAINTENANCE-cuRRENT AREA OF INTENSIVE R&D. PROTOTYPE 
TOOLS ANO EARLY, USEFUL, THEORY RESULTS. 

• DE-BUGGING-SucERS, D1cERs, AND DATA FLow SCANNERS 

1185 04/0819 7 ©[[] 

TECHNIQUES ARE TOOL-INTENSIVE 

• ALL BUT THE SIMPLEST TECHNIQUES NEED TOOL SUPPORT 

e "MANUAL TESTING" IS SELF-CONTRADICTORY 

• TESTING IS NOT KEY-POUNDING 

• THArs THE WAY ITWAS FOR HARDWARE TESTING. 

SHOULD WE EXPECT DIFFERENTLY FOR SOFiWARE? 

IMPLICATION - CArJTAL INVESTMENT, LONQ•TERM ,,,AYOH, TOOL AND TECtNQUES 

JJ87 08129/92 ©[[] 

.. 

THE FOUR PHASES OF TEST 
AWARENESS 

e PHASE O THINKING: NO DIFFERENCE BETWEEN T1'STING AND 
DEBUGGING 

• PHASE 1 THINKING: TO PROVE THAT THE SOFTWARE WORKS 

• 
• 

PHASE 2 THINKING: TO PROVE THAT THE SOFTWARE DOESN
1
T WORK 

PHASE 3 THINKING: PROVE NOTHING, BUT REDUCE TWE ACTUAL AND 

PERCElVED RISK OF USING Tl-IE SOFTWARE TO AN ACCEPTABLE LEVEL 

• PHASE 4 THINKING: TESTING IS A STATE DF MIND AND PROCESS BY 

WHICH CODE IS OEs:IGNED SO AS TO REQUIRE UTTL£ OR NO TESTING 

1220 09/ 12192 @[[] 
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WE MUST CHANGE OUR 
OBJECTIVES FROM: 

• ABSOLUTE PROOFS TO PROBABILITIES 

• DEDUCTIONS TO SEDUCTIONS 

• FORMALISM TO A WARM TUMMY FEELING 

• PROVING THAT THERE ARE NO BUGS TO 

DEMONSTRATING THAT THERE ARE 

1160 00/19f.12 

A RISK-DRIVEN PROCESS 

THE PURPOSE qF TESTING IS TO GIVE MANAGEMENT 

THE INFORMATION IT NEEDS TO RATIONALLY EVALUATE 
RELEASE RISK 

e THERE WILL NEVER BE ENOUGH TIME AND .. .. 
RESOURCES TO DO IT RIGHT 

e QUALITY IS ONLY ONE (VERY IMPORTANT) 

SUPPORTING ELEMENT IN PROFITABILITY AND 

MARKET SHARE 

e We MUST FIND AND FIX BUGS BECAUSE THEY ARE 

EXPENSIVE AND EMBARASSING 

e TESTING IS ALL ABOUT DOING IT IN THE MOST 

EFFECTIVE WAY 

1161.1 04/07~7 

CLEAN VERSUS DIRTY TESTS 

• CLEAN TESTS: TESTS AIMED AT SHOWING THAT THE 
COMPONENT SATISFIES REQUIREMENTS. Ai.so CALLED 
"POSITIVE TESTS" . 

• DIRTY TESTS: TESTS AIMED AT BREAKING THE 
soFlWARE. Ai.so CALLED "NEGATIVE TEsTs". 

• IMMATURE PROCESS: CLEAN:DIRTY = 5:1 

• MATURE PROCESS: cLEAN:D1RTY = 1 :5 

OBTAINED BY INCREASING THE NUMBER OF DIRTY TESTS 

1211 08121/92 

PAGE 1-4 



THE PESTICI~ 
• PESTl~U. OFF 98% OF THIS YEAR'S WEAK 

BUGS LEAVING A RESIDUE OF .Jl'!it!G BUGS 
FORNEXTYEAR -".}"-\ -

• EFFECTIVE TESllNG MEANS lHAT TI-IE REMAINING 
BUGS ARE EVER MORE SUBTLE, EVER MORE 
DEVIOUS, EVER MORE INDIRECT 

• GROMNGSOFTWAREAND ~MEANS 
EVERMORE BUGS ~ 

~fusion: testing must get e-oer 
Better 

1235 01/17;93 

LIMIT A TIO NS OF TESTING 

• TESTING BLINDNESS 
• EVERY TECHNIQUE IS BLIND TO SOME KINDS OF BUGS 

• NO TEST TECHNIQUE CAN FIND REQUIREMENT BUGS 

• EVERY TECHNIQUE ASSUMES SOMETHING ABOUT BUGS 

• DOES NOT PROVE 
• TESTING DOES NOT PROVE THAT SOFTWARE WORKS 

• CAN ONLY DEMONSTRATE THAT IT DOES NOT WORK 

• STATISTICAL INFERENCES 
• FROM TESTING ALONE, YOU CANNOT MAKE STATISTICAL INFERENCES 

ABOUT QUALITY, LATENT BUGS, OR FAILURE PROBABILITY 

• COST/EFFECTIVENESS 
• INSPECTIONS AND OTHER BUG PREVENTION METHOOS DONE EARLIER IN 

THE LIFE CYCLE CAN BE MORE COST-EFFECTIVE THAN TESTING 

1170 05f09f)5 ©ii 

THE TESTING TRIAD AND THEN SOME 

• THREE MAJOR TESTING ACTIVITIES 
e UNIT/cOMPONENT TESTING (DEVELOPERS) 

e INTEGRATION TESTING (DEVELOPERS, INDEPENDENT 

e SYSTEM TESTING {INDEPENDENT) 

• ADDITIONAL TESTING 
e ALPHA TESTING (SIMULATED USER IN-HOUSE) 

e BETA TESTING (FRIENDLY, EXTERNAL, REAL USER) 

e FIELD TESTING (REAL USERS, FRIENDLY TO HOSTILE) 

e USABILITY TESTING (INTERNAL, EXTERNAL) 

I 20/ IU/Oi/97 ©[[] 
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DEFINITIONS 

• UNIT TESTING: aimed at exposing bugs in the 
smallest component, the unit 

• COMPONENT TESTING: aimed at exposing 
bugs in integrated components of one or 
more units. 

• INTEGRATION TESTING: aimed at exposing 
interface and interaction bugs between 
otherwise correct and component-tested 
components. 

• FEATURE TESTING: aimed at exposing 
functional bugs in the features of an 
integration-tested system. 

1205 8121/92 

DON'T CONFUSE 

• DON'T CONFUSE "INTEGRATION TESTING" 
WITH TESTING AN ALREADY INTEGRATED 
SYSTEM. 

• THE LATTER IS CALLED "SYSTEM TESTING" 

• INTEGRATION TESTING IS THE SPECIAL 
TESTING DONE TO SUPPORT THE PROCESS 
BY WHICH UN-INTEGRATED COMPONENTS 
BECOME INTEGRATED. 

J 208 09/ /6192 ©il 

MORE DEFINITIONS 
• SYSTEM TESTING: tests aimed at exposing bugs and 

conditions usually not covered by specifications, 
such as security, robustness, recovery, resource loss. 

• STRUCTURAL TESTING: test strategies based on a 
pro~ram's structure-.g., the code. Also called "white 
box' and "glass box" testing. 

• BEHAVIORAL TESTING: test strategies based on a 
program's required behavior-.g., specifications. 
Also called "functional testing" and "black-box 
testing." 

• TESTING: the act of specifying, designing, testing, 
and executing tests. 

1210 08121/92 
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TESTS, SUBTEST$, SUITES, ETC. 

• SUBTEST: smallest unit of testing-one input, one 
outcome 

• TEST: sequence of one or more subtests that must be 
run as a group because the outcome of a subtest is the 
initial condition or input to the next subtest 

• TEST SUITE: a set of one or more related tests for one 
software product, with a common data base and 
environment 

• TEST STEP: the most detailed, microscopic 
specification of the actions in a subtest For example, 
individual statements in a scripting language. 

1212 08121/92 

TEST SCRIPTS AND TEST PLANS 

• TEST SCRIPT: collection of steps corresponding to 
tests or subtests-statements in a scripting language. 

• SCRIPTING LANGUAGE: a higher-order programming 
language optimized for writing scripts. For 
example, crosstalk IV CASL 

• TEST PLAN: an informal (not a program), high-level 
test design document that includes who, what, when, 
how, resources, people, responsibilities, etc. 

• TEST PROCEDURE: test scripts for manual testing 
(usually) 

1213 08121/92 

TEST ARCHITECTURES 

• TEST ARCHITECTURE INSTEAD OF TEST 
PLANS 

• TEST DESIGNS AND CODE INSTEAD OF 
PROCEDURES 

• TEST DAT A STRUCTURES 

• PROGRAMMING CONSTRUCTS INSTEAD OF 
FUZZY DOCUMENTS 

1213.1 04/24/95 ©[[] 
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TESTING MODALITIES 

EQUIVALENCY TESTING 

• WHAT: BEHAVIORAL REGRESSION TESTING OF AU. OLD 

FEATURES ON NEW VERSION. 

• WHY: TO ESTABLISH A CORRECTABLE BASELINE. 

• PREREQUISITES: UNIT, COMPONENT, INTEGRATION 

TESTING. SoFtWARE RUNS TO CLEAN OUTPUT FOR EASY 

CASES. 

• PREREQUISITES: PERMANENT TEST PRODUCTS. TEST 

EXECUTION AUTOMATION. 

12.J0 09/ 16192 ©[[] 

TESTING MODALITIES 

PROGRESSIVE TESTING 

• WHAT: BEHAVIORAL TESTING OF NEW FEATURES ON NEW 

VERSION 

e WHY: TO EXPOSE NEW FEATURE BUGS; INTER•ACTION BUGS 

OF NEW FEATURES WITH OLD FEATURES. 

• PREREQUISITES: EQUIVALENCY TESTING. 

1245 09116192 

TESTING MODALITIES 

REGRESSION TESTING 

• WHAT: RERUN OF TEST SUITE (BEST IF COMPLETE RERUN) 

AFTER ANY CHANGE OF: REQUIREMENTS, SOFTWARE, TEST, 

TARGET PLATFORM, OR CONFIGURATION. 

e WHY: TO ESTABLISH A CORRECTABLE BASELINE, TO AVOID A 

RUNAWAY PROCESS. 

• WHEN: WHENEVER THE THOUGHT OCCURS TO YOU. 

• PREREQUISITES: PERMANENT TEST PRODUCTS, 

TEST EXECUTION AUTOMATION . 

1250 09116/92 ©il 
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TESTING SIMULTANEITY 

SINGLE THREAD 

• WHAT: ONE TESTER ON THE PRODUCT AT A TIME 

• SEVERITY: THE GENTLEST OF ALL TEST MODES 

• BUGS CAUGHT: SIMPLE, LOCALIZED, OBVIOUS 

• PREREQUISITES: INTEGRATED, TESTABLE PRODUCT 

1255 09116/92 

TESTING SIMULTANEITY 

MULTI-THREAD 

• WHAT: THREE OR MORE TESTERS ON THE PRODUCT 

SIMULTANEOUSLY 

• SEVERITY: TOUGH-BEGINS TO CATCH SUBTLE BUGS 

©[[] 

• BUGS CAUGHT: REENTRANCE, INTERRUPTS, RESOURCE 

• PREREQUISITES: DUAL-THREAD TESTING 

1260 04120/93 

TESTING SIMULTANEITY 

STRESS TESTING 

• WHAT: BACKGROUND OF STRESS TRANSACTIONS 

• SEVERITY: MUCH WORSE THAN EXPECTED REALITY 

©ii 

• BUGS CAUGHT: REENTRANCE, INTERRUPTS, RESOURCE 

LOSS BUGS, COMPLEX INTERACTIONS 

• PREREQUISITES: MULTI-THREAD WITH BACKGROUND 

1270 09/ 16192 
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STRESS TESTING DEFINED 

• SUBJECTING SOFTWARE TO AN UNREASONABLE 
OVERLOAD WHILE DENYING IT THE RESOURCES 
NEEDED TO PROCESS THAT LOAD. 

• MAXIMUM THROUGHPUT IS NOT STRESS-1rs WHAT 
THE SYSTEM WAS DESIGNED TO DO. 

• IF THE LOAD IS REASONABLE, 1rs NOT STRESS. 

• IF THE RESOURCES ARE ADEQUATE, 1rs NOT 
STRESS. 

127/ 091/6/92 ©IB:l 
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SOFIWARETESilNGANDQLIAUIYASSURANCESEMINARS-BORJSBEIZER 

BEHAVIORAL Vs. STRUCTURAL 
TESTING 

THIS 1s A COPYRIGHT NOTICE. No PART OF THESE GRAPHICS MAY BE 

REPROOUCED OR USED IN ANY FORM BY ANY MEANS SUCH AS GRAPHICS, 

ELECTRONC, OPTICAi., MECHANICAl.1 INCUJOING BUT NOT LIMITED TO 

PHOTOCOPYING, RECORDING, SCANNING, CONVERSION TO OTHER MEDIA, 

TRANSMISSION, OR STORAGE IN A COMPUTER OR AN INFORMATION STORAGE 

ANO RETRIEVAL SYSTEM - WITHO\IT THE AIJTHOR
0
S WRITTEN PERMISSION. 

80Ris Be,w,, ANALYSIS-1232 Gt.a,BROOK Ro..o, HUNTINGDON VAJ.J..E:r, PA 
19006 

TEL: 215-572-5580 FAX: 215-886-0144 EMAA.: eaamt@Mc:11WLCOM 

17:x::c 04108/97 @ [B:I 

BEHAVIORAL VS. STRUCTURAL 
TESTING 

• STRUCTURAL TESTING: CONFIRM THAT THE 

ACTUAL STRUCTURE (E.G., CODE) MATCHES 

THE INTENDED STRUCTURE. 

• BEHAVIORAL TESTING: CONARM THAT THE 

PROGRAM'S BEHAVIOR MATCHES THE 

INTENDED BEHAVIOR (E.G,, REQUIREMENTS). 

INPUT - RESPONSE 

1700 09/02192 ®il 

BEHAVIOR VERSUS STRUCTURE 

• BEHAVIOR VERSUS STRUCTURE IS A 
FUNDAMENTAL DISTINCTION OF COMPUTER 
SCIENCE 

• OUR OBJECTIVE IS TO PRODUCE A STRUCTURE 
(I.E., SOFTWARE) THAT EXHIBITS DESIRABLE 
BEHAVIOR (I.E., MEETS REQUIREMENTS) 

• THE TWO POINTS OF VIEW ARE NOT 
CONTRADICTORY, BUT COMPLEMENTARY 

1701 09125192 ©[[] 
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1rs ABOUT MODELS 

• WHAT IS A TEST ? 
• INITIAL STATE 

• INPUT 

• l:xJ>eCTED OUTCOME 

• PAss!FAJL CRITERIA 

e ONCE A TEST IS CREATED, YOU CAN"T TELL IF IT WAS 

STRUCTURAL, BEHAVIORAL, BLACK•BOX, GREEN BOX, OR WHAT. 

• IT 15 ALL IN YOUR HEAD 

1702 04/07197 

BEHAVIORAL MODELS 
• FOCUS ON BEHAVIOR- BECAUSE THATS 

WHAT THE USERS PAY US FOR 

©ii 

• BEHAVIORAL TESTING 15 REQUIREMENTS
BASED TESTING 

• POSITIVE BEHAVIORAL TESTS CHECK MANY 
(BUT NEVER ALL) THE THINGS THE 
SOFTWARE SHOULD DO 

• NEGATIVE BEHAVIORAL TESTS TRY TO 
BREAK THE SOFTWARE, AS A USER MIGHT 

1703 97-09-29 ©ii 

STRUCTURAL MODELS 

• IF YOU NEVER EXECUTE A SEGMENT OF 
CODE YOU CAN BE GUARANTEED TO MISS 
ANY BUGS THAT ARE IN IT-STRUCTURAL! 

• ONLY ACTUAL EXECUTION OF REAL CODE IS 
OBJECTIVE - YOU'VE GOT TO GET REAL 

• BEHAVIOR IS INFINITE - STRUCTURE 15 
FINITE 

1704 04/07197 ©~ 
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STRUCTURAL TESTING 
ADVANTAGES 

• EFFICIENT 

• THEORETICALLY COMPLETE 

• CAN BE MECHANIZED (THEORETICALLY) 

• INHERENTLY METHODICAL 

I i 06 09102192 

STRUCTURAL TESTING 
DISADVANTAGES 

• INHERENTLY BIASED BY DESIGN 

• MAY NOT BE MEANINGFUL OR USEFUL 

• CAN'T CATCH MANY IMPORTANT BUGS 

• FAR REMOVED FROM USER 

Ji0 i 09/02192 

STRUCTURAL TESTING 
EFFECTIVENESS 

©[[] 

© ~ 

• CATCHES 50%-75% OF BUGS THAT CAN BE 
CAUGHT IN UNIT TESTING (25%-50% OF TOTAL) 

• BUT THEY'RE THE EASIEST ONES TO 
CATCH 

• AT MOST 50% OF TEST LABOR CONTENT 

Ji08 09/02192 ©~ 
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BEHAVIORAL TESTING 
ADVANTAGES 

• INHERENTLY UNBIASED 

• ALWAYS USEFUL AND MEANINGFUL 

• CATCHES THE BUGS THE USERS SEE 

• LESS ANALYSIS REQUIRED 

1711 09102/92 

BEHAVIORAL TESTING 
DISADVANTAGES 

• INEFFICIENT-TOO MANY BLANK SHOTS 

• THEORETICALLY INCOMPLETE 

• CANNOT BE FULLY AUTOMATED 

• INTUITIVE RATHER THAN FORMAL 

1712 09/02192 

BEHAVIORAL TESTING 
EFFECTIVENESS 

• CATCHES 10-30% OF BUGS THAT CAN BE 
CAUGHT IN UNIT TESTING (5%-15% OF TOTAL) 

• CATCHES 50%-75% OF BUGS THAT CAN BE 
CAUGHT IN SYSTEM TESTING 

• CATCHES TOUGH, EMBARRASSING BUGS 

• ABOUT 50% OF TEST LABOR CONTENT 

1713 09/02192 
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THE MODERN VIEW 

• BEHAVIOR IS ALWAYS RELATIVE TO A LEVEL-
EVERY COMPONENT OR AGGREGATE OF 
COMPONENTS HAS A REQUIREMENTS 
SPECIFICATION 

• DESIGN TESTS USING BEHAVIORAL MODELS 

• MONITOR WHAT STRUCTURE IS ACTUALLY 
EXECUTED USING COVERAGE TOOLS 

• THE BEST SOFTWARE, TESTED WITH THE BEST 
(BEHAVIORAL) TECHNIQUE WOULD ACHIEVE 100% 
STRUCTURAL COVER 

I 7 N 0~/08197 

• STRUCTURAL ~ BEHAVIORAL 

INTERNAL INTERFACES 

-- -· UNIT TESTING .. _,, 

------ ' 
' , 

---·-. ' 
r-- ---------, 
I; ... ~ .............. ~ ........... ...... -~~~ 

LON INTcGRAllON 

HIGH INTEGRA 110N 

SYSTEM TESTING 

ACCEPTANCE TESTING 

USABllJTY TESTING 

-------~---!... ..• . ---· - ----·- ..• .i• 

THERE IS NO CONFLICT! 

/ i /5 09/02192 

TASKS FOR PRUDENT TESTERS AND DESIGNERS: 

• REJECT ALL SIMPLISTIC, SINGLE-METHOD 
APPROACHES 

• UNDERSTAND ALL EFFECTIVE TEST 
METHODS 

• BE VERY FLEXIBLE 

• FIND THE BEST METHODS MIX FOR YOU 

• BE SENSITIVE TO THE NEED TO CHANGE 
METHODS OVER TIME 

/i25. l 09/02192 
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SOFlWARE TESTING AND QUAU1Y ASSURANCE SEMINARS-BORIS BEIZER 

UNIT TESTING--THE FOUNDATION 

This is a copyright notice. No part of these graphics may be 
reproduced or used in any form by any means such as 
graphics, electronic, optical, mechanical, including but not 
limited to photocopying, recording, scanning, conversion to 
other media, transmission, or storage in a computer or an 
information storage and retrieval system - without the 
author's written permission. 

Boris Beizer, ANALYSIS - 1232 Glenbrook Road, Huntingdon Valley, 
PA 19006 

TEL: 215-572-5580 FAX: 215-886-0144 Email : 
Bbeizer@sprintmail.com 

13xx 04109197 ... ©[[] 
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UNIT TESTING IS THE FOUNDATION 
1300b 9/1 8192 • I I ©il 
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WHAT IS A UNIT?? 
A UNIT IS: 

e THE WORK OF ONE PROGRAMMER {IN PRINCIPLE) 

e THE SMALLEST THING THAT CAN BE TESTED ( USING APPROPRIA. TE 

DRIVERS AHDIOR snies) 

e SMAU. - 50 TO 300 LINES OF CODE EXCLUDING CAU.ED 

FUNCTIONS AND SUBROUTINES 

A UNIT IS NOT: 
e THE SMALLEST ENTITY THAT PROVIDES A COMPLETE FEA l\lRE 

e THE SMA.LLEST EHTTTY YOU CAN TEST BECAUSE YOU otDN 'T THINK 

ABOUT TESTING OR DON
1
T WANT TO USE DRIVERS 

• 50,000 TO 100,000 LINES OF CODE 

1301 97-04-09 

GOALS OF UNIT TESTING 

OBJECTIVE GOALS: 
• PROVE THAT THERE ARE BUGS 

• DEMONSTRATE SELF-CONSISTENCY 

• SHOW CORRESPONDENCE TO SPECIFICATIONS 

SUBJECTIVE GOALS: 
• PERSONAL CONFIDENCE IN THE UNIT 

• PUBLIC TRUST OF THE UNIT 

OF THE TWO, THE SVBJECTIVE 
GOALS ABE THE MORE IMPORTANT 

1305 09/26192 ©[[] ... 

PREREQUISITES TO UNIT 
TESTING 

• BUILDER'S CONFIDENCE 

• A TESTABLE COMPONENT 

• INSPECTIONS 

• THOROUGH PRIVATE TESTING 

• A DESIGNED, DOCUMENTED, UNIT TEST PLAN 

• TIME, PREREQUISITES, TOOLS, RESOURCES. 

1315 09/ 18192 
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COVERAGE CONCEPTS 

• "Coverage" is a measure of testing completeness 
with respect to a particular testing strategy. 

• " 100% Coverage" never never means "complete 
testing", but only completeness w ith respect to a 
specific strategy. 

• It follows that every strategy and therefore every 
associated test technique will have an associated 
coverage concept. 

• An infinite number of strategies. 
an infinite number of associated techniques. 

an infinite number of coverage metrics. 
• None is best, but some are better than others. 

1340 11 /03/92 

SOFTWARETESTING'AND QUALITY ASSURANCE 
SEMINARS-BORIS BEIZER 

INTEGRATION TESTING 

©[[] 

This is a copyright notice No part of these graphics may be reproduced or used 
in any form by any means such as graphics, electronic, optical, mechanical, 
including but not limited to photocopying, recording, scanning, conversion to 
other media, transmission, or storage in a computer or an information storage 
and retrieval system - without the autho~s written permission. 

Boris Belzer, ANALYSIS -1232 Glenbrook Road, Huntingdon Valley, PA 19006 
TEL: 215-572-5580 FAX: 215-886--0144 Email: Bbeizer@sprintmaii.com 

30XX 97-04-09 ©ii 

GOALS OF INTEGRATION TESTING 

OBJECTIVE GOALS: 
• DEMONSTRATE THAT SOFTWARE COMPONENTS ARE 

INCONSISTENT WITH ONE ANOTHER 

• BUILD A HIERARCHY OF WORKING COMPONENTS 

SUBJECTIVE GOALS: 
• BUILD A HIERARCHY OF TRUST 

3030 09/18192 
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WHAT'S THIS JAZZ ABOUT 
"TRUST"??? 

• OCCAM'S RAZOR: FIRST TRY THE SIMPLEST 
HYPOTHESIS THAT FITS ALL THE FACTS. 

• WHICH IS THE SIMPLER HYPOTHESIS? 

THE BUG IS IN ONE OR THE OTHER 
COMPONENTS 

THE BUG IS IN NEITHER COMPONENT, IT ARISES 
FROM THEIR UNPREDICTED INTERACTION. 

3035.1 11/07192 

THE DEBUGGING PROCESS 

l 

©[[] 

I BUG HYPOTHESIS 

SYMPTOM 

L 
TEST 

OUTCOME 
_J 

3035.2 09/18/92 
©[[] 

INTEGRATION WITH AND 
WITHOUT TRUST 

• INTRA-COMPONENT BUGS ARE SIMPLER THAN INTER-
COMPONENT BUGS 

• WITH TRUST, DEBUGGER REJECTS THE SIMPLER UNIT 
BUG HYPOTHESIS AND GOES DIRECTLY FOR THE MORE 
COMPLEX INTEGRATION-INTERFACE BUG 

• WITHOUT TRUST, THE DEBUGGER WASTES HOURS OR 
DAYS LOOKING FOR COMPONENT BUGS THAT DON'T 
EXIST 

llIGHT DOWN TO THE SUBllOUTINE LIBRAllT, THE 
COMPILER, OB EVEN THE HARDWARE 

©[[] 
3035.3 09/18192 
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INTEGRATION IS NOT AN EVENT 

IT IS A CONTINUING PROCESS 

A PROCESS THAT BEGINS WHEN THERE ARE 
TWO OR MORE TESTED COMPONENTS 

AND ENDS WHEN THERE IS AN ADEQUATELY 
TESTED SYSTEM 

3040 97-04-09 
©[[] 

PREREQUISITES TO INTEGRATION 

• TRUSTED SUBCOMPONENTS 

• INTERFACE STANDARDS 

• CONFIGURATION CONTROL 

• DATA DICTIONARY 

• AN INTEGRATION PLAN 

• TIME, TOOLS, RESOURCES 

3050 09/18192 

TRUSTED COMPONENTS 

• WHY: BECAUSE TRUST LIMITS THE SCOPE OF 
WHAT WE HAVE TO THINK ABOUT AND REDUCES 
POINTLESS RETESTING AND FALSE LEADS 

• HOW TRUST IS EARNED: 
• DOING COMPONENT-LEVEL TESTS TO A PUBLISHED, 

UNIVERSAL, PROJECT STANDARD 
• DOCUMENTED, CONFIGURATION-CONTROLLED, 

PUBLIC, TESTS 
• DEFINED ENTRY AND EXIT CRITERIA 
• AN UNDERLYING CLIMATE OF HUMAN TRUST AND 

RESPECT 

3055 05/03194 
©[[] 
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SYSTEM TESTING 

This is a CXlpyright notice. No part of these graphics may be 
reproduced or used in any fonn by any means such as graphics, 
electronic, optical, mechanical, induding but not limited to 
photOCXlpying, rerording, scanning, conversion to other media, 
transmission, or storage in a computer or an information storage and 
retrieval system - without the author's written pennission. 

Boris Belzar, ANALYSIS - 1232 Glenbrook Road, Huntingdon Valley, PA 19006 
Ta: 215-572-5580 FAX: 215-886-0144 Emall: ~printmall.com 

15XX 97..()4..()9 

SYSTEM TESTING GOALS 

• BOTTOM-LINE BEHAVIORAL VERIFICATION 

• FOCUS ON USERS' PERSPECTIVE AND CONCERNS 

• RISK MINIMIZATION 

• GLOBAL, INTERACTIVE, TIMING, BUGS 

1500 09/18192 

PREREQUISITES TO SYSTEM 
TESTING 

• THOROUGH UNIT TESTlNG AND COMPONENTTESTlNG 

• INTEGRATION TESTlNG AT EVERY BUILD STAGE 

• FEATURES ALL WORK IN SINGLE-THREAD, SIMPLE MODE 

• A SUFFICIENTl. Y FLESHED BACKBONE TO BEGIN TESTlNG 

• A DETAILED, WRITTEN, FUNCTIONAi. SPECIFICATION 

• A DESIGNED, DOCUMENTED, SYSTEM TEST PLAN 

• A CONTROLLED TEST DATA BASE 

• A FAILURE REPORTING MECHANISM 

• TIME, TOOLS, RESOURCES 

1505 97-04-09 

©[] 
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BOTTOM-LINE BEHAVIORAL 
TESTING 

• OFTEN INDEPENDENT TESTING 

• DOMINATED BY BEHAVIORAL TESTING 

• STRUCTURE KNOWLEDGE HELPS CUT 
USELESS TESTS 

• THE USERS' POINT OF VIEW 

• GETS RISK CONTROL DATA 

1515 1998/08/08 

SYSTEM TESTS 

• FEATURE INTERACTION TESTING: SHOW 
THAT INTERACTING FEATURES DON'T HAVE 

UNWANTED BYPRODUCTS OR SIDE EFFECTS. 

• CONFIGURATION TESTING: SHOWTHATTHE 
SOFTWARE DOES NOT HAVE UNPLANNED 

INTERACTIONS WITH OTHER PACKAGES 

• BOUNDARY INTEGRITY TESTING: SHOW THAT 
THE SOFTWARE RESPECTS THE MEMORY 
BOUNDARIES SET FOR IT BY OPERATING SYSTEM 

1529 05113194 

MORE SYSTEM TESTS 

• HARDWARE CONFIGURATION SENSITIVITY: 
SHOW THAT THE SOFTWARE WILL WORK FOR EVERY TARGET 

HARDWARE PLATFORM 

• PERFORMANCE TESTING: SHOW THAT SYSTEM 

HARDWA.RelsonwARE RESOURCES CAN MEET TARGET 

THROUGHPUTS ANO DELAYS 

• RECOVERY TESTING: SHOW THAT THE SYSTEM DOES 

NOT LOSE OR CORRUPT DATA OR ACCOUNTABILITY FOR DATA 

AFTER A FAJLURE 

• SECURITY TESTING: SHOW THAT THE SYSTEM CAN 

PROTECT ITSELF AGAINST POSTULATED ATIACKS 

1530 97-04-09 
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SOFTWARE TESTING-AND QUALITY ASSURANCE SEMINARSc-BORIS BE1ZER 

CONTROL FLOW (PATH) TESTING 

This is a copyright notice. No part of these graphics may be 
reproduced or used in any form by any means such as 
graphics, electronic, optical, mechanical, including but not 
limited to photocopying, recording, scanning, conversion to 
other media, transmission, or storage in a computer or an 
information storage and retrieval system -without the author's 
written permission. 

Boris Seizer, ANALYSIS -1232 Glenbrook Road, Huntingdon Valley, 
PA 19006 

TEL: 215-572-5580 FAX: 215-886-0144 Email: 
Bbeizer@sprintmail.com 

20xx97-04-09 

WHY ALL TESTERS SHOULD KNOW 
CONTROL FLOW (PATH) TESTING 

• FUN DAM ENT AL TECHNIQUE THAT ILLUSTRATES ASPECTS OF OTHER 

TEST TECHNIQUES. 

• PATHS EXIST AND THEY'RE IMPORTANT EVEN IF YOU DON'T DO CONTROL 

FLOW TESTING. 

• DEVELOPERS' TESTING: DESIGNERS OFTEN USE CONTROL-FLOW 
TESTING METHODS IN UNIT TESTING. YOU MUST UNDERSTAND THEIR 

TESTS. 

• TRANSACTION FLOW TESTING: A BEHAVIORAL TEST METHOD USED IN 

SYSTEM TESTING, IT IS ANALOGOUS TO CONTROL FLOW TESTING. 

• DATA-FLOW TESTING: IN EITHER BEHAVIORAL OR STRUCTURAL FORM, 
PRESUPPOSES KNOWLEDGE OF CONTROL-FLOW TESTING METHODS. 

1345 97-02-09 

CONTROL FLOW TESTING CONSISTS 

,~CE US THAT THE PROGRAM
1
S 4c- ~ 

> ,CTURE -" en z ...., c: m 
8 ~ CONTROL FLOW (PATH) TESTING 'I! ~ 
0 

en CONSISTS OF SELECTING AND en -IC') 
I- C EXECUTING ENOUGH PATHS -I _ 

W THROUGH A PROGRAM TO :::0 Z 
~ C CONVINCE US THAT THE C: G') 
<( Z PROGRAM'S ACTUAL STRUCTURE ~ )> 
C::: W MATCHES THE PROGRAMMER'S C: Z 
(!) i INTENDED STRUCTURE :::0 C 
~ rr, m 
O. oS\, H311111111'1HD0Hd 3H.l S3H:::>.l V~ J: 

I>- HDnOHH.l SH.lVd HDnON3 DNl.tn':> 

2010 09/19192 ©:s'l 
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CONTROL-FLOW (PATH) TESTING 
STRATEGIES 

• STATEMENT COVERAGE: ENOUGH llaST CASES TO 

ASSURE THAT EVE.RY PROGRAM STATEMENT HAS BEEN TESTED 

AT LEAST ONCE. IEEE/ANSI STANDARD. 

• BRANCH COVERAGE: ENOUGH TlaST CASES TO ASSURE 

THAT EVERY PROGRAM BRANCH AL reRNA TIVE HAS BEEN resreD AT 

LEAST ONCE. (MINIMUM RATIONAL STANDARD) 

• PATH COVERAGE: ENOUGH reST CASES TO ASSURE THAT 

EVERY POSSIBLE PAnt THROUGH THE PROGRAM HAS BEEN TESTED 

AT LEAST ONCE. IMPRACTICAL, INEFFICIENT I UNNECESSARY. 

201110/26/92 

THE THREE PARTS OF PATH 
TEST DESIGN 

• SELECT THE COVERING PATHS IN 
ACCORDANCE TO THE CHOSEN 
STRATEGY 

2015.01 09121/92 

SELECT COVERING PATHS? 

@[[] 

• PICK YOUR TESTS TO SATISFY REQUIREMENTS, • 
INCLUDING ALL EXCEPTION CASES 

• DON'T WORRY TOO MUCH ABOUT PATHS -
WORRY ABOUT BEHAVIOR - PATHS WILL TAKE 
CARE OF THEMSELVES 

• USE COVERAGE TOOL TO MONITOR 
TEST COMPLETENESS 

• IF REQUIREMENTS ARE COMPLETE AND TESTING 
IS THOROUGH, 100% COVER (ALL CRITERIA) 
SHOULD BE ACHIEVED 

2015. 1 97-04-09 
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PROCESS 

DECISION 

JUNCTION 

LINK 

CONTROL FLOWGRAPH COMPONENTS 

2016 10/01/92 ©[[] 

FLOWCHARTS VERSUS FLOWGRAPHS 

• FLOWCHARTS 
• RARELY USED TODAY 
• OFTEN MORE COMPLICATED THAN SOURCE CODE 
• EXCESSIVE DETAIL OBSCURES CONTROL FLOW 
• MANY OFF-PAGE CONNECTORS, MANY PAGES 

THE FLOWCHART WAS AN EARLY APPROXIMATION 
TO THE CONTROL FLOWGRAPH 

• CONTROL FLOWGRAPH 
• BASIC MODEL OF MUCH OF TESTING THEORY 
• ALWAYS SIMPLER THAN THE SOURCE CODE 
• ONLY CONTROL-FLOW INFORMATION SHOWN 
• MORE COMPACT, CLEARER 
• FIRST OF MANY DIFFERENT FLOWGRAPHS USED 

2017 10/01/92 
©[[] 

COVER: 

RULE 1: EXECUTE EVERY STATEMENT 
AT LEAST ONCE DURING TESTING 

RULE 2: EXECUTE EVERY BRANCH 
ALTERNATIVE AT LEAST ONCE 
DURING TESTING 

2020 10/01/92 
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I 
I 
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l 

i 
I 
I 

I 

X=X+A 

100 150 200 

100 IF X < 0 THEN GOTO 200 ELSE GOTO 150 

150 X=X+A 
200 X=X+A 
300 EXIT 

300 

RULE 1: EXECUTE ALL STATEMENTS AT LEAST ONCE 

RULE 2: EXECUTE ALL BRANCH ALTERNATIVES 

2025 04/28194 ©[[] 

PATH SELECTION CRITERIA 

• MANY SHORT PATHS BETTER THAN A 
FEW LONG, COMPLICATED PATHS 

• FUNCTIONALLY MEANINGFUL PATHS 
BETTER THAN OBSCURE PATHS . ABILITY TO PREDICT OUTCOME . ABILITY TO SENSITIZE 

• COVER MORE IMPORTANT THAN WHICH 
PATHS YOU PICK 

2081 09121/92 ©[[] 

THE HORROR'S CODE* 

100 INPUT X, Y 200 IF Z• O GOW 240 

110 Z • X + Y 210 U • U + l 

120V • X - Y 220NEXT U 
130 IF Z>O GOTO 150 230V(U-l) • V(U+l) • U(V-1) 
140 Z • Z - l 240V(U+U(V)) • U + V 
1 50 Z • Z + V 
160 FOR U • 0 TO Z 

250IF U• V GOW 140 

l 70V(U), U(V) = ( Z + VJ *U 260IF U>V THEN U • Z 

180 IF V(U)•O GOW 140 270 Z • U 

190 Z • Z - l 280 END 

NOTE: THE SOLE PURPOSE OF THIS EXAMPLE JS TO CRAM AS MANY 
BAD PROGRAMMING PRACTICES AS POSSIBLE INTO A SINGLE 
ROUTINE. 00 NOT TRY TO UNDERSTAND IT BECAUSE IT ISN'T 
SUPPOSED TO MAKE SENSE. 

2372 10/02/92 

[. _____________________________ _ 
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THEHORROR~CONTROL 
FLOWGRAPH 

Z>O 

9110,120~ 2<=0 

2373 10/02192 

U=V 

160 170~ 

------r V(ll) = 0 V(\J)<>O 
I 

190 

U<=Z zoo.! 
217 

=O 

@[[] 

THE FIRST TEST PATH 

Z>O 

e110,120~Z<=O . 

2373. 1 10/02192 

U=V 

150 ~ ·- 160 ".'.:".170~ 

V(ll)=O"llf ------r- vr 
190 

~1 
Z-0 

THE FIRST TEST PATH 

2376. 1 10/02192 ©~ 
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THE SECOND TEST PATH 

2373.2 10/02/92 ©[ID 

THE SECOND TEST PATH 

2376.2 10/0M/2 @[Bj 

SENSITIZE THE PATHS 
• FIND A SET OF INPUT VALUES FOR EACH 

SELECTED TEST PATH THAT WILL 
MAKETHESOFTWAREGODOWN 
THAT PATH 

• THEORETICALLY DIFFICULT, BUT IN 
PRACTICE EASIER DONE THAN SAID 

• SENSITIZATION DIFFICULTIES USUALLY 
INDICATE CONCEPTUAL OR DESIGN 
PROBLEMS 

"'- 2015.2 06/20/94 
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INSTRUMENT THE PATH 

• BECAUSE OF BUGS, YOU MAY NOT TAKE 
THE PATH YOU INTENDED TO TAKE 

• INSTRUMENTATION IS USED TO 
CONFIRM THE ACTUAL PATH TAKEN 

• TODAY, USUALLY PART OF THE UNIT 
TEST TOOL 

2015.3 09/2 1/92 ©[[] 

REVIEW OF CONTROL-FLOW 
TESTING 

• PICK A STRATEGY: STATEMENT COVER, BRANCH 

COVER, PREDICATE COVER, •••• 

• SELECT THE TESTS TO SATISFY REQUIREMENTS 

• SENSITIZE THE PATHS 

• PREDICT THE OUTCOMES 

• RUN THE TESTS 

• CONFIRM THE OUTCOMES AND PATHS 

2260 9 7-04-09 
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PATH SENSITIZING --THE 
SIMPLEST (USUAL) CASE 
IF 

• BRANCH DIRECTIONS DIRECTLY DEPEND 
ONLY ON INPUTVALUES 

• PREDICATES ARE ALL INDEPENDENT OF ONE 
ANOTHER 

THEN 
• MOST PATHS ARE TRIVIALLY ACHIEVABLE 

• SENSITIZATION IS TRIVIAL 

2215 97-02-10 

PROCEDURE FOR SENSITIZING PATHS 
(FORWARD METHOD) 

1. SELECT A PATH TO SENSmZE 

2. TREAT EACH BRANCH ON THE PATH ONE AT A TIME 

3. INTERPRET THE PREDICATES (IF YOU HAVE TO) 
ALONG THE SELECTED PATH SO THAT THEY ARE 
EXPRESSED IN TERMS OF INPUT VARIABLES ONLY 

4 . START WITH THE FIRST BRANCH 

5. SELECT THE BROADEST SET OF INPUT VALUES THAT 
WILL SATISFY THE BRANCH'S DIRECTION 

6. THAT CONSTRAINS VALUES FOR THE NEXT 
BRANCHES-ADJUST THE RANGE OF VALUES. 

7. GO TO THE NEXT BRANCH (STEP 5) 

2210 10/07192 

©[[] 
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GOOD SOFTWARE IS EASY TO 
SENSITIZE ALONG FUNCTIONALLY 

MEANINGFUL PATHS 

IF SENSITIZATION IS DIFFICULT, ASK YOURSELF IF: 

• CAN BRANCH COVER BE ACHIEVED? 

• COULD STRUCTURE BE IMPROVED BY: 
• USE OF CASE STATEMENTS 
• CLEANER LOOPS 

• ENUMERATED TYPES (INC, SAY) 
• ELIMINATION OF CONTROL FLAGS AND SWITCHES 

2240 10/08/92 

CONSIDER THIS OPTION 

IT IS OFTEN LESS EXPENSIVE TO REDESIGN AN 
UNSTRUCTURED PIECE OF GARBAGE (SUCH 
AS THE HORROR) IN ORDER TO MAKE TEST 
DESIGN FEASIBLE (E.G., SENSITIZATION) THAN 
IT 15 TO DESIGN AND EXECUTE A SUFFICIENT 
SET OF TESTS FOR IT. 

2245 02/25193 ©il 

REVIEW OF CONTROL-FLOW 
TESTING 

• PICK A STRATEGY: STATEMENT COVER, BRANCH 

COVER, PREDICATE COVER, •••• 

• SELECT THE TESTS TO SATISFY REQUIREMENTS 

• PREDICT THE OUTCOMES 
• RUN THE TESTS 
• CONFIRM THE OUTCOMES AND PATHS 

• MONITOR COVERAGE 
• DESIGN ADDITIONAL TESTS (SELECT 

PATHS, SENSITIZE, RUN , CONFIRM PATHS) 
FOR ANY UNCOVERED ELEMENTS 

2263 97-04-09 ©il 
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QUESTION: 

WHAT IF THE RIGHT OUTCOME IS 
ACHIEVED BY THE WRONG PATH? 

2300 10/ 08192 

COINCIDENTAL CORRECTNESS 

INPUTX 
CASE 

SELECT 
LOGIC 

Y:=X-14 

Y:=2 

Y:=X/8 

Y:=LOG,(X) 

Y:=XMOD(14) 

©[[] 

OUR UNFORTUNATE TESTER IN TRYING TO TEST THE CASE SELECTION 
LOGIC PICKED THE ONE VALUE, 16, THAT CAN'T POSSIBLY REVEAL 
ANYTHING BECAUSE THE OUTCOME IS ALWAYS 2 

2305 10/08192 
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INSTRUMENTATION 
DEFINITION: THE MEANS YOU USE TO CONFIRM 

THAT THE SOFTWARE TOOK THE PATH YOU 
INTENDED IT TO TAKE 

• FOR UNIT/COMPONENT TESTING 
* BUILT-IN TO MOST UNIT TEST TOOLS 
" PRE-PROCESSOR OR COMPILER FACILITY 

• FOR INTEGRATION TESTING 
" BUILT-IN TO TEST TOOLS 
* A FACILITY OF THE TEST ENVIRONMENT 

• FOR SYSTEM TESTING 
* A GENERAL TOOL IS IMPOSSIBLE 
* YOU BUILD IT INTO THE SYSTEM OR USE OTHER SYSTEM 

RESOURCES FOR THE PURPOSE 

231110/08/92 ©~ 

MANUAL INSTRUMENTATION? 

• THE MAIN PURPOSE OF INSTRUMENTATION IS TO 
GUARD AGAINST COINCIDENTAL CORRECTNESS 

• COINCIDENTAL CORRECTNESS IS NOT A HIGH 
PROBABILITY THING 

• FOR UNIT AND LOW-LEVEL INTEGRATION TESTING, 
BUGS INSERTED BY MANUAL INSTRUMENTATION 
ARE MORE PROBABLE THAN COINCIDENTAL 
CORRECTNESS 

• FOR SYSTEM TESTING, YOU PROBABLY HAVE NO 
CHOICE-INSTRUMENTATION SHOULD BE PART 
OF THE DESIGN 

2313 10/08/92 

COMMERCIAL TEST TOOLS 

• COMBINED UNIT TEST DRIVER AND COVER 
CERTIFIER KEEPS TRACK OF THE SOURCE 
CODE PATH TAKEN 

©~ 

• ALTERNATIVELY, THE TOOL MAY CREATE A FULLY 
INSTRUMENTED VERSION FROM SOURCE CODE 

• INSTRUMENTATION SUPPORT BELONGS IN THE 
LANGUAGE PROCESSOR 

• EVEN MORE BASIC, INSTRUMENTATION BELONGS 
IN THE HARDWARE (IBM 704 EXAMPLE) 

2354.3 10/08192 ©~ 
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PATHS IN THE CALLED 
SUBCOMPONENTS 

• THE SIMPLEST PATH(S) IN THE CALLED COMPONENT 
THAT EXERCISE ALL ASPECTS OF THE CALL 

1. NUMBER OF PARAMETERS 
2. PARAMETER ORDER 

3. PARAMETER DATA TYPES 

• KEEP THE CALL STRUCTURE AS SIMPLE AS POSSIBLE 

3630 08/02195 

CALLED COMPONENT COVER 

WHAT ABOUT BRANCH (LINK) COVERAGE WITHIN THE 
CALLED COMPONENT UNDER VARIOUS CALLS? 

• IF BUGS ARE NICE (LOCALIZED) AND DON'T CROSS 
COMPONENT BOUNDARIES, COMPONENT LEVEL 
COVERAGE UNDER COMPONENT TESTING IS ADEQUATE 
AND ONLY THE CALLS MUST BE TESTED 

• BUGS INTERACTING THROUGH GLOBAL DATA OR OS CALLS 
CAN VIOLATE BOUNDARIES AND THEREFORE REQUIRE 
FULL COVERAGE RETESTING FOR EVERY CALL 

• THEREFORE, EVEN WITHOUT LOOPS, THE PATH COUNT CAN 
BE INFINITE 

3631 06102/95 

CALLED COMPONENT COVERAGE 

• PRACTICALITY DICTATES REDUCED COVERAGE GOAL WHEN 
TESTED IN CONTEXT 

• FULL COVERAGE MAY BE IMPOSSIBLE FOR NORMAL CALLS IN 
CONTEXT BECAUSE OF EXCEPTIONS AND ILLOGICALS 

• LOCALLY DEFENSIVE CODE REDUCES SUBCOMPONENT 
COVERAGE IN CONTEXT 

• 75%-85% IS TYPICAL ONE LEVEL DOWN; 60°/r70% TWO LEVELS 
DOWN, 40-60% THREE LEVELS DOWN, ETC. 

• 100% BRANCH COVER IS MANDATORY FOR UNIT TESTING TO 
PROVIDE THE ESSENTIAL TRUST THAT THE BUG IS CALL 
SENSITIVE 

,"3632 08/02195 
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TRANSACTION FLOW 
TESTING 

A BEHAVIORAL TEST TECHNIQUE 
BASED ON A STRUCTURAL MODEL 

(CONTROL FLOW TESTING} 

2800 09/21192 

APPLICATION 

• A BEHAVIORAL MODEL THAT'S MOST USEFUL IN 
SYSTEM TESTING 

• BY "SYSTEM" WE MEAN A TOTAL SYSTEM THAT 
CAN INCLUDE PEOPLE, MACHINES, 
COMPUTERS, NETWORKS, OTHER HARDWARE 

• IT MAY BE ONE COMPUTER OR A COMPLEX OF 
COMPUTERS 

• IT MAY BE USED TO MODEL SOFTWARE AND/OR 
HARDWARE AND/OR PEOPLE AND HOW THEY 
ALL INTERACT 

• SOMETIMES, ALL OF SYSTEM TESTING CAN BE 
DONE WITH THIS MODEL 

2804 01/27193 
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PRINCIPLES 
I 
i 

• IDENTIFY THE MAJOR TRANSACTIONS 

• DESCRIBE THE SEQUENCE OF OPERATIONS USING 
FLOWCHARTING (FLOWGRAPH) LANGUAGE 

I • TREAT THAT FLOWGRAPH AS IF IT IS AN ACTUAL 
I PROGRAM (E.G., CONTROL FLOWGRAPH) I 

: 
• APPLY STRUCTURAL TEST TECHNIQUES (E.G., PATH 

TESTING, LOOP TESTING, ETC.) 

2 805 09/21192 ©~ 

PROCESS ·I PROCESS A r 
DECISION •~ 

JUNCTION~ • 

~ 
LINK 

PROGRAM FLOWGRAPH COMPONENTS 

2810 01127/93 ©~ 
I 
I 

PROGRAM •
1 

PROGRAM A r 
ALTERNATES/ ·~ BIRTHS 

MERGERS/ ~ -JUNCTION 

~ 
PROCESS QUEUES -

I 
I I 

TRANSACTION FLOWGRAPH COMPONENTS 
I 

I 
2815 01/27/93 ©~ 
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TRANSACTION FLOW STRUCTURE 

• VERY FEW LOOPS--IF ANY, SIMPLE LOOPS FOR USER 
ERROR RETRY 

• STRUCTURE MAY BE BAD (SWITCHES, FLAGS, 
JUMPING INTO AND OUT OF LOOPS, eTc, 

• CAN'T DO ANYTHING ABOUT THE BAD STRUCTURE 
BECAUSE YOU CAN'T FORCE PEOPLE AND OUTSIDE 
SYSTEMS TO BEHAVE IN A STRUCTURED MANNER 

• EACH FLOW IS SMALL COMPARED TO A TYPICAL 
CONTROLFLOWGRAPH-BUT 

• THERE CAN BE MANY, MANY TRANSACTION FLOWS 
(THOUSANDS) 

2820 01/27193 ©[[] 

HOW BAD STRUCTURE COMES ABOUT 

A1 

: I 
A2 

B, 
s, 

• IN ORDER TO ACHIEVE A NEW TRANSACTIONS SUCH AS A,B:zAl A 
FLAG IS SET AT F, FOLLOWED BY A GOTO AND A SWITCH IS 
SENSED AT s,. 

• IF THERE ARE LOOPS IN A OR B, WE MIGHT JUMP INTO OR OUT OF 
THEM 

• THIS CAN MODEL PEOPLE AND EXTERNAL SYSTEMS THAT YOU 
CAN'T CONSTRAIN TO STRUCTURED BEHAVIOR. 

t.. 2820.1 01129/93 

COMMENTS ON TRANSACTION FLOWS 

• DON'T CONFUSE THEM WITH PROGRAM CONTROL FLOWS AND 
PROGRAM STRUCTURES 

• TRANSACTION FLOWS DESCRIBE BEHAVIOR, NOT STRUCTURE 
• BEHAVIOR FROM THE POINT OF VIEW OF A SINGLE 

TRANSACTION 
• PROCESSING CAN BE BATCH OR ONE TRANSACTION AT A TIME 

• PROCESSING CAN BE SINGLE-COMPUTEft MULTI-COMPUTER, 
LOCAL, DISTRIBUTED, NETWORKED, EI C. 

• TRANSACTION LINKS ARE QUEUES, MESSAGES, HISTORY, NOT 
CONTROL FLOW STEPS 

2823 01/29/93 ©fB:I 
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TRANSACTION FLOWGRAPH FOR MICROSOFT 
WINDOWS RESOURCE KIT CHART 5.5 

"SYSTEM INTEGRITY VIOLATION" 

NO 

EXIT 

CREATE NEW PIF FILE 
TO START PROGRAM 
FROM DOS PROMPT 

EXIT 

2822.3 02101/93 
11: 

BEGIN 

NO 

CREATE NEW PIF 
SET EMS XMS TO OR, OD 
CONTACT VENDOR FOR 

PIFSmtNGS 

NO 

PAGE 2-4 

MODIFY SYS EM.IN! ADD 
r-----+EMMEXCLUDE=A000-EFFF 

RESTART WINDOWS 

DO CLEAN BOOT 
WITH CLEAN 
BOOT DISK 

THERE'S A TSR OR 
DRIVER CONFLICT. 

ADD ONE ITEM AT A 
TIME TO FIND 

EXIT 

YES 

NARROW 
RANGE OF 

EMMEXCLUDE 
TO COINCIDE 

WITH HARDWARE 

©([] 
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TRANSACTION NARRATIVE FOR MICROSOFT .... 

WINDOWS RESOURCE KIT CHART 5.5 
"SYSTEM INTEGRITY VIOLATION" 

BEGIN: IF THIS IS A WINDOWS APPLICATION DO NEXT ELSE GOTO NON1 
lF IT RUNS IN MS-DOS DO NEXT ELSE GOTO MVENDOR 
IF IT RUNS IN STANDARD MODE DO NEXT ELSE GOTO DOSPR 
OPEN SYSTEM.IN! IN A TEXT EDITOR AND ADD THE FOLLOWING LINE 

IN THE 386enh SECTION: EMMEXCLUDE = A000-EFFF, SAVE THE 
SYSTEM.I NI AND RESTART WINDOWS. 

IF IT RUNS NOW DO NEXT ELSE GOTO REBOOT 
NARROW THE RANGE OF THE EMMEXCLUDE STATEMENT TO 

COINCIDE WITH HARDWARE USAGE AND GOTO EXIT. 
REBOOT: CLEANBOOT THE COMPUTER WITH A CLEAN BOOT DISK 

IF THE PROGRAM WORKS NOW THEN DO NEXT ELSE GOTO TO MUL Tl 
THERE IS A CONFLICT WITH A TSR OR A DEVICE DRIVER BEING 

LOADED IN THE BOOT FILES. ADD THE ITEMS BACK ONE AT A 
TIME UNTIL THE PROBLEM IS FOUND (GOTO EXIT) 

MULTI: APP MAY NOT WORK CORRECTLY IN A MUL Tl-TASK ENVIRONMENT 
SUCH AS ENHANCED MODE. GOTO MVENDOR: 

NON1: IF THIS 15 A WINDOWS ACCESSORY APP (e.g., paintbrush) DO NEXT 
ELSE GOTO MVENDOR 

RE-EXPAND THE ORIGINAL .EXE FILE AND TRY AGAIN (GOTO EXIT) 

DOSPR: IF IT RUNS FROM A DOS PROMPT UNDER WINDOWS DO NEXT ELSE 
GOTOPIF 

CREA TE A NEW PIF FOR THIS PROGRAM THAT STARTS A DOS 
SESSION AND AND THEN LOADS THE PROGRAM AND TRY AGAIN 
(GOTO EXIT) 

PIF: CREATE A NEW PIF FOR PROGRAM. SET EMS AND XMS SETIINGS TO 
0 REQUIRED AND ZERO DESIRED. GOTO MULTI. 

MVENDOR: CONTACT APPLICATION VENDOR FOR MORE INFORMATION. GOTO 
EXIT. 

EXIT: AFTER DOING THE INDICATED ACTION, RESTART WINDOWS AND TRY 
AGAIN. IF IT DOESN'T WORK, GOTO BEGIN. 

2822.4 02/01/93 ©i] .. _.... 
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PATH SELECTION CRITERIA 

HOW PATH SELECTION CRITERIA ARE THE SAME AS 
CONTROL FLOWS 
• COMPLETE LINK COVER IS MANDATORY MINIMUM 
• HIT THE SPECIAL LOOP CASES (E.G., NULL TRANSACTIONS) 

HOW PATH SELECTION CRITERIA DIFFER FROM 
CONTROL FLOWS (DIRTY TESTING) 
• EMPHASIS ON STRANGE, DEVIOUS, FUNCTIONALLY SILLY 

PATHS 

• FIND THE LONGEST, NON-REPETITIVE PATH 

• TEST AGAINST A BACKGROUND OF CLEAN TRANSACTIONS 

I ©[[] 
i 

2825 01/29193 

! 

TRANSACTION FLOW TEST 
DESIGN STEPS 

1. FIND AND DEFINE A COVERING SET OF 
TRANSACTION FLOWS : 

2. SELECT THE TEST PATHS 

3. SENSITIZE THE PATHS 
• PREPARE INPUTS 

• PREDICT OUTCOMES 

4. INSTRUMENT THE PATHS 

5. DEBUG AND RUN THE TESTS 

2830 09/22192 
@[[] 

"'" 

I 

DEFINE A COVERING SET OF 
TRANSACTION FLOWS 

i 
• THE HARDEST AND MOST IMPORTANT PART OF THE JOB 

• JUST AS COMPLETE PATH TESTING IS IMPOSSIBLE, 
COMPLETE TRANSACTION FLOW TESTING IS 
IMPOSSIBLE-BUT IT IS POSSIBLE AND IMPORTANT TO 
FIND A COVERING TRANSACTION FLOW TEST SET 

• TRANSACTIONS SPLITS-START A NEW FLOW FOR EACH 
SPLIT AND DON'T CONFUSE SPLITS WITH PROGRAM 
BRANCH POINTS 

• TRANSACTION MERGERS-START A NEW FLOW AT EACH 
MERGER AND DON'T CONFUSE MERGERS WITH 
PROGRAM JUNCTIONS 

2830. 1 08/02195 ©[[] 
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TEST PATH SELECTION I 
• COVERING PATHS OF COURSE 

• STRANGE AND DEVIOUS PATHS FOR DIRTY 
TESTING ARE MORE PRODUCTIVE (BUG 
REVEALING) THAN SIMPLE, DIRECT, PATHS 

• TRY THE LONGEST PATH THAT AVOIDS THE 
EXITS 

• PATHS WITH SPLITS AND MERGERS ARE 
PRODUCTIVE-LOOK FOR LOST 
DAUGHTERS AND ILLEGITIMATE BIRTHS 

• HIT THE LOOPS WITH THE LOOP TEST 
CRITERIA 

2830.2 01129/93 ©~ 
i 

EXECUTION AND TEST DRIVING 

• FULL EXECUTION AUTOMATION IS ESSENTIAL. 
DON'T EXPECT BIG BENEFITS IF YOU'RE 
STUCK IN KEY-POUNDING MODE. 

• YOU MAY NEED AN EXTERNAL TRANSACTION 
GENERA TOR/DRIVER. 

• SUPPORTING DATA BASE AND STRUCTURES 
CAN BE 25% TO 50% OF THE EFFORT 

• INDIRECT VERIFICATION IS PRIMAL 
• UNINVOLVED TRANSACTION CORRUPTION OR LOSS 

• RESOURCE CORRUPTION OR LOSS 

• PROGRAM SPACE AND OTHER MEMORY VIOLATIONS 

2830.5 01/29/93 ©~ 

' 

AUTOMATION TOOLS 

• CAPTURE/PLAYBACK: EASIEST WAY TO MAKE 

THE TRANSmON TO AllTOMATED TESTING. 

• SCRIPTING LANGUAGE: FOR THOSE WHO'D 

RATHER SCRIPT THAN PLAY. PROVIDES BETTER TEST 

CONTROL. MAY (SHOULD) BE PART OF THE TOOL. 

• DEDICATED GENERATOR/DRIVER: FoR 
MASS TRANSACTIONS (E.G., BANK TELLER MACHINES) 

AND COMPLICATED SCENARIOS, 

I • PC/WORKSTATION: INDISPENSABLE. 

28311998/08/08 ©il 
I 
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SYNTAX TESTING 
A BEHAVIORAL TEST TECHNIQUE 

• FOCUS ON DATA AND COMMAND INPUT 

• TEST OF USER INPUT ERROR TOLERANCE 

• IDEAL FOR COMMAND-DRIVEN SOFTWARE 

• REPLACES RANDOM KEY-SCRABBLING 

• GOOD FIRST TEST TECHNIQUE 

• EASY TO AUTOMATE 

• COMMERCIAL TOOL SUPPORT 

2700 09/20193 ©ii 

TARGETS FOR SYNTAX TESTING 

• COMMAND-DRIVEN SOFTWARE 

• MESSAGE FORMATS IN: 
• COMMUNICATIONS 
•DATABASE SYSTEMS 
• PROTOCOLS 

• OPERATING SYSTEM CALL TESTING 

• DEVICE DRIVER CALLS 

• INTERNAL, "HIDDEN", LANGUAGES 

•LANGUAGE PARSERS 

2710 04129/94 ©~ 
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SYNTAX TESTING OVERVIEW 

STEP 1: IDENTIFY TARGET COMPONENTS I 
SUITABLE TO SYNTAX TESTING 

I 

STEP 2: DEFINE SYNTAX FORMALLY 

STEP 3: COVER THE SYNTAX GRAPH (CLEAN 
I 

; TESTING) I 
STEP 4: MESS UP THE SYNTAX GRAPH (DIRTY 

I TESTING) 

2705 09120/93 ©[[] 

~ 

STEP 2 - FORMAL DEFINITION OF SYNTAX 
i USE A FORMAL DEFINITION LANGUAGE: BACKUS NAUR FORM I 

I 

I 
.. - IS DEFINED AS digit ::= 0111213141516171819 

I MEANS"OR" option::=<option_a> I <option_b> 

< > NAME OF ANOTHER SYNTACTIC ELEMENT DEFINED 
ELSEWHERE 

drivename::= Al B I C I D 

delimiter::= sp I; I, I tabkey 
format_command ::= FORMAT <delimiter><drivename> 

2720 12119/94 ©~ 

MORE BNF NOTATION 

< ... >" exactly n repetitions <fieldname>7 

< ... >n-m n to m repetitions <fieldname>•-1 

< ... >•-• 0 to 1 repetitions or an optional field 

[ ... ) alternate notation for optional field 

i < ... >- O to infinite repetitions (not realistic) 
I < ... >· 1 to infinite repetitions (mandatory field) 
! inclusive list of objects AIBICI ... IXIYIZ ... 

spaces have no meaning. Use~ or I> to designate 
required spaces. 

null designates the null field ! 

! 2721 04117/94 ©il , 
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BNF SPECIFICATION EXAMPLE (MS-DOS) 
alpha ::= alblcl ... xlylzlAIBIC ... x:ivIz 
zero ::= 0 
digit ::= 11213141516171819 
special ::= $I&I#I%1'I(1)I-l@l"l{l}I-I! 
delim ::= ~;l=ltabkeyl>1

•
121 

character ::= <alpha>j<zero>l<digit>l<special> 
dimame ::= <alpha>' .. 
drivename ::= AIBICIDIEIFIGIH 
namer ::= «character>l?>H I «character>l?>1

•
1 I* 

extension ::= «character>!?>°"" l«character>l?>o-2 I* 
filename ::= <namer><.<extension»o-1 or 

<namer>[. <extension>] 
filespec ::= [<drivename>:]<filename> 

checkdisk_command ::= CHKDSK [<delim>drivename:] 
[<delim><lilespec>] [<delim>/F] 
[<delim>N] 

2722 97-09-29 

THE GRAPH WE COVER 

©~ 

real ::= <digit>• < null I . <digit>·>< null I E le ID Id>< null I+ I· ><digit>·> 

2726 10/11/94 ©~ 

THE GRAPH WE COVER 
real ::=<digit>•< null I . <digit>·>< null IE le ID Id >< null I+ I· ><digit>·> 

Examples of test cases: 0, 1 , 2, .... 7, 8, 9 

2726. 1 4125195 @[65 
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THE GRAPH WE COVER 
real ::=<digit>• < null I , <digit>•>< null IE le ID Id>< null I+ I· ><digit>·> 

'---+fd 

Examples of test cases: 1.1 e+17, 3.Se+00, 1.9e+951 

2726.2 04125/95 

A COVERING TEST SET 

r~ 1.2D5 

45.666d-9 
I~ I 12.345E+67 

2726.3 10/11/94 

©[[] 

©[[] 

COVERING HINTS FOR CLEAN TESTS 

• SHORTEST PATH (FEWEST LINKS) TO EXIT FIRST 
• LOOP-FREE COVER AS MUCH AS POSSIBLE 
• USE CONTROL-FLOW LOOP TEST TACTICS 

• DON'T LOOP (IF SYNTACTICALLY CORREcn 
• LOOP ONCE 
• LOOP TWICE 
• MAXIMUM LESS ONE 
• MAXIMUM 

• WATCH OUT FOR NESTED AND CONCATENATED 
LOOPS 

2727 04/17194 
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DIRTY TESTING PRINCIPLES 

• ONE LEVEL AT A TIME 

• ONE ERROR PER LEVEL 

•WHAT YOU CAN DO AT ANY LEVEL 
• LEAVE OUT SOMETHING THAT'S MANDATORY 
• PUT SOMETHING WRONG IN ITS PLACE 
• CONTENT OF PART IS WRONG (SEMANTICS, VALUE) 
• ERROR OF A PART IS AT NEXT LEVEL 

•VIOLATE LOOP RULES(+ & * OPERATORS) 
• MINIMUM -1 
•MAXIMUM+ 1 
• SOMETHING VERY BIG (e.G., 65,537) 

2728 04/ 17/94 

DIRTY TESTING EXAMPLE 
MSDOS BUFFERS COMMAND 

SYNTAX AS GIVEN: BUFFERS= n [, m] 

©~ 

SYNTAX CONVERTED TO BNF: BUFFERS= <digit>1
•
2 [,<digit>] 

SEMANTICS: n = 1-99 
m = 0-8 
note: if either norm are not valid, they will be set to 

default values. 
FIRST LEVEL TESTS: 

BUFFERS mandatory part left out {two of them) 
BUFFERS= mandatory part left out 
BUFFERS=7 4 conditionally mandatory part left out 
BUFFERS=7,5,6 too many optional fields 
BUFFERS=7.6 wrong delimiter ©il 2729.1 04/17194 

DIRTY TESTING EXAMPLE 
MSDOS BUFFERS COMMAND 

SYNTAX AS GIVEN: BUFFERS= n [, m] 
SYNTAX CONVERTED TO BNF: BUFFERS = <digit>1

•
2 [,<digit>] 

SEMANTICS: n = 1-99 
m = 0-8 
note: if either n or m are not valid, they will be set to 

default values. 

SECOND LEVEL TESTS, SYNTAX ERRORS: 
BUFFERS= a not a digit 
BUFFERS= 123 too many digits 
BUFFERS= 4, 17 too many digits 

.._2729.2 04/17/94 
©il , ! 

i 

I-- -------------------------
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DIRTY TESTING EXAMPLE 
MSDOS BUFFERS COMMAND 

SYNTAX AS GIVEN: 
SYNTAX CONVERTED TO BNF: 
SEMANTICS: n = 1-99 

m = 0-8 

BUFFERS= n [, m] 
BUFFERS= <digit>1-2 [,<digit>] 

note: if either n or m are not valid, they will be set to 
default values. 

SECOND LEVEL TESTS, SEMANTIC ERRORS: 
BUFFERS= 0 Value out of range 
BUFFERS= 7, 9 Value (9) out of range 

2729.3 04/17194 

TEST DESIGN AUTOMATION 

• COMMERCIAL TOOLS {"T") AVAILABLE 
• WE DID IT 20-30 YEARS AGO WITH: 

• COPY MACHINE, SMART SECRETARY AND WHrTE--OUT 

• PAPER TAPE PUNCH AND READERS 

• WORO PROCESSOR (20 YEARS AGO) 

• STRING PROGRAMMING LANGUAGE (SNOBOL) 
• TABLE-DRIVEN (FROM BNF) STRING GENERATOR 

• CREATES COVERING SET 

• 8UILT•IN DIRTY TESTING TACTICS FOR SYNTAX EJltRORS 

• 8u1L T•IN DIRTY TESTING TACTICS FOR SEMANTIC ERRORS 

• MANUAL REVIEW STILL ESSENTIAL BECAUSE 
OF POSSIBLE FALSE ERROR PROBLEMS 

2737 04/17194 

DON'T FORGET TO COVER 

©[[] 

• THE DIRTY TESTING IS SO MUCH FUN AND SO 
EASY TO DO THAT YOU MIGHT FORGET TO 
COVER THE NORMAL (CLEAN) CASES-I DID. 

• AVOID MULTIPLE ERRORS BECAUSE ERRORS 
CAN CANCEL (E.G., MISSING PARENTHESES) 

• OUTCOME PREDICTION MAY REQUIRE SOME 
ANALYSIS, ESPECIALLY FOR COMPLICATED 
SYNTAX 

•VERIFICATION IS USUALLY ACCEPT/REJECT. 
TEST THE FUNCTIONALITY ELSEWHERE, SUCH 
AS IN TRANSACTION FLOW TESTING 

2738 04/17194 
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PRODUCTION RATE 

• WITH AUTOMATED TOOL--1,000 TO 10,000 
TESTS PER HOUR. FULLY DOCUMENTED 

• WITH PRIMITIVE TOOLS (coPIER & WHITE•OUT) 

10-30 FULLY DOCUMENTED TEST CASES PER 
HOUR EVEN BY NOVICE TEST DESIGNERS 

• TEST EXECUTION AUTOMATION AN OBVIOUS 
PREREQUISITE 

eCOMMERC~LTOOLSUPPORT 

2739 1998/08/08 
©[[] 

UTILITY AS A TRAINING TOOL 

• VERY EASY ONCE YOU GET THE HANG OF IT 

• BUILDS TESTING CONFIDENCE QUICKLY 

• CONVINCES NOVICE THAT TESTING IS INFINITE 

• FORCES NOVICE TO COMPROMISE AND FIND 
THE SMART TESTS 

• A GOOD FIRST STEP IN THE TRANSITION FROM 
NOVICE TESTER TO JOURNEYMAN 

2760 04/17194 
@[[] 

I----------------------~ 
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FINITE-STATE MACHINE TESTING 

•A BEHAVIORAL TEST TECHNIQUE 

• DOES THE ACTUAL BEHAVIOR MATCH THE 
INTENDED BEHAVIOR? 

• VERY OLD-BASIC TO HARDWARE DESIGN 

e LONG-TIME USE IN TELEPHONY 

eTHE FUNDAMENTAL MODEL OF COMPUTER 
SCIENCE 

• BASIC TO TESTING 00 SOFTWARE 

2903 1998/08/08 

SOME APPLICATIONS 
• MENU-DRIVEN SOFTWARE 

• OBJECT-ORIENTED SOFTWARE 

• DEVICE DRIVERS 

• COMMUNICATIONS AND OTHER PROTOCOL 
HANDLERS 

©~ 

•SYSTEM HARDWARE CONFIGURATION TESTING 

• RECOVERY AND SECURITY PROCESSING 

• SYSTEM CONTROL 

• CONTROL SYSTEMS 

2905 04118/94 ©il 
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MENU-DRIVEN SOFTWARE 
• EACH MENU THAT APPEARS ON THE SCREEN 

IS A DIFFERENT STATE 
• SELECTION OF OPTIONS TRIGGERS A 

TRANSITION TO A DIFFERENT MENU OR 
SUBMENU (e.G., STATE) 

• FUNCTION AND OTHER KEYS CAN ALSO 
TRIGGER TRANSITIONS 

• QUESTIONS TO ASK INCLUDE: 
• CAN ALL MENUS BE REACHED? 
• CAN ALL MENUS BE EXITED? 
• HAVE ALL MENUS BEEN TESTED 
• ARE THERE CRASH-CAUSING TRANSITIONS? 

2905.9 04/18194 ©~ 

OBJECT-ORIENTED SOFTWARE 

•THE FINITE-STATE MACHINE MODEL IS A BASIC 
PART OF OBJECT-ORIENTED SOFTWARE DESIGN 
AND TESTING 

•OBJECT BEHAVIOR OFTEN DEPENDS ON STATE 
•VERIFICATION OF PROPER STATE BEHAVIOR IS 

BASIC TO TESTING OBJECTS 
• BECAUSE (IDEALLY) IMPLEMENTATION DETAILS 

ARE HIDDEN, STATE BEHAVIOR MAY BE THE 
ONLY THING YOU CAN TEST 

2905.10 04/18/94 ©~ 

WINDOWS FILE MANAGER TOP LEVEL STATE GRAPH 

2906 04/18194 ©~ 
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FILE MANAGER MODEL EXPLAINED 

• STATES (CIRCLES) ARE ACTIVE MENUS: FILE, VIEW, 
TREE, OPTIONS, etc. 

• LINKS (ARROWS) MEANS THAT THERE IS A 
TRANSITION IN rHE INDICATED DIRECTION 

• LETIERS ON LINKS DEFINE KEYS THAT CAUSE THE 
TRANSITIONS: F1, ALT-H, ALT-V, etc. 

• "OTHER" IS FOR ALL KEYS THAT SHOULD DO 
NOTHING--SHOWN ONLY FOR BASE STATE FOR 
SIMPLICITY'S SAKE 

• REVERSE TRANSITIONS FROM ANY STATE TO BASE 
STATE BY USE OF ALT OR ESC (NOT SHOWN) 

2906. 1 04/1 B/94 

FILE MANAGER MODEL EXPLAINED 
• SEVERAL KEYS OR ACTIONS MAY CAUSE SAME 

TRANSITIONS (e.g., ALT-K, Fn, CURSOR, MOUSE) 

• SOME KEYS MAY HAVE DIFFERENT ACTIONS OR 
MAY BE DEAD IN DIFFERENT STATES (MENUS) 

WE HAVE NODES= STATES = MENUS 

WE HAVE LINKS = CHOICES = KEYSTROKES 

WE HAVE NODES AND LINKS= WE HAVE A GRAPH 

WHAT DO YOU DO WHEN YOU SEE A GRAPH? 

2906.2 04/1 B/94 

From DOS 

2906.3 04/1 B/94 

CDVERIT!!! 

TEST: START AT BASE 
ALT-F to FILE 
F1 TO HELP 
ESC TO FILE 
ESC TO BASE 

PAGE 2-17 
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THE GRAPH WE COVER 

• NODE fTATE) COVER: VISIT EACH STATE 
~ENU AT LEAST ONCE UNDER SOME TEST. 

UCH 00 WEAK TO BE USEFUL 
• LINK ~TRANSITIONb COVER: HIT EVERY 

DEFI ED STATE-T -STATE TRANSITION AT 
LEAST ONCE UNDER SOME TEST. MINIMUM 
MANDATORY REQUIREMENT 

• BECAUSE BUGS CAN CAUSE PATH 
DEPENDENCIES, MORE TESTING MIGHT BE 
JUSTIFIED 

• THERE IS A HIERARCHY FROM NODE TO LINK 
TO ALL POSSIBLE PATHS 

2910.4 04/18/94 ©l6:J 

TEST OBJECTIVES 

• FOCUS ON STATES AND TRANSITIONS 
• ARE ALL STATES AND TRANSITIONS THERE? 
• ARE THERE ANY EXTRA STATES OR TRANSITIONS? 
• DO THE RIGHT KEYS DO THE RIGHT THING? 

• 100% STATE AND TRANSITION COVER 

• TEST ALL KEY EQUIVALENCIES 

• TEST ALL DEAD KEYS IN EVERY STATE 

• IGNORE ACTION IN STATE (FOR NOW) 

2916 04117194 ©l6:J 

COMMENTS ON TEST DESIGN 
EXCEPT FOR BOMBS AND OTHER INFERNAL MACHINES 

• IT IS OFTEN POSSIBLE TO TRAVERSE THE ENTIRE STATE GRAPH 
AND TO ACHIEVE LINK COVER IN A SINGLE GLORIOUS 
TEST-MOST GRAPHS ARE STRONGLY CONNECTED 

• DON'T DO IT. PRACTICALITY OF TEST EXECUTION AND HANDLING 
DISCOVERED BUGS DICTATES TESTS SEQUENCES AS 
SHORT AS POSSIBLE 

• PROVIDE FACILITIES FOR INITIALIZING TO ANY STATE FOR 
COMPLICATED STATE GRAPHS WHERE IT MAY TAKE A 
LONG PATH TO GET TO THE STATE OF INTEREST 

• REPEAT EVERY TEST AT LEAST TWICE WITHOUT RE-INITIALIZING. 
THAT IS, GO FROM THE INITIAL STATE TO THE TARGET 
STATE AND BACK TO THE INITIAL STATE, THEN BACK 
AGAIN TO THE TARGET STATE AND RETURN-THIS HELPS 
TO DISCOVER HIDDEN STATE BEHAVIOR 

2926 04117/94 ©l6:J 
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TEST DESIGN OVERVIEW 

I • DEFINE THE STATE CONTROLLING VARIABLES 

• COUNT THE STATES 

• DEFINE THE INPUT (TRANSITION) VARIABLES 

• DEFINE THE INPUT ENCODING (e.g., F1 = altG) 
• CREATE THE STATE TABLE WITH ONE ENTRY FOR EVERY 

COMBINATION OF STATE AND ENCODED INPUT VALUE 

• DEFINE THE TRANSITION AND OUTPUT ACTION (IF ANY) 
FOR EVERY ENTRY IN THE TABLE 

• USE A STATE MACHINE ANALYSIS PACKAGE TO CHECK 
FOR MISSING STATES AND TRANSITIONSEDEAD STATES, 

I 
CONTRADICTIONS, UNREACHABLE STAT S .••• 

I ©[[] 
I 

2949 04/18194 

! 

STATE TRANSITION COVER 

• A COVERING SET OF TESTS HAS AT LEAST ONE 
TRANSITION (INCLUDING BACK TO THE SAME 
STATE) FOR EVERY POSSIBLE INPUT IN EVERY 
POSSIBLE STATE 

•AT LEAST ONE PATH BEGINS FROM EVERY 
POSSIBLE INITIAL STATE 

• EVERY STATE IS REACHABLE BY SOME PATH ! 

• UNREACHABLE STATES ARE EITHER REMOVED 
BY REDESIGN (BEST) OR PROVEN UNREACHABLE 

2975 04/ 18194 ©[[] ... 

COVER CERTIFICATION 

• ALMOST IMPOSSIBLE TO DO WITHOUT PUTTING IT 
INTO THE DESIGN 

• USE AN EXPLICIT FINITE-STATE MACHINE DESIGN 
DRIVEN BY STATE/TRANSITION TABLES 

•BUILT-INTO STATE MACHINE PROCESSOR 

• TAKES AN EXTRA TABLE WITH ONE BIT FOR EACH 
ENTRY IN THE STATE TABLE 

• BIT IS SET IF THAT TRANSITION HAS BEEN 
EXERCISED 

• LEAVE IT ENGAGED ALL THE TIME 

2976 04118194 ©[[] 
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YOU'RE PROBABLY DOING IT NOW 

• DO YOU TEST NUMERICAL INPUT VARIABLES AT 
THE EXTREME POINTS OF THEIR RANGES? 

• DO YOU TEST BOUNDARY VALUES FOR 
NUMERICAL INPUTS? 

• DO YOU TEST COMBINATIONS OF INPUT 
VARIABLE BOUNDARY VALUES? 

* IF SO, YOU'RE DOING RUDIMENTARY 
DOMAIN TESTING 

* DON'T STOP--JUST LEARN TO DO IT 
BETTER 

2600.1 02/08193 ©~ 

BOUNDARY VALUE CHECKING? 

• DOMAIN TESTING REPLACES EARLIER 
HEURISTICS SUCH AS "BOUNDARY VALUE 
CHECKING" 

• MORE GENERAL, MORE POWERFUL 

• WORKS FOR MUL Tl-DIMENSIONAL INPUTS 

2600.4 08/02195 
©!B:l 
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~I CLASSIFY DO CASE 1 :-----~:OUTPUT I 

r---.J DO CASE 2 :1---1-~ 
~---.j DO CASE 3 f--

SCHEMATIC REPRESENTATION OF DOMAIN TESTING 

2601 02/08/93 ©[[] 

ONE DIMENSIONAL DOMAINS 
d1 

d1 

d1 

MIN 

• d2 MAX 
• 

Both Sides of d2 are Closed 

MIN - d2 MAX 
-

Min Side of d2 is Closed, Max Side is Open 

MIN d2 MAX 

Both Sides of d2 are Open 

d3 

d3 

d3 

= the boundary point belongs to the domain Closed 
Open = the boundary point does not belong to the domain 

2602 02/08/93 ©[[] 

COMMENTS ON DOMAIN TESTING 

• BUGS CONGREGATE AT DOMAIN BOUNDARIES 
• MORE THAN A FEW VALID VALUES ARE RARELY 

PRODUCTIVE 
• TESTS SHOULD EMPHASIZE DOMAIN BOUNDARIES 

AND BOUNDARY INTERSECTIONS 
• TESTS SHOULD ATTEMPT TO VERIFY THE 

CORRECTNESS OF THE BOUNDARIES 

2621 04/19/94 ©~ 
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DOMAIN BUGS AND CLOSURE 

• MOST DOMAIN BUGS OCCUR AT OR NEAR 
DOMAIN BOUNDARIES 

• MANY DOMAIN BUGS ARE A RESULT OF 
IMPROPER CLOSURE ( THE BOUNDARY 
BELONGS TO THE WRONG DOMAIN) 

EXAMPLES: 

NOT (X>O) ·x < o· 
NOT (X<O) ·x > o· 

I NOT (X=O) "(X > 0) & (X < OJ" 

I 
i 
: 

I. 2602. 1 02/08/93 
@[65 

! DOMAINS AND PATHS ' I 
I 

I 

I 
• EVERY DOMAIN DEFINES AT LEAST ONE PATH OR 

THE EQUIVALENT THROUGH THE SOFTWARE 
I 

• EVERY PATH IS ASSOCIATED WITH A DOMAIN 

• SPECIFICATIONS CAN OFTEN BE WRITIEN IN TERMS 
OF REQUIRED DOMAIN PROPERTIES SUCH AS: 

• WHERE ARE THE BOUNDARIES 
• ARE THEY OPEN OR CLOSED 

• TESTING IS NEEDED TO ASSURE THAT THE 
REQUIRED AND IMPLEMENTED DOMAINS MATCH 

2603 02/08/93 ©[65 
l 

DOMAINS AND DIMENSIONS 

• EACH INPUT VARIABLE ADDS ANOTHER 
DIMENSION TO THE DOMAINS 

• EACH PREDICATE (DECISION POINT) BASED 
ON INPUT VARIABLES ADD ANOTHER 
DOMAIN BOUNDARY 

• LOOPS CAN CHANGE BOUNDARIES AND/OR 
DIMENSIONS DYNAMICALLY--DOMAIN 
TESTING ISN'T FOR LOOPS 

! 

i @[65 i 2604 02/08/93 
I 

I .. 
I 
I 

' 
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FIRST VARIABLE 

• POTENTIALLY PRODUCTIVE TEST POINTS 

2605 02/08/93 ©~ 

CHARACTERISTICS OF TYPICAL DOMAINS 

• INPUT VARIABLES ARE ALL INDEPENDENT 
OF ONE ANOTHER--THAT IS, THERE IS NO 
FUNCTIONAL RELATION BETWEEN 
VARIABLES 

• DOMAIN BOUNDARIES EXTEND TO INFINITY 

• DOMAIN BOUNDARIES ARE CONTINUOUS 

• DOMAIN BOUNDARIES HAVE CONSISTENT 
CLOSURES ALL ALONG THEIR LENGTHS 

2604.2 02/08/93 

TYPICAL HEURISTIC DOMAIN 
TESTING ASSUMPTIONS 

• VARIABLES ARE INDEPENDENT 

• DOMAIN BOUNDARY CROSSING POINTS 
ARE PRODUCTIVE PLACES TO TEST 

CONSEQUENCES 
• GROSS UNDER-TESTING 

• GROSS OVER-TESTING 

2604.3 02/08/93 

©~ 

©~ 
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GROSS OVER-TESTING 
WHEN DOMAIN VARIABLES ARE INDEPENDENT 

• TESTING THE COMBINATIONS FOR DOMAIN BOUNDARY 
CROSSING POINTS MAKES SENSE ONLY IF THE 
VARIABLES ARE DEPENDENT 

• IF YOU TEST THE COMBINATIONS YOU ARE LOOKING 
FOR A BUG THAT MAKES INDEPENDENT VARIABLES 
DEPENDENT -- A VERY UNLIKELY BUG I 

• YOU WILL BE TESTING ACCORDING TO A SQUARE LAW 
~N THE NUMBER OF VARIABLES) OR WORSE--

ROSS OVER-TESTING 

.3604.4 02/08/93 ©[[] 
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A 4 I~ ........ ' 
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R ........... ..... .... ........... 1 
I 3 .... 

.............. ' ..._ ........... A 2 
B I I """""'- l' .... ........... 

1 L I I ! ~ I - --":::....I E O ' 
0 1 2 3 4 5 6 7 8 9 10 

FIRST VARIABLE 

WHY TESTING JUST THE EXTREME POINTS AND 

THEIR COMBINATIONS MAY BE INADEQUATE 

2604.5 10/11194 ©fB:l 

DOMAIN DEPENDENCY SUMMARY 

• IF VARIABLES ARE INDEPENDENT: DoN'T 

BOTHER WITH EXTREME POINT COMBINATIONS. TEST 

EACH VARIABLE SEPARATELY UNLESS YOU HAVE GOOD 

REASON TO SUSPECT BUGS THAT COULD INTRODUCE 

UNDESIRABLE DEPENDENCIES 

• IF VARIABLES ARE DEPENDENT: DoN'T 

TEST EXTREME POINT COMBINATIONS WILLY-NILLY BUT 

TEST: 

• THE RELATIONS BETWEEN VARIA9LES (E.G. 1 THE EQUATION} 

• THE POINTS AT WHICH RELATIONS CROSS (e.G.1 SOLUTION POINTS) 

i 2604.6 02/09/93 ©[[] 
I 
I 
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ONE DIMENSIONAL DOMAIN BUGS 
AND TESTING STRATEGIES 

• BOUNDARY CLOSURE BUG: OPEN INSTEAD 
OF CLOSED AND VICE-VERSA 

• BOUNDARY POINT SHIFTED TO THE LEFT 

• BOUNDARY POINT SHIFTED TO THE RIGHT 

• MISSING BOUNDARY POINT 

• EXTRA BOUNDARY POINT 

2608 04/19195 
©[[] 

DOMAIN TESTING STRATEGY 
SUMMARY FOR ONE DIMENSION 

•AT LEAST ONE POINT ON EACH BOUNDARY 
TO TEST FOR PROPER CLOSURE 

• AN OFF POINT FOR EACH BOUNDARY POINT 
TO TEST FOR SHIFTS, EXTRA, MISSING, ETC. 

• TRIVIAL TO APPLY TO ONE VARIABLE AT A 
TIME (IF THEY ARE INDEPENDENT) 

• CHANGE YOUR STRATEGY 
• ONE ON AND ONE OFF POINT FOR EACH BOUNDARY 
• ANAL VZE THE RESULTS TO FIND THE BUG 

2 608.3 04/19194 ©~ 

ONE DIMENSIONAL DOMAIN 
TESTING STRATEGIES AND BUGS 

CLOSED DOMAIN OPEN DOMAIN 

CASE ON POINT OFF POINT ON POINT OFF POINT 

NO BUG A PROCESS B PROCESS B PROCESS A PROCESS 

CLOSURE B PROCESS B PROCESS A PROCESS A PROCESS 

LEFT SHIFT A PROCESS A PROCESS A PROCESS A PROCESS 

RIGHT SHIFT BPROCESS BPROCESS B PROCESS B PROCESS 

MISSING X1 PROCESS =X2 

EXTRA X1 PROCESS /=X2 

2608.4 04/19194 

L _ _____________________ ___, 
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ONE-DIMENSION, CLOSED BOUNDARY 
BUGS AND TESTING 

B A 

correct, domain A is closed 

B ' x test point A 
~ 

Bug: Closure is in B domain 

B e ,.test point x ::=:·i--_____ A_ 
·- Bug: Boundary shifted left 

B x test point A 
:'·•, -------~ .... _ .. , . ----

Bug: Boundary shifted right 

B x x test points A .. , .. , 
----------!\ .>--------..... 

test point x B 

3.2608.11997-12-26 

Bug: Boundary is missing 

A' x test point A 
.,-.. 

t--~.. - -··-·· 
Bug: Extra boundary 



TWO DIMENSIONAL DOMAIN BUGS 
• BOUNDARY CLOSURE BUG 

• BOUNDARY SHIFTED 

• BOUNDARY TILTED 
--. --__ ... 

• BOUNDARY MISSING °?:--. 
• EXTRA BOUNDARY .. 7 

2609 04/20/94 
----~ ©~ 

STRATEGY FOR TILTED BOUNDARY BUG 

TWO ON POINTS AND ONE OFF POINT 
CATCHES ALL POSSIBLE BOUNDARY TILTS 

A \ 
OFF POINT 

2609.3 04/20/94 

JENG'S 1X1 STRATEGY 

• 1X1 IS AN EASY AND EFFECTIVE STRATEGY 
FOR N-DIMENSIONAL DOMAINS, LINEAR OR 
NON-LINEAR 

• AN ON POINT AND AN OFF POINT VERY 
CLOSE TO EACH OTHER CATCHES MOST 
REASONABLE BUGS 

• YOU JUST NEED TO BE ABLE TO SUBSTITUTE 
INTO THE BOUNDARY INEQUALITY AND 
EVALUATE IT 

2612 04/16195 

©~ 

©~ 
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I l 

JENG'S 1X1 STRATEGY 

~OFF POINT 

--~== • 
:- ,,,,~ --~ 

ON POINT 

2612.1 04/16195 

JENG'S 1X1 STRATEGY 

• DISTINGUISHES BETWEEN DISCOVERING 
THAT THERE IS A BUG AND DETERMINING 
THE NATURE OF THE BUG IF THERE IS ONE 

• ALMOST ALL BOUNDARY SHIFTS ARE 
CAUGHT IF THE TWO POINTS (ON AND OFF) 
ARE CLOSE ENOUGH 

• BUT WE LEARN ALMOST NOTHING ABOUT 
THE NATURE OF THE BUG (TILT, SHIFT, 
MISSING, EXTRA, ETC.) 

2612,3 04/16195 

©~ 

©~ 

WHAT JENG'S 1X1 STRATEGY CAN MISS 

BUGG~RY 

OFF~T 

• 
"~---~ ... -~-----~ ·~ -~ ""~ 

ON POINT 

A BUGGY BOUNDARY THAT JUST SNEAKS 
IN BETWEEN THE TWO TEST POINTS 

2612.5 04/16195 ©~ 
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ONE VERSUS N DIMENSIONS 

• FOR ONE DIMENSION, JENG'S 1X1 AND 
COHEN & WHITE NX1 ARE IDENTICAL 

• FOR MORE THAN ONE DIMENSIONS: 
• JENG: 2 POINTS PER BOUNDARY 
• COHEN-WHITE: N+1 POINTS PER BOUNDARY 
• JENG: LINEAR OR NONLINEAR BOUNDARIES 
• COHEN-WHITE: LINEAR BOUNDARIES ONLY 
• JENG: MAY MISS SOME BUGS 
• COHEN-WHITE: UNLIKELY TO MISS ANY BUGS 

2612.7 04/16/95 

SUGGESTIONS 

• USE JENG'S 1X1 AS A FIRST CHECK TO SEE 
IF THERE ARE ANY BUGS 

• USE COHEN-WHITE NX1 FOR LINEAR 
BOUNDARIES IF BUGS ARE DETECTED AND 
YOU WANT DIAGNOSTIC INFORMATION 

• USE NX1X1 FOR LINEAR BOUNDARIES ON 
LIFE-CRITICAL SYSTEMS TO GUARANTEE NO 
SNEAK-BY BUGS 

• DO FORMAL ANALYSIS OF ERROR SPACE 
FOR LIFE-CRITICAL SOFTWARE (ADVANCED 
TOPIC-ZEIL'S THEORY) 

2612.9 04/16195 

©[[] 

DOMAIN STRATEGY SUMMARY 

2609.8 04/20/94 

0 - ~~~I, . 
• ON POINTS 

Q OFF POINTS 

• SHARED ON POINTS 

PAGE 2-29 



A QUESTION 

• COMMON SENSE DICTATES PATH TESTING 
BECAUSE IT DOESN'T MAKE SENSE TO 
RELEASE UNTESTED CODE 

• DOES IT MAKE SENSE TO RELEASE CODE 
FOR WHICH DATA DEFINITIONS AND 
USE ARE UNTESTED? 

• AT LEAST, WE SHOULD VERIFY THAT: 
• DATA ARE DEFINED AS WE INTEND 

• THEY ARE CREATED BEFORE NEEDED 

• THEY ARE USED (PROPERLY) IF CREATED 

4601 09122192 ©ii 

DATA FLOW TEST CRITERIA 
(STRUCTURAL) 

• MORE GENERAL THAN PATH TESTING FAMILY 

• STRONGER THAN BRANCH BUT WEAKER THAN 
ALL PATHS 

• MUST BE DONE SEPARATELY FOR EACH DATA 
OBJECT 

• BASED ON CONTROL FLOWGRAPH ANNOTATED 
WITH DATA FLOW RELATIONS 

4610 09122192 ©ii 
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I 
DATA FLOW TEST CRITERIA 

(BEHAVIORAL) 

• HEURISTIC BUT SENSIBLE AND EFFECTIVE 

• TRANSACTION FLOW TESTING IS A KIND OF 
DATA FLOW TESTING 

• MUST BE DONE SEPARATELY FOR EACH DATA 
OBJECT IN YOUR DATA MODEL 

• BASED ON DATA FLOWGRAPHS USED IN MANY 
DESIGN METHODOLOGIES 

4610.5 09/22192 @[[] .. 

! I' " DAT A FLOW DEFINITIONS 
: 

COMPUTATIONAL USE: VARIABLE USED IN A COMPUTATION; 
E.G., APPEARS ON TliE RIGHT•HAHO-SIDE OF AN ASSIGNMEIIT 
STATEMEIIT. 

PREDICATE USE: VARIABLE USED IN A COIITROL FLOW 
PREDICATE. 

USE: A COMPUTATIONAL ANDloR PREDICATE USE. 

DEFINE: A VARIABLE IS DEFINED WHEN ANY OF TliE FOLLOWING HAPPEN 

• CREATED: E.G. IN A DECLARATION 
• NEW VALUE ASSIGNED 
• INITIALIZED TO A NEW VALUE 

©~ 
~ 

4605 09/22192 ~ 

DATA FLOW TESTING IS VERY OLD 

• USED AT IBM FOR OVER 30 YEARS 

I • IMPLICIT IN MANY DESIGN METHODS: HIPO, 
i SoFTEcH, BENDER 

i • A NATURAL ADJUNCT TO DATA FLOW DESIGN 
I 

i • COMMON SENSE BASIS . KNOW WHAT YOU'RE DOING WITH OATA 

• TEST THAT WHAT YOU DID IS WHAT YOU WANTED TO DO 

• TRANSACTION FLOW TESTING IS DATA FLOW 
TESTING 

4611 1998/08/08 ©il 
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CODE (POL)* 

BEGIN Z=Z-1 
INPUTX, Y IF Z= 0 GOTO ELL 
Z=X+Y U=U+1 
V=X·Y NEXTU 
IF Z >= 0 GOTO SAM V(U • 1) = V(U + 1) + U(V • 1) 

JOE: Z=Z-1 ELL: V(U + UM) = U + V 
SAM: Z=Z+V IF U =VGOTO JOE 

FOR U = 0 TO Z IF U > V THEN U = Z 
V(U), U(V) = (Z + V)*U Z=U 
IF V(U) = 0 GOTO JOE END 

* A contrived horror 
4680 04121/94 

@[Bj 

Cz[)z 

CzDu 

CuDu ~ l 

THE HORROR, SHOWING DATA FLOW RELATIONS 

4680. 1 04121/94 
@[Bj 

ELL 
------18 Z? 

THE HORROR, DATA FLOWS FOR X & Y 

4680.2 04121/94 
@[Bj 

PAGE 2-32 



CzDz 
Cz 

THE HORROR, DATA FLOWS FOR Z 
SHOWING SOME D-U PATHS 

4680.3 04/21194 

THE HORROR, DATA FLOWS FOR V 
SHOWING SOME D-U PATHS 

4680.4 04/21194 

J 

DATA FLOW TEST CRITERIA 
• ALL PREDICATE USES: ALL USES IN CONTROL-FLOW PREDICATES. 

• ALL COMPUTATIONAL USES: ALL USES IN CALCULATIONS. 

• ALL DEFINITIONS: ALL POINTS AT WHICH OBJECTS ARE DECI.ARED 

ANDfoR ASSIGNED NEW VALUES. 

• ALL USES: ALL POSSIBLE USES OF OBJECTS. 

• ALL DU-SEGMENTS (DEFINED THEN USED): ALL SIMPLE 

PATH SEGMENTS ON WHICH AN OBJECT lS DEFINED ANO THEN USED 

WITHOUT INTERVENING VALUE CHANGES. 

NOTE: apply to every data object separately 

NOTE: each criteria has its own coverage metric 

4614 09/22192 

©~ 

©~ 
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I 
ALL PATHS 

• I 
ALL DU PATHS I 

' 
I 
! 

ALL USES i 

ALL-C/SOME-P .....--------.. ALL-P/SOME-C 

=~Aus~ 
I ALL DEFS BRANCH 

' I 
STATEMENT I 

RELATIVE STRENGTH OF STRUCTURAL TEST STRATEGIES 

4621 09122192 @[[] 
i 

! 
i RELATIVE COST (TEST CASES PER BRANCH) OF 

I VARIOUS STRUCTURAL STRATEGIES 
; 

' 
STATEMENT 

BRAHCH 

AUP USES 

AU.C USES 

AU.USES 

AU.DU PATHS 

• ·~ .. , .. , 0.1 1 

CONCLUSION: FOR NOT MUCH MORE TESTING THAN 
EITHER STATEMENT OR BRANCH, ALL DU-PATHS IS 
ALMOST AS GOOD AS TESTING ALL POSSIBLE PATHS. 

4630. 1 09122192 ©[[] .. 

TOOLS AND AUTOMATION 
STATUS 

• BEHAVIORAL DATA FLOW TESTING DOESN'T NEED 
SPECIAL TOOLS, ONLY THE WILL TO DO IT. 

• STRUCTURAL DATA FLOW TESTING NEEDS TOO 
MUCH BOOKKEEPING TO DO MANUALLY. IT IS 
TOOL INTENSIVE. 

• MANY PRIVATE STRUCTURAL DATA FLOW TOOLS IN 
USE E.G. ' A TEC 

• ATEC NOW MARKETED BY IBM AS PART OF TOOL KIT. 
MORE COMMERCIAL TOOLS TO FOLLOW. 

@[B:I 
I 

' 4640 1998/08/08 
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THEORY AND PRACTICE 

• PRACTICE: VERY OLD 
• INTUITIVE, HEURISTIC, COMMON SENSE 
• BEHAVIORAL TESTTECHNIQUE 

e THEORY: 15+ YEARS OLD 
• FORMALIZATION OF COMMON SENSE 
• STRUCTURAL TEST TECHNIQUE I 

• TOOL INTENSIVE 

I • CONCLUSIONS 
! • EITHER BEHAVIORAL OR STRUCTURAL I 

• APPLICABL~ TO ALL TESTING LEVELS 
• BASIC PART OF TESTERS' TOOL KIT 

4612 1998/08/08 
@[[] 

I 
I 
! 

! 
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SOFTWARE TESTING AND QUALITY ASSURANCE SEMINARS-BORIS BEIZER 

CALL TREE TESTING AND COVER 

This is a copyright notice. No part of these graphics may be 
reproduced or used in any form by any means such as graphics, 
electronic, optical, mechanical, including but not limited to 
photocopying, recording, scanning, conversion to other media, 
transmission, or storage in a computer or an information storage 
and retrieval system -- without the author's written permission. 

Boris Seizer, ANALYSIS - 1232 Glenbrook Road, Huntingdon Valley, PA 19006 
TEL: 215-572-5580 FAX: 215-886--0144 Email: bbeizer@spriotmail.com 

36xx 97-04-10 ©~ 

CALL TREE TESTING AND COVER 

3600 04121/94 

CALL-TREE {GRAPH) 

• NODES = ROUTINES, FUNCTIONS 
• LINKS IF A CALLS B, LINK A TO B 
• BECAUSE CALLS USUALLY RETURN TO SAME 

CALLER;. LINKS ARE Bl-DIRECTIONAL, SO 
ARROW.:, CAN BE LEFT OUT 

• WHAT DO YOU DO WHEN YOU SEE A GRAPH? 

3601 04121/94 
@[Bj 
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STATIC VERSUS DYNAMIC CALLS 

• STATIC CALL: DETERMINED AT COMPILE 
TIME. LINKED BY LINKER 

• DYNAMIC CALL: DETERMINED AT RUN 
TIME. DYNAMIC LINK. 

• EXAMPLE OF STATIC CALL: MOST 
SUBROUTINE CALLS. 

• EXAMPLE OF DYNAMIC CALLS: PRINTER 
AND MOST OTHER DRIVERS. 

3602 04/21194 
@[Bj 

CALL-TREE COVER RULES 

• EVERY CALLED COMPONENT CALLED BY EACH OF 
ITS CALLERS AT LEAST ONCE UNDER SOME TEST 

• EVERY CALLER HAS CALLED EVERY COMPONENT IT 
CALLS AT LEAST ONCE UNDER SOME TEST (NOT 
REDUNDANT IF THERE ARE COROUTINES AND 
RECURSIVE CALLS) 

• "EVERY" SHOULD, BUT PROBABLY WON'T, INCLUDE 
DYNAMIC CALLS ALSO 

• MUCH1,MUCH MORE COMPLICATED FOR 
MuLTI-ENTRY, MULTI-EXIT ROUTINES 

3603 04/21/94 

A SET OF COVERING PATHS 

3610 04121/94 

©[[] 

©il 
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COMMENTS ON CALL TREE PATHS 

• MANY SIMPLE PATHS 

• THE ISSUE IS CALL-TREE COVER, NOT 
COMPONENT TESTING OR FEATURE 
TESTING 

• REDUNDANCY (OF COVERING PATHS) IN 
THE INTEREST OF CLARITY IS OKAY 

3615 04121/94 ©lB:l 

i COVERING A COMPONENT (~\; ~--0' SUB-3··;·· //~ 
I 
I •••• ••• 1 ••• -··;r-

C PRINT J ® C SUB-1 ) 
~ .. .. -..........!.... .., 

cs~ ~ 

"FILES" IS COVERED WHEN IT HAS BEEN CALLED BY 
SUB-3, SUB-2, & INSTALL AND HAS CALLED SUB-4 

AND SUB-5 IN SOME TESTS (3 NEEDED HERE) 

3620 04121/94 
©[[] 

PATHS IN THE CALLED 
SUBCOMPONENTS 

• THE SIMPLEST PATH(S) IN THE CALLED COMPONENT 
THAT EXERCISE ALL ASPECTS OF THE CALL 

1. NUMBER OF PARAMETERS 

2. PARAMETER ORDER i 

3. PARAMETER DATA TYPES 

• KEEP THE CALL STRUCTURE AS SIMPLE AS POSSIBLE 

3630 08/02195 ©lB:l 
i 

I 

PAGE 3-3 



., 

CALLED COMPONENT COVER I 

I 
! WHAT ABOUT BRANCH (LINK) COVERAGE WITHIN THE 

CALLED COMPONENT UNDER VARIOUS CALLS? 

• IF BUGS ARE NICE (LOCALIZED) AND DON'T CROSS 
COMPONENT BOUNDARIES, COMPONENT LEVEL 

! COVERAGE UNDER COMPONENT TESTING IS ADEQUATE 
AND ONLY THE CALLS MUST BE TESTED 

• BUGS INTERACTING THROUGH GLOBAL DATA OR OS CALLS 
CAN VIOLATE BOUNDARIES AND THEREFORE REQUIRE 
FULL COVERAGE RETESTING FOR EVERY CALL 

• THEREFORE, EVEN WITHOUT LOOPS, THE PATH COUNT CAN 
BE INFINITE 

3631 08/02195 ©~ 

CALLED COMPONENT COVERAGE 

• PRACTICALITY DICTATES REDUCED COVERAGE GOAL WHEN 
TESTED IN CONTEXT 

• FULL COVERAGE MAY BE IMPOSSIBLE FOR NORMAL CALLS IN 
CONTEXT BECAUSE OF EXCEPTIONS AND ILLOGICALS 

• LOCALLY DEFENSIVE CODE REDUCES SUBCOMPONENT 
COVERAGE IN CONTEXT 

• 75%-85% IS TYPICAL ONE LEVEL DOWN; 60o/,-70% TWO LEVELS 
DOWN, 40-60% THREE LEVELS DOWN, ETC. 

• 100% BRANCH COVER IS MANDATORY FOR UNIT TESTING TO 
PROVIDE THE ESSENTIAL TRUST THAT THE BUG IS CALL 
SENSITIVE 

;1632 08/02195 
©[[] 

' i 

PATH SELECTION CRITERIA 

• NORMAL AND IMPORTANT BOUNDARY CASES SHOULD 
FALL OUT OF HIGHER LEVEL TESTS, ESPECIALLY 
INTEGRATION TESTS 

• SHORTEST, SIMPLEST, MOST OBVIOUS PATHS THAT 
SATISFY THE CALL PARAMETERS 

• SIMPLEST PATHS THAT FORCE EXCEPTION CONDITIONS 
AND EXCEPTION EXITS 

• COVERAGE MONITORING IS MORE IMPORTANT THAN 
TRYING TO FORCE SPECIFIC PATHS 

I 

I 
I ©~ 3633 09/20193 

' 
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SOF1WARE TESTING AND QUALITY ASSURANCE SEMINARS-BORIS BEIZER 

INTEGRATION STRATE GIES 

THIS IS A COPYRIGHT NOTICE. No PART OF THESE GRAPHICS MA.Y BE REPROOUCED OR USED 

IN ANY FORM BY ANY MEANS SUCH AS GRAPHtcS, ELECTRONIC, OPTICAL, MECHANICAL, I 
INCLUDING BUT NOT UMrTED TO PHOTOCOPYING, RECORDING, SCANNING, CONVERSION TO 

I OTHER MEDIA, TRANSMISSlON, OR STORAGE IN A COMPUTER OR AN INFORMATION STORAGE 

AND RETRIEVAL SYSTEM - wrrHOUT THE AUTHOR•$ WRITTEN PERMISSION. I 

I 

BoRJs BEZER, ANALYSIS -1232 GLENSROOK ROAD, HlMTINGOON VALLEY, PA 19006 I 
TEL: 215-572-5580 FAX: 215-886-0144 EowL: BBEIZER@S>R!NTIWL.COM 

31XX 97-04-10 ©[[] 

INTEGRATION STRATEGIES 
i 
I 

I • TOP-DOWN: EMPHASIS ON CONTROL 
I METHODS. SIMULATE LOWER-LEVEL 
! COMPONENTS WITH STUBS 

• BOTTOM-UP: EMPHASIS ON COMPONENT 
BEHAVIOR. SIMULATE HIGHER-LEVEL 
COMPONENTS BY DRIVERS 

• BIG-BANG: PUT IT ALL TOGETHER AND SEE IF 
IT WORKS (IT DOESN'T, OF COURSE) 

• BACKBONE: THE SOFTWARE, IN CONTEXT, IS 
ITS OWN BEST TEST TOOL. THIS IS 
BIG-BANG REFINED AND UNDER 
CONTROL 

3095 05/05194 ©~ 
I 
I 

TOP-DOWN INTEGRATION DEFINITION 

• START WITH THE TOPMOST CONTROL LEVEL 

• USE COMPONENT SIMULATORS OR "STUBS" 
FOR ALL CALLED COMPONENTS NOT YET 
INTEGRATED 

• REPLACE STUBS AT LEVEL N+1 BY REAL 
COMPONENT WHEN TESTING WITH STUBS IS 
FINISHED AT LEVEL N 

• CONTINUE UNTIL THE BOTTOM-MOST LEVEL IS : 
REACHED 

I 

! 

3100 04/21194 ©[[] I 
I 

I I 
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I 
THE MYTHS USED TO JUSTIFY 

TOP-DOWN INTEGRATION 

i 
• MOST BUGS ARE RELATED TO CONTROL PROBLEMS 

• COMPLEXITY DECREASES FROM THE TOP-DOWN. 
THE TOP LEVEL IS THE MOST COMPLICATED 

• THERE IS A SINGLE TOP 

I • TESTING WITH STUBS IS EASIER AND MORE 
I RELIABLE THAN USING THE REAL COMPONENT ; 

• 1rs A NATURAL ADJUNCT TO TOP-DOWN DESIGN 

i 

©[[] ' 
3105 04/21/94 

I ! 

I 

WHEN IS TOP-DOWN 
INTEGRATION USEFUL? 

• WHEN SCHEDULE REALITIES FORCE THE USE OF 
STUBS 

• WHEN STUB CONSTRUCTION IS VERY EASY 
• AS A DEBUGGING APPROACH 
• WHEN THE PROGRAM'S STRUCTURE DOES MAKE 

I IT NATURAL 

I • AS ONE TECHNIQUE IN REGRESSION TESTING 
' WHEN CONTROL BUGS ARE EXPECTED 

BUT NEVER, NEVER, AS THE ONLY 
TECHNIQUE ©[[] 

3115 04/21/94 
I 

BOTTOM-UP INTEGRATION DEFINITION 
i 

• START WITH THE BOTIOM-MOST SUBROUTINE 

• USE DRIVERS FOR ALL CALLING COMPONENTS 
NOT YET INTEGRATED 

• REPLACE LEVEL N-1 DRIVERS BY REAL 
COMPONENT WHEN TESTING HAS BEEN 
DONE WITH COMPONENTS AT LEVEL N 

• CONTINUE UNTIL THE TOP-MOST LEVEL IS 
REACHED 

: 

3150 04/21/94 
©[[] 
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THE MYTHS USED TO JUSTIFY 
BOTTOM-UP INTEGRATION 

• IF THE PARTS ALL WORK, WHAT CAN GO WRONG? 

• COMPLEXITY INCREASES FROM THE BOTTOM-UP. 
SOLVE THE SIMPLER PROBLEMS FIRST 

• THERE IS A BOTTOM 

• ONCE A BUG IS FIXED IT STAYS FIXED 

• TEST DRIVERS ARE EASY TO BUILD 

3155 04/21/94 

WHEN IS BOTTOM-UP 
INTEGRATION USEFUL? 

• PROVIDES THE MOST SCHEDULE FLEXIBILITY 

• BUILDING ON A BODY OF PRE-EXISTING, WELL 
TESTED SUBROUTINES OR LIBRARY 

• WHEN THE PROGRAM'S STRUCTURE DOES MAKE 
IT NATURAL 

BUT NEVER, NEVER, AS TUE ONLY 
TECHNIQUE 

3170 04/21/94 

3200 04/21194 . · 

©~ 
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WHERE DOES BIG-BANG WORK? 

• FOR VERY GOOD SOFTWARE AND VIRTUOSO 
PROGRAMMERS 

• THE METHOD OF CHOICE FOR MAINTENANCE 

• THE METHOD OF CHOICE FOR REGRESSION 
TESTING 

• AN ASPECT AND AN ACT OF FAITH AT EVERY 
STAGE OF NORMAL TESTING AND 
INTEGRATION 

3220 04/22194 

THE DANGERS OF BIG-BANG 
INTEGRATION 

• THERE'S RARELY A MIDDLE GROUND. IT'S 
EITHER VERY GOOD OR VERY BAD 

• EVERYBODY THINKS THAT THEY'RE A 
SUPER-PROGRAMMER 

• THERE'S NO WAY TO PREDICT WHICH IT WILL 
BE THIS TIME FOR UNRESTRICTED BIG-BANG 

• IT'S A SCARY APPROACH BUT IN THE HEAT OF 
THE MOMENT, WE'RE TOO IRRATIONAL TO 
BE AFRAID 

3225 04/22194 

THE LOGIC THAT LEADS TO 
BACKBONE INTEGRATION 

• THE SOFlWARE IN CONTEXT (PLATFORM, OS, ETC.) IS 
ITS OWN BEST TEST TOOL: 

• 95% + MUST BE WORKING BEFORE ANY TESTING BEGINS 
• ASSEMBLING OR COMPILIN~ LINKIN~ AND LOADING 

ARE UNAVOIDABLE BIG-t1ANG AC IS OF FAITH 
• 1rs GOING TO BE EITHER SOME BIG-BANGS OR 

MINI-BANGS BEFORE TESTING CAN BEGIN 

'fDE QUESTION: lfDA1' CAN lfE 1)0 TO 
EXPLOIT TUE SOl."flf AllE AS ITS OlfN 

'l'ES1' TOOi.? 

3300 04/22194 

©IB:l 

©IB:l 
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WHAT IS A-: ACKBONE? 

• ABILITY TO DO ,A. OUTPUT, FETCH, 
STORE, AND : R BASIC STUFF 

• SIMPLE PATHS IMPLE CASES 

• ENOUGH TO D~~ .... LY STRESS 
TESTING 

eAPLANNEDS 
THAT ARE US 

3305 04/22194 

BASIC FEATURES 
L TO TESTING 

DO IT AT EVERY LEVEL 

• USE BACKBONE BIG-BANG AT EVERY LEVEL 

• EACH INTEGRATION ACT FROM THE SMALLEST TO 
THE BIGGEST NEEDS A DEFINED BACKBONE 
BEFORE REAL INTEGRATION TESTING CAN BEGIN 

• THESE BACKBONES MUST BE DESIGNED AND 
DOCUMENTED-A PLAN! 

• INTEGRATION PROGRESS IS MEASURED BY THE 
SUCCESSION OF WORKING BACKBONES 

• TRACK BACKBONE BUILD PROGRESS 

3340 04/22194 

©[[] 
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SOflWAREn:sTINGANDQUAU1YASSIJRANCESEMINARS-BOIUSIIEIZER 

STRESS TESTING 

I I 

i 
THIS IS .. COPYRIGHT NOTICE. No PNrr Of' THESE GRAPHICS MAY BE R6'ROOUCED OR USED IN AJtf ' 
FORM BY AJtf MEANS SUCH AS GRAPfflCS, EI.ECTRONIC, <PT1CAI., MEa<ANCAL, INCUJDING BUT NOT 

! LIMITED TO PHOT'OCa"IING, RECORDING, SCANIING, CON\IERSIOH TO Ol>tER MEDIA, TRAHSMSSION, 

OR STORAGE IN A COMPUTER OR AN ttFORMATION STCAAGE NC> RETRIEVAL. SYSTEM -WTHOUT nE 

AIITMOR
1 
S WRITTEH PERMSSIOH.-

Baas Baz.,., ANALYSIS - 1232 GuNoRoa< Ro.a, H\.NT1NGDON V1"ilY, PA 19006 

TEL: 215-572-5580 FAX: 215-886-0144 E-L: ~L..COM 

.. 42XX 97-04-10 ©fil 

I 

' 

OVERVIEW OF STRESS TESTING 

I 
I 

• WHAT IS IT? 
I • WHAT USE IS IT? 
I • HOW DO YOU DO IT? I 

• WHY DOES IT WORK?? 

.._ 4200 04/22194 
©[[] 

STRESS TESTING DEFINED 

• SUBJECTING A SYSTEM TO AN UNREASONABLE 
LOAD WHILE DENYING IT THE RESOURCES IT 
NEEDS TO PROCESS THAT LOAD 

• STRESS THE SOFTWARE IN AS MANY WAYS AS 
YOU CAN, SIMULTANEOUSLY, IF POSSIBLE 

• THROUGHPUT STRESS (TRANSACTIONS PER SECOND) 
• RESOURCE STRESS (RAM, DISC, CACHE, PORTS) 

• SIMULTANEITY STRESS (INTERRUPTS, INPUT, OUTPUT) 

' 
I 

4230 04/22194 
©[[] 
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WHY STRESS TESTING WORKS 

• BUGS CONGREGATE AT LIMITS OF ALL KINDS 
• THE RESOURCE-LOSS BUG IS COMMON 
• STRESS FORCES RACE CONDITIONS AND OTHER 

TIMING PROBLEMS 
• STRESS FORCES SYNCHRONIZATION AND 

LOCKUPS PROBLEMS 
• STRESS FORCES REENTRANCE PROBLEMS 
• STRESS CAN OVERWHELM INTERRUPTS 

4235 04122194 

SOURCES OF STRESS LOAD 

• EXTERNAL LOAD GENERATORS 

• TERMINALS AND PC'S 

• AN EXTERNAL NETWORK 

• LOAD GENERATING SERVICE 

• SELF-GENERATED STRESS LOAD 

©il 

HU'l' NEl7ER, NEVEll, HANUALLY 
HECAUSE 'l'DE ONLY 'l'DING 'l'DA'l' 

GETS S'l'RESSED IN )IANUAL STRESS 

4255 04/22194 
'l'ES1'ING IS 1'DE 1'ES1'ER @[6:1 

117 ARNING! 1lCD'I1UNG! 
KIKEN! DA'l1ARI! 

• STRESS TESTS WEAR OUT! 

STRESS TESTS WEAR OUT! 

STRESS TESTS WEAR OUT! 

• GOOD PROGRAMMERS WITH GOOD QA FEEDBACK QUICKLY 
FIND AND FIX THE BUGS FOUND BY STRESS TESTING 

• THEY AVOID THOSE BUGS IN NEW SOFTWARE 
• STRESS TESTING CAN LEAD TO FALSE CONFIDENCE 

4286 04/22194 ©l6:I 
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sonwARE TESl1NG AND QUAUIY ASSURANCE SEMINARS-BORIS SEIZER 

TEST TOOLS AND AUTOMATION 

This is a copyright notice. No part of these graphics may be 
reproduced or used in any form by any means such as graphics, 
electronic, optical, mechanical, including but not limited to 
photocopying, recording, scanning, conversion to other media, 
transmission, or storage in a computer or an information 
storage and retrieval system - without the author's written 
permission. 

Boris Beizer, ANALYSIS - 1232 Glenbrook Road, Huntingdon Valley, PA 19006 
TEL: 215-572-5580 FAX: 21>886-0144 Email: Bbeizer@sprintmailcom 

75XX 97-04-10 

LIMITATIONS OF MANUAL TESTING 

• NOT REPRODUCIBLE 

• TESTING AND TESTER ERRORS 
• INITIALIZATION BUGS 

• DATA BASE AND CONFIGURATION BUGS 

• INPUT BUGS 

• VERIFICATION AND COMPARISON BUGS 

• INPUT "CORRECTIONS" 

• VARIABLE REPORTS, NO SUPPORT FOR 
METRICS, POOR TRACKING 

©[[] 

• VERY LABOR INTENSIVE: TESTERS SHOULD DESIGN TESTS, 

NOT POUND KEYS. 

t,l900 09122192 

WHY AUTOMATED TESTING 
IS MANDATORY 

• MANUAL TEST EXECUTION ERROR RATES ARE MUCH 

HIGHER THAN THE SOFTWARE RELIABILITIES THE 
USERS DEMAND 

• HOW CAN YOU TEST A 0.000001 PACKAGE WITH A 0.01 

PROCESS? 

• WHAT MUST BE JUSTIFIED IS CONTINUED USE OF MANUAL 

METHODS ON AUTOMATION PRODUCTS 

• MOST COST-BENEFITS ANALYSES THAT CLAIM TO SHOW 

THAT MANUAL TESTING IS CHEAPER ASSUME NO 

TESTING BUGS- SILLY ASSUMPTION! 

~901 09122192 
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TEST TOOLS OVERVIEW 

• FUNDAMENTAL TOOLS: COMPILERS, SYMBOLIC DEBUGGER, 

DEVELOPMENT TOOLS, HARDWARE, HUMAN ENVIRONMENT. 

• ANALYTICAL TOOLS: THAT TELL us SOMETHING ABOUT THE 

SOFTWARE: FLOWGRAPH GENERATORS, CALL TREE GENERATORS. 

• TEST EXECUTION AUTOMATION TOOLS 

• TEST DESIGN AUTOMATION AIDS 

• CAST: fOMPUTER ~IDED ~OFTWARE ,IESTING 

7501 09122192 ©~ 

rr ""I 
i A BASIC TOOLKIT 
' i 

• CAPTURE/PLAYBACK (BEHAVIORAL TOOL) 

• UNIT COVERAGE ANALYZER & 
DRIVER (STRUCTURAL TEST TOOL) 

• REQUIREMENTS BASED TOOL 
(BEHAVIORAL TEST TOOL) 

©[[] 
...._11a., 09110/92 

~ 

"" .... 

,.. 

COVERAGE ANALYZERS 

• EACH TECHNIQUE HAS A DIFFERENT NOTION 
OF COVERAGE 

• EACH TECHNIQUE THEREFORE NEEDS A 
DIFFERENT COVERAGE ANAL VZER 

• PATH TESTING: BRANCH AND STATEMENT COVER 

• DATA-FLOW TESTING: VARIOUS COVER METRICS 

• STATE TESTING: STATE AND TRANSmON COVER 

! 

I 

7800 09122192 ©~ .. .. 
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CONTROL FLOW COVERAGE 
TOOLS 

• MODIFIES SOURCE CODE TO INSERT PROBES 

• USUALLY INCLUDES TEST DRIVER 

e STATEMENT, BRANCH, PREDICATE, OTHER 
COVERAGE METRICS 

• SHOULD PROVIDES PATH CERTIFICATION, UT 
OFTEN DOESN'T 

' 
• EFFECTIVELY LIMITED TO UNIT AND LOW- i 

LEVEL COMPONENT TESTING 
I 

! 
• CAN MASK HEISENBUGS 

7810 97-04-10 ©[[] 

r "" SIDE BENEFITS OF 

COVERAGE TOOLS 

• PROGRAMMERS (ESPECIALLY} HAVE 
INFLATED VIEWS OF THE COVERAGE THEY 
ACHIEVE IN TESTING 

• THEY THINK THAT IT IS 95% BUT IN FACT, 1rs 
CLOSER TO 50% 

• FUNDAMENTAL RISK ASSESSMENT DATA 

• QUANTIFICATION-A METRIC OF COMPLETION 

tt;.. ~ 01 09/22192 
©[[] .. 

PRESENT STATUS OF COMMERCIAL 
COVERAGE TOOLS 

• STATEMENT, BRANCH, PREDICATE, CALL 
TREE, DATA-FLOW, AND PATH 
COMMERCIALLY AVAILABLE 

• HEURISTIC BEHAVIORAL COVERAGE 
TOOLS (e.G. , FUNCTION POINT, SPEc1F1CAT10N COVER). 

: • PROFILERS IN EXTENSIVE USE AS 
' 

I 
SYSTEM TEST COVERAGE TOOL 

I 

7805 1998/08110 ©l6:l ... 
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TEST DRIVERS 

• WHAT: TOOLS THAT AUTOMATE THE SETUP, 
INITIALIZATION, EXECUTION, OUTCOME 
RECORDING, AND CONFIRMATION OF 
TESTS, ESPECIALLY FOR UNIT TESTING 

I 

• WHY: ELIMINATION OF TEST EXECUTION 
ERRORS SIMPLIFIES TEST DEBUGGING 
AND MAKES REGRESSION TESTING 
POSSIBLE 

• PREREQUISITES: FORMAL, DESIGNED TESTS 
UNDER CONFIGURATION CONTROL 

~ 750 09/22192 
©16:l 

~ 
I 
i 

., 
I 

I 
OVERVIEW OF DRIVER i 

FUNCTIONS I 

• SETUP PHASE 

• EXECUTION PHASE 

• ANALYSIS AND POST MORTEM 
PHASE 

I 

I 

7760 09/02112 ©ii 

DRIVER SET-UP PHASE (IDEAL) 

• CONFIRMS THE HARDWARE/SOFTWARE 
CONFIGURATION 

• LOADS PRE- AND CO-REQUISITE 

I 
COMPONENTS 

I 
• FETCHES AND INSTALLS STUBS 

I 
• INITIALIZES ALL HARDWARE AND 

SOFTWARE 
i •INITIALIZES PATH INSTRUMENTATION 

• SETS UP ACCESS TO DATA STRUCTURES 

7770 09AJ2112 ©ii 
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DRIVER EXECUTION PHASE (IDEAL) 

• RE-INITIALIZES TO BASE 
CONDITION FOR EACH TEST 

• LOADS AND CONTROLS INPUTS 

• EVALUATES ASSERTIONS 

• RESETS PATH INSTRUMENTATION 

• TEST DEBUG SUPPORT 

• PERFORMANCE DATA GATHERING 

7780 11!08/J2 ©[[] 

"I 

ANALYSIS AND POST-MORTEM 

! 
PHASE (IDEAL) 

I 
• VERIFY PATH CORRECTNESS 

• COMPARE ACTUAL OUTCOME TO 
PREDICTED OUTCOME 

• PASSES CONTROL TO DEBUG PACKAGE 
ON TEST FAILURE 

•PASSES TEST STATUS TO COVERAGE 
TOOL 

• CHECK FOR RESIDUES AND 
BYPRODUCTS 

n90 09A?2192 ©[[] 
..I 

r "' 
EXECUTION AUTOMATION 

STATUS 

• MOST COMMERCIAL TOOLS ARE STRAP-ON 

• SOME INTEGRATION WITH CASE TOOLS 

• SOME INTEGRATION WITH CONFIGURATION 
CONTROL 

• COMMON TOOL BACKPLANE ON THE WAY 

• BUT STILL A LONG WAY TO GO 

I 

I 

©il 
.Z,.806 05112/92 ~ 
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SOflWARE TESTING AND QUALITI' ASSURANCE SEMINARS-BORIS BEIZER 

TEST DESIGN AUTOMATION 

TH1s Is A coPYRIGHT NOTICE. No PART oF THESE GRAPHICS MAY BE 

REPRODUCED OR USED IN ANY FORM BY ANY MEANS SUCH AS GRAPHICS, 

ELECTRONIC, OPTICAL, MECHANICAL, INCLUDING BUT NOT LIMITED TO 

PHOTOCOPYING, RECORDING, SCANNING, CONVERSION TO OTHER MEDIA, 

TRANSMISSION, OR STORAGE IN A COMPUTER OR AN INFORMATION STORAGE 

AND RETRIEVAL SYSTEM - WITHOUT THE AUTHOR'S WRITTEN PERMISSION. 

Boo,s Bcmt, ANALYSIS-1232 0.- Ra... H-V,u.r,,, PA 19006 

TEL: 215-572-5580 FAX: 215-886-01,_. E-.: ~ 

770X 97-04-10 

PREREQUISITES TO DESIGN 
AUTOMATION 

• TEST EXECUTION AUTOMATION: BECAUSE 
ALL TEST GENERATORS PRODUCE VAST 
NUMBERS OF TESTS 

• TEST CONFIGURATION CONTROL 

• UNDERSTAND GENERA TOR'S METHODS 
• THE UNDERLYING TEST TECHNIQUE (IF ANY) 
• THE CAVEATS AND LIMITATIONS 
• THE HIDDEN ASSUMPTIONS 

7705 09123'92 

DESIGN AUTOMATION 
OBJECTIVES 

• MORE COMBINATIONS OF FACTORS 

• BETTER COVERAGE 

• MORE REVEALING TESTS 

• FULL CONFIGURATION SUPPORT 

©lB:l 

• REDUCE TEST DESIGN LABOR CONTENT 

7710 09123'92 ©lB:l 
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! 
i DESIGN AUTOMATION TOOLS 

I 

I 
• CAPTURE/PLAYBACK 

• BEHAVIORAUREQUIREMENTS BASED 

• MODEL BASED TOOLS 
• SYNTAX TESTING 
• STATE TESTING 

• STOCHASTIC TEST GENERA TORS 

• HEURISTIC GENERA TORS - COMBINATION 
SMASHERS 

I 

©[[I 771597-04-10 

CAPTURE/PLAYBACK TOOL: WHAT 

• HARDWARE AND/OR SOFTWARE I 
! 

I • INSERTED BETWEEN INTERFACES (OR WITHIN) 
TEST TERMINAL 

• CAPTURES INPUTS (E.G. , KEYSTROKES) AND 
SYSTEM RESPONSES 

• COMPARES OUTCOMES TO PREVIOUSLY 
RECORDED OUTCOMES 

• REPORTS BY EXCEPTION 

• TEST EDIT FACILITY (E.G. , LINK TO WORD PROCESSOR) 

7920 10/31/J2 
©[[I 

~ 

~ ..... 

REQUIREMENTS-BASED 

GENERATOR 

• CAPTURES REQUIREMENTS AND ANALYZES FOR 
COMPLETENESS AND CONSISTENCY 

• GENERATES TEST SUITES BASED ON A VARIETY 
OF FORMAL AND HEURISTIC METHODS 

• ESPECIALLY GOOD AT GENERATING 
COMBINATORIAL TEST CASES 

• GOOD FUNCTIONAL COVERAGE 

©[[] 
.... 7730 09/23192 ~ 

? 
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REGRESSION/MAINTENANCE TOOLS 
I 

• SELECTS OR CONSTRUCTS STRUCTURAL TESTS 
BASED ON SOURCE CODE AND CHANGES TO IT 

• IDENTIFIES WHICH TESTS MUST BE MAINTAINED AND 
HOW 

• REGENERATES PREDICTED OUTCOMES AND 
SENSITIZES NEW INPUT VALUES 

• NO COMMERCIAL TOOLS 

• AREA OF INTENSIVE RESEARCH THAT PROMISES A 
REVOLUTION IN THE NEXT GENERATION OF TEST 
DESIGN AUTOMATION TOOLS 

-...7734 09/23192 
©[[] 

~ 

,- , 

NOT ENOUGH TOOLS? 

e 1200+ TESTTOOLS ON MARKET 

e AT LEAST 50 OF THEM ARE GOOD 

e 200+ PAPERS ON R&D TOOLS PUBLISHED 
30-40 NEW ONES EACH YEAR 

e UNTOLD NUMBER OF UNPUBLISHED 
INTERNAL TOOLS DEVELOPED AND USED 

e TOOLSMITHS AT WORK WORLDWIDE 

WE HAVE FAR MORE TOOLS THAN THE INDUSTRY CAN SUPPORT 

.._ 1191.1 09/10/92 ©~ 

TEST DESIGN AUTOMATION 
STATUS 

• WEAK EXECUTION AUTOMATION SUPPORT 

• UN-INTEGRATED COMMERCIAL TOOLS 

• AD-HOC, SPECIAL INTERFACES 

• BIG GAP BETWEEN LABS AND PRACTICE 

• HEAVY TRAINING INVESTMENT 

• POOR INTEGRATION WITH CASE 

I 
77./5 05/ 12192 ©[[] I 

I 
I 
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I 
sonwARE TESJ'ING AND QUALITY ASSURANCE SEMIN-BORIS BEIZER 

PERSPECTIVE ON TESTING 

i 
I This is a copyright notice. No part of these graphics may be 

reproduced or used in any form by any means such as graphics, 
electronic, optical, mechanical, including but not limited to 
photocopying, recording, scanning, conversion to other media, 
transmission, or storage in a computer or an information storage and 
retrieval system - without the author's written permission. 

Boris Beizer, ANALYSIS- 1232 Glenbrook Road, Huntingdon Valley, PA 19006 
TEL: 215-572-5580 FAX: 215-886-0144 Email: bbeizer@sprintmailcom 

69XX 97..()4.10 ©~ 
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PERSPECTIVE ON TESTING 
AMMUNmON TO USE ON NON-BELIEVERS 

• ALL ADVANCED TEST TECHNIQUES ARE TOOL 
INTENSIVE 

• IMPORTANCE OF TOOLS AND TEST AUTOMATION 

• TOOL BUILDING VERSUS TOOL BUYING 

• REALISTIC PAYOFF PROJECTIONS 

• TOOL PENETRATION-REALITY VS ASPIRATIONS 

• SOLUTION TO THE TOOLS PENETRATION PROBLEM 

6900 09123192 ©~ .. 

i 
TECHNIQUES ARE TOOL-INTENSIVE 

• MOST ADVANCED TEST TECHNIQUES, BE IT FOR UNIT 
TESTING, INTEGRATION TESTING, SYSTEM TESTING, 
REGRESSION TESTING-ARE TOOL-INTENSIVE 

• MANUAL ALGORITHM USE IS POSSIBLE BUT NOT 
COST-EFFECTIVE 

I 
• SO WHAT! DOES IT MAKE SENSE THAT THE VERY 

I 
HEART OF AUTOMATION TECHNOLOGY AND THE 
TESTING OF THAT TECHNOLOGY BE BASED ON 
MANUAL METHODS? WHY NOT STONE AXES? 

i •WE ARE JUST FOLLOWING THE PATH THAT OUR 
HARDWARE COUNTERPARTS STARTED ON 20 YEARS 
AGO. WHY SHOULD ANY ONE EXPECT IT TO BE 
DIFFERENT FOR SOFTWARE DEVELOPMENT? i 

I 

6902 09123192 ©~ I 
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TOOL BUILDING AND BUYING 

• ABOUT 5% OF THE SOFTWARE DEVELOPMENT 
BUDGET SHOULD BE ALLOCATED TO TEST 
TOOL BUILDING AND/OR BUYING 

• CENTRALIZING TOOL KNOW-HOW IN A 
TOOLSMITH GROUP IS A GOOD INVESTMENT 

• EVEN IF YOU BUILD YOUR OWN, BUYING 
COMMERCIAL TOOLS IS A GOOD WAY TO LEARN 
WHAT YOU NEED 

• SOME TOOLS, ESPECIALLY FOR SYSTEM TESTING 
SUPPORT, YOU WILL HAVE TO BUILD 

6905 09123192 

TOOLS AND TEST AUTOMATION 
IMPORTANCE IN JAPAN 

A SURVEY OF 200 JAPANESE SOFTWARE DEVELOPMENT 
GROUPS (T. NOMURA, "Use OF SoFTWARE ENGINEERING TooLS 
IN JAPAtt-9'TH INTERNATIONAL CONFERENCE ON SOFTWARE 

ENGINEERING, MONTEREY CA 3/30 - 4/2, 1987) RANKED 
SOFTWARE TEST TOOLS AS HAVING THE HIGHEST PRODUCTlVITY 
RETURN ON INVESTMENT. 

e AHEAD OF ADOPTING A STANDARD METHODOLOGY 

e AHEAD OF CASE 

e AHEAD OF ANY SOFTWARE DEVELOPMENT TOOL 

e AHEAD OF REVIEWS AND INSPECTIONS 

IS THERE A LESSON IN THAT FOR US? 
6906 09/10/92 

REALISTIC PAYOFF PROJECTIONS 

e PAYOFF IS LONG-TERM ONLY. 2-4 YEARS AND 
SEVERAL PROJECTS 

e A CAPITAL INVESTMENT-NOT JUST AN EXPENSE 

e THE TRIAL PROJECTS NEED MORE TIME AND MORE 
LABOR. NOT LESS 

e COST AND TIME BREAK-EVEN ON THE FIRST 
PROJECT IS A ROARING SUCCESS, BUT UNLIKELY 

e SOFTWARE QUALITY WON'T IMPROVE AT FIRST-IT 
IS A CUMULATIVE EFFECT THAT REQUIRES THE 
BUILDUP OF AUTOMATED TEST SUITES AND A 
CONTROLLED TEST ENVIRONMENT. 

-, 
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THE TOOL PENETRATION PROBLEM 

• THE PROBLEM: SURVEYS OF TOOL BUYERS, BUILDERS, AND USERS A 

YEAR OR TWO AFTER THE TOOL WAS BOUGHT SHOWED THAT THE TYPICAL 

USAGE WAS ONLY ABOUT 5%. USUALLY, THE TOOL WAS ONLY USED BY 

THOSE WHO SPONSORED IT, DESPITE THE OBVIOUS PAYOFF 

• THE REASON: NO ALLOWANCE HAD BEEN MADE FOR THE TIME IT 

TAKES TO BECOME ADEPT AT USING THE TOOL. TESTERS AND 

PROGRAMMERS WERE EXPECTED TO LEARN IT ON THEIR OWN TIME AND 

STILL MEET TIGHT SCHEDULES. IT WAS EASIER TO CONTINUE MANUALLY 

DESPITE TOP MANAGEMENT, MIDDLE MANAGEMENT, AND 
GRASS ROOTS SUPPORT AND ENTHUSIASM! 

6910 0923192 ©[[] 

PENETRATION PROBLEM SOLUTION 

• ADEQUATE (COMPANY) TIME TO LEARN TOOL IS 
ESSENTIAL. A WEEK FOR SIMPLE TOOLS SUCH AS 
CAPTURE/PLAYBACK, MONTHS FOR ELABORATE 
TOOLS, TOOL KITS OR TESTING ENVIRONMENTS 

• ADJUST SCHEDULES AND HUMAN RESOURCES 
ACCORDINGLY 

• MANAGEMENT MUST ASSURE WORKERS THAT THE 
INITIAL PRODUCTIVITY DROP AND SCHEDULE DELAY IS 
EXPECTED AND WON'T BE HELD AGAINST THEM AT 
REVIEWTIME 

• EXPECT BREAK-EVEN NO SOONER THAN SECOND OR 
THIRD PROJECT. 

6912 09123192 ©[[] 

THE MESSAGE RECAP 

• ,rs AN OLD AND MATURE TECHNOLOGY 

• ,rs A TOOL-INTENSIVE TECHNOLOGY 

• MORE THAN ENOUGH TOOLS OUT THERE TO 
GET STARTED WITH 

• THERE'S A LOT MORE TO SOFlWARE TESTING 
THAN "BE SURE TO TEST THOROUGHLY"! 

• TESTING IS NOT KEY-POUNDING! 

1189 09/23192 ©~ , 
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Tutorial Notes Quality Week 1999 

Magdy S. Hanna is a recognized educator, speaker and consultant in several related 
areas of software engineering. Dr. Hanna brings over twenty years of experience with build
ing and maintaining software systems . Dr. Hanna is the Conference Chair for the International 
Conference on Practical Software Quality techniques and the Chairman and CEO of the 
Software Testing Institute. As a consultant, he helped many organizations define and improve 
their software processes using disciplined software engineering approaches. As an associate 
professor at the University of St. Thomas, he teaches graduate courses on several software 
engineering topics with emphasis on practical software quality techniques. His distinguished 
seminars on various topics have been highly rated by software professionals. He developed 
new approaches and methods in software development including the Software Quality Engineer
ing Methodology (SQEngineer) , the Unified Data Model (UDM), and the Data-Driven Object 
Model (DOM). Dr. Hanna holds a Ph.D. and a Master degree in Computer and Information 
Sciences form the University of Minnesota. 



~ I I SIT International Institute for Software Testing 
lllii1'! Promoting Disciplined Software Testing Practices 

~ 

Establishing 
A Software Inspection Process 

Dr. Magdy Hanna 

Quality Week '99 
San Jose, California 

May 25, 1999 

8476 Bechtel Ave, Inver Grove Heights, MN 55076, Tel. (651) j{)f;.J98'7, FtlX. (651)o6i-07,1 
www.softdim.com 
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Dr. Magdy Hanna, is a recognized educator, speaker and consultant in several related 
areas of software engineering. Dr. Hanna is the president of Software Dimensions, the 
chairman of the International Institute for Software Testing, and the chairman of the 
International conferences on Practical Software Quality Techniques (PSQT). Dr. Hanna 
brings over twenty years of experience with building and maintaining software systems. 
As an associate professor at the University of St. Thomas, he teaches graduate courses on 
several software engineering topics. His distinguished seminars on various topics have 
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Database Systems Study Group (DBSSG), the Object-Oriented Database Task Group 
(OODBTG) and the ANSI Common Data Model Task Group (CDMTG). He developed 
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Agenda 

Elements of An Inspection Process 
•Roles in the inspection process 
• The seven different elements 

.Planning 

.Overview meeting 

.Preparation 

.Inspection meeting 

.Record keeping and reporting 

.Rework and follow-up 

.Causal analysis 

~ © Software DiaelSions, 1997 IIWW.SOf"ill.COIB Estab/ish-2 



Agenda (Cont.) 

Establishing A Software Inspection Process 
• Why a process 
• Characteristics of an effective process 
• Steps to establishing the inspection process: 

.Gather relevant information 

.Define a standard inspection process 

.Define a number of variations of the process for 
different situations 
.Train personnel on different aspects of the process 
.Try each process variation for its intended use 
.Monitor and continuously improve each process 
variation 

~ © Softme Dimeasiou, 1997 WIIW.SO~ia.com Establish-3 

Elements of An Inspection Process 

~ © Software Dimeasioas, 1997 111nuo~im.c011 Estab/ish-4 



Typical Roles in The Inspection 
Process 

• Moderator 

• Author 

• Recorder 

• Reader 

• Inspectors ( all the above also act as inspectors) 

~ © Software Oille1siou, 1997 nw.softdia.com Establis/1-5 

The Seven Major Elements 

• Planning 

• Overview meeting 

• Preparation 

• Inspection meeting 

• Record keeping and reporting 

• Rework arid follow-up 

• Causal analysis 

~ © Software Oiaeasiou, 1997 nw.softdill.com Establish-6 



The Seven Major Elements (Cont.) 

• The level of rigor of each element must be 
customized according to information gathered 
about: 
- The development process or practices 

- Types of systems developed 

- Workproducts to be inspected 

- Organizational and Interpersonal culture 

• Although it would not be considered good 
practice, you may, in some cases, eliminate a step 
such as the overview meeting 

~ © Software Dilleuiols, 1997 Establish-? 

The Seven Major Elements 

c:> • Planning 

• Overview meeting 

• Preparation 

• Inspection meeting 

• Record keeping and reporting 

• Rework and follow-up 

• Causal analysis 

~ © Software DiaeaiOIS, 1997 Establish-8 



Planning the Inspection 
• Selecting the moderator if not selected before 

• Moderator determining, with the development team, 
the workproduct to be inspected and its format 

• Selecting the inspectors 

• Moderator Verifies with the author the readiness of 
the workproduct for inspection 

• The author should determine when the product is 
ready 
- if management forces the authors to put their products 

through inspection early they will be forcing inspectors to 
accept bad qualities. 

~ © Soflll1re Dilleasiou, 1997 Establish-9 

Planning the Inspection (Cont.) 

• Moderator obtaining the materials to be inspected 
from the author 
- Make sure ALL relevant material is obtained (according to 

the process definition; moderator may ask for more) 

• Moderator determines if an overview meeting is 
needed, schedule it no more than a week prior to the 
inspection meeting, and send out notice. 

• If no overview meting is needed, moderator schedule 
the inspection meeting and send out notice 

~ © Software Dimeosioas, 1997 MIW.SOfldiuom Establish-I 0 



Planning the Inspection (Cont.) 

• Moderator distributes the material some before or 
pre-determined time prior to the inspection 
meeting 
- Don' t try to save on copying costs by circulating one 

set of materials. 

~ © Software DiaelSiolS, 1997 

Selecting The Moderator 

• Must be familiar with the workproduct being 
inspected 

• Must be familiar with the development process, 
tools, and where the inspection process fits 

Establish-I I 

• Must have participated in several prior inspection 
meetings 

• Must posses good personal and leadership skills 

• Typically, a team leader or a project leader 

• Team leader must never moderate inspecting their 
own workproducts 

• An opportunity to train future technical leaders 

Establish-12 



Two Methods for 
Selecting the Moderator 

1. Assigned by the development manager in the 
project plan 

2. Selected by the author from an "approved 
moderators list" 

~ © Softlrue Diaeasioas, 1997 

Selecting the Inspectors 

Establish-13 

• The goal is to select inspectors to insure that the 
workproduct is adequately covered. 

• The maximum number depends on the workproduct, 
the experience of the inspectors, and the experience 
of the moderator. 

• Keep it at 7 or less 
- by breaking down the work product and/or the inspection 

process itself. 

- by Including more broadly experienced people. 

~ © Software Dimensions, 1997 ll"tlWJOftdim.com Establish-14 



The Impact of the Team Size on 
Results of Inspections 

A study of 400 inspections showed that four-person 

inspection teams were twice as effective, and more than 

twice as efficient as three-person teams. 

~ © 8ortware Di•elSiou, 1997 
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~ © Software Di•ellSiols, 1997 MIW.SOfldill.COII 

Ed Weller, 1993 
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1lii Three-person team 

EB Four-person team 
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Selecting the Inspectors (Cont.) 

• With the exception of trainees, select only technically 
competent people; no politics! 

• Make sure to include people who are organizationally 
remote 

• Include the user whenever possible and applicable 

• Outside consultants should only be included 
occasionally not to take over. 

• Make sure people are motivated, not forced, to 
participate 

~ © Software Dimel8ioas, 1997 

Who Selects The Inspectors 

• The moderator? 
- Maybe in small organizations 

• Top level management? 
- Audit rather than inspection 

- Their reports could be contested by managers of the 
product being inspected. 

• Manager of the product being inspects? 
- No broad enough view from other organizations 

- No unbiased credible view 

Establish-17 

• Whoever knows the workproduct and people's skills 

~ © Software Di11e1Sioes, 1997 Establish-I 8 



The Seven Major Elements 

• Planning 

c::::> • Overview meeting 

• Preparation 

• Inspection meeting 

• Record keeping and reporting 

• Rework and follow-up 

• Causal analysis 

~ © Software Di•easiffs, 1997 

The Overview Meeting 

• A presentation by the author to all prospective 
inspectors 

• Mainly informational 

Establish-19 

• May be omitted if participant are familiar with the 
workproduct 

• At that time, the inspection meeting is scheduled 

• The moderator assigns a reader for the inspection 
meeting or could wait until the inspection meeting 

~ © Software Dilleasieu, 1997 Establish-20 



The Seven Major Elements 

• Planning 

• Overview meeting 

c> • Preparation 

• Inspection meeting 

• Record keeping and reporting 

• Rework and follow-up 

• Causal analysis 

~ © Soltime Diaeasieas, 1997 Establish-2/ 

Preparation 

~ © Soltllve DiaelSiou, 1997 ll'll'W.SOl~ill.COII Establish-22 



Preparing for the Inspection Meeting 
(Analyzing the Workproduct) 

• Very crucial; nearly 75% of defects are found during 
preparation. 

• Heavy use of checklists 

• All relevant standard must be checked 

• Deviations from standards and checklists are 
communicated to the author and all participants via 
electronic media- Don't bring them to the inspection 
meeting 

~ © Software Diaeaieu, 1997 nw.soMia.ooa Establish-23 

Preparing for the Inspection Meeting 
(Analyzing the Workproduct) 

• The workproduct must also be compared to the 
previous baseline (verification) or to the 
requirement baseline (validation). 

• All defects that need clarification or discussion 
MUST wait until the inspection meeting 

• Inspectors must log the amount of time spent 

~ © Software DiaelSiOIIS, 1997 Establish-24 



Preparing for the Inspection Meeting 
(Analyzing the Workproduct) 

• The moderator must establish the rule that: 

"The inspection meeting will not be held if one 
person is not prepared" 

• Most importantly, stick with the rule. 

• 80% of inspection processes fail because of lack of 
preparation. 

• Inspectors who would not be ready by inspection 
meeting time must inform the moderator 

• The moderator may postpone the inspection meeting 

~ © Sortware Dimeuroas, 1997 nw.sofUia.COII Estab/ish-25 

How to Detect Lack of Preparation 
Before the Meeting 

• The moderator may utilize any of the following 
schemes: 
- Call participants a day before the inspection meeting to 

check that certain material has been received 

- Use tricks in the material to be inspected 

- Check to see who has communicated minor defects via 
electronic media 

- Ask participants to submit to the author their copies of 
the material with minor comments a day before the 
meeting 

~ © Sortware Di11easioos, 1997 nw.so!UiDLCOII Estab/ish-26 



The Seven Major Elements 

• Planning 

• Overview meeting 

• Preparation 

c:> • Inspection meeting 

• Record keeping and reporting 

• Rework and follow-up 

• Causal analysis 

~ © 8oltware DiaellSieas, 1997 wn.sol~ia.ooa Establish-27 

Inspection meeting 

~ © Selllttre Diaeasie1s, 1997 nw.sol~ia.com Establish-28 



The Inspection Meeting 

• The meeting should never last for more than two hours 
with a break after one hour 

• The moderator must first confirm that all participants are 
sufficiently prepared for the meeting. 
- Secret reporting on the number of hours and/or amount of 

material analyzed (may be anonymous) 

• The moderator may reschedule the meeting if necessary. 

• If the meeting can not be rescheduled, it is better to 
excuse the unprepared person(s). 

~ © Solll!ve Dimeasioas, 1997 Establish-29 

How to Detect Lack of Preparation 
During the Meeting 

• The moderator may ask every participant to make a 
comment, perhaps one good and one bad about the 
workproduct 
- watch for vague generalities and ask for clarification 

• Throughout the meeting, keep a checklist of habits such 
as: reading, dittoing, making comments that seem 
specific, dragging out a single argument, 
philosophizing, etc. 

• Throughout the meeting, keep a checklist of comments 
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An Example Checklist 

Nonspecific Somewhat Specific Very Specific 

Name Comments Comments Comments 

Joe !IIJ I// II 

Kathy I I I 

Ron II I 111111!1 

~ © Software Diaeuioas, 1997 Establish-3 I 

What Happens During the Inspection 
Meeting 

• The job of the moderator is to conduct a good 
inspection or to report why a good inspection was 
not conducted. 

• The moderator should start the meeting by: 
- Stating the purpose of the meeting 

- Introducing participants 

- Explaining the process 

- Reminding everyone with the rules 
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What Happens During the Inspection 
Meeting (Cont.) 

• The reader takes one section of the workproduct at a 
time and describe (paraphrase) it to the participants. 

• Sequential vs issue-based scan of the workproduct 

• Total coverage of workproduct vs "any problem with 
this page?" approach 

• The recorder records all problems found and issues 
raised. 

• The author may briefly clarify or further explain 
issues 
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What Happens During the Inspection 
Meeting (Cont.) 

• Lengthy explanation should be controlled by the 
moderator; it is an indication of: 
- Lack of preparation 

- Insufficient information about the workproduct 

• At the end, every participant must vote to either: 
- Accept with minor changes (no further inspections) 

- Accept with major changes (another inspection is needed) 

- Review not completed ( a meeting must be scheduled) 

• This creates accountability throughout the inspection 
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Rules of The Inspection Meeting 

• The focus must be on the workproduct not the 
author. 

• The author must not participate in the final vote. 

• Don't try to correct problems 

• The moderator should remind participants with 
goal of the inspection whenever necessary 

• The moderator must make sure that everyone has 
the opportunity to comment. 

~ © Software Di•euioas, 1997 Establish-JS 

Rules of The Inspection Meeting (Cont.) 

• Don't bring up trivial issues such as: 
- Spelling mistakes 

- Standard violations 

• The moderator must pace the meeting to ensure that 
sufficient time is spent covering all parts of the 
material; may have to reschedule another inspection 

• Record ALL issues to ensure a healthy inspection 

• Everyone: check your ego at the door 
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Rules of The Inspection Meeting (Cont.) 

• Everyone: watch your language 

• One positive - one negative comment 

• If one person is late don't start the meeting. 

• If one person leaves early adjourn with 
"incomplete" status. 

• Never invite to the inspection meeting s~ven or 
eight people hoping that five of them w~ll prepare 

~ © Seftware Di•elSioa, 1997 11llW.sofUia.com Establish-37 

The Seven Major Elements 

• Planning 

• Overview meeting 

• Preparation 

• Inspection meeting 

~ • Record keeping and reporting 

• Rework and follow-up 

• Causal analysis 

~ © Seftware Di11e1Sio1s, 1997 Establish-38 



Record keeping and reporting 

~ © Software Oilm.V8IS, 199i' 

Selecting the Recorder 
• Done by the moderator 
• Assigning two recorders keeps the meeting 

movmg 

Estllblish-39 

• The use of the "program librarian" as a recorder 
makes much sense if she/he has the time. 

• The least prepared inspectors for some sections 
may work as recorders for those sections 

• Fifteen-minute term by all participants in sequence 
except the moderator 

~ © Software llillelSitls, 199i' Estllblish-40 



Methods of Recording 

• Public recording 
- Flip chart 

- Blackboard 

- Overhead projector 

- Big screen and a laptop computer (very advantageous) 

- Private recording 

- Recorder must briefly review all recorded issues for 
participants at the end of the meeting 

• Audio or video taping in addition to recorders can help 

• Data must be entered to a database after the meeting 12y_ 
a technical person ( the recorder) 
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The Purpose of Record Keeping and 
Reporting 

• Proved a status report to management and a means of 
measunng progress 

• Provide an unbiased statement on the quality of the 
workproduct 

• Provide historical data to be used to improve the 
inspection process 

• Provide historical data to improve the development 
practices, methods, tools, and standards 

~ © Software DimellSioas, 1997 Establish-41 



The Purpose of Record Keeping and 
Reporting (Cont.) 

• Provide timely feedback to adjust training plans 

• Provide a historical record of personnel involved 
in specific parts of the project for future 
maintenance needs 

• A list of related issues may point to problems with 
other products or with the development 
environment 

~ © Sortware OilleuiOIS, 1997 Establish-43 

Reporting the Inspection Results 

The inspection process is the "rite of passage " of 
a software system. Thus record keeping and dissemination 
is essential. 

• An inspection summary report by the moderator to management 

• A defect and issue report by the recorder 

• A related issues report by the moderator or the recorder to 
management 

• All reports are disseminated to all participants and kept in the 
project library 

• A database will facilitate prompt dissemination and causal 
analysis later 
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Sample Reports 

~ © Software Diaeasiou, 1997 1"\'W.SOftdim.tOII 

The Seven Major Elements 

• Planning 

• Overview meeting 

• Preparation 

• Inspection meeting 

• Record keeping and reporting 

c> • Rework and follow-up 

• Causal analysis 

~ © Software Diaeasie1s, 1997 nw.sofldia.com 
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Inspection Meeting Notice 

Project: 

Activity: 

Component:------------

Meecins Type: 0 Overview (O} 

lnspcc1ion Type: 0 Requirements (RE) 

D Atchi~(AR} 

0 Hieb LeYel Dcsisn <HD> 

0 0c:w1 Desisn coo) 

Th.is mcccins has bec11 schcdllled for. 

Due: 

'I"we: 

Location: 

Duration: 

Size of the marcrials is: _______ _ 

Name 

0 

0 
D 
0 
D 

Meetins Daic: 

Release: 

Doc-JllleJlt: 

Moderator: 

Phone: 

lnspt.ction m 0 

Code (CO) 0 
Unit Test Plan (t.n'P} 0 
Unit Teat Case (UTC) 0 
InteJtation Te.u Plan (UTP) 

Expected prcpantion time is: 

Loc:alion: 

Rc-Inspc:aion (R) 

lacesrazjoo Tar Cue (l1'C} 

Systeni Test Plan (S'rP) 

Syst.cm Test Cue (SiC) 

Role 



Inspection Report 

Meeting Dace: 

Project: Release: 

Activity: Ooc:ument: 
Componcnc _____________ _ 

Modenlor. 

Meeting Type: 0 Inspection en D Re-Inspection (R) 0 Maintenance (M) 

Inspccuon Type: D Requirements (RE) D Code (CD) 0 Inrc,ration Test Case (ITC) 

D AtchilCCtlln: (AR) D Unit TC3t Plan (UTP) 0 SySlCln Test Plan (STP) 

D High Level Desip (HD) D Un.it Test Case (UrC) D System Test Case (STC) 

D Del:.il Design (DD) D Inrcv,won Test Plan (UTP) 

Disposition: D Accept (A) D Conditional (C) D Re-Inspect (R) 

Inspection DW"ation: hours) Number of Inspeccors: (all) 

Overview Duration: (hours) Total Preparation 1i:ne: (hours) 

Size of M.arcrws: (lines) Number of Inspection Meetings: 

Rework to be compleled ·by: Estimaled Rework Effort: (hours) 

Re-Inspection scheduled:for. Acnia1 Rework Effort: (hours) 

Moderacor Ceriific.uion: 

Completion Daie: 

Additional Commcncs: 



TECHNICAL REVIEW SUMMARY REPORT 

IEVIEW IIUKBR _______ _ STAJtTINC TI.ME --------
DlTE !HD l NG TIME 

WOU UNIT IDDrrtFlCATlOlf ___________________ _ 
PlCJDUCD IY _________________________ _ 

Wlr DISCRlPTlOII ______________________ _ 

MTDW.S usm 3• TBE UVIIV: 
IDUTlPlCATlCII 

PAaTICIPAMTS: 
NAME 

LUDD ---------
IECO ID D:_ _______ _ 
). __________ _ 
4. __________ _ 

5. -----------6. __________ _ 

'·-----------
APPIAISAL OF TBE WORK UNIT: 

ACCEPTEII ('1,0 /,a,tMZ' l"fWi.A1) 

.. ia 

vith ainor reviaion• 

( o1"'olc UN _ if ~laimtary ti.at) 
DESalPflON 

SIGNATUI! l,D, 

NOT ACCEPTED ( l'IAI revi.A> Nqtli.rted) 

__ Mjor reviaiona 

rebuild 

__ review not coapleted 

SUPPLEHEJn'AJtY MATERIALS PRODUCED: DESCllIPTION AND/Oil IDENTIFICATION 

ISSU!S LIST 

U:U.TED ISSUES LISTS 

OTHER 



TECHNICAL REVID SUMMARY REPORT 

UVIiM !MGR .-.3 __ , 2_. __ 2....;;.2 _____ _ STilTlNC TIM! --'11.1,0.LJ~ O~l>L--..t1bmt-... 
MT! 5/25/76 ENDINC TOO 11 :oo e, 

liOIJC UNlT IDENTIFICATION EDIT-FILE-117 TRANSACTIOI EDITOR 
nm>UCII> IY PAQL!LLO. NOWACll I AND '°'RF'IELD 
RIU DISCUnIOlf SEE REV I EV UPOlT 3. 2. 2. l 

MTDIALS USED II TU uvtlV: 
IDIIITirtCATION 

CQQ£ LISJlli {CQ..,IL£Dl 
USI FILE LISTINC 
l(Yt5£D SPECIFICATION 
c11y1w, 6$$\IWIIQN LISI 

PA&nCIPANTS: 
wit 

LIADD'--__ J._, ,_jI~H>-----
UCOIDEll A, NARlffiA 
3.,. StHWABJZ 
4- L IUfVWI 
5. t WMACII 

6 • P, THOMPSON 7. _________ _ 

APPUISAL OP TH! WORK UNIT: 

ACClnED (no /ltl.1'tM1' retri..w) 

•• la 

vtth atnor revlalona 

(clwolr. lwN __ if ewppi..ntal\l Z.ut) · 
DEScuntOII 

TEST llESUlTS 1 ll£V CASE INCLUDED 
REVISED, C1.AIIFl£D FOR FIELD EDIT 

I.D. 

NOT ACCEPTED (,,r.; rniA> NqWiNtdl 

__ •jor reviaiOG8 

rebuild 

__ revtev not c~leted 

SUPPLDtEMTAJtY MATDIALS PRODUCED: DESCllPTION AND/Ol ID!JfT111CAT10N 

_j_. ISSUES LIST 

IELATED t iSSU!S LISTS 

OTHO 



Inspection Defect List 

Meclin1 Dau:: 

Project: Relea.se: 

Activity: Document 
Component ___________ _ 

Moderaux: 

Mecan1 Type: 0 Inspecuon (I) 0 Re-lnspcaioa (R) 

Inspection Type: 0 Requirements (RE) 0 Code (CD) 

D ArcbileCtlW (AR) D Unit Test Plan (UTP) 

D Hip Level Desip (HD) 0 Unit Test C.uc (UT'C) 

0 Dcwl De.sip (DO) D Inu:pa.on Test Plan (Utl') 

Disposilioa: 0 Accept (A) 0 Condiliona.l (C) 

Defect Ocxriptioa 

D Mainll:Danl:C<M> 

0 Inreption Test Case (ITC) 

0 SySIICm Teat Plan (S'I?) 

CJ Sy.uem Test Case (STC} 

0 Rc-lJupect (R) 

Type 

Defect~: DA•Dat.a. DC•DoclUMll.t01iaft. FNsF1111etl.otlaliry, HF•HMINIII Facron, IF•lnu,fa,u, 
/0-/,ipllllOlllpvl. W-u,1ic, MNaMawaillabilily, PF•Perfrx-ce, SN•Sy,um;. ST•Sr.td.artb, 
TC•Te:1t Ca:,e, TE•Ten ~ TP•Tnt Plan. ClT•Other 

Defect C1au: M•Mwilll, Ws W,-1 . EaE:ara 

01,~r ktrr1JJi /ffMajOr, N•llilor 



Inspection Defect Summary 

Meeun, Date: 

P!Ojcc:t: Rclcuc: 

Activity: 
Component ___________ _ 

D 1nspecuoa m D R&-lmpcction CR> 0 Maincenance (M) 

lmpeciion Type: 0 Rcquin:menu (RE) D Code (CD) 0 Intepacion Test Cue (ITC) 

D An:tlill:Cllll'e (Alt.} D Unit Test Plan (1Jl'P) 0 SyslCJD Test Plu (S11') 

D Hip Lnel Deaip (HD) D Unit Tes& Cuc (UI'C) 0 Sysu:m Test Cue (STC) 

D ~Daip(DD) D tau:patioll Test Pl111 {UTP) 

D Aciccpc(A) D Conditional (C) D R&-1nspect CR> 

MINOR DEFECTS MAJOR DEFECTS 

AlflGl M w E Teal M w E Total 

DA: Dala 

DC: Ooc:umemaliol1 

FN: Funccoaality 

HF: Hum111 flC1DCS 

IF: Jnaerface 

10: lnput/Ouq,ut 

LO: ~ 

MN: MaiDta.iaabiliry 

PF: Perfonnance 

SN: Synwt 

sr: Sl&lldanls 

TC: Test Cue 

1E: Test Ezivuoamem 

Tl': Test Plan 

OT: Odlcr 

Taea& 



SAMIPlLlE 

ISSUES LIST FROIII BEVIEI 3.2.2.1 llay 5, 1976 

The following .issue was deemed serious enough to cau•e term
ination of the review. 

1. Wron' spec used for price field edit. After a aDOOth 
revift o about bait of the code, we reached the •ectioa 
that edited the price field. After 11\lcb diearreement, we 
realized that the specification for the price field wa• not 
the oee curreatl1 in use. 
Between tbe time of relea•e of the procraa spec and tbia 
review, tbe data admini•trator bad releaaed a new apec for 
the price field, to take account of poaaible hicher prices. 
Somebow, tbat cb&D1e doean"t aeem to have been reflected 1D 
the apec of the proeru under review. 
We were unable even to resolve tbe controversy over wbat la 
the correct •Pee, 80 tbe review comDittee decided to 
recOllaelld tbat coding be brought to a balt until this 
specification issue is resolved. 

Tbe reviewco111111ittee felt that it was likely tbat only a few 
parts of the routine would have to be changed in respon•e 
to point 11. Therefore, we bave listed below tbe minor 
points to be cileared up--in case those parts of the routine 
are retained. 
2. Wrong name for loop variable. It was noted that J, tbe 
name of a loop variable, was not in conformity with in
stallation standards. 

3. Heading comment not completely clear. Tbe cocment at the 
bead of tbe program doesn't seeai to make completely clear 
tbe distinction between this routine and other edit routines 
on otber transactions. 

4. Additional: test cases. Two test cases to cover open 
areas of the apec were suggested for tbe test set. Tbey 
were aoted OD the uater test data listing and given to 
Louise Nowacki for incorporation in future tests. 

S. Tm5apbical errors . A number of typocrapbical errors 
were aot in tbe prose of tbe code, and marked on tbe master 
copy for correction . 

/1"'-u-,, Junior Tao, Review Leader 

A. Marietta , Recorder 



Rework and follow-up 

~ © Software Dime1sioas, 1997 WltW.softdim.com Establish-4 7 

Rework 

• All issues raised during the preparation and the 
inspection meeting must be resolved by the author. 

• The moderator and the author must agree on a schedule 
for completing the rework. 

• The author may need to consult with the moderator 
and/or some inspectors (persons who raised certain 
issues). 

• The author must document resolution of all issues for 
the follow-up process 
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Ways to Resolve Issues 
1. Correction of the work product by the author 

2. Correction of another related work product by another 
person which may or may not require a correction of 
the inspected work product by the author 

3. Further investigation and an agreement with the 
moderator that no rework is needed - May require 
involving the responsible project manager 

4. Further investigation and an agreement with the 
moderator and the responsible project manager that a 
request for change is generated for consideration at a 
later time 

~ © Software Diaeuioas, 1997 Establish49 

Follow-Up 

• The moderator verifies that: 
- All issues have been resolved 

- The work product meets the exit criteria 

• If it was decided by the inspection team that another 
inspection was needed, the moderator must schedule the 
meeting after confirming with the author. 

• The follow-up must consider all interfaces and 
dependencies between any changes and the original work 
product. 

• The follow-up concludes by completing any outstanding 
inspection reports. 

~ © Software DiaeuiOIS, 1997 Eslllblish-50 



The Seven Major Elements 

• Planning 

• Overview meeting 

• Preparation 

• Inspection meeting 

• Record keeping and reporting 

• Rework and follow-up 

~ • Causal analysis 

~ © Soltware DiaellSioas, 1997 

Causal Analysis 

• The use of inspection data to: 

Establish-SI 

- Improve the development process, tools, and standards 

- Improve the inspection process itself 

- Help the training function to better respond to training 
needs 

- Obtain an overall assessment of the quality of different 
products 

- Initiate inspection or review of other related products 

• Only possible through the use of some form of 
database with statistical analysis capabilities 

~ © Soltware Di11ensio1S, 1997 nw.solldia.com Establish-52 



Who Gets Access to the Data? 

• All participants in the inspection 

• Software Process Group 

• Management gets only summary reports and 
analysis 

~ © Sortware Dilleasiou, 1997 Establish-SJ 

Information From the Inspection 
Process 

• How long before the inspection meeting was the 
material disseminated? 

• The name of the moderator 

• The name of the author 

• Type of workproduct ( code, design model, screens, etc.) 

• Actual hours spent on preparation, by individual and 
total 

• Number and type of defects reported during preparation 

~ © Sortware maeuiou, 1997 Establish-54 



Information From the Inspection 
Process (Cont.) 

• Was there an overview meeting? 

• Length of inspection meeting 

• Method of recording used in the meeting 

• Number and names of participants 

• Amount of material inspected (pages of document, 
lines of code, number of screen, etc) 

• Number and type of defects reported during the 
inspection meeting 

~ © Software Dilleasiou, 1997 MtW.soHdiuom Establish-55 

Information From the Inspection 
Process (Cont.) 

• Number and type of defects reported during the testing of the 
same product 

• Number and type of defects reported after the product was 
shipped 

• Defects must classified by type, class severity and logged into 
defect tracking database 
- Type: Requirement, Design, Programming, User-interface, etc. 

- Class: Missing, Wrong, Extra, Style, Clarity, Usability, Performance 

- Severity: Fatal, Sever, Minor, Cosmetic 
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Some Examples of Causal Analysis 

• The impact of team size on the number of defects 

• The impact of number of hours of preparation on 
the number of defects 

• The impact of the length of the inspection meeting 
on the number of defects 

• A comparison of number and types of defects 
found during code inspection if done before or 
after unit testing or before or after compilation 

~ © Software Diaensioas, 1997 ltltW.SOlldim.COII Establish-57 

Some Examples of Causal Analysis 
(Cont.) 

• Distribution of defects found by type of defect by 
components or sub-components of a specific 
system 

• Dangerous: Distribution of defects found by type 
of defect by author ( for training purpose) 

• Distribution of defects found by severity of defect 
by type of workproduct inspected 

~ © Software Dimeasi11s, 1997 Wlfil'.SO~im.com Establish-SB 



An Examples of Casual Analysis 

90 ,__ ______ _ 
80 

>---- - ----
70 
--------

Number 60 ,__ ______ _ 
of so 

Defects 40 
30 
20 
10 
0 

Req. 
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--=rl • Cosmetic 
IIll Sever 
§l Fatal 
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Code Screens 
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A Final Word on Using Inspection 
Data 

Data collection and recording is very expensive. 

You can not afford to collect data that you would 
not use. 

~ © Software Di11ensioas, 1997 nw.so!ldim.com Establish-60 



Establishing The Inspection Process 

The Responsibility Of 

The Inspection Process Owner 

~ © Solture Diaeneas, 1997 Establish-61 

Who Is The Inspection Process Owner 

• Could be any of the following: 
- A subgroup of the SQA group 
- A subgroup of the SEPG (Software Engineering 

Process Group) 

- A member or a group of the management team who 
possesses the following skills: 

• Personal communication skills 

• Software development practices 

• The ability to analyze and synthesize 

• Clerical assistance is also needed 

• Must report to director or VP of development 
(same as SQA group) 

~ 
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Why a Process 

• Consistency in inspection practices 

• Opportunities for improvement 

• Leaming from past experiences 

• Protection against mimicking crisis-based 
reactions 

~ © Software Dimeasiou, 1997 

Defining a Process 

Inputc> 

~ © Software Dimeasions, 1997 
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Essential Elements of a Good Process 

• Process input (tangible) 

• Process entry criteria (intangible) 

• Tasks or phases and their interdependencies 
(process chart) 

• Task descriptions 

• Task input (tangible) 

~ © Soltware DimellSioas, 1997 nw.sol~iuom Establish-65 

Essential Elements of a Good Process (cont.) 

• Task entry criteria (intangible) 

• Skills required to perform activities within a task 

• Task deliverables (tangible) 

• Task completion or exit criteria (intangible) 

• Measurements and feedback mechanism for 
continuous process improvement 
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Characteristics of Effective Process 
Models 

• Communicatable 

• Evolvable 

• Detailed 

• Environment- and technology-specific 

• Manageable 

• Doable 

~ © Software Dime1siou, 1997 Establish-6 7 

Steps to Establishing the Inspection 
Process 

1. Gather relevant information 

2. Define a standard inspection process 

3. Define a number of variations of the process 
for different situations 

4. Develop the Software Inspection Procedures 
Manual 

5. Train personnel on different aspects of the process 

6. Try each process variation for its intended use 

7. Monitor and continuously improve each process 
variation 

~ © Software Dimensions, 1997 ltl!W.sofldim.com Establish-68 



1. Gather Relevant Information 

1.1 Study the development process or practices 

1.2 Study and classify types of systems developed 

1.3 Determine which workproducts will be 

inspected 

1.4 Study organizational and Interpersonal culture 

~ © s.rtware Di•elSiou, 1997 Establish-69 

1.1 Study the development process or 
practices 

• Working closely with the development team is the 
only way. 

• Look for repetition, consistency, or any 
similarities 

• Identify the product of each development phase 

• You may have to work intensively with the 
development team to build a development process 

~ 
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Examples of Software Development 
Processes 

• Data-Driven 

• Process-Driven 

• Control and Behavior-Driven 

• Object-Oriented 

• Combination of any of the above 

~ © Software Di•elSiou, 1997 1tw.softdi11.com Establish-71 

A Formalized Development Process is 
A Must 

• Identify the different phases of the development 
process 

• Determine where inspection fits (next step) 

• Build a process model which encompasses both 
development and inspection phases as well as 
other quality control activities such as testing. 

~ © Software Di•easiou, 1997 ll'l!W.sohdim.com Establish-72 



An Example 
Developmentff esting/Inspection 

Process Model 

Requirement : 
: Coding 1----~, &Maintenance Specification : 

L..a..UAJ.,J'-='2----'----, 

: I I Implementation 

~--..._.__, 
[ Inspection ! i Inspection : ! Inspection [ i lnspectio I: 

In i: 
L.,-l T-e-st-P-la__,.n_n-in-g--~j,_.I:n- s-pe-ct-ion~ j 

[ Test Design 

~ © Seftnre DiaeasielL\ 1997 

] inspection I 

Test Execution Inspection I 

Regression 
Test 
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1. Gather Relevant Information 

1.1 

c:> 1.2 

1.3 

1.4 

Study the development process or practices 

Study and classify types of systems developed 

Determine which workproducts will be 

inspected 

Study organizational and Interpersonal culture 
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1.2 Study And Classify Types of 
Systems Developed 

• Consider the following factors: 
- Duration of projects 

- The variation of development process employed 

- Development technology used (methodology, platform, 
language, etc.) 

- Users availability and level of maturity and skills 

- New development vs enhancement 

- Risk involved 

• Limit the number of classes to three or four 

~ © Software Dimeasiou, 1997 IOOV.SOIUia.COII Eslllblish-75 

1. Gather Relevant Information 

1.1 Study the development process or practices 

1.2 Study and classify types of systems developed 

c:::> 1.3 Determine which workproducts will be 

inspected 

1.4 Study organizational and Interpersonal culture 

~ © Soltware Dimensions, 1997 llW'.SO(tllim.tOII Establish-76 



1.3 Determine Which Workproducts 
Will Be Inspected 

• Any human-readable artifact is a candidate 

• Examples are: 
- Code 

- Test plans 

- Test cases 

- screens 

- Reports 

- Design models 

- Any document 

~ © s.rtware Di•enoas, 1997 Establish-77 

The Seven Inspection Parameters for 
Work Products 

For Each Work Product Define: 
1. Purpose of inspection of the specific work product 

(Very essential for the success of the inspection) 

2. Readiness or entry criteria including format and 
contents of the work product 

3. Acceptance or exit criteria 

4. Checklists to be used during the inspection of the 
specific work product 
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The Seven Inspection Parameters for 
Work Products (cont.) 

5. Expertise required to perform the inspection 

6. Defect classification (type, class, and severity) 

7. Rate of planning and inspecting the specific work 
product 

~ © Software DilleasiOIS, 1997 WllW.SOl~ia.tOBI Establish-79 

An Example of Readiness Criteria 
for Code Inspection 

• Program design using flowchart and structure chart 
must be available 

• A compiled source list with all cross references listed 

• A diagram of all data structures used in the program 

• A data dictionary describing file structure for files 
used in the program 

• A list of all library routines or external modules used 
by the program and a description of their interface 
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An Example of Readiness Criteria 
for GUI Inspection 

• Screen images for all windows and response boxes 

• A screen navigation diagram showing the 
sequence in which windows are opened 

• A functional requirement specification, possibly 
with every requirement annotated with the title of 
GUI element(s) that implements it. 

• ????? 

Checklists 
• Developed by development personnel who are 

experienced in the specific workproduct 

Establish-81 

• Used by developers during development and by 
inspectors during planning and inspection meetings. 

• Help focusing on one aspect at a time during inspection 
meetings 

• Checklists must be divided by categories 

• Keep the number of items under each category below 5 
by creating more precise categories. 

• Checklists must be dynamic; continuously updated 
based on experiences from inspections 
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An Example Checklist 
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Defect Classification 

• Based on anticipated root cause analysis 

• Not for determining rework; all defects must be 
resolved 

• Defects are classified by: 
- Type: e.g. logic, data, documentation, standard, 

- Class: e.g. missing, incomplete, incorrect, unclear, extra 

- Severity: e.g. Major, Minor 
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C- - CODE REVIEW GUIDELINE ANO CHECKLIST 

Program Name and I : 

Pu,pj()Se ! 
I To guide you in conducting an effective code review 
I 

General j "5 you complete each review step, check off tt-.at I 
; 

i I item in the box to the right. 
i Cornp,ete the eheeklist for one prograrr, unit before 

you start to review the next. 

Co~te Verity that the code covers all the design. 

fnciu(jes \lertty !hat includes are complete. 

Initialization Check variable and parameter initialization: 
' • At program initiation ' ; 

• At start of aw,ry loop 
• At functionlpnx:ectJre entry 

Calls Check function calt formats: 

' • Pctnters 
• Parameters 

! • Useof'&' 

Na~s Check name splling and use: 
• Is it consistent? 

! 
,, it wilhif\.,.,. declared 9cope? l • 

• Do all struc:t\ns and classes use · .' reference? ' 

Strings Check llat al strings are 
• identfied t,,/ pointers and 
• terminated In NULL . 

Poin'8rs Check that 
• pointers are initialized NULL, 
• pointers are deleted ody aft4tr new. and 
• new pointer$ are always deleted after use. 

QutwtFormat Check lhe output format: 
• Une ltlppfflg ls proper . 
• Spacing It p,aper . 

0 Pairs Ensunt lhe O ant proper and matched. 

Loge Verify 1he proper use of z:a, =, 11, and so on. 
Oper~tors Cheek every logic function for prop$r () . 

Line-by-line Check tNery line of code for 

I Ched( • instruction syntax and 
• proper punctuation . l 

Standards Ensure the code conforms to the coding standards l 
I 

File Open and j Verify that all files are ! 
Ciose • properly declared. I 

l i 
I I • c,pened,~ I I . ! Closed. I 

! 
! 

' 
I 

I 
I 

I 
I 

-

-
r 

-

-

-
I 

l 
I l -



Two Important Rules of defect 
Classification 

• Rule 1: 

Values assigned to types, class, and severity 
must be mutually exclusive. 

• Rule 2: 

Type, class, and severity are orthogonal 
characteristics of defects. 
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Rate of Planning and Inspecting The 
Work Product 

• Consider the following factors: 
- Type of measure used 

- Type and format of the work product 

- Complexity of the work product 

- Total size of the work product 

- Experience of inspectors 

- The use of automated tools to produce and check the 
work product 
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In-class Team Exercise 

• As a team, define the six process parameters for 
the following work products as appropriate: 

1. GUI 

2. Data models using ERDs 

3. Physical database design for a specific DBMS 

4. Process model using DFDs 

5. Requirement documents 

6. Project Plan documents 

7. Test Plan document 

8. Test Design Specification document 

9. Program code in a specific programming language 

~ © Software Diaeasioas, 1997 Establish-8 7 

1. Gathering Relevant Information 

1.1 Study the development process or practices 

1.2 Study and classify types of systems developed 

1.3 Determine which workproducts will be 

inspected 

o 1.4 Study organizational and Interpersonal culture 
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1.4 Study Organizational And 
Interpersonal Culture 

• Make sure management are buying into inspections 

• Check for any previous "bad" experiences with inspections; 
analyze, clarify, and avoid similar pitfalls. 

• Pay attention to low morale because of job insecurity 

• Assure developers that inspection data will not be used for 
performance reviews 

• Keep in mind some software developers are arrogant, 
opinionated, insecure, defensive, and anti-social. 

• Pay attention to personality conflicts 
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1. 

c:>2. 

3. 

4. 

5. 

6. 

7. 

Steps to Establishing the Inspection 
Process 

Gather relevant information 

Define a standard inspection process 

Define a number of variations of the process 
for different situations 

Develop the Software Inspection Procedures 
Manual 

Train personnel on different aspects of the process 

Try each process variation for its intended use 

Monitor and continuously improve each process 

variation 
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2. Define A Standard Inspection 
Process 

• Based on information gathered in step # 1, define, with the 
acceptable level of rigor, each of the following elements: 
- Planning 

- Overview meeting 

- Preparation 

- Inspection meeting 

- Record keeping 

- Rework and follow-up 

- Causal analysis 

• Define all the other elements of your "standard" inspection 
process as follows: 
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I. 

2. 

c:::>3. 

4. 

5. 
6. 

7. 

Steps to Establishing the Inspection 
Process 

Gather relevant information 

Define a standard inspection process 

Define a number of variations of the process 
for different situations 

Develop the Software Inspection Procedures 
Manual 

Train personnel on different aspects of the process 

Try each process variation for its intended use 

Monitor and continuously improve each process 
variation 
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3. Define Process Variations 

• Based on information gathered in step # 1, define 
different variations by adjusting any of the 
following aspects of the process: 
- Workproducts to be inspected 

- Level of rigor for each of the process elements: 
• Planning 

• Overview meeting 

• Preparation 

• Inspection meeting 

• Record keeping 

• Rework and follow-up 

• Causal analysis 
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3. Define Process Variations (Cont.) 

• Keep a minimal number of variations 

• Define exactly when each variation must be used 
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1. 

2. 

3. 

¢4. 

5. 

6. 

7. 

Steps to Establishing the Inspection 
Process 

Gather relevant information 

Define a standard inspection process 

Define a number of variations of the process 
for different situations 

Develop the Software Inspection Procedures 
Manual 

Train personnel on different aspects of the process 

Try each process variation for its intended use 

Monitor and continuously improve each process 

variation 
Establish-9S 

4. Developing The Software Inspection 
Procedures Manual 

• The manual should contain the following sections: 
- definition of terms 

- A definition of all inspection roles and responsibility 

- An overview of the inspection process 

- Detailed description of the standard inspection process 
and all its variations 

- Readiness criteria, acceptance criteria, and checklists 
for different workproducts 

- Sample forms and reports to be filled out throughout 
the inspection process 
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1. 

2. 

3. 

4. 

c::::> 5. 

6. 
7. 

Steps to Establishing the Inspection 
Process 

Gather relevant information 

Define a standard inspection process 

Define a number of variations of the process 
for different situations 

Develop the Software Inspection Procedures 
Manual 

Train personnel on different aspects of the process 

Try each process variation for its intended use 

Monitor and continuously improve each process 

variation 
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5. Train Personnel On Different 
Aspects Of The Process 

• Train people who will likely play any of the 
following roles: 
- Moderator 

- Inspector 

- Recorder 

- Managers who will likely select moderators and 
inspectors 
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5. Train Personnel On Different 
Aspects Of The Process (Cont.) 

• Use the Inspection Procedures Manual to Train on 
the following topics: 
- Impact of inspections on quality and productivity 

- The inspection process 

- Preparing for inspections 

- Conducting inspection meetings 

- The use of inspection data to improve the development 
process 

- Assure developers that inspection data will not be used 
for performance reviews 
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2. 

3. 

4. 

5. 

c:>6. 

7. 

Steps to Establishing the Inspection 
Process 

Gather relevant information 

Define a standard inspection process 

Define a number of variations of the process 
for different situations 

Develop the Software Inspection Procedures 
Manual 

Train personnel on different aspects of the process 

Try each process variation for its intended use 

Monitor and continuously improve each process 

variation 
~ © Saftlme llimelSioos, 1997 lt'Ml'.so!Uia.com Establish-I 00 



6. Try Each Variation Of The Process 

• Use in a pilot mode (small projects or one phase of 
a large project) 

• Make sure to keep records of all elements of the 
process 

• Expect some chaos first time around 

• The process owner must always be available to 
answer questions, clarify issues, and eliminate 
confusion. 

• May take very long time before all variations are 
tried. 
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Steps to Establishing the Inspection 
Process 

Gather relevant information 

Define a standard inspection process 

Define a number of variations of the process 
for different situations 

Develop the Software Inspection Procedures 
Manual 

Train personnel on different aspects of the process 

Try each process variation for its intended use 

Monitor and continuously improve each process 
variation 
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7. Monitor And Continuously Improve 
Each Process Variation 

• Record keeping is crucial 

• Participants' feedback is essential 

• The process owner assures that data is logged into 
the database 

• The process owner continuously performs causal 
analysis on the data and looks for trends 

• Improvements to the process might not be possible 
until several inspections 
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7. Monitor And Continuously Improve 
Each Process Variation ( cont.) 

• The process owner may suggest some immediate 
corrective actions, thus changing the process 

• Document all changes to the process 

• Immediately revise the procedures manual to 
reflect any changes 

• The process owner shares any "meaningful" 
causal analysis with the development manager for 
improving the inspection process. 
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l Thank you for Participating in this Seminar. i 
I ' 

I j 

Please Take few minutes to fill out the I 

. Seminar Evaluation Form. I 
~----------------J 

If you have any question please call Software Dimensions at 
(612)552-0716 or fax to (612)552-0791 
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, Tuesday, 1999 San Jose CA 

Advanced Specification Inspections 

ByTomGilb 

Software Inspections were developed at IBM and published in 197 4-76 
[1] more than a quarter century has passed and it is time to reassess 
them. Most literature on the subject is rooted in the initial IBM practices. 
Most professionals have an incomplete understanding of the traditional 
inspection and why it succeeded at IBM and elsewhere. But time and 
experience have led to many new practices which make Inspection more 
economic and useful than originally envisaged. The bottom line is that I 
believe that it is more relevant to view Inspection as a way to control the 
economic aspects of software engineering, rather than a way to get 
'quality' by early defect removal. Quality needs to be multidimensional, 
specified in quantified requirements and architected, engineered and 
designed into software products. Inspection needs to be used to monitor 
the entire software engineering process. 

Keywords 

Software Inspection, quality, design, economics 

Introduction. 
A warning to the reader. I am not going to attempt to cover all details and explain all 
concepts thoroughly. The curious reader is referred to the References for such detail. I am 
going to shoot straight and make main points in the hope that the reader will realize that 
they need to more seriously study Inspection, and Quality, and not take it as superficially 
as they may have done up to now. 

What position does this essay take? 

Inspection 

Correct basic use 
There are some basics which frequently are not learned or practiced. 

OPTIMUM CHECKING RATES 
Inspection checking activity must be conducted at the optimum 'coverage rate'. This can 
b@ found for any site and document type by simple experiments or extensive operational 
data. But it will be in the range of one Logical Page (300 non-commentary words of the 
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product document being intensively checked) plus or minus 0.9 Logical pages/per hour 
per checker. This amount of time is necessary to permit the cross-checking of 
specification Rules, Checklists, Source Documents and Kin Documents (example Test 
Cases versus Code) with the process 'Product' document. Failure to determine and use the 
Optimum Checking Rate simply leads to a lower density of defects found per page (the 
rest of them 'hide'). This leads to false assumptions about product quality. This can lead 
to release of Major Defect ridden documents to the next software engineering stages. 
Lack of time to do this is an invalid excuse. You can use sampling to reduce the total 
time needed. And failure to get this accurate measurement of the document quality, and 
the implied process quality, will cost more than any such sample will cost. 

EXIT CONTROL 
Inspection should not be 'cleaning up' bad craftsmanship. It should be measuring that the 
engineering process is sound and that the 'product' document at hand is consequently 
sound. Management needs to establish a sound set of Process Exit Conditions before any 
document is allowed to be used by others in the organization. The foremost of these is a 
computation of 'probably remaining Major Defects'. where the level remaining is 
economically acceptable. This computation is based on Majors-found density, Majors 
corrected, and average effectiveness (% of available Majors normally found by this 
process) of the process. 

For example if 6 Majors are found per page, and we assume 80% defect finding 
effectiveness and 82% probability of correct correction: then there are 7.5 Majors/page of 
which 1.5 were not found. If we then try to fix all that we ·found, 5 of the 6 will be 
correctly fixed . So 2.5 Majors would remain on pages where we had identified Majors, 
and tried to correct them. If the Exit condition was a reasonable professional level of 
maximum 0.25/Page Majors remaining, then we are far from economic exit. 
If the downstream consequence of Major defects is about 9 hours of software engineering 
work each [3. Page 315] then the consequences of premature release are calculable and 
normally far greater than the cost of dealing with the problem before we exit (costs are 
about 10% or less of the cost of moving on prematurely). 

Advanced inspection use 

Inspections can be conducted in many ways which were not described in the initial 1970's 
literature [1] even though the authors and company involved themselves have sometimes 
gone on to enlarge the practice in some of these directions. 

Here are some examples: 

SAMPLING: measurement not 'cleanup'. 
Most industrial quality control relies on 'sampling'. IBM decided they wanted to Inspect 
the entire document, not sample. But you are not IBM and this is not 1970's, so this 
decision can be reconsidered in the light of your needs and economics. 
Sampling 1 to 4 representative Logical Pages is usually more than enough to convince 
any project about the level of Major Defects present in a document of any length. If there 
is any doubt or discussion about the results, a further representative or random sample 
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will always be sufficient to convince any skeptic about the average level of Major 
Defects present. You could follow strict academic rules of proper sampling regarding size 
and representative sample if needed, but this is not science, it is industrial engineering, 
and such precision is not usually demanded. It is important that all players agree to act on 
the results . 

The cost of sampling is , by definition, a small percentage of the cost of' 100% sampling'. 
It is typically 4 to 8 engineering hours total , irrespective of Product Document size. 

If the sample shows that the Probably Remaining Major Defects/Logical Page are below 
the 'economically acceptable formal Exit threshold' (usually 3.0 for beginners, improving 
to 0.3 Majors/Page after a few years of experience at a site) then the entire Product 
Document is Exited (assuming it meets all other Exit Conditions too). 

Of course you cannot hope to 'clean up' Major Defects in the entire document, based on 
the sample. Inspection is not in a clean up mode when we sample. We are measuring the 
Product document quality versus the defined specification Rules, especially for probable 
Major (costly downstream) defects . We are trying to determine if it would pay off to fight 
the defects at this stage (no Exit yet) or possibly fight the few remaining ones later (in 
future Inspections, tests and in the field). 

If the sample shows a large number of defects (10 to 70 Majors per Logical Page is not 
uncommon before the process is brought under control, and before people follow their 
Rules (CMM Level 2) , then these defects are usually a fair clue as to systemic injection 
of defects, and the information can be used by the Product document Author to 
systematically 'clean up' the entire document, before re-submitting to Inspection. 

Something people do not generally know is that the most mature inspection processes 
{example at IBM, [3 , 9]) do not have a defect-finding effectiveness greater than 60% for 
source code and 80-88% for pseudo code and interface specification. Consequently 
inspection can never operate as a 100% effective cleanup mechanism. No more than 
testing which has a similar, but lower effectiveness. Cumulative Inspections of 100% of 
documents can detect up to 95% of all existing defects [3, Serna, as reported at Eurostar 
Conference Proceedings, London October 1993, Denise Leigh] , but this is usually not the 
smartest and cheapest way to get there, as we shall see. 

It is worth mentioning that for large documents (I have clients with 80,000 pages 
of requirements in a single project) early sampling long before the document is 'complete' 
is a basic defense against finding out the bad news too late! 

Using Inspection to Reduce Defect Injection. 
Inspection does have the ability to do two things which dramatically reduce the injection 

of Major Defects. It can systematically teach individual software engineers to follow the 
specification Rules. This in practice, within a few uses of Inspection reduces the 
individual defect injection by about two orders of magnitude (personal experience 

Douglas Aircraft 1 ggg. and Erit~~Ofl 1997). Thi~ i~ I gm!SS (Dion doe~ not deny) probably 
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responsible for the Raytheon drop from 43% (of total development costs) to about 27% 
rework costs within one year [8]. 

Then Inspection gives, combined with the Defect Prevention Process {DPP, CMM 
Level 5) the ability to further reduce defect injection, by improving the software 
engineering processes. This is responsible for the further drop in rework costs from 27% 
to 5% and less in the 1989 to 1994 time frame for Raytheon [8] . 

• Source Raytheon Report 1995, comments by Gilb 

- http://www.sei.cmu.edu/products/publications/95.reports/95.tr.017.html 

, ,,·Cost of Quality over Time: Raytheon 95'.'l:<,) 
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fig.ire 8: Cost of Quality Versus lime 

UPSTREAM QUALITY CONTROL 
In spite of the fact that even the initial publications at IBM in 197 4-5 by Fagan and 
Radice [l, 4] emphasized not only code inspections but 3 levels of design specification; 
and in spite of the fact that by the end of the l 970's IBM had documented that they were 
using Inspection for 12 different types of documentation, including user publications and 
test planning, I find it consistently gets perceived as 'Code Inspection'. In spite of the fact 
that TRW (Boehm, 62% Design error injection) and Bellcore (44% design error 
injection) [10] document that about half of all code bugs are not coding errors but are 
caused by bad info to programmers from the requirements-and-design documentation 
coders are given. Further, in both cases, the use of inspection immediately reduced this 
problem measurably. For example within 2 releases at Bellcore the percentage bugs due 
to bad design specs went from 44% to 30% [10] . 
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31% design 
error 

reduction 
from 

'' . process .,.--,. 
improvements'~ is_·· 

after 2 
releases 

(Inspection) 

Figure illustrating the Bellcore experience. Initially 44% of all code bugs were due to bad 
specs given to coders. The use of inspection as a process improvement resulted in a 31 % 
reduction in the % of defects due to bad specs. The lesson: fight code bugs upstream. 

Inspection should be understood by managers to be something that should be used at 
management level on the critical 'upstream' paperwork of any project. This includes Sales 
proposals, Contracts (Philips UK), Contract Modifications (Nera ABB), Marketing Plans 
(HP Apollo), Systems level Requirements (Ericsson), System Architecture and all other 
project related documents. It has been used for these purposes [3, Reeve's Case Study] in 
many companies (some examples from my experience given above). In fact it can, is and 
should be used for any large system development where software is but one component. 

As has been shown by Harlan Mills' Cleanroom method and by (recent re
calculations) Michael Fagan (the original champion oflnspections at IBM), if you are 
doing Inspection properly upstream, there will be so few Major Defects in the Code that 
it might not be cost-effective to use Inspection on source code for 'cleanup' purposes. 
The apparent tremendous advantage of Code Inspections is often an illusion, created by 
allowing all Major Defect consequences to filter down to the Code Level, when they 
should have been prevented or detected at earlier stages. You might catch the defects, but 
your cost of correction will be unnecessarily higher than if you had dealt with them 
upstream. 

DEFECT PREVENTION PROCESS (DPP) 
IBM initially intended Inspection to exploit the principles of Statistical Process Control 

M t~ught by W. lidward~ D@ming and Jmeph J. Juran. To learn from eKperience and to 
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correct the process. This did not succeed; for subtle reasons (centralized high level 
control and analysis of statistics) which I did not appreciate at the time. In 1983 Robert 
Mays and C. L. Jones of IBM Research Triangle Park, North Carolina developed a 
practical way to learn from process errors, and to successfully systematically improve the 
software process, so as to reduce the systemic injection of Major Defects [3, Chapter 17 
by Mays]. Robert Mays worked with Ron Radice [4] who developed the IBM version of 
CMM under Watts Humphrey. The DPP is the main model for CMM Level 5. 

Statistically, DPP is generally capable of eliminating 50% of all normally injected 
defects in the first year of practice, about 70% within 2-3 years and about 95% after 
several years of maturity [8 , and Mays, June 12-15 1995, his lecture 13th Wash DC, 
International Conference on Testing Computer Software IBM "Defect 
Prevention Process and Test"]. 

Because of the historical process development at IBM, Conventional 
Inspection and DPP became separate-but-linked processes at IBM, and 
consequently in the CMM Model (Level 3 and level 5). I believe it is time we re
married them, as ·initially intended. I have tried to do this in my version of 
Inspection [3, Chapter 7]. 

In addition to the systemic removal of Defect injection using DPP, it is well 
worth mentioning the 'Individual Training Effect' of inspections, mentioned earlier. 
The Individual Training Effect can reduce the level of Major Defects injected by 
an individual by two orders of magnitude, by simply giving individuals concrete 
feedback during Inspections as to what the Rules for avoiding defects are, for a 
particular documentation type. 

Both of these come under the heading of 'defect injection reduction'. They 
are by far the most import;;:int aspect of modern inspections. Simple defect 
removal, for example at the code inspection level is doomed to systematic failure. 

The best large-scale Source Code Inspection Effectiveness (Defect 
detection % of all defects present) level I know recorded is 60% [3] at IBM 
Minnesota. It took years of good process improvement work to get there, and 
most good beginners are at a level nearer 30% defect-finding effectiveness. 
What this means is that 70% to (best case) 40% of all 'Bugs' will escape from 
Code Inspections, presumably to testing. The order-of-magnitude of bugs 
released to testing will not be significantly different from those that entered the 
Code Inspection process! Cleanup mode doesn't work! 

What you should be doing, if you must do Code Inspections, is to use it 
with sampling, to determine the probably remaining Major Defects you would be 
releasing to testing . Inspection can give you the 'bad news' clearly, so that you 
realize that Inspection has not 'failed' you - when all those bugs pop up in test 
stages. You have failed to use Inspection properly, to measure and control the 
engineering process. 

If you examine the numbers [9] neither 'testing better', nor misusing 
Inspections in a 'Clean up' mode is going to give you the bug reduction you want, 
with resources you want to spend . Your only hope is to reduce defect injection, 
using Inspection to train and motivate individuals to 'follow the Rules'. You must 
also improve the engineering processes so that the 'workers are not forced to 
commit errors' (Deming's teachings) . We have all heard the id~~a:t.ti'c!f:~ouf tfcmli 
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iiJ quaiiiiby testing it in, but by-designing it in~\i.Jhy don't we· ijcf{§fr 
lnsp~cti·on.in 'cleanup mode' is simply a cheaperway of 'testirmJVtrtk __ 
do0medto failure . . -~ -~ .. 

FOCUS ON MAJOR DEFECTS and Specification Rules to define them. 
If you do not consciously manage the process, people will unconsciously spend 90% of 
their Inspection effort finding and fixing minor defects. Minor defects, using my 
definition have no value of saving time or effort downstream. They will not change the 
product in any customer-important way. The only valid use of Inspection is to find and 
measure the presence of Major Defects , defined as those which potentially will cost you 
interesting effort if first discovered downstream of Inspection ( test, field use). One of my 
clients (3, p.315, Philips UK) studied 1,000 defects classified as 'Major'. They asked their 
own maintenance and test people what the cost downstream would be and the media 
answer was 9.3 hours . The average cost of finding and fixing them each was about one 
hour. The CEO and his team used this evidence to demand full use of Inspection. 
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There are a dozen or more specific tactics to ensure that your Inspection activity does not 
waste it's time with minor defects. [3 , pp. 7 4-75 detailed list]. They include: 
1. Defining defects exclusively with the help of a formal set of specification Rules [3, 

pp. 424 on], and then including only Rules which lead to Major defects, avoiding 
those which are primarily minor. 

2. Giving aid to interpreting existing specification Rules using checklist questions which 
are directly supporting referenced specification Rules, and which particularly help 
Checkers find Major Defects. 

3. Focusing all calculations on Major defects : for example the Exit levels of remaining 
Major Defects per Logical Page (300 Non commentary words). 

4. Calculating the Optimum Checking rate for specific document types based on the 
peak observed ability to detect Major defects , and not including the minor defects. 

5. Making it a serious Entry condition to any engineering process, including Inspection 

(for Source d6WITT~nt~). thin th!:! D!:!f!:!Ct d@~ity, of docum!!ntj med, doe~ not e1Cceed 
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an economically sensible level of Major defects/Logical Page. For example initially 
Maximum 3.0 Majors/Logical Page and ultimately 0.3 Majors/Logical Page. 

6. Insisting that all technical documents ( as source code does naturally) make an agreed 
distinction between specs that count and background commentary which does not 
translate into product and economics. It is then easier to spot Majors. 

Avoid using it for Reviews: 
Inspection should not be confused with other types of Reviews. The purpose of 
Inspection is to measure the degree of compliance with the specific specification process. 
There are many other partial objectives for using Inspection ( I have noted over 20). But 
these do not include judging the 'objective quality of the ideas expressed', in relation to 
the real world needs. This I would call a Go-No Go Review ( and there are many other 
names in circulation). Inspection is limited to determining if the people and process have 
complied with the current recommended best practices for a particular kind of 
specification (I assume these are codified in a continuously improved process standard, 
which I call 'Rules' (there are many other names for this) . 

If a large number of Major Defect type Rules (like "All Quality Requirements will 
be quantified and testable in practice") are violated per Logical Page of specification, 
then Inspection tells us the economic consequence ( average about 8 - could be worse! -
lost hours downstream per Major) of releasing the document to any other engineering 
process; including Technical or Management Reviews. 

In fact Inspection should be a required process before any serious document is 
reviewed. The entry criteria to the Technical 'Go-No Go-type' review should be set 
conservatively ( no more than 0.3 Majors maximum possibly remaining per Logical 
page) so as not to waste the time of the senior people involved, and to reduce the risk of 
dangerous decisions being made for, or against, details which are poorly specified. 

Most companies I see, do not have a clear distinction between the use of 
Inspection to determine whether a document is economically safe to use, and Technical 
reviews to determine if the ideas in the document (Example "Marketing Requirements" , 
or "Test Plan") are sane economically in that 'Jungle out there' . We must learn the 
distinction between eloquent and relevant. When I find that uncontrolled software 
engineering processes normally allow 20 or more Major Defects to remain per Page, then 
all other technical processes using those documents are bound to be frustrating and 
uneconomic; and to cause further chaos downstream. We are typically not aware of this. 
We just 'do our best'. Inspection makes us culturally aware of the dangers of 'rushing in 
where angels fear to tread'. 
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Inspections and Reviews 

Work 

• Inspections 
- Judgement based on 

conformance to standards 

- Well written, clear, complete, 
trustworthy 

- Can be carried out by any of 
'intended readership ' 

- Should be done to guarantee 
decision-makers a good 
basis for a decision. 

Quality 

• (Go No-Go) Reviews 
- Judgement based on 

goodness in real world 

~ Content, not format; 

- Value, not clarity 

- Approval by authorized 
'managers' 

- Should not be Entered if 
document not Exited from 
Inspection 

Why Inspection is a ' loser' for quality 

10 

10 

Most people have the illusion that Inspection is something they do for 
software quality . First part of this illusion is that they invariably have a 
simple-minded definition of quality: bug freeness. Quality in the eyes of 
our customers is much more than bug freeness. 

And the second illusion is that they can use inspection to raise this 
narrow measure of 'quality ' . This is immature. 

As mentioned once earlier, it is an oft quoted notion that 'you 
cannot test quality into a system, you must design it in'. Software people 
do not seem to understand that paradigm . Using Inspection to remove 
defects is simply a cheaper way to 'test quality in ' . It works, poorly; and it 
costs too much. Its only saving grace is that if you are in such bad shape 
that you have injected too many bugs (which is the real problem, 
injection) then removing some of them by Inspection is an order of 
magnitude cheaper than removing them with testing. 

But Inspection in a 'clean-up' mode is still a bad option. Reduction 
of injection, through design, through individual learning, and through 
process improvement are clearly the smart economic ways to go. 

Of course, when all the bugs are gone, we have no more 'quality' 

pr6bl~m~7 Right? 
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Wrong! We have lots of them. Some of them are far more 
important to your customers than infrequent bugs. They include reliability 
(which is not the same as bug density!), availability, usability, 
performance, installability, portability, security, customizability, 
extendibility, maintainability, recoverability; and when you begin to look at 
specific applications a very much longer list of quality and cost concerns 
for the customers and other 'stakeholders' (such as your corporation, 
your dealers, your help lines). 

Inspection in the sense of 'bug removal' won't help these 
qualities significantly at all. 

How to properly use inspection for quality 
If you want to make use of Inspection to help get adequate and competitive levels of 
these qualities, you can. You should use Inspection to quality control the entire chain of 
software engineering specification, from Marketing Dreams, and Customer Contracts at 
the front end, to code and test cases at the other end. This will help all technical activity 
remain consistent with the dreams, expectations and the designs for quality. Inspection is 
a valid part of the engineering process. But it is not the most important part. It is merely 
one of the many quality control tools we will need to use . 

How to get qualities into your products. 

I am not going to be able to explain and argue th:is next proposition in the detail I know 
many would appreciate (see vvww.result-planning.com for that detail). But in order to 
make my main point about the role of Inspection, I have to at least sketch the position. 

My assertion is very well known and understood in much of the civilized world of 
technology. You get the multiple qualities you want by specifying the numeric testable 
levels you want, together with cost and other constraints. This is called 'requirements' 
(not to be confused with software functional requirements). You then use a process of 
architecture/design/engineering to come up with the technology needed to reach the 
requirements levels [IO]. This is not to be confused with structural decomposition of 
software, which some programmers consider 'design' work. 

You can reach the quality levels you want if they are 
• technologically achievable (inside state of art) 
• consistent with any constraints , and 
• consistent with the simultaneous achievement of the other quality levels, when 
considering a common set of constraints ( such as deadline and budgets). 

It should be obvious that the present culture of software engineering does not even begin 
to outline or teach the necessary disciplines for doing this . They are provably incapable 
of even specifying the quality requirements in a clear quantified way, let alone equipped 
with the disciplines necessary for solving the multidimensional design problem. 
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Sure, we do it, sometime through sheer brilliance and intuition. But we don't have a 
teachable design-engineering discipline . We do not even discuss its absence. Most people 
reading this might disagree, but that is a symptom of the problem. We don't even realize 
we have a problem. I cannot argue this further here , and I do not expect to convert this 
sluggish culture overnight. But I would be happy if some key intellectual leaders of our 
discipline would begin to move in the right direction. I personally intend to be there all 
the way, and I am pretty sure that is the rest of my life . 

How does Inspection relate to overall software development ? 

Inspection, properly used, is the best known tool for checking that written 
specifications are consistent with specification rules, and by extension with other 
related documentation upstream. 

Summary and Conclusions 

Inspection is a general systems engineering process, highly applicable to software 
engineering in the broadest sense of that term. It applies to all known forms of technical 
and managerial documentation and specification. There are many variants of the 
Inspection process, but one common characteristic is that is a rigorously applied 
quantified discipline [l , 3], not an intuitive review. 

Inspection should not normally be used to 'clean up' logic bugs, because that is 
neither effective nor cost-effective in that task. It is far more cost-effective to get required 
quality levels by means of design, by individual training, and by process improvement. 
Inspection should be used as a specification quality control tool. 

The 'quality being checked' is the specification consistencywith your best 
practice standards. Inspection should be used to determine that a specification is 
economically safe to release to other software engineering processes. 

In particular Inspection should be used to determine the probably remaining 
Major defects/Logical Page; by using representative sampling, not the brute force 100% 
'sampling' of conventional software inspections [ 1] . This defect level determination 
should be used to determine official 'Exit' of any specification from its creation or 
maintenance process. 

Inspection should only be used where it is profitable, and profitability of the 
process should be continuously monitored. The use of the process should be continuously 
justified. In particular it should not become a mandated bureaucratic process, which 
cannot otherwise justify its existence amongst the rich selection of software engineering 
'tools' for achieving the same ends. The engineers and project management should be 
given a choice of tools to achieve well-defined project targets . 

Inspection is about the economics of software engineering. It is not a cost 

effective way to improve quality, or even bug-freeness , when used in the convenHonal 
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'clean up' mode. The cost-effective route is to reduce defect inj ection into specifications 
through architecture, design, engineering processes, and individual professionalism. 
Inspection can play a useful role in training engineers in these processes, enabling them 
to improve the processes, and motivating them to do so. 
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10 Top Advanced Inspection Princip1 s 
• Prl. Prevention is more effective than Cure 

• Pr 2. Avoidance is more efficient than removal 

e Pr3. Feedback teaches effectively 

• Pr4. Measurement gives facts to control the process 

• Pr5. Priority to the Profitable 

• Pr6. Forget perfection, you can't afford it! 

• Pr7. Teach fishing, rather than 'give fish' 

• Pr8. Framework for Freedom beats bureaucracy 

• Pr9. Reality rules 

• Pr 10. Facts beat intuition 
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Advanced Inspection Objectives 
• Central Objectives 

e 1. Engineering Process Control 

e2. Measuring Document Quality 

e3. Reduce Project Time & Cost 

• Secondary Objectives 

e4. Identify and Remove Major 
Defects 

e5. Reduce Service/Maintenance Costs 
• NOT Objectives 

• Approve document ' content' 

• Remove minor defects 
• ' Improve' Quality 

Slide 3 
Advanced Software Inspections 

----
Larger set of Inspection Objectives 

~ 
~ 

_ ....... 
1. Time-to-Delivery 
2. Measurement 

•document quality 
•doc. process quality 
•inspection value/cost 

3. Release "downstream" 
4. Identify defects 
5. Fix defects 

avoid new defect injection 
6. Improve process 

product producers 
inspection itself 

7. On-the-job training 

Advanced Software Inspections 
Cu> Ji ht Gilb@acm.or 

8. Motivation 
9. Help Author 
1 o. Effectiveness (Quality) 
11. Efficiency (Productivity) 
12. Train Inspection team 
leader 
13. Certify the leader 
14. Motivate Managers 
15. Reduce Maintenance 
Costs 
16. Relieve Project Leader. 
17 .many others 
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ifference to onventional nspections 
• Conventional 

(IBM, Fagan, 1973) 

eNo sampling 

e Inflexible bureaucracy 

•Focus on 'Cleanup' 

•Focus on 'software code' 

• Poorly documented 
process 

e"My Way"<--1\1EF/IBM 

eDo the defined process! 

•'Interpret' the document 
===-====® - ----- - -- - ---- --------·- Advanced Software Inspections -~-1-

• 'Advanced' Inspections 
(Gilb 1993-1998) 

• Sampling to measure 
doc. 

• 'Intelligent Inspections' 

• Focus on Time & Control 

• Systems, upstream focus 

• Richly documented 
(Book) 

e'OurWay' & 'Your 
Way' 

• Do what pays off, only 

• Check against Rules, 
Sources 

nspections and 

Work Inspection: 
Product Meet standards? 

(SrcJJ] 
• Inspections 

• Judgement based on 
conformance to standards 

• Well written, clear, complete, 
trustworthy 

• Can be carried out by any of 
'intended readership' 

• Should be done to guarantee 
decision-makers a good 
basis for a decision. 

Advanced Software Inspections 

• (Go No-Go) Reviews 

• Judgement based on 
goodness in real world 

• Content, not format; 

• Value, not clarity 

• Approval by authorized 
'managers' 

• Should not be Entered if 
document not Exited from 
Inspection 
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Paradi ms 
• Pl. Engineering process control 

• P2. Cleanup is ineffective 

• P3. Teamwork beats ego 

• P4. Data beats guessing 

• P5. Real Time Control 

• P6. Author Responsibility 

• P7. Checker Consultants 

•PS.Author is Client 

• P9. Optimize Checking speed 

•PIO.Quantified Gatekeepers 

• Pll. Rules Rule Objectively 

• P12. Structure satisfies objectives 

• P13. What works is right 
Advanced Software Inspections 

1 of 2 : Summary of 
Advanced Inspection Concepts 

Slide 7 

• .Measure your benefit from using Inspections, like Raytheon Defense Electronics (see web 
in references) : Rework costs, predictability, productivity, quality, Return on Investment 

• .Inspect Upstream first (contracts, requirements) 
• .Check at optimum rates, based on the checking rates your own people provably best find 

Major defects. 
• .Check significant portions of the material, avoid checking of commentary (defined as: areas 

where only minor defects can be found). 
• .Focus on finding Major defects, avoid the 90% minor syndrome 
• .Define Major as "possible larger costs downstream". 
• .Integrate Defect Prevention Process into Defect Detection Process 
• .Don't use Inspection as a cleanup process, use it to motivate, to teach, to measure, to 

control, to improve the process. 
• .Sample! Use sampling to understand the quality level of a document. before any larger 

attack. 
• .Inspect early and continuously while documents are being written! 
• .Use serious entry conditions to avoid wasting time. like quality of source documents must 

be reasonable. 
• .Use serious exit conditions like "Maximum probable remaining Major defects per page is 

0 .2". 

• .Use Defect Prevention Process on Inspection itself for continuous improvement 
• .Put your Inspection artifacts on a company web site. 
• .Build or buy an automated tool for processing Inspection basic data. Use it to capture data 

summary data, to present trends and reports. 
Aovancea ;)Ortware rnspecttons 

r:o ...... ;oht r.nhtm ............ nri:, 
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Advanced Inspections Part 2 
• .Plan Inspections well using a Master plan 

• .Use Checking data from individual checkers (pages checked, Majors found, 
time used, checking rate) to decide whether it is worth holding a logging 
meeting. 

• .Use individual checker personal notes instead of proper meeting defect logs 
when the volume is (non exit level) high, or when there is a large number of 
minor defects. 

• .Avoid discussions at Logging Meetings, avoid challenging people, avoid 
suggesting fixes : concentrate on logging potential Major defects. 

• .Make sure you have really good standards (good practice Rules for writing 
technical documents)to.author by and to check against. 

• .Check against source and kin documents, check them for defects too 
• .Allocate special defect searching roles to individuals on the team 
• .Use the optimum number of people on a team to serve the current purpose of 

inspection. 
• .Recognize that Inspection has a large number of potential purposes. Be aware 

of which ones are valid for your current inspection, and formally plan to address 
them. 

• .Give Inspection team leaders proper training, coaching after initial training, 
formal certification, statistical follow-up and if necessary remove their license to 
Inspect. 

Advanced Software Inspections 
f:n .. u,,ah, --·· - n.a 

Measure your benefit from using Inspections, like Raytheon 
Defense Electronics {see web in references}: Rework costs, 
predictability, productivity, quality, Return on Investment. 

• In the years end 1988 to end 1994 Raytheon, using Defect 
Detection Inspections combined with Defect Detection Process 
(DDP) reduced rework costs (costs of dealing with errors which 
are preventable) from about 45% to 5-10%. 

• They had a rate of return on investment of 7. 7 to 1. 

• They improved software productivity by a factor of 2. 7 to 1, 

• They reduced negative deviation from Budget and deadlines, 
from 40% to near zero. 

• They reduced bug rates by about a factor of three. 

• Such accomplishments encourage management to support 
Inspection and D PP. They also witness good management and 
long term thinking. IBM and HP have similar histories. 
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Raytheon 95 Software Productivity 2. 7X better 
CActBuO 

Proo..,oJU~ 
Prc,t--.....""t ~~ 

50% 

" ,;.t%, 16'$ 
B U'!C. 172 
C, ~ 1S4 
0 10 l%. 164 
E 101,C, ~1 

• ·sl"'- 14& 
0 ,;,;,c, 1~ . 102'!C. = I 1HlC. = J 1C..'!C. 1.:». 
~ U'!C. ~ 
L = · 1!19 
\I 100%. ~ 
~ WlC. 16'> 
0 100'I. 2~ • 100'l:. 22 
0 ~= 26') 
R re,c, -6 ~'!C, 26') 
T 100'I. 1~ 
u 11l%. 17P 
I/ 1CO'L _2>Q 
Yi ~ 24& 
:,; 1CO'L Z7S 

J A J O J .~ J O J .~ J O J /, J O J t. J o · J A J O J t. J 0 

91 

Advanced Software Inspections 

T 
170'<. 

Jnc~'-C-

Cost of Quality versus Time: Raytheon 95 
Philip Crosby concepts 

ost Of Quality= COConformance+C01ooc0 oforroaole 
· CONC= cost of 'fix and check fix' -- .... co~c:. 

. -----1'.·COC. . 

COC=Appraisal + Prevention · 

C~for doing it right /,----.. ._,__ I "'\. ---/ . '~-' ,.,.~ . 

Cost for doing it wrong(ly) 

' ·\.._,...._ 

Project Cost= {Cost of Quality+ Cost of Performance}. 
Cost of Performance= Plannin , Documentation S ecification . 
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I The Cost of Software Quality at RESI 
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87 88 89 

CMM 
Level3 

$15.B million 
saved through 
the end of 1992 

90 91 92 

Years 
Raytheon ESD/RES, see Dion, 1992, 1993, and Haley. et al 1995,1996 
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total cost of SW quality 

cost of conformance 
(appraisal + prevention) 

rework costs 
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CMM 
Level4 
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Achieving Project Predictability: Raytheon 95 
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Inspect Upstream first 
(contracts, requirements) 

• Most people think that Inspection is about source code inspection. 

• Well that is where it started in early 1970's. 

• But by the end of the 1970's IBM and Fagan recognized that the 
defects and the profitable use of Inspection lay upstream ( 
Requirements and design). 

• Bellcore found (1993, article in Quality Progress) that 44% of all 
bugs were due to defects in requirements and design hitting the 
programmers. 

• If your systems start with contracts and management and 
marketing plans, then you should absolutely start your inspection 
activity up there, where the problems start. 

Advauced Software Inspections 
C:n,,.,..,nh, r.Hhw>o,~ n,·a 

No Managers Present?? 

Slide 15 

• One of the most misunderstood dictums to come from 
the early inspections was "No Managers". 

• Wrong! 

• That was in the days where Inspection was on code! 

e Management inspections may be the most useful ones 
you will ever do. 

• I have very positive experiences on contracts and 
marketing and product development plans with top 
managers. 

r:o-·"~:oh1 r.nh l'm.-.--~ n,·o 
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he ownstream alternative cost o 
quality at a Defense Electronics 

Number of oo 

defects of 1s0 

the 1,000 100 

so 

Mean time to find and correct a Major 
after Inspection was 9.3 Hours. 

It cost about 1 
hour to find and 
fix a Major using sampled 

Majors ,.....__-~~~~------~Inspection 
0 10 30 50 70 

Estimated hours to find and correct 

in test or in field. 

Range I to 80 hours 

Source: Trevor Reeve, Case Study Chapter in "Software Inspection" 

Philips MEL became "Thorn EMI", then Racal, now Raytheon. Crawley UK. 
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Downstream Economics Ratios 

el (design): 13 (test): 92 (field) 
e AS/400 Steve Kan, IBM MN, 1994 SysJ 

el (design) to 20(test) to 82 (field) 
• Santa Teresa Labs, Remus, 1979 IMS 
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I When do Defects occur? Uostream! I 
100% of customer reported problems 

-
62% 31% design 

Design error 

was Code Design reductio~ 14% 
from 

source 38% errors 
"process 30% 44% improvements" 

after 2 
releases 

• Four US Command & (Inspection) 

Control Systems 
studied Source: J . L. Pete Pence and Samuel E. Hon III, 

Bellcore Piscataway NJ 
Building Software Quality Into 
Telecommunications Network Systems, 

Source of data is TRW Series, Quality Progress, Oct. 1993 pp. 95-97 
North-Holland Publishers, "a recent defect analysis on switching 

"Software Reliability" (B. Boehm) system software, a supplier determined (this data). 

Check at optimum rates, based on the 
checking rates your own people 

provably best find Major defects. 
• This is the big one! Most everybody, including so-called 

teachers of Inspection, manage to miss this one. Or 
worse, they use optimum rates at ten times optimum 
speed! 

• Optimum checking rate ranges between 0.2 and 1.8 
pages {of 300 non-commentary words) per checking 
hour. It is typically 0.3 to 1.0 pages/hour. 

Advanced Software Inspections 
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Optimum checking rate is not optimum reading rate! 

• Most people seem to confuse reading and checking. 

eChecking in real inspections involves checking a page 
against all related documents. 

eThis can involve 10 or 20 source documents of large 
size, checklists and standards. 

•You have to check a single line against many sources 
and it takes time. 

eMore importantly, you can prove, if you keep the 
statistics you should keep, that your own people, on 
particular document types have a clear dramatic and 
consistent optimum 

SEMA Checking Rate Experience 

16 What is the o_gtimum checking rate here? 
<- Defect Density: de cts / page found 
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I Source: Den ise Leigh , SEMA UK in "Software Inspection" Fig 16.5 1 
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Fault Density versus Checking Rate: 

Action items 

per KDSI 
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Raytheon 95 

100 to 250 

DSI/hour 

<-"Statistically 
preferred levels" 
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KDSI/Hour 

Why do you think they avoid using the optimum rate? 

Hint: "Our rocess mandates 100% ins ection covera e" 

Effectiveness a function of checking rate {Buck} 
25 --...-------------, 

20.4 

20 -·--

Bugs founct
15 

of 21 
maximum 10 -

known 

60 95 125 

Checking Rate 

in Lines per hour 

From Frank Buck IBM 1980 
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Check significant portions of the material, 
avoid checking of commentary {defined as: 

areas where only minor defects can be found). 

• Most organizations waste time checking areas of a 
document which does not translate into final product of 
any kind. 

• The defects found there cannot have Major defect 
consequence. 

• Majors cost an average of 9 hours work downstream, in 
test and more in the field. 

• The result of this indiscriminate checking at an optimum 
rate is 90% minor defects and 90% waste of time. 

eit is like checkim? comments for 90% of the time 

Check the Meat, Not the Fat 
• Technical authors must distinguish between specification which 

translates to serious downstream costs and the less important 
areas 

• This distinction can be done for example by italics for the "fat". 

• Some clients have even made Ms.Word macros 

• to count the volume of non-commentary text (Meat) 

• and print it on the first page. "17.4 Non-commentary pages" 

• Of course the checker is allowed to scan and reference the 
commentary words, 

• but is not obliged to check them against all sources and rules 
and checklists. 

• It is not worth it. 

Adva1lced Software Inspections 
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Focus on finding Major defects, avoid 
the 90% minor syndrome. 

• 'Meat/Fat' is but one tactic of many for shifting your 
organizations focus from 90% minor defects, to more 
than 99% Maj ors. 

• I have redefined 'Majors' to be anything with 
potentially large downstream cost consequences. 

• Bugs are not the only focus. That is outdated 
programmer mentality. 

• Inspection needs to be used to control the economics of 
development and maintenance work. 

-Advauced Software Inspections 
r.n"·-:nh, r.m = 

Shifting Focus, Fat to Meat 
e Other examples of shifting the focus include 

• 'allowing only Major defect ideas onto the rules and 
checklists' ; 

etogging only Majors at a logging meeting; 

ecalculating return on investment for Inspections only 
on the basis of Majors. 

eThe message must be "do not waste your time on 
minor defects ". 

• Employees will waste company times working on 90% 
minor defects, unless strongly redirected. 

Advauced Software luspections 
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Define Major as 
''possible larger costs downstream ". 

• it does not matter if a defect is 

• not directly a bug or 

• ifit is visible to a customer. 

• If it can potentially cost a bundle to your team 

• if it escapes downstream, 

• then I would recommend you classify it as Major 

• and treat it with due respect. 

• You can help people identify Majors by 

• classifying them in checklists 

• Use m and M symbols. 

• We sometimes use S for Super Major 

• (order of magnitude bigger than an average Major). Showstopper, worth 
management attention. 

Integrate Defect Prevention Process 
into Defect Detection Process. 

e The original inspections intended to integrate 
continuous improvement. 

• It did not work, 

• because of centralized analysis and change. 

• So, early IBM inspections got stuck focussing on 
defect detection and correction, and did a great job of 
that . 

• 
Slide 30 
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DPP, CMM Level 5 Invention (1983} 
e Ten years later, IBM employees Robert Mays and 

Carole Jones of Research Triangle Park figured out 
what went wrong, 

• and created the defect Prevention Process (DPP). 

• For political and historic reasons IBM did not re
integrate the two completely. 

• They applied DDP to more than software! 

• DPP worked on Hardware and administrative 
efforts). 

Advanced Software Inspections 
<>-·a·"nhl ... = 

DPP Effectiveness 

Slide 31 

• DPP has shown itself to be capable of 

• at least 50% {1st year and project} 

• to 70% (year 2 or 3} defect cause reduction, 

• and over 90% in the longer term. 

• It has also shown· at least 13 to 1 ratio return on investment. 

• DPP needs to be practiced early and integrated into inspection 

• Inspection solicits logged "Improvement" suggestions to all 
related processes, including Inspection itself. 

• CMM Level Five (DPP) is too important to put off until later, 

• you need to do it from the beginning of process improvement. 

Advanced Software Inspections 
Slide 32 
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Don't use Inspection as a cleanup process, use it to motivate, 
to teach, to measure, to control, to improve the process. 

• Most people seem to think that the purpose of Inspection is to clean up bad 
work, bugs and other defects. 

• These same people misuse test in the same way; not t0 validate good work, but 
to clean bad work. 

• They are desperate people. Who can blame them? 

• If you continue fighting the fires , you will never have time to learn fire 
prevention or even fire containment. 

• Inspection can very quickly 

• be turned from the initial chaos phase (experiencing 20 or more Major 
defects per page) to 

• relative cleanliness ( 2 of fewer Majors per page at exit) within a year of 
effort. 

• In the slightly longer term. Individual engineers will learn to reduce their 
personal defects, by about 50%, from the previous submission of work. 

• Defect Prevention Process will reduce the causes of Errors committed by 
employees by 50% (first year) and more later. 

Starting with Softcrafters 

• You need to start with reasonable 'softcrafters' . 

• Use W~tts Humphrey's Personal Software Process (Addison-
Wesley) as a model for training disciplined softcrafters before 
hiring them. 

• But, Inspection itself works as an on the job training discipline 

• because it gives detailed credible feedback to document 
authors. 

• Give it a chance to do its immediate and short term work. 

• Allow individuals to track their own dramatic progress. 

• But do not give this data to their supervisors! 

Slide 34 
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Marie 's Learnability Curve 

NuTiberof 

estimated 
remairing 

majors defects 

30 - ' 

25 -

20 -

15 -

10 

Issues 

5 

0 -
lstdoc 2nd 3rddoc 4thdoc Sthdoc Gthdoc 7thdoc 

doc 

; Number of Document 
, Inspections where she got useful 
i feedback about quality and rules. 

Adva11cecl Software Inspections 
Co, ri ht ill, @ cm.or 

Gary's Personal Learning 
(to follow process) Curve 

(Dou las Aircraft 1988 

Ide tified , -- ~ 

80 1•1 

40 • 
• 

2 3 • 5 
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Sample! Use sampling to understand the quality level 
of a document, before any larger attack. 

• use it to measure and validate technical 
documentation. 

e it is neither necessary not desirable to check all 
pages of long documents. 

• Representative samples will tell us if a document 
is probably clean enough to exit 

• at say 0.2 Majors per page maximum 
remaining. 

Adva11ced Software Inspections 
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Inspection is Economic, not 'Quality' 

e The major purpose of inspection is economic, 

eto reduce lead time 

• and people costs, 

ecaused by downstream defects. 

•Not to clean bugs. 

Slide 38 
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'Prevention' Prevents 'Cleaning Up' 
eBugs are (as in the Harlan Mills IBM "Clean Room" 

method) supposed to be cleaned up or avoided by 
disciplines like: 

• individual disciplines (PSP, Structured 
Programming), 

• Defect Prevention Process 

• {work method improvement) 

eContinuous Improvement 

e Inspection and Verification. 

Advanced Software Inspections 
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Exit as 'clean ', no need to '' clean up 
e If all this works as it should and does, then 

• cleaning is not necessary 

e by Inspection or testing, 

• and sampling can tell us if it is economically safe 
to release the document to the next work stage. 

• Perfection is not required. 

• In fact perfection, costs infinite resources, 

ePerfection ('zero defects') is dangerous as a 
guiding concept at this stage, or any other. 



Sampling Economics 
l 

• Sampling using inspections: 

• for process control 

enot for cleanup! 

• for management. 

• allows you to reduce the cost per document 

• while maintaining the quality of the inspection process 

• it can be used to sample the process of a large document while 
being produced 

• it can be used to sample a large input document quality, 

• for example a source or kin document 

• It can be used to make intelligent decisions 

• If you use it "intelligently"! 

• Faf!an/lBM did not choose to aoolv samolinf! (1973-1975). 

Computing Remaining Defects 
Page I 2 4 5 6 7 8 9 10 

7 defects found in 5 page sample. 50% 
effectiveness known or assumed. 

0 

0 

0 0 

0 
0 

i So if we removed the 7 defects we foun 
We would have about 7 rcmalniag: la tbe 5 pages, or aboat 
1.4 per page remaining. And about 14 or 2.8 lD the 

, from the 5 pages unchecked a nd uncditc a 

0 0 0 0 0 0 0 
0 0 0 

0 0 0 

0 
0 0 

0 
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Inspection Thoroughness 
(from Dorothy Graham} 

ordinary 6review6 - finds some defects, one major, fix them, 
consider the document now corrected and OK 

Inspection can find deep-seated defects: all of that type can be 

corrected, but needs optimum checking rate 

Advanced Software Inspections 

e 1986 Nor thern Europe 

• Air traffic control trainer system for export 
• 80,000 pages contracted documentation before code 
• 40,000 pages already written 
• Project seriously late already (customer informed) 
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• About 7 management signatures approving the 40,000 pages 
(pseudocode for coders) 

e Inspection of a sample of three pages 

echosen by random numbers 

edeclared to be representative 

et9 Major defects found in half day inspection by 
the 7 managers 

• director checks the defect log and confirms 



Inspect early and continuously 
while documents are being written! 

• Inspection after a large (100 pages or more) technical 
document has been 'finished' is a common but bad idea. 

• If the process generating the document is faulty, we 
should discover it early and put it right. 

• We must demand early and frequent samples of large, 
month-consuming documents. · 

• This will save us time, and put bad processes back on 
track, before they do too much damage to our schedule. 

Slide 45 
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Use serious entry conditions to avoid wasting time, like 
'quality of source documents must be reasonable'. 

•Weare in such a big hurry to waste our own time! 

• We do not have the discipline to set up and respect entry 
conditions which would prevent us wasting our time. 

• But we must! 

• One of the biggest is mandating the use of upstream source 
docume·nts to inspect a product document. 

• Using source documents with the usual uncontrolled, un
inspected, un-exited 20 or more Major defects per page to check a 
product document is a farce. 

e It was just a silly to allow the product document author to use a 
bad source to generate the product, but inspection does not have 
to repeat that stupidity! 

Adv,111ccd Software Inspections 
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Sampling a source document 

• We can ascertain the state of a source document through 
inexpensive sampling. A half day on a few pages is a 
small price to pay, to know the state of a document 
which will destroy the quality of all of our work, and 
probably destroy our project if we do not pull the 
e~ergency cord, and act reasonably professional. 

• Someone has to have the courage to stop the disaster in 
the making, the delayed or failed project. 

e In short we need to learn which entry conditions we 
have to set, and then take them seriously. For once I 
would like to see management leading by understanding 

Cursory Check of the Product Document 
as an.Entry Condition 

• do a cursory check on the product document and 

• turn it back to the author when it is anything less than a quality 
piece of work "bursting at the seams to exit" based on few 
remaining defects. 

• if a 15 minute cursory check by the team leader, while 
Planning, 

• shows up a few Major defects on a single page 

• then it is time for a word with the author in private. 

• Pretend like this never was seriously submitted 

• Certainly do not waste the time of your team to confirm 
they shoddy work. 

Slide 48 
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Use serious exit conditions like "Maximum probable 
remaining Major defects per page is 0.2 ". 

• Exit conditions, if seriously formulated and taken seriously can be 
crucial in making inspection work well. The customary vote to 
accept a product when the logged defects are fixed is ridiculous 
and sad. 

• Ridiculous because it completely ignores the known factor of 
remaining unfound defects, which are computable and verifiable 
from experience. 

• Sad because it leaves us with almost as many defects as we 
started with, which is usually too many. 

• And someone is going to wonder why we have wasted time on 
inspections, if the resulting quality is as poor as it must be,when 
we do not have serious exit control. 

Advanced Software Inspections 
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Computing Remaining Defects 

• Inspection processes, like other 'testing' 
processes, have a maximum effectiveness in the 
range of 30% to 88% of existing defects, for a 
single pass. 

eThis fact can be used to compute remaining 
defects after you have tried to remove the ones 

you have found! 

Slide 50 
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Acting on Remaining Defects: Low 

• If the remaining defect density low, like 0.2 Majors per 
page, 

ethen it does not matter much if the detected defects 
are removed, 

eror the document is -quite clean enough to exit without 
touching them, as it should be. 

Slide 51 
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Acting on Remaining Defects: High 
• If remaining defect density is high, like 20 or more 

Majors per page 

• then the undetected defects at say 50% effectiveness, 
are more than enough to make any exit uneconomic. 

eFor if there are 10 Majors remaining per page in a 
100 page document, you have an expected 9 x 10 x 100 
extraordinary hours of additional project work to 
clean them up by testing and field discovery. But the 
option is an order of magnitude less, to fight them 
now. 

1------------------------~=~---1 
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Management Must Manage Defect Levels! 
(In and Out) 

• Admittedly cleaning now is a choice of the lesser evil, 
and we should be wishing to prevent them (DPP) rather 
than to clean them up early (DDP). 

e Management needs to get directly involved in 
understanding the large scale economics of this, 

• and making clear policy about the levels of Major 
defects per page which will be allowed to escape. 

• The consequences of poor decisions should be 
deducted from Management pay! 

Advanced Software Inspections 
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Use Defect Prevention Process on 
Inspection itself for continuous 

e Systematic continuous improvement of the inspection 
process itself is necessary. 

• Not only for improving the process, 

• but initially for learning the process properly, 

• and for tailoring it to your organization. 

Slide 54 
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Defect Prevention Experiences: 
Most defects can be prevented from getting 

90% 
80% 
70% 

50% 

% of usual 
defects 
prevented 

Cleanroom levels: approach zero def 
MN 99.99%+ fixes:Key= "OPP" 

Mays 1993, User 1996 "72% in 2 years" <-tg 

5 
I 

6 
I 
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, Prevention + Pre-test Detection 
_l_ is the most effective _and efJ_1i_c_ie_11_t_---'---; 

90% 
80% 
70% 

50% - i 

state of the art limit) 

~-'Mays 1993, 70% prevented 

2 3 4 5 6 
--- 1 - --- --, - ---1---

:-· P;ev~~~i(J_n data based on s~~~e- of th~ a;t ~;~vention ex;~;iences (IBM RTP), 
Others (Space Shuttle IBM SJ 1-95) 95% + {99.99% in Fixes) 

. • Cumulative Inspection detectjQn data based on state of the art Inspection (in an 
environment where prevention is also being used, IBM MN, Serna UK, IBM UK) 
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IBM MN & NC DPP Experience 
• 2162 DPP Actions implemented 

• between Dec. 91 and May 1993 (30 months) <-Kan 

• RTP about 182 per year for 200 people. <-Mays 1995 

e 1822 suggested ten years (85-94) 

e 175 test related 

• RTP 227 person org <· Mays slides 

e 130 actions (@ 0.5 work years 

e 34 causal analysis meetings @ 0.2 work years 

• 19 action team meetings@ 0.lwork years 

e Kickoff meeting @ 0.1 work years 

• TOT AL costs 1 % of org. resources 

e total ROI DPP 10:1 to 13:1, 

• internal ROI 2:1 to 3:1 

• Defect Rates at all stages 50% lower with DPP 
Slide 57 
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Put your Inspection artifacts on a 
company web site. 

e Most of our businesses now have an Intranet. 

• They should be sharing all relevant inspection artifacts 
and standards, experiences, statistics and problems 
corporate wide as soon as possible. 

Slide 58 
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Build or buy an automated tool for processing 
Inspection basic data. Use it to capture data 
summary data, to present trends and reports. 

• Inspection quickly generates a lot of data, which can be extremely 
useful in managing the process. It is vital that computer support 
be given early and well, so that the process takes the data 
seriously and so that early champions are not overwhelmed 

• The key distinction between Inspections and other review 
processes is the use of data to manage them. 

• It is vital for example that optimum checking rates be established 
early on and updated as they change through continuous 
improvement. It is vital that we see the consequences of bad exit 
levels hitting testing processes. 

e Example of tool: SDT Corp. http:/ /www.sdtcorp.com 

Slide 59 
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Plan Inspections well using a Master 
plan. 

• We have developed a one page master plan which goes far beyond the 

conventional Invitation. 

• We carefully bring out the many documents needed, 

e we allocate people special defect searching roles, 

• we carefully manage rates of checking and total time needed to do it. 

• We establish the· formal purpose(s) of this particular inspection; they vary. 

We establish a team numeric stretch goal for this inspection and a strategy 

to help attain it . 

• A good master plan avoids stupid bureaucracy and lays the groundwork for 

Intelligent Inspections. 
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Planning 

struc re 
~ .. .,~~~~H~e~a~ding and Administration 

~ """'----=-· 

A~AY~•69" lumChl:ccking-rlMn. ll'Wov1<kul•(;r" -===~---------
=-·-=•-•""' Rates and Estimat~e~s=~~-
E~eUor1d\aing1n., c1 ... -c >"'" """'"-'· 
________ _ ____ _______ lllfsisdtowtdolU..M:,sr PfM\. 

~o ... ucuiiec1iont111t.~•M•i,y=---.../ 

~7:::_..-:, upata Collection for Ch~e~ck~i~n~~=--

Use Checking data to decide whether 
it is worth holding a Jogging meeting. 

e We have developed a process of entry evaluation before going ahead with the 
logging meeting. 

• We collect data from checkers about checking rates and Major issue 
density. 

e Based on this we make a series of decisions about the logging meeting. 

e The most critical one is whether it is necessary at all. 

e Then we decide if we are going to bother to log minors at all. 

e Then we decide if checking again, at the optimum rate is of any value. 

• Older inspections plunge into the logging meeting without forethought and 
consequently waste a lot of time. 
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Reporting Checking data 
(Entry Procedure into "Logging" 

• On the master plan form (very bouom) 

·- • Data Collection; (by you the checker) 

~ 
- • Actual wor k-hours spent .1&_ "Checking Hours" 

. . ~o. any pages studied (at optimum rate) _1 

- ""'"" ""hl"'''" "' ""''""'"' ··~ • Major l ssues__l_. 
-· - • minor Issues_L 

• Improvements --1..., 
• Questions (to author) noted. L ~ • At the logging meeting entry process 

• c""'''" "'"" ""' ~eu•••~ "'" '""' "''"· "'" •••""',....,. l l""" evaluates it (for possible "entry" to rest of logging) _=:_-==-=: 
• On the da ta summary - -=--:-

I Teom II Chc-ckingDot9 I (to be ,eportcd orally duo mg the entry poocess of the logg,~ ;;:;;·-:..~ 

::;;::_ ·=-
I WHO HOURS I ~ ~ ~ IMPROVE I QUESTION: RAT E • -

I 3 .6 4 I JG 25 3 sl 1.11 

2 1.9 4 I 11 23 0 21 2 .1 I 

3 2.8 351 20 14 5 al 1.25 

4 4.2 5 I 9 44 l 121 1.19 

5 2.4 2 .s1 I 15 21 l 191 I 1.08 

Chtcking:-time (to r.n l ,.1 14 .91 I 1.2l I - r 1-, . - .. 

Use individual checker personal notes instead of proper 
meeting defect Jogs when the volume is {non exit level) high, 

or when there is a large number of minor defects. 

•Wedo not believe that checkers should be required to make notes 
during checking in any particular way. But most of them mark a 
paper document (some more advanced an electronic document) 
with an underline a circle or highlighter on off ending words, and 
also note which Rule was broken. 

• 'Classifying Major or minor' would be 'less important', if all we 
found were Majors! 

e So whenever we get high volume, higher than would allow exit, we 
find that we can happily, with author agreement, turn these 
'scratchings ' over to the author, rather than pedantically log them 
as 'good bureaucrats ' . 

Slide 64 
Advanced Softwt1re luspect ions 

r. ,..;,.1,,r,11.((1). n,•n 

32 



A void discussions at Logging Meetings, avoid 
challenging people, avoid suggesting fixes: 

concentrate on Jogging potenflal Major defects. 
• Inspection is not for talkers and quibblers. Inspection is for 

professionals committed to making maximum meaningful 
progress on the project with their time. The company should pay 
for nothing else. Sure we have a good time. Fun! But not by idle 
gossip and insulting each other. We are there to measure, not to 
wear each other out or get drowned in unprofitable bureaucratic 
games. 

• Inspection should always be highly profitable (10:1), or it is time 
to adjust it or stop it. 

• So we have-learned to curb our tongue, to focus on what is 
productive (samples of Majors logged, continuous improvement, 
author learning good craft). 

• If your bent is talking, become an actor or a teacher. 

Make sure yo"u have really good standards 
{good practice Rules for writing technical 

documents} to author by and to check 
• Most organizations have three volumes of standards, but 

not a single page they can really respect. 
• Standards need to be 

• built by hard experience, 
eneed to be brief and to the point, 
eneed to be monitored for usefulness, 
• and must be respected by the troops. 

• They must not be built by outside consultants, nor 
dictated by management. 

• They must be seen as the tool for enforcing the necessary 
lessons of professional practice on the unwary or 
unwilling. 
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See any 'defects' with this? 

''The objective is to get 
higher adaptability 
using product Y'' 

Slide 67 
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Here is a standard ("Rules'') for 
quality objectives 

RULES FOR QUALITY OBJECTIVES: Tag: RULES.QOBJ 
1. They should be unambiguously clear to the intended reader. 
2. They shall specify a SCALE of measure to define the concept. 

I 

3. They shall break down complex concepts into a set of measurable 
concepts. 
4. To define 'relative' terms like 'higher' they shall specify at least 
two points of reference on the defined SCALE. 
5. They shall specify exactly when a quality level is to be available. 
6. They shall not mix design ideas in the specification of objectives. 
7. The process input or "source" (like contract, standard, marketing 
plan) of the requirement shall be given. 

8. Fuzzy unclear concepts shall be marked with <angle brackets> 
for improvement. 
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The 

Defects in a Statement 

no 2 points 
of reference 
to define 

complex concept not bro!< n 
down (3) 

a design idea is 
mixed into the 
objective. (6) 

source not given (7) 

ITY OBJECTIVES: Tag: RULES.QOBJ 
QOBJ.1. They should be unambiguously clear to the intended reader. 
QOBJ .2. They shall specify a SCALE of measure to define the concept. 
QOBJ.3. They shall break down complex concepts into a set of measurable concepts. 
QOBJ.4. To define 'relative' terms like 'higher' they shall specify at least two points of 
reference on the defined SCALE. 
QOBJ.5. They shall specify exactly when a quality level is to be available. 
QOBJ.6. They shall not mix design ideas in the specification of objectives. 
QOBJ.7. The process input (like contract, standard, marketing plan) of the requirement 
shall be given. 
QOBJ.8. Fuzzy unclear concepts shall be marked with <angle brackets> for 
improvement. 

Editor Log Info.· "Issues" 

Adva11ced Suf1ware l 11spec1io11~ 
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'Editing' to follow the rules 
(this might not be a 'good' plan but it contains no 'defects' 

• Adaptability: 

e Maintenance: 
eSCALE: Clock time to fix a bug and validate fix. 

ePAST [Product X, last year] 5 hours <- Internal stats. 

ePLAN [Product Y, At Launch] 10 minutes <- Mkt. Dir. 

• Portability: <- Marketing Plan Dec 7th. MP. 

eSCALE: Conversion cost for [defined ports]. 

ePAST [Prod. X, Any UNIX, 1996) 100 hours/1000 Lines 

ePLAN [Prod. Y, Any UNIX, 1999) 20 hours/1000 Lines 
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Check against source and kin documents, 
check them for defects too. 

• Because we have such poor quality control practices and 
craftsmanship, and 

e because Inspection is so imperfect on first pass, 

• we need to learn to focus on the Major defects which still 
persist in source documents 

• (such as requirements from which a design is 
derived) and 

• in kin documents 

• (like test plans derived from the same 
requirements). 

1-----------.mu._.mn.eu SUJ(W3te lif)"P£''C'TTOTI:t 
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Why bother with other peoples 
documents? 

• Even when a source document has been exited 

• at 'maximum two Majors per page ' , 

• if it is 100 pages, 

• there are 200 Majors in it, 

• and we should get them before testing. 

• Most people make the mistake of over focusing on the product 
document. 

• You should probably be finding 25 % of your total defects outside 
of the product document 

• (defined as the one your are trying to evaluate for exit, right 
now). 

Slide 73 
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Allocate special checking roles 
to individuals 

• People should not end up finding the same defects, 

• but different ones. 

eThis is best accomplished by the Team Leader 

• in Planning the Master Plan 

• by allocating specialist assignments, 

• much like a coach with a ball team. 

Slide 74 
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Planning the "specialist" roles 
in the 'Master Plan ' 

Checker Where? Defect Types Inspection Process 

I Mary Product p. I Security Checker I 
John Source p . 23 Interfaces Author 

Advanced Software Inspections 
r.-•~•• .. :--,h, r.1Jh(@-:ar11 nro 

Planning 
Role allocation on the Master Plan 

Name& 
~~~~;:0n3t ···-··--·i ~~~:i~ent 

... ~hecklistf heck list Inspection Procedure 
Contact number Role Teas Detail Role.Taos 
r:--. n : ,.._ ,-..:,n unne- : ~~n .............. ?.tf • .t; : ...,,..., ..,,,..,.. rl>A• .-.-r 

DanrH1 I '!tr1n r::<:n r::1<: : r:;c;n "~::.a:;,_,;.,; : n,-.u ,,.,.,.. n,.• nl'~ 

DnAO'Matnr <;TP r.EN : r;yy : ?., 1 tn ~ r'ka~l,ar I a~Aar 

: i : ! 

T T ,~ 

Which 
Where to specialize Team 

in checkinl(? Which "Roles" you 
'' . ,, . tOf!._ICS to 

will play. 

specialize Which 

in, for Inspection 
procedures 

I 'checkinl('? to follow? 

Advanced Software lnspcction.s 
r.nm.,rioht r.nh(ci) .................. 
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Specifying the team-member M'l Inspection Procedures •• 

A Table Overview of the ln'Spection Procedures (See Software Inspection, page 363) 
General Planning Kickoff Checking Logging Brain· Edit Follow-up 

and Entry storming 

Leader PSIL PLPEC PLK PLC PLL PLB PLE PLF 
Author/ 
Editor ? =PCK =PCC PAL ? PEDED ? 
Checker ? PCK PCC PCL PCB - -
Scribe - - - PSL :PSL 
Others PSRL. 

PPM. 
PQAL 

Advanced Software Inspections 
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Use the optimum number of people on a team 
to serve the current purpose of inspection. 

• One large company persisted in have in 12 to 15 people 
on each inspection team for 13 years. Reason people 
being sent to protect territorial interests and no 
motivation for a monopoly to cut costs. 

e If you measure your own experiences you will find that 
effectiveness {at finding defects) uses 4-6 people, 
efficiency {effect over cost) needs 2-4, and only teaching 
justifies larger numbers. 

• How many people on the team is a function of your 
purpose, and can generally be found by measuring 
various results usin~ various team sizes. 
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Team Size for Relative Team 
Effectiveness or Efficienc ? 

Relative Team Efficiency: 
Major Defects/ time used (unique total) Ma·or Defects found er a e (total b team). 

+++ 

Major Defects 
found per 

Page 
++ 

0 

2 3 4 5 6 
Checkers on team 

Note: this chart is an approximation and is not exact 

Advanced Software Inspections 

7 

Major 
defects 

found per 
++Hour 

0 
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Size of Team: Weller at Bull 

e Data from 400 inspections 

e 4 person teams: versus 3 person teams 

e twice as effective<- IEEE Software Sept 93 

• more than twice as efficient 

e BUT: 3 person team with more optimum checking rate 
(<200 lines/hour) beats a 4 person team without (>200 
lines/hour) 

•"rate .... not team size .. determines effectiveness" 

Slide 80 
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Recognize that Inspection has a large number 
of potential purposes. Be aware of which ones 

are valid for your current inspection, and 
formally plan to address them. 

el have listed over 20 distinct purposes of 
Inspection. 

• Each use of inspection addresses a subset 
of them and to some varying degree. 

e Intelligent use of inspection will be with 
respect to satisfying the purposes you have. 

Slide 81 
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Give Inspection team leaders proper training, coaching after 
initial training, formal certification, statistical follow-up and 

if necessary remove their license to Inspect. 

• Proper training of Team Leaders is about a week, with 
half lectures and half practice. 

• Formal certification (an entry condition to an 
inspection) should be like for pilots, drivers and doctors; 
based on demonstrated competence after training. 

e Leaders who will not carry out the job professionally, 
even if it because their supervisor is pressuring them to 
cut corners, need to have their license revoked. If you 
take this seriously, then your players will take the game 
seriously too! 

Advanced Software Inspection.') 
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00 TESTING TUTORIAL 

Overview 

Part I: Preliminaries 

• Test Patterns 

• Test Strategy 

• FREE State Model 

• Class Modality 

Part II: Test Design 

• Non-Modal Class 

• Modal Class 

Part III: Test Automation 

• Assertions 

• Class Drivers 

• Percolation pattern 

Biblography: http://www. rbsc. com/pages/ootbi b. html 
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PRELIMINARIES PATTERNS 

Pattern Definitionst 

A " 11• pattern 1s ... 

• An abstraction from a concrete form which keeps recurring in 
specific, non-arbitrary contexts. [generic definition] 

• A recurring solution to a common problem in a given context and 
system of forces. [Alexander] 

• A named "nugget" of instructive insight, conveying the essence of a 
proven solution to a recurring problem in a given context amidst 
competing concerns. 

• A successfully recurring "best practice" that has proven itself in the 
"trenches". 

• A literary format for capturing the wisdom and experience of expert 
designers, and communicating it to novices. 

t Courtesy of Brad Appleton, "Patterns in a Nutshell", 1998, 
http://www.enteract.com/-bradapp/docs/patterns-nutshell.html 
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PRELIMINARIES PATTERNS 

Kinds of Software Patternst 

• Design Patterns (software design; often object-oriented) 

• Architecture (systems design) 

• Design (component interactions) 

• Programming idioms ~anguage-specific techniques/ style) 

• Analysis Patterns (recurring & reusable analysis models) 

• Organization Patterns (structure of organizations/projects) 

• Process Patterns (software process design) 

t Courtesy of Brad Appleton, "Patterns in a Nutshell", 1998, 
http://www.enteract.com/-bradapp/docs/patterns-nutshell.html 
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PRELIMINARIES PATIERNS 

The Test Design Pattern Template 

98275 

Intent 

Indications 

Fault Model 

Test Model 

Integration 

Coverage 

Automation 

Consequences 

Known Uses 

What Test Design problem does this pattern solve? 

When does this pattern apply? 

Why does this pattern work? What kinds of bugs does 
it target? Reached, triggered, propagated? 

How is the test suite produced? 

What preconditions are there for testing with this 
pattern? 

What objective criteria must be met to achieve a 
complete test with this pattern? 

How can this pattern's test suite be automated? 

What are the costs and prerequisites of use? 

What results have been obtained with this test design 
pattern? 

Related Patterns Similar test design patterns. 

<t> 1994-1998, RBSC Corporation 4 



PRELIMINARIES TEST STRATEGY 

Responsibility-based Test Design 

98275 

We design responsibility-based tests by using information about what a 
class or subsystem is supposed to do. 

We derive responsibility tests 
from specifications and 
requirements. Implementation 
details are not considered. 

This is also known as black box, 
behavioral, or functional test 
design. 

In contrast, we analyze source
code to design implementation
based tests. This also known as 
structural, white box, clear box, 
or glass box test design. 

co 1994-1998, RBSC Corporation 5 



PRELIMINARIES TEST STRATEGY 

Motivation 

98275 

Responsibility-based test design 
has advantages. It should be 
the starting point of test design. 

• A single specification can represent a very large number 
specific physical implementations and physical faults. 

• Testing from specifications brings the well-known advantages 
of modeling: improved communication, separation of 
concerns, tractability, and relative ease of change. 

• We can apply implementation independent models to 
different implementations. This reduces coupling between an 
implementation and its test suite. 

• Responsibility-based testing supports testing of systems that 
are very complex, poorly understood, or too costly to study 
in detail. 

• People who do not have extensive programming experience 
can design Responsibility-based tests. 

ro 1994-1998, RBSC Corporation 6 



PRELIMINARIES TEST STRATEGY 

Motivation 

98275 

Although implementation
based test design is useful in 
some circumstances, 1t 1s not 
the approach of choice. 

• Even a high coverage test suite cannot prove the absence of 
faults, validate requirements, or test missing functions. 

• Implementation-based testing requires code analysis skills and 
knowledge of related test case design techniques. 

• Coverage metrics are guidelines, not absolutes (except 
statement coverage.) 

• Each code-based coverage approach has "blind spots" and is 
sensitive to the particular test values selected. 

• Exhaustive path testing is impossible. 

• Code-based testing is tautological! 

I!) 1994-1998, RBSC Corporation 7 



PRELIMINARIES TEST STRATEGY 

The Testing Process 

Responsibility-based test design has five main steps: 

98275 

1. Identify the functions in each method of the class under test. 

2. Select a test 
model for each 
function. 

3. Identify test case 
values using 
domain analysis. 

4. Select an 
activation model: 
modal or non
modal. 

5. Interleave method 
scope test cases 
according to the 
activation plan. 

Develop 
Responsibility-based 
and Heuristic Tests 

6. After your unit passes all tests without failure, assess completeness 
of your test suite with a code coverage tool. Add more tests if 
needed. This may require source code analysis. 

© 1994-1998, RBSC Corporation 8 



PRELIMINARIES THE FREE STATE MODEL 

FREE State Model 

98275 

Choosing a test-effective sequence of messages is the basic problem of 00 
testing. 

We need a testable model of "behavior". 

• State is the result of method activation. 

• A single state may be computed by one or several methods. 

• Mealy-type model. 

Events are either: 

• Method activation. 

• Interrupts that change the state of an instance variable (i.e., 
we're testing an actor class.) 

Actions are either: 

• Message response (values returned to the client.) 

• Messages sent to servers or other interfaces. 

'° 1994-1998, RBSC Corporation 9 



PRELIMINARIES THE FREE STATE MODEL 

What Does "State" Mean? 

• State is often a shorthand for the "current values assigned to the 
instance variables of a particular object." 

• This view is too granular for effective testing. 

Account.balance 

100.00 

0.00 

-100.00 

-1000.00 

Account.number Account.lastupdate 

Figure 6 Primitive View of State 
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PRELIMINARIES THE FREE STATE MODEL 

• We're interested in states that determine behavior. 

• We need an unambiguous, testable definition of state. 

• State Invariant = unique postcondition + class invariant. 

Open State ~ 

.9a 
Va 

0.00 

Account.number Account.lastupdate 

Overdrawn State Inactive State 

Figure 7 Aggregate State Model 
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PRELIMINARIES THE FREE STATE MODEL 

Initial and Final States 

98275 

The FREE state model adds two states to an abstract model of the class 
under test. 

• The alpha state, a, can be thought of as the object declaration: 
the state of the object under test before it has been created 
(constructed, instantiated). 

• The omega state, eu, is the final state of the object under test. 
The eu state results after the OUT has been transformed so 
that it is not usable (goes out of scope, is destructed, 
deallocated, etc.) 

The alpha and omega states are placeholders necessary for consistent graph 
models. 

• The a state provides a way to easily model multiple 
constructors, obviating the need to arbitrarily choose the 
result of one as an initial state. 

• The a state allows modeling of constructors which produce 
different initial states. 

• The eu state provides a way to model a final state, obviating 
the need to arbitrarily choose some active state as the final 
state. 

• Object creation and destruction can be explicitly modeled and 
tested. 

<O 1994-1998, RBSC Corporation 12 



PRELIMINARIES THE FREE STATE MODEL 

Class Modality 

98275 

• A non-modal class does not impose any constraints on the sequence 
of messages accepted (e.g. DateTime). 

• A quasi-modal class does not impose sequential constraints on 
message acceptance. Instead, domain (content) constraints 
determine message acceptance (e.g. Stack). 

• A modal class has both message and domain constraints on the 
acceptable sequence of messages (e.g. Account). 

Different kinds of faults can occur in each modality. 

• For example, non-modal classes cannot have sequence faults since 
all sequences are allowed. 

• Modality allows us to focus on most probable faults. 

10 1994-1998, RBSC Corporation 13 
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TEST DESIGN CLASS DOMAIN ANALYSIS 

98275 

Domain analysis produces test cases based on input variable constraints. 

1. Identify constraints for all input variables (boundaries). 

2. Select test values for each variable in each boundary. 

3. Select test values for variables not given in the boundary. 

4. Determine expected results for these inputs. 

The results are represented in the Domain Matrix. 

The procedure can be applied to any set of variables, at any scope. 

• A domain is a set of values defined by boundaries. 

• A boundary is a Boolean expression. 

• An On Point is a value which lies on a boundary. 

• An Off Point is value which does not lie on a boundary. 

• An In Point is a value which lies within a domain but not on 
a boundary. 

On and Off points can be selected from invariant (asserted) conditions. 

assert (x <= 10); 

X < = 10 X 

On 10 

Off 11 

<r> 1994-1998, RBSC Corporation 15 



TEST DESIGN CIASS DOMAIN ANALYSIS 

98275 

Open and Closed Boundaries 

• A condition with a strict inequality operator is an open 
boundary. 

assert( a> b ); 
assert( c < 500 ); 

• The On point of an open boundary includes the boundary 
value, but makes the boundary condition false. 

• A condition with a non-strict inequality operator is a closed 
boundary. 

assert( a=> b ); 
assert( c <= 500 ); 

• An On point of a closed boundary includes the boundary 
value, and makes the condition true. 

The application of domain analysis to a class is described in the Invariant 
Boundary pattern. 

http://www.rbsc.com/pats/InvariantBoundary.html 
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TEST DESIGN CLASS DOMAIN ANALYSIS 

Choosing On and Off Points 

98275 

The On and Off points of a closed boundary are located in different 
places than those of an open boundary. The COOOO I mnemonic 
[Beizer 90] gives the rule. 

If the boundary is Closed, an 

Off point is 

Outside the domain. 

If the boundary is Open, an 

Off point is 

Inside the domain. 

Alternatively, if you write boundary assertions, use COFOOT. 

If the asserted boundary is Closed, an 

Off point makes the assertion 

False. 

If the asserted boundary is Open, an 

Off point makes the assertion 

True. 

'° 1994-1998, RBSC Corporation 17 



TEST DESIGN CLASS DOMAIN ANALYSIS 

1 x 1 Test Model 

98275 

The 1 x 1 (one by one) domain testing strategy requires only two 
points per boundary. 

• One On point and one Off point for each domain 
boundary Ueng 94] [Beizer 95]. 

• The On and Off points are to be as close as possible. 

• Catches almost all possible domain bugs. 

The test suite is developed in four steps: 

1. Identify the boundary conditions for instance variables. 

2. Develop On points and Off points for each boundary 
condition. 

3. Complete the test case by developing In points for the 
variables not referenced in a condition. 

4. Develop the expected results for each test case. 

With n boundaries, the test suite will have 2n test cases. 

'° 1994-1998, RBSC Corporation 18 



TEST DESIGN (LASS DOMAIN ANALYSIS 

CustomerProfile Example 

98275 

class customerProfile { //Java Fragment 
private Account accountl; 

II 
} 

private Account account2; 
private Money creditLimit; 
private short txcounter; 

Each Account object has a complex state model. The abstract states of 
Account are open, overdrawn,frozen, inactive, and closed. The Money class is 
a scalar data type that represents fixed point decimal numbers in the range 
plus or minus 999,999,999,999.99. 

The class invariant assertion gives the domain boundaries. 

assert( 

) ; 

C txcounter >=0 && txcounter <= 5000) && 
C creditLimit > 99.99 && creditLimit <= 1000000.00) && 
C ( ! accountl. i scl osed ( ) I I ! account2. i scl osed ( ) ) 

On and off points can be selected from invariant conditions by the 
COFOOT rule. 

The first asserted boundary (creditLimit > 99.99) is open. 

• The Off point is 100.00, which makes the assertion True. 
• The On point is 99.99, which makes the assertion False. 

The next asserted boundary (creditLimit <= 1000000.00) is closed. 

• The Off point is 1000000.01, which makes the assertion False. 
• The On point is 1000000.00, which makes the assertion True. 

The complete lxl test suite for the customerProfile class is developed by 
completing the Domain Matrix. 

'° 1994-1998, RBSC Corporation 19 
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TEST DESIGN (LASS DOMAIN ANALYSIS 
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TEST DESIGN NON-MODAL CLASSES 

Non-Modal: DateTime 

98275 

In a non-modal class: 

• There are no sequential constraints on operations and there are no 
states which cause different behavior. 

• Any operation may follow any other (excluding 
construction/ destruction.) 

oateTi me encapsulates a representation of a single date and time and 
provides operations on this representation. It is non-modal. 

class DateTime { // Java fragment 
void setsec(int sec) { // ... } 
void setmin(int min) { // ... } 
void sethour(int hour) { // ... } 
void setzone(int zone) { // ... } 
void setday(int dayofmonth) { // ... } 
void setmonth(int month) { // ... } 
void setyear(int year) { // ... } 
int getsec() { / / ... } 
int getmi n () { / / ... } 
int gethour() { // ... } 
int getzone() { // ... } 
int getday() { / / ... } 
int getmonth() { // ... } 
int getyear() { // ... } 
boolean equal(DateTime dl, DateTime d2) { // ... } 
DateTime subtract(DateTime dl, DateTime d2) { // ... } 
DateTime add(DateTime dl, DateTime d2) { // ... } 

} 

The domain boundaries of the interface (instance) variables must be 
defined. 

Second Integer 0,59 
Minute Integer 0,59 
Hour Integer 0,23 
Day Integer 1,366 
Year Integer 1900,65363 
Zone Integer 1124 (1 = GMT) 
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TEST DESIGN NON-MODAL CLASSES 

Non-Modal Define-Use Model 

X.a 
ctor1, 2, ... n 

.- ---
ctorl 

I I 
I 

98275 

Defined 
getMethods 

setMethods setMethods 

ctorl 
exception 

----------~ Used 

getMethods 

--------------------· 
,
' I 
I 

Any Message I : 
Exception ~ _____ , 

Activation 
Side Effect 

Out of 
Scope 

Activation 
Side Effect 

Garbage 
Collection 

dtor 

dtor 

X.w ,- -
Any Message I: 
Exception , 

·- -----

We need to choose a sequence to send messages. There are several possible 
ways to select sequences. 

Heuristic. If there are sequences which are suspect for any reason, use 
them. For example, we may suspect that operations involving 
a Leap year or February 29 may fail. 

Random. Accessor/modifier calls are assigned randomly. 

Define-Use. A define-use sequence consists of modifier methods to set an 
object to an On or Off point, followed by each accessor 
method. 
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TEST DESIGN NON-MODAL CLASSES 

Shuffled Define-Use Algorithm 

98275 

• Pick an Invariant Boundary test vector. 

• Set the OUT to the test vector value using a constructor or 
modifier method(s). 

• If the test vector is an Off point, the OUT should throw an 
exception without corrupting or changing the state of the 
OUT. 

• If the test vector is an On point, verify that the OUT is 
placed in the expected state with a trusted inspector. 

• Send a message to each accessor method and compare the 
reported value with the expected value. 

• Verify that the resultant state is unchanged after the accessor 
using a trusted inspector. 
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TEST DESIGN NON-MODAL CLASSES 

Shuffled Define-Use Algorithm 

For each Invariant Boundary test vector: 

, Rof 

98275 

Generate ShuffledModiferMethodlist (including all constructors) 

For each modifier method in ShuffledSetMethodlist: 

Set the method's arguments to the current Invariant Boundary test 

vector. 

Send the modifier message to the OUT. 
If the value is an off-point 

If the expected exception is generated 
Mark this test as pass 

Else 
Mark this test as no-pass 

Fi 
If the post-test state of the OUT is unchanged 

Mark this test as pass 
Else 

Mark this test as no-pass (the exception has corrupted the OUT.) 
Fi 

Else 

Fi 
Rof 

Generate Sh uffledAccessorMethod List. 

For each method in the ShuffledAccessorMethodlist: 

Rof 

Send the accessor message to the OUT. 
If the response and resultant state is the same as the current 
Invariant Boundary test vector 

Mark this test as pass 
Else 

Mark this test as no-pass 
Fi 

<O 1994-1998, RBSC Corporation 
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TEST DESIGN NON-MODAL CLASSES 

Shuffled Define-Use Algorithm 

GenerateShuffledlist( List unshuffledlist, int seed) 

end 

98275 

int index 

float randomValue 

j = rand(seed) II throwaway first value 

For i = 1, unshuffledlist.listSize, i++ 
unshuffledlist.index [i] = i 
unshuffledlist.randomValue[i] = rand() 

Rof 

shuffledlist = unshuffledlist.sort( ) II Sort ascending on random value 

Return shuffledlist 
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Intent 

Most message sequences of a modal class are legal. How can we select 
message combinations which are likely to reveal faults in non-modal 
behavior? 

Indications 

Classes that implement basic data types are often non-modal. 

Fault Model 

98275 

• A legal sequence is rejected. 
• A legal sequence produces an incorrect value. 
• Methods that report abstract state are inconsistent. 
• A legitimate modifier message is rejected. 
• An illegal modifier argument is accepted, resulting in a corrupt state. 
• An accessor method has an incorrect side effect that alters or 

corrupts object state. 
• An incorrect computation causes the class invariant to be violated. 
• Some modifier/ accessor methods implement an inconsistent view of 

abstract state. 

For example, a oateTi me object incorrectly throws an exception when the 
setHou r message is sent twice in succession to the same value. 
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Test Model 

98275 

The basic test strategy is to set the object under test to a test vector value 
with a modifier, verify that the modifier has produced a correct state, and 
then try each accessor to see that it reports the state correctly without 
buggy side-effects. 

• Pick a test vector. 

• Set the OUT to the test vector value using a constructor or 
modifier method(s). 

• If the test vector is an Off point, the OUT should throw an 
exception without corrupting or changing the state of the 
OUT. 

• If the test vector is an On point, verify that the OUT is 
placed in the expected state with a trusted inspector. 

• Send a message to each accessor method and compare the 
reported value with the expected value. 

• Verify that the state of the OUT is unchanged after activating 
each accessor using a trusted inspector. 

The algorithm for this approach is summarized above. 
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Integration 

Verify minimal operability by running an alpha-omega cycle on the class 
under test. Then apply the non-modal test suite. 

Coverage 

• All define-use method pairs have been exercised at least once. 
• The OUT has taken on the values in each of the Invariant Boundary 

test vectors at least once. 
• This should achieve at least branch coverage on each method in the 

class under test. 
• A higher level of confidence can be obtained by developing a class 

flow graph to identify any uncovered alpha-omega paths. 

Automation 

98275 

A non-modal test suite may be implemented with any of the API Test 
Harness patterns presented below. 
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Consequences 

• Developing a pair-wise define-use driver for a class typically takes a 
day or two and rarely more than a week. 

• Studies on interface define-use testing of abstract data types have 
shown the approach to be effective Ualote 89] [Zweben 92]. 

• The define-use test model described here does not explicitly generate 
any method sequence longer than a define-use pair, or a sequence of 
n = 2. The size of a define-use test suite grows exponentially with 
n. That is, the number of tests ism n+l where mis the number of 
methods in the class under test. 

Known Uses 

98275 

• SITE pair-wise ADT operation combinations U alote 89]. 

• Data flow testing with ADTs and an experience report is presented 
in [Zweben 92]. 

'° 1994-1998, RBSC Corporation 30 



TEST DESIGN MODAL CLASSES 

Sequential Control and Class Behavior 

98275 

Some classes or subsystems must implement sequential control. 

Sequential control is present when: 

Method output depends on specific prior sequences of calls, 
parameter values, or values computed and stored over the life 
oftheMUT. 

Some message/ parameter sequences are allowed and some are 
not. 

This behavior can be modeled by a finite state machine. 

A combination lock is an example of 
sequential control - it will not open 
unless the necessary sequence of specific 
numbers is dialed in. In contrast, a spin 
lock will open with any sequence of the 
necessary numbers. 
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Sequential Control Faults 

Consider a state model of two player game like tennis, racquetball, or 
ping-pong. 

p1_Start() / p2_Start() / 
simulateVolley( )---~----- simulateVolley() 

.----------t Game Started 

p1_WinsVolley() 
[this.p1_Score( ) < 20] / 
this.p1AddPoint( ) 
simulateVolley( ) p1_WinsVolley() / 

simulateVolley( ) 

p2_WinsVolley() 
[this.p2_Score() < 20] / 
this.p2AddPoint() 
simulateVolley( ) 

98275 

-~~-----
Player 1 
Served 

p1_WinsVolley() 
[this.p1_Score() == 20] / 
this.p1AddPoint( ) 

p2_WinsVolley() / 
simulateVolley( ) 

Player2 
Served 

p2_WinsVolley() 
[this.p2_Score() == 20] / 
this.p1AddPoint() 

p1_IsWinner() / 
return TRUE; 

Player 1 
Won 

Player 2 
Won p2_IsWinner( ) / 

~---' return TRUE; 

What kinds of sequential control faults can occur? 

• Missing or incorrect transition . 

• Missing or incorrect event . 

• Missing or incorrect action . 

• Extra, missing, or corrupt state . 

• Sneak path . 

• Trap door. 
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Bugs in the Machine 

p1_Start() / 
simulateVolley( )----~---

Game Started 

p1_WinsVolley() 
[this.p1_Score( ) < 20] / 
this.p1AddPoint( ) 
simulateVolley( ) 111_Wiu,Vttlkyi J / 

,--'---'----•i•••latc\!"lleyt l 

p2_WinsVolley() 
[this.p2_Score( ) < 20] / 
this.p2AddPoint( ) 
simulateVolley( ) 

Player 1 
Served 

p1_WinsVolley() 
[this.p1_Score( ) == 20] / 
this.p1AddPoint( ) 

p2_WinsVolley( ) / 
simulateVolley( ) 

Player2 
Served 

p2_WinsVolley() 
[this.p2_Score() == 20] / 
this.p1AddPoint() 

Player 1 Player 2 
p1_IsWinner( ) / 
return TRUE; 

----),-

_ .. , ....... , ... -.,, ....... ),-

Won Won p2_IsWinner( ) / 
return TRUE; 

Legend 

Incorrect Transition FN Incorrect Event or Action 

Missing Transition ll:ir Missing Event or Action 

Missing Transition 

p2_Start() / 
,-_ _.__ __ simulateVolley( ) 

p1_WinsVolley() 
[this.p1_Score() < 20] / 
this.p1AddPoint() 

Game Started 

simulateVolley( ) p1_WinsVolley() / 
~-'---"'---- simulateVolley( ) 

p2_WinsVolley() 
[this.p2_Score{ ) < 20] / 
this.p2AddPoint( ) 
simulateVolley( ) 

Player1 
Served 

Player2 
Served ----------, 

p2_WinsVolley() / 
simulateVolley( ) 

p2_llarfl j I 

p1_WinsVolley() 
[this.p1_Score( ) == 20] / 
this.p1AddPoint() 

p2_WinsVolley() 
[this.p2_Score() = 20] / 
this.p1AddPoint() 

I 
I 
I 
I 
I 
I 
I 

Player 1 
Won 

Player2 
Won 

-< ----------- I 
p1 _lsWinner( ) / 
retumTRUE; 

Legend 

p2_IsWinner( ) / 
retumTRUE; 

- - - - >- Incorrect Transition PN Incorrect Event or Action 

-····,,·-···"·-··"· >- Missing Transition llnr Missing Event or Action 

Sneak Path 

MODAL CLASSES 

p1_Start() / p2_Start( ) / 
simulateVolley( ),~---"'---- simulateVolley() 

---~ Game Started 

p1_WinsVolley() 
[this.p1_Score() < 20] / 
this.p1AddPoint( ) 
simulateVolley( ) 

I 

p1_WinsVolley() /: 
simulateVolley( ) 1 

I 
I 
I 

p2_WinsVolley() 
[this.p2_ Score( ) < 20] / 
this.p2AddPoint( ) 
simulateVolley( ) 

I 

Player 1 
Served 

p1_WinsVolley() 
[this.p1_Score() = 20] / 
this.p1AddPoint( ) 

p2_WinsVolley() / 
simulateVolley( ) 

Player2 
Served 

p2_WinsVolley() 
[this. p2 _ Score( ) == 20] / 
this.p1AddPoint( ) 

Player 1 Player 2 
p1_IsWinner( ) / 
return TRUE; 

Won Won p2_IsWinner( ) / 
return TRUE; 

Legend 

----),- Incorrect Transition F.. Incorrect Event or Action 

> Missing Transition II.Ir Missing Event or Action 

Incorrect Transition 

p1_WinsVolley() 
[this.p1_Score() < 20] / 
this.p1AddPoint( ) 

Game Started 

simulateVolley() p1_WinsVolley( )/ 
,---'---''---- simulateVolley( ) 

Player 1 
Served 

p2_WinsVolley( ) 
(this.p2_Score() < 20] / 
this.p2AddPoint( ) 
simulateVolley( ) 

Player2 
Served 

I p1_WinsVolley() 
: [this.p1_Score() == 20] / 

p2_WinsVolley( )/ 
simulateVolley( ) 

1 this.p1AddPoint( ) , 

,---i'----, : 
(~@!"It+®{ I ~ ' 
'- - - - - - - -

1 
Player 1 

p1_IsWinner() / Won 
return TRUE; 

p2_WinsVolley( ) 
[this.p2_Score() == 20] / 
this.p1AddPoint() 

Player 2 
Won p2_IsWinner( ) / 

return TRUE; 

Legend 

- - - - )- Incorrect Transition PM Incorrect Event or Action 

>- Missing Transition ltar Missing Event or Action 

Corrupt State 
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Modal Class Test Model 

98275 

We can thoroughly test sequential control with the N + test strategy 
[Binder 95d]. 

1. Develop a state model for the IUT . 

./ Messages, interrupts, or other inputs are modeled as 
trans1t10n events. 

Returned values, other outputs, and exceptions are 
modeled as transition actions. 

2. Generate the state transition tree. 

3. Expand all guarded transitions. 

4. Tabulate events and actions along each path in the transition 
tree to form test cases. 

5. Develop test data by domain analysis on events and actions. 

6. Develop a sneak path test suite. 

7. Develop expected results for each test case. 
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Account Example 

98275 

Suppose we wish to test class Account. The business requirements for 
Account are as follows. 

• Support transactions to open, debit, credit, report balance, 
freeze/unfreeze, deactivate, settle, and close an account. 

• An open account accepts all transactions except settle. 

• When the balance is negative, the account is overdrawn. 

• An overdrawn account can accept balance inquiry, credits, fee 
debits, but not customer debits. No other transactions are 
accepted when an account is overdrawn. 

• When an account is frozen, it can only be unfrozen or report 
its balance. No other type of transaction is allowed on a 
frozen account. 

• If an account has not had any activity for five years, it 
becomes inactive. Only an inactive account can accept a settle 
transaction. The settle transaction zero-balances the account 
and causes it to become closed. 

• An account must be zero-balanced to be closed. Once an 
account is closed, no other transactions are allowed. 
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Account Example 

A Java implementation of Account follows. 

class Account extends object { //Java Fragment 

private Money currentBalance; 

} 

private int accountNumber; 

private Date lastActivity; 

public void new(Money creditAmt) 
{//create an account} 

public Money balance( ) 
{//Report current balance} 

public void credit(Money creditAmt) 
{// Add amount to balance} 

public void debit(Money debitAmt) 
{// subtract amount from balance} 

public void freeze( ) 
{// suspend customer transactions} 

public void unfreeze( ) 
{// Allow customer transactions} 

public Money settle( ) 
{// Force zero balance} 

public void close( ) 
{// Terminate all activity} 

The UML notation for a state transition is 

MODAL CLASSES 

event-name argument-list '[' guard-condition ']" /' action-expression 
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Account Example 

The state model fo r Account is 

debit ( ! customer] 

credit [b+c>= OJ debit [b-d<O] 

OVER 
DRAWN 

credit 

MODAL (LASSES 

balance 

open balance balance 

OPEN freeze FROZEN 

unfreeze 

debit [(currentYear - lastYear} > 5] 

credit 
balance 

INACTIVE 

close [b=O] 

settle 

CLOSED 
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The Transition Tree 

t 

98275 

The first step is to prepare the transition tree. t 

• The initial state is the root node of the tree. 

• An edge is drawn for every transition out of the root state to 
a node that represents the resultant state. 

• For each node just drawn, if the state it represents has already 
been drawn or is a final state, we mark the node as terminal 
(no more transitions are considered under this branch.) 

• We repeat this procedure until we have marked all nodes as 
terminal. 

Next, we transcribe transition test sequences from the tree. Each full and 
partial branch in the tree (an event path) becomes a test case. 

This procedure for transition test sequences is adapted from [Chow 78]. It requires that the 

Wlte ~pecifiCQ.tion for th~ ~ymim Ufid~r t~~t b~: (1) MM~lefe (.Jl sb.tes have events and 
actions), (2) minimal (no redundant or unnecessary states), (3) has an initial state, and (4) no 
states are unreachable. 
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The Transition Tree 

balance 

Open 

Open 

debit debit [!customer] 

Open Overdrawn 

balance 

debit [ b-d < 0 ] 
Overdrawn 

Overdrawn 
new 

credit 

Overdrawn 

Open credit [ b+c >= 0 ] 

I Open 

freeze balance 

Frozen I Frozen 

unfreeze 
I Open 

[(currentYear- lastYear) > 5] 

Inactive balance 
,.;;;I ==In-ac-t-iv_e __ 

settle 

Closed 
close [b=O] 

Closed 
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Guarded Transition Tests 

98275 

We should exercise all logical outcomes of a guarded transition. 

• During conformance testing, we want a guarded transition to 
fire when we send a message which meets its condition. But 
what happens when the condition is not true? 

• For each guarded transition, we need to develop a truth table 
for the variables in the condition. 

• An additional test case is developed for each entry in the truth 
table which is not exercised by the conformance tests. 

• This test is added to the transition tree. 
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Guarded Transition Tests 

new 

Open 

balance 

Open 

credit 

Open 

debit [ b-d > O ] 

Open 
debit [ b = 0] 

Open 

debit [ b-d < 0 ] 

Overdrawn 

freeze 

Frozen 

debit [customer]/ Error 

Overdrawn 

debit [!customer] 

Overdrawn 

balance 

Overdrawn 

credit [ b+c < 0 ] 

I Overdrawn 

credit [ b+c > 0 ] 

I Open 
credit [ b+c = 0 ] 

Open 

balance 

I Frozen 

"'-. unfreeze 
~I Open 

[(currentYear - lastYear) > 5] 

Inactive balance 
,-;.;.I =~In_a_c_t-=-iv_e _ __,, 

settle 

Closed 
close [b=O] 

Closed 

- - ---------------------------- . _____ _J 
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Account Test Cases 

Run 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

98275 

Event Path Sensitization. 

• Values (or states) necessary for each transition must be 
determined by analysis of the path conditions. 

Test Run/Event Path Expected 

Message 1 Message 2 Message 3 Terminal state 

new Open 

new balance Open 

new credit Open 

new debit [b-d > OJ Open 

new debit [b-d = OJ Open 

new debit [b-d < OJ Overdrawn 

new debit [b-d < OJ debit [ customer J Overdrawn 

new debit [b-d < OJ debit [!customer J Overdrawn 

new debit [b-d < OJ balance Overdrawn 

new debit [b-d < OJ credit [b + c < OJ Overdrawn 

new debit [b-d < OJ credit [b + c > OJ Open 

new debit [b-d < OJ credit [b + c = OJ Open 

new freeze Frozen 

new freeze balance Frozen 

new freeze unfreeze Open 

new [cY - lY > 5] Inactive 

new [cY - lY > 5J balance Inactive 

new [cY-lY > 5] settle Closed 

new close [ b ! = 0 ] Open 

new close [ b = 0 J Closed 
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Account Test Cases 

I II Test Data Item I 1 I 2.1 I 2.2 I 
Test State Q'. Q'. Open 
Values 

account Id 0000001 

balance 0.01 

last date <today> 

Message new new balance 

account Id 

amount 5000.00 0.01 

balance 

last date 

Expected State Open Open Open 
Result 

account Id 0000001 0000001 

balance 5000.00 0.01 

last date <today> <today> 

Returned Value 

account Id 

balance 0.01 

last date 

Outbound Messages 

Exception 

Maximize variability: use different values in each test! 
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Account Test Cases 

Test run 10 requires path sensitization - we must find test values that 
satisfy the path conditions. 

I II Test Data Item I 10.1 I 10.2 I 10.3 

Test State r:x Open Overdrawn 
Values 

account Id 000001 000001 

balance 999 999 999 .00 -0.02 

last date <today> <today > 

Message new debit credit 

account Id 

amount 999 999 999 .00 999 999 999 .02 0.01 

balance 

last date 

Expected State Open Overdrawn Overdrawn 
Result 

account Id 0000001 0000001 0000001 

balance 999 999 999.00 -0.02 -0.01 

last date <today> <today> <today> 

Returned Value 

account Id 

balance 

last date 

Outbound 
Messages 

Exception 

Maximize variability: use different values in each test! 
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Conformance is not Enough 

98275 

A state-based test suite developed by the foregoing approach will find all: 

• Incorrect or missing transitions. 

• Incorrect or missing actions. 

• Corrupt states (assuming that the resultant state can be 
checked after each test run.) 

If all conformance tests pass, we've shown that the class under test 
conforms to its state model. Still, this is not a complete test. 

• The state machine is interpreted to mean "don't do anything 
other than what is explicitly represented." 

• We need tests that prove this assumption. 

• These are called sneak path tests. 

What is a sneak path? 

• An illegal event is an otherwise valid event which should not 
be accepted given the current state of the IUT; if accepted, an 
illegal transition results. 

• An illegal transition occurs when the IUT, in some valid state, 
accepts an event which is not explicitly specified for that state. 

• A sneak path is the bug in the IUT which allows an illegal 
transition. 
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Sneak Path Tests 

98275 

We test for sneak paths by generating all possible illegal events. 

• For each specified state, a sneak path bug is possible for each 
event not accepted in that state. 

• If the IUT is responsible for rejecting illegal events, we say it 
is defensive. 

• If clients of the IUT are responsible for enforcing legal 
behavior, we say it is cooperative. 

The expected response of a defensive class for an illegal event is to raise an 
. . 

appropnate exception or generate an error message. 

• The processing for this event should not be performed. 

• Usually, an error code is returned or an exception raised. 

• The state of the IUT should be unchanged. 

For a cooperative class, an illegal event is a bug in the client (calling) class. 

• Cooperative classes must be tested with their clients. 

• The results of an illegal event in a cooperative class are 
application-specific. 

'° 1994-1998, RBSC Corporation 46 



TEST DESIGN MODAL (LASSES 

Sneak Path Tests 

The possible sneak paths are identified by analyzing the event/ state 
matnx. 

Accepting State 
Events 

alpha Open Overdrawn Frozen Inactive Closed 

new ,/ PSP PSP PSP PSP PSP 

balance =><: ,/ ,/ ,/ ,/ PSP 

credit ::><:::" ,/ ,/ PSP PSP PSP 

debit :=:><::: ,/ ,/ PSP PSP PSP 

freeze =><: ,/ PSP PSP PSP PSP 

unfreeze ~ PSP PSP ,/ PSP PSP 

Five years _=><: ,/ PSP PSP PSP PSP 

settle ::::><= ,/ PSP PSP ,/ PSP 

close ::><:::" ,/ PSP PSP PSP PSP 

= Valid transition PSP = Possible Sneak Path 

The sneak path test suite is developed by identifying a call sequence whose 
last call is illegal. 

98275 

• Develop one test run for each "PSP" entry in the sneak path 
matnx. 

While this may seem tedious, it has two distinct advantages. 

• Since we've established conformance, we only need to check 
for sneak paths from each state - we don't need to worry 
about sneak paths traversing two or more states. 

• This process is guaranteed to reveal all sneak paths. 
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Sneak Path Test Cases 

Test Run/Event Path Expected Expected Exception 

Run Message 1 Message 2 Message 3 Terminal state 

21 new new Open Illegal Transition 

22 new unfreeze Open IllegalT ransition 

23 new credit Open IllegalT ransition 

24 new debit new Overdrawn Illegal Transition 

25 new debit freeze Overdrawn Illegal Transition 

26 new debit unfreeze Overdrawn IllegalT ransition 

27 new debit settle Overdrawn Illegal Transition 

28 new debit close Overdrawn Illegal Transition 

29 new freeze new Frozen Illegal Transition 

30 new freeze credit Frozen Illegal Transition 

31 new freeze debit Frozen Illegal Transition 

32 new freeze freeze Frozen Illegal Transition 

33 new freeze settle Frozen Illegal Transition 

34 new freeze close Frozen Illegal Transition 

35 new [cY-lY > 5] new Inactive IllegalT ransition 

36 new [cY-lY > 5] balance Inactive Illegal Transition 

37 new [cY - lY > 5] credit Inactive IllegalT ransition 

38 new [cY -lY > 5] debit Inactive Illegal Transition 

39 new [cY-lY > 5] freeze Inactive Illegal Transition 

40 new [cY - lY > 5] unfreeze Inactive Illegal Transition 

41 new [cY - lY > 5] [cY-lY > 5] Inactive Illegal Transition 

42 new [cY -lY > 5] close Inactive Illegal Transition 

43 new close new Closed Illegal Transition 

44 new close balance Closed IllegalT ransition 

45 new close credit Closed Illegal Transition 

46 new close debit Closed IllegalT ransition 

47 new close freeze Closed Illegal Transition 

48 new close unfreeze Closed Illegal Transition 

49 new close settle Closed Illegal Transition 

50 new close close Closed Illee:alTransition 
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Summary of Modal Testing Approach 

98275 

1. Develop a FREE state model for the class under test . 

./ The class/ cluster under test must be modal - that is, there are 
significant differences in behavior for some message 
sequences. 

States are described with state invariants (same as a class 
invariant, only more restrictive.) 

Model as events: messages (or equivalence classes of messages 
values) are modeled as events, server exceptions, and other 
VM interrupts serviced by the class. 

Model as actions: returned values (or equivalence classes of 
returned message values), exceptions thrown by the class 
under test, and (optionally) outbound messages to servers of 
the class under test. 

The full logical complement of each guarded transition is 
explicitly modeled. 

Two placeholder states are added: alpha and omega. Alpha is 
the pre-construction state (think declaration). This allows 
modeling the effect of multiple constructors/ new methods 
with different resultant states. Omega is the post-destruction 
state (think garbage), which allows modeling of all implicit 
and explicit destructors. 

The class model should be flattened - it should account for all 
inherited features which are relevant to the behavior of the 
class under test. 
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Summary of Modal Testing Approach 

98275 

2. Develop an N + test suite. 

Generate a transition tree for the FREE state model. The 
alpha state is the root in all cases. 

Generate a full set of root/leaf paths from the tree. Sensitize 
each path. This is the conformance part of the N + test suite. 

Generate a full event/state matrix. For each "illegal" 
event/ state pair, generate a path from the alpha state to this 
event/ state and sensitize. This is the sneak path part of the 
N + test suite. 

You must be able to determine the what state obtains after 
each test sequence. The simplest way to do this is to code a 
private boolean method for each state invariant. 
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Intent 

Develop a test suite that will reveal the following kinds of bugs: 

(1) Legal messages are rejected. 

(2) Illegal messages are accepted. 

(3) The resultant state for accepted and rejected messages is incorrect 
or corrupt. 

(4) The action on a transition is missing or incorrect. 

Indications 

• A modal class has both message and domain constraints on the 
acceptable sequence of messages. 

• Classes that represent problem domain entities are often modal, as 
are class that provide application control Uacobsen 94]. 

• A class cluster that implements the State pattern [Gamma 95] is 
modal. 

Fault Model 

98275 

Examples in the Account class 

• Becoming stuck in the frozen state. 

• Accepting a close message when an Account object is in the 
overdrawn state. 
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Test Model 

1) Generate the augmented transition tree from the state model: all explicit 
round trip paths, combinational expansions of any guarded transitions, 
and sneak path expansion for each state. 

• Conformance Tests 

• Conditional Transition Tests 

• Illegal Transitions and Sneak Paths 

2) Sensitize each transition path by picking interesting test cases and 
determining the expected result for each test case. 

Integration 

Verify minimal operability by running an alpha-omega cycle on the class 
under test 

Coverage 

A full modal class test suite provides N + coverage. This requires a test for 
each root to leaf path in the expanded transition tree and a full set of 
sneak-path pairs. 

Automation 

98275 

• A modal test suite may be implemented with any of the API Test 
Harness patterns. 

• Built-in test capabilities are recommended for modal classes: the 
ability to set the CUT to a state and the ability to report both the 
abstract and concrete state of the CUT. 
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Consequences 

98275 

The modal class test pattern requires: 

• That testable behavior model is available or can be developed. 

• The class under test is state-observable: we have trustworthy 
built-in test or feasible access to so that we can determine the 
resultant state of test run. 

• A suitable test driver. 

• Some servers of the class under test may require stubs to 
provide sufficient control of CUT state. 

A modal class test suite will find all : 

(1) Missing transitions. 
(2) Missing or incorrect actions. 
(3) Incorrect or corrupt resultant states which are associated with a 
modeled transition. 
(4) All sneak paths, bugs in sneak path exception handling, 
(5) All boundary faults (e.g., incorrect response on full container) 
which are associated with a modeled conditional transition. 

The test suite does not target incorrect output or incorrect values that are 
within the bounds of valid state (e.g., 2 + 2 = 6.) 
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Known Uses 

• Testing safety-critical embedded software in products of leading 
medical electronics company. 

• General purpose testing tool used by leading international electronic 
commun1cat1ons company. 

• Kirani's Sequence Checker provides a built-in test capability that 
will detect pair wise operation faults on classes, but does not 
guarantee that all potentially faulty sequences will be applied [Kirani 
94]. 

• A similar test strategy was researched for five years and reported in 
[Hoffman 95]. Another adaptation of Chow's algorithm is 
mentioned in [McGregor 93a]. 

• Application of this pattern for Smalltalk applications was discussed 
in an OOPSLA workshop [Murphy 95]. 

Related Patterns 
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Firesmith's Transition Trees pattern recites some elements of this pattern. 
The test suite produced by the Every Kind of Event in Every State pattern is 
subsumed by a Modal Class test suite. [F iresmith 96]. 
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Scope Name Description 

Method Category-Partition Design test suite based on input/ output 
analysis. 

Combinational Design test suite of behaviors selected by 
Function combinational logic. 

Recursive Function Design test suite for recursive function. 

Continuous Design test ,suite of computation of 
Numerical Function continuous function. 

Polymorphic Design test suite for client of 
Message polymorphic server. 

Class Invariant Boundary Identify test vectors for complex 
domains. 

Non-modal Class Design test suite for class without 
sequential constraints. 

Modal Class Design test suite for class with sequential 
constraints. 

Quasi-Modal Class Design test suite for class with content-
determined sequential constraints. 

Polymorphic Server Design test suite for LSP compliance of 
polymorphic server hierarchy. 

Modal Hierarchy Design test suite for hierarchy of modal 
classes. 
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Scope Name Description 

Subsystem Class Associations Design test suite for implementation of 
class associations. 

Round-Trip Design test suite for implementation of 
Scenarios stimulus-response scenarios. 

Mode Machine Design test suite for aggregate state-based 
behavior. 

Controlled Design test suite to verify exception 
Exceptions handling. 

Control Inversion Design test suite to verify subclasses using 
frameworks. 

Small Pop Order of code/test at method/ class scope. 

Integration 
Alpha-Omega Cycle Order of code/test at class scope. 

Topology Order of code/test, cluster scope. 

Threads Order of code/test, subsystem scope. 

Interface Navigation Order of code/test, large subsystem 
scope. 

System Extended Use Cases Develop testable use cases, design test 
suite to cover application input-output 
relationships. 

Reliability Allocate system test effort to maximize 
Optimization operational reliability. 

http://www.rbsc.com/pats/list.html 
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Subject Name Description 

Built-in Percolation Peiform automatic verification of 
Test super /subclass contract. 

API Test Client Basic test driver, class under test is driver's 
Driver object. 

Intrusive Driver Test driver to solve 
controllability/observability 

Inline Subclass Driver is a subclass. 
Driver 

Mixin Drone Driver is a mixin. 

Test Console Test Build controllable text executable. 
Control Package 

TestMan Test environment with registration and 
interface to built-in test 

http://www.rbsc.com/pats/list.html 
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Overview 

We'll look at how to build test capabilities into your application systems. 

• Assertions. 

• Drivers and the TestManager strategy. 

• The Percolation Pattern 
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98275 

What is an assertion? 

• An executable, inline Boolean expression. 

• Checks necessary conditions for correct execution. 

• Similar to type checking or built-in bounds-checking on array 
references. 

• Specification-based assertions can dynamically check the 
implementation for violation of specification assumptions. 

• When an assertions "fails", an error message is output or an 
exception is raised. 

• Typically toggled on and off by compiler parameter. 
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An effective assertion does not merely restate something 
appearing in the program text; unlike the program, it 
succinctly and unambiguously states an important property of 
the program in a way that is understandable by anyone who 
reads it. 

98275 

[Rosenblum 95) 20 

Assertions define expected results -- not invalid conditions. 

if (ia == 0) throw memExhaust; 

assert ( ia != 0 ); 

'° 1994-1998, RBSC Corporation 
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Who uses Assertions? 

98275 

Assertions may be used by the entire development team. 

• Analyst and designers can write them as part of the class 
specifications. 

• Developers typically code assertions during class 
development. 

• Testers can use assertions to design tests. 

IBM OS/ 400 System. 

• 14,000 thousand classes, 90,000 thousand methods. 

• 2 million lines of C + + integrated into 20 million lines of 
total code. 

• About half the source code (one million lines) developed for 
this system was dedicated testing code. 

• About 400,000 LOC in "coherence checking" assertions. 

Microsoft. 

• Parameters passed into a function. 

• Assumptions asserted at top. 

• Post-conditions asserted at bottom. 

• Microsoft Foundation Class are shipped with user-toggled 
asserts. 

Sun Test - J avaSpec API test~ng tool. 
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Why use Assertions? 

Get into the habit of writing preconditions and 
postconditions in all of your code, if for no other reason than 
that it makes your own life so much easier when debugging . 

... they're a form of documentation that [you] can trust, 
because the compiler guarantees they are up to date with the 
code. 

98275 

[Cox 92] p 99 

• Writing assertions leads to correct software in the first place. 
Assumptions are made explicit and executable. 

• Test cases can be derived from assertions, even when there is 
no formal specification. 

• "Dumb" errors are caught early and automatically; testing 
budget can be spent on more sophisticated testing. 

• Provides a built-in debugging tool that provides diagnostic 
information. It is easier to find and fix faults. 

• Increases testability; reduces distance between fault and 
failure. Internal states are more observable. 

• Facilitates maintenance since code is more self-documenting. 

• Can improve robustness by using exception handler. 

• Basis for Design by Contract approach [Meyer 92]. 
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Uses of Assertions 
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Assertions may be used to check many things. 

• Constraints among arguments. 

• Constraints on arguments and returned values. 

• Constraints on arguments and instance/ class variables. 

• Constraints among instance/ class variables. 

• Constraints on instance/ class variables and returned values. 

• Variables which must be same at entry and exit. 

• Bounds checking on arrays and other collections. 

• Range checking on scalar types. 

• Validation for membership in enumerated types or 
collections. 

• Pointers that must be non-null. 

• "This Should Never Happen" segment. 
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Implementation-based Assertion Examples 

Implementation Relationship Example Assertion 

Reasonable limits on resources. assert(Numsuff < 256); 

Incomplete or untested code. assert(TRUE, "foo isn't complete"); 

Constraints and unenforced assumptions on II No more than 24 total hours in day 
message arguments. assert ((taskHours + slackHours) < 25 ) ; 

Range checking on any scalar variable. assert (dx <= maxox & dx > 10000) ; 

Bounds checking on arrays and other assert Ci <= sizeofArray); 
collections. assert (x = array[i]); 

Membership in enumerated types or assert ( !myobject.contains(x) ) ; 
collections. 

Valid, non-null pointers. assert (this != NULL); 
assert (anArray[i] != NULL); 

"This Should Never Happen" segment in an if, assert (FALSE); 
case, or switch expression. 

Redundant or cached values. II Buffers in use don't exceed allocation 
assert (nsuffAlloc >= buffAlloccount) 

Server object invariants. II foo is a server object. 
assert (foo.checkrnvariant( )); 

Arithmetic relationships. assert (x >= (a+ b - c)); 

Items in a collection. assert ((next -- last)I l(numrtems > 0)); 

Structures correct. assert (p->fred != NULL); 
assert (p->refcount != 0); 

Constraints between arguments and variables. See Invariants, below. 

Constraints and unenforced assumptions on See Invariants, below. 
Global variables. 

Constraints among variables. See Invariants, below. 

Constraints between arguments and returned See Postcondtions, below. 
values. 

Constraints between variables and returned See Postcondtions, below: 
values. 

Variables that must be the same (or different) at See Postcondtions, below. 
entry and exit. 

Valid/invalid states. See State Invariants, below. 

Contract of a stub. All or part of the contract offered by the stubbed method. 
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Contract Assertions 

Assertions were first investigated as means to prove the correctness of 
programs. 

The Class Contract can be expressed with several basic kinds of assertions. 

• Loop invariant/variant. 

• Pre-condition. 

• Post-condition. 

• State Invariant. 

• Class Invariant. 
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Loop Assertions 

98275 

A Loop Invariant is: 

Loop Invariant TRUE 

Loop Control TRUE 

Loop Invariant TRUE 

Loop Control FALSE 
Loop Invariant TRUE 

Loop 
Body 

• A Boolean expression about the variables used in the loop 
which must hold at entry and exit from a loop, no matter 
how many times the loop iterates. 

• The loop invariant is determined by generalizing the 
postcondition of the loop body and its initial conditions. 

The Invariant must be true: 

• After loop control initialization (before the first iteration), 

• After each subsequent iteration. 

• After the final iteration. 

• If no iteration is performed. 
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Loop Assertions 

98275 

Loop Invariant 

For example, suppose we have loop that finds the min and max values in 
an array: 

II np is number of elements 1n array x 
II 

min= x[OJ; 
max= x[OJ; 

for (int i=O, i ~ np; 1++) { 
if (x[i] <min) min= x[i]; 
if (x[i] >max) max= x[i]; 

} 

The loop invariant is 

min<= max and for all 1, x[i] <= max, x[i] >= min 

The asserted loop is 

min= x[OJ; 
max= x[OJ; 

assert (min<= max); 
assert (x[O]<= max); 
assert (x[O]>= max); 
for (int i=l, i < np; i++) { 

} 

if (x[i] <min) min= x[i]; 
if (x[i] >max) max= x[i]; 
assert (min<= max); 
assert (x[i]<= max); 
assert (x[i]>= max); 
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Loop Assertions 

98275 

Loop Variant 

The loop variant is a Boolean expression on variables increased or 
decreased on every iteration. 

• It has a fixed upper or lower limit. 

• The loop will terminate at this limit. 

For example, the min/ max loop variant is: 

(np - i) > 0 

Although np is not altered in the loop, it could be corrupted by side-effects 
or a pomter error. A function np( ) could be buggy or non
deterministic. 

We could assert the loop variant as: 

min= x[OJ; 
max= x[OJ; 

assert (min<= max); 
assert (x[O]<= max); 
assert (x[O]>= min); 
for (int i=l, i < np; i++) { 

} 

if (x[i] <min) min= x[i]; 
if (x[i] >max) max= x[i]; 
assert (min<= max); 
assert (x[i]<= max); 
assert (x[i]>= min); 
assert ( (np - i) > 0 ); // variant 
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Pre- and PostConditions 

98275 

Preconditions 

These assertions express constraints on input message values and object 
state which a method requires for correct execution. 

• Values (states) of message parameters at entry. 

• Properties that must hold when a method is activated. 

• Checks that the incoming message is acceptable given the 
current state of the object. 

Example: 

The precondition for a floating point square root function sq rt (x) is: 

X >= 0.0 

Preconditions for Account.debit (amount, tx_code) 

((amount> 0.0) && (balance=> 0.0) 

11 

(amount> 0.0) && (balance< 0.0) && 
( tx_code == fee_debit )) 
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Pre- and Postconditions 
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Postconditions 

These assertions define valid results of a method's execution. 

• Properties that must hold when a method completes; 
evaluated just before returning a message. 

• Checks that values bound to the outgoing message are 
acceptable given the current state of the object. 

• The method guarantees its postconditions, provided that it 
has been called with satisfied preconditions. 

Examples. 

The postcondition for a floating point square root function sq rt (x) is: 

( abs(x - (sqrt_x * sqrt_x))) < x * 10.0E-6 

Postconditions for Account. Debi t(amount, tx_code) 

C balance== old(balance) - amount) 

// old -- value at entry 
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Invariants 

State Invariant 

• A Boolean expression that defines a state. 

• Easy to implement a Boolean get method for each valid state. 

98275 

• At least one is required for a class. 

• When a single state invariant suffices, it must be identical to 
the class invariant. 

• One and only one state invariant holds at entry and exit. 

• May be false while an exception is in progress. 

• The set of state invariants need not be exhaustive -- i.e., the y 

state is implied by the complement of the valid state space. 
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Invariants 
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State Invariant Example 

class Account { 
public: 

bool Statersopen() { 

} ; 

( (tx_yr - c_yr < 5) &&. (balance>= O)); 
} 

bool Statersoverorawn() { 
( (tx_yr - c_yr < 5) &&. (balance< 0 )); 

} 

bool Stateisinactive() { 
(tx_yr - c_yr >= 5); 

} 

bool stateisFrozen() { 
( IsFrozen ); 

} 

bool Statersclosed() { 
( rsclosed) &&. ( balance -- 0) 

} 
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Invariants 
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Class Invariant 

• Specifies semantic properties of the entire class (but not to the 
argument values.) 

• Must hold after instantiation, upon entry and at exit from 
every method, and just prior to destruction. 

• Must hold for all methods, over all activation sequences, and 
for any value of incoming arguments. 

Class Invariant Example 

class Account { 
public: 

bool Accountrsvalid() { 
II Last tx date cannot be in the future 
II 
II 
II 

Must be one of active, frozen, or closed. 

( (tx_date <= current_date) 
&& 
( ( !IsActive && !IsFrozen && rsclosed) 
I I ( !IsActive && IsFrozen && !Isclosed) 
I I ( IsActive && !IsFrozen && !Isclosed) 
) ; 

} 

} ; 
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Using Assertions for Testing 
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What do assertion failures mean? 

• A precondition violation indicates a fault in the client. The 
client did not observe the contract. 

• A postcondition violation is a fault in the server. The server 
failed to deliver on its promises. 

Testers can use assertions to identify domains, equivalence classes, and 
boundary values. 

• Preconditions define valid domains for arguments. 

• Values rejected by a precondition provide at least one 
equivalence class for invalid data. 

• Boundary values can be taken directly from the precondition: 
edge, on, and off. 

• The same comments apply to postconditions and output 
boundary values. 

• After class testing, a class must be embedded in an application 
system. 

• Invariants, pre- and postconditions aid testability by proving 
built-in observability, especially as classes are integrated into 
clusters. 
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Using Assertions for Tes ting 
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How are test cases prepared from assertions? 

• There should be at least one test case for each logical "or" in 
each precondition. 

• The test suite (for the MUT) should violate each precondition 
in the MUT at least once. 

• The test suite (for the MUT) should execute each 
postcondition in the MUT at least once. 

• The class invariant should be "anded" with the MUT's pre
and postconditions. 

• Assert your stubs! 

Misuse of Inheritance often causes "domain shift" [Marick 95]. At each 
new level: 

• There may be new holes in the domain. 

• There may be new boundaries or intersections in the domain. 

• Assertions should specify and validate the shift. Design tests 
to see if they do! 
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Implementation 
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Assertions are implemented by various kinds of Boolean expressions. 
They are translated and executed in the same way as other statements. 

They can be implemented in many ways. 

• In C+ + and Objective-C with the assert macro. 

• Eiffel provides the require (pre-condition), ensure (post
condition), and invariant constructs. 

Eiffel provides special assertion capabilities: 

• old x (the value of instance variable x at entry). 

• Nochange x (In a post-condition, requires the value of 
instance variable x must be the same as at entry). 

• Automatically disables assertion checking when an object 
sends a message to itself. 

• C + +, Smalltalk, Objective-C, do not support these 
constructs. 

Cannot be inherited (except in Eiffel.) 

• Percolation pattern can overcome this. 
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Java Implementation 
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public final class Assert { 
public static final boolean 

} 

ENABLED= true II Assertion checking control 
II true enables assertion checking 
II false disables assertion checking 

public static final void check(boolean p, String msg) { 
if (ENABLED&&. !p) action(msg); 

} 

private static void action(string msg) { 
Date when= new Date(System.currentTimeMillis()); 
system.err.println( "Assertion violation " + 

ToGMTstring(when) + " " + 

} 

) ; 
msg 

Throwable e = new Throwable( ); 
e.printstackTrace( ); 
System.exit(2); 

class Appclass { 

} 

public Appclass() { 
II constructor body 
invariant( ) ; 

} 

public void foo(int ix, int iy) { 
invariant( ) ; 
Assert.check(Assert.ENABLED &&. 

(ix != iy), 
"Precondition violation" 

) ; 

} 

old_x = x; II save entry values for postcondition 
old_y = y; 

II method body 

invariant( ) ; 
Assert.check(Assert.ENABLED &&. 

) ; 

(old_x == x) &&. (old_y > (x+y)), 
"Postcondition violation" 

protected final boolean invariant() { 
return Assert.check(Assert.ENABLED &&. 

) ; 
} 

( (x % 2) == O) &&. (y % 2)!= 0)) , 
"Invariant violation" 
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Limitations 

... to express assertions of a general nature requires an 
assertion language in which one can directly manipulate 
sets, sequences, functions, relations, and first-order 
predicates with quantifiers ("for all" and "there exists".) 

[Meyer 88] p. 156 

Assertions are not: 

• A panacea. 

• A replacement for requirements and specifications. 

• A replacement for test plans. 

Assertions cannot express all valid post-conditions and they cannot always 
discriminate between correct and incorrect values. 
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• For example, a valid (but unassertable) post-condition for a 
stack. pop is: 

pop C push( x, olds))= s 

• To provide complete checking, the postcondition would have 
to duplicate the method's implementation. 

• Assertions can be wrong! 
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To Ship or not to Ship 

• Assertions can be deactivated by selective compilation before the 
final application build is released. 

• If assertions are used to detect and handle exceptions, then they are 
part of the application system. 

• Unless performance considerations dictate otherwise, assertions 
should be shipped (this implies that an appropriate assertion 
violation-handling mechanism is also shipped.) 

Design Issue Don't Ship Ship 

Enable/disable Required Not necessary 

Responsibilities Asserts cannot implement Asserts may play a role in application 
application responsibilities; must only exception handling. 
check correctness constraints. 

Robust exception handling Optional. May be useful for Required. Must be considered in the 
used as action. debugging. design of application exception 

handling. 

Increased runtime when BIT is Enabled asserts may distort test Ability to meet response time, batch 
enabled. results. Performance testing with window, or hard realtime deadlines. 

asserts disabled is required. Performance testing with asserts 
enabled is required. 

Binary (object code) size. Smaller after assert disabled. Possibly much larger. May be a 
problem with tight RAM/ROM 
constraints . 

Regression testing of the Required after asserts disabled. Second pass regression testing not 
system under development. needed. 

Incremental cost/schedule Additional time to (1) develop a Additional effort to design and code 
impact. repeatable , automated regression customer-ready asserts. Additional 

test suite, (2) rebuild with disabled testing to verify customer-ready 
asserts, (3) two additional regression exception handling. 
test runs , (4) possible debug time 
due weird dependencies. 

Debugging . Harder after asserts disabled. Eases field debugging. 

Testability. Decreases after asserts disabled. No change. 

Maintainability. Possibly degraded, since asserts can Maybe enhanced, since asserts cannot 
be ignored. be ignored. 
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Test Cases and Drivers 

A driver is: 

• A class that sends messages to an object of the class/ cluster 
under test. 

• Test cases may be hard-coded, entered, scripted, or generated. 

We'll look at several design strategies for drivers. 

• Client/Server drivers. 

• Subclass drivers. 

• Mix.in drivers. 

• The Test Manager strategy. 
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Design Considerations for Test Drivers 

The design of effective and reusable object test drivers is challenging. There are 
several key considerations. 

98275 

• Must the tested implementation be identical to the released 
implementation? 

• How much code bloat is acceptable? 

• Are the risks of trap-doors for testing manageable and acceptable? 

• We need to set the state of the OUT, its inputs, and its 
environment. How can we get sufficient control for test setup? 

• We need access to resultant state of the OUT, its outputs, and its 
environment. How can we get sufficient access for test evaluation? 

• Do we want automatic test value generation? 

• Do we want automatic pass/fail evaluation? 

• How can we make tests easy to re-run and reuse? 

• How can we make superclass tests easy to run in a subclass? 

• What level of additional design, programming, and maintenance is 
feasible? 
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Client/Server Drivers 

The object under test is the "server", the driver is the "client". 

• The driver sends messages to the object under test (OUT). 

• The driver sets message parameters according to the test plan. 

98275 

• Test cases are typically hard-coded. 

The state of the OUT must be set for each test. 

• The driver may set the OUT state by message sequences. 

• A debug tool can be used to manually set state. 

The driver/OUT interface can be implemented in several ways. 

• Define the object under test as an instance variable. 

• Send a message to the object under test. 

void figureTestOOl() { 
Figure -testFig; 

} 

int shape; 
char type; 

testFig.new_line(S,l,5,4); 
testFig.new_line(l,1,5,1); 
testFig.new_line(l,1,5,4); 
testFig.what_ami(&shape,&type); 
if ((shape== 3) && (type== "S")) 

cout << "okay"; 
else 

cout << "error"; 
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Part 

Purchased 

Custom Stock 

Hierarchy of Classes Under Test 
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Client/Server Drivers 

Parallel Test Driver Hierarchy 

Test Driver Class I inherits 

( : J Instance Variable 
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Direct Access Drivers 

98275 

Some programming languages support inter-class direct access. 

• Bypass normal scoping/visibility rules. 

• Class implementation is visible. 

• C + + friend class. 

• Ada 95 child unit. 

• ENVY Smalltalk Extensions. 

Advantages 

• Access to all functions and data members: no obstacles to 
setting and determining concrete state. 

• Consistent pattern for test drivers. 

• Makes inheritance of test cases possible. 

Disadvantages 

• Test driver is (more) highly coupled to implementation. 

• Test driver can easily induce side-effects which appear to be 
application bugs. 
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Direct Access Drivers 

p 
4Friend0f 

4Friend0f 

4Friend0f 

4Friend0f 

4Friend0f 

Direct AccessTest Driver Hierarchy 
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Subclass Drivers 
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It is typically difficult to access the instance variables of the OUT under 
the client/ server driver arrangement. 

A subclass driver may avoid encapsulation-based limitations. 

,------------. 
: Class Under : 
: Test : Object Under 

Test 

: 'A I 
ls 

~B I 

C 
I _____ t _____ _ 
r ____ _l _____ _ 
: CUT Driver ' 

~c I 

MyTestDriver MAIN 

IRunTest_.: -: 

I Run Tests 

I ___________ .. 

<C 1994-1998, RBSC Corporation 88 



TEST AUTOMATION CLASS/CLUSTER TEST DRIVERS 

Subclass Drivers 

Part 

Purchased 

. I 

Custom Stock 

lnline SubClass Drivers 
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Subclass Drivers 

Part 

Purchased 

Custom Stock 

Parallel SubClass Drivers 
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Mixin Drivers 

A mixin class: 

• Provides features to other classes via multiple inheritance. 

• Subclasses of the mixin and some other class are instantiated. 

98275 

The elements of mixin strategy are: 

• The mixin classes implement test protocol, test case objects, 
and the test execution code. 

• The root mixin class defines an interface for test activation, 
the ExecuteTest method. 

• The T estDriver classes join the CUT and the corresponding 
mixin, providing direct access to all features in the CUT. 

• A TestDriver class is instantiated (by Main, e.g.), and is then 
sent the ExecuteTest method. 

Advantages 

• Same as direct access drivers. 

• CUT need not be altered with built-in test. 

Disadvantages 

• Lots of test code, complex structure. 

• The shipped class is not tested. 
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Mixin Drivers 
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T estManager Strategy 

98275 

The T estManager strategy: 

• Relies on systematic use of assertions in all application classes. 

• Provides a reusable, application-independent test harness. 

• Uses the GOF Observer pattern. 

• Provides a standard test API for all classes. 

It uses two main classes. 

TestManager 

• Provides a single user interface for running tests. 

• Provides a single point of control for test activation on objects 
in the system under test. 

• Provides global view of object activation. 

Builtln Test 

• An abstract superclass for all application classes. 

• Defines driver, reporter, etc. 

• Application classes provide class-specific implementations. 
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Class Hierarchy 

98275 

Class Pattern, 
Structured DFT 

AppClass1 

AppClass1 () 

-
foo() 
bar() 

••• 
iv_Check() 
driver() 
set() 

reset() 
state_ls() 

TEST MANAGER 

Object 

t 
IBuiltlnTest 

iv_Check() 
driver() 
set() 

reset() 

state_ls() 

I 
j ' 

••• 
IAppClass2 IAppClassn 

AppClass2() AppClassn() 

- -
fee() fum() 
bor() bit() 

••• ••• 
iv_Check() iv_Check() 

driver() driver() 
set() set() 

reset() reset() 
state_ls() state_ls() 

I I 
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Responsibilities 

98275 

TestManager 

listActive 

listKilled 

listAll 

register 

ki 11 

selfcheck 

test 

BuiltlnTest 
iv_check 

driver 

set 

reset 

state_Is 

TEST MANAGER 

List all registered objects that haven't been killed. 

List all registered objects that have been killed. 

List all registered objects. 

Register an object creation (constructor 
activated.) Assumes se 1 f or this sent by 
registering object. 

Register an object deletion (destructor activated.) 
Assumes se 1 f or this sent by registering object. 

Send the iv_check message to the designated 
object. 

Send the driver message to the designated 
object. 

A method that contains the class invariant 
assert10n. 

A method that implements a fixed or variable test 
suite. 

Set the object to a predefined state. 

Set the object to an predefined initial state. 

Report the current state of the object. 
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Implementation 

appObjn I 

appTestManager • • • 
listActive() 

app0bj2 
listKilled() 

listAII() app0bj1 

register() ~ app0bj1() -..... 

kill() ~ ---
selfCheck() 

~ 

foo() --
test() bar() ~ 

~ 

••• ... iv_Check() 
- driver() --

set() ~ 

-..... 

reset() ~ 

estManager interfaces -..... 

ith system under test state_ls() ~ 

--
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Limits of Inheritance in Test Reuse 

The scope of (re)testing under inheritance: 

• We need to retest local and inherited features of subclass. 

• We can, under some circumstances skip method-scope retesting of 
inherited methods (e.g., base virtual functions in C+ + ). 

• We need to test the interaction among all subclass features ~ocal 
integration testing.) These tests can be generated by applying the 
test strategy appropriate to the modality of the class under test. 

Inheritance helps, but we still need to develop Super /Subclass integration tests. 

98275 

A.3 
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Inheriting Test Suites 

• Level-specific, method scope. 

• Level-specific, level scope 

• Flattened, method scope. 

• Flattened, level Scope. 

Method scope - limited use, since these may be incorporated in level-scope tests. 

Level-scope - Suite of method tests in sequence designed to reveal interaction 
bugs. 

Flattened - includes all inherited features. 

Class Ideal Test Suite Test Suite Obtained by 
flattened, level scope) Inheriting Test Drivers 

A TS (A) -

B TS (A' + B) TS(A) 

C TS (A II + B / + C) TS(A), TS(B) 

A' - The feature set of superclass A visible one level down. 

A 11 
-- The feature set of superclass A visible two levels down. 
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The Percolation Pattern 

Intent 

• Support built-in test of LSP compliance in a polymorphic server. 

• Implement contract checking support similar to Eiffel. 

• Show C + +,Java, Objective-C implementation idiom. 

Motivation 

• Assertions cannot be inherited, except Eiffel. 

• Level-specific assertions don't check for super/ sub class consistency. 

• Provide workable structure for automatic checking of superclass 
contract assertions. 

Applicability 

98275 

• Any class hierarchy designed to conform with design-by-contract or 
the Liskov Substitution Principle (LSP .) 

• A class hierarchy that exports polymorphic methods and does not 
follow the LSP is almost certainly buggy. 

• In hierarchies composed for convenience or naive reuse without 
regard for the LSP, the flattened assertions will probably be 
ambiguous or inconsistent. Percolation will not be useful in this 
case. 
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Structure 

• The basic structure of percolation 
in C + + is shown in the class 
diagram. 

• The figure shows three levels, but 
the pattern extends to any number 
of levels and multiple inheritance. 

Participants 

• The participants in this pattern are 
protected methods that implement 
the assertions for all preconditions, 
postconditions, and invariants in 
each class in a hierarchy. 

Collaboration 

98275 

• The scope of the percolation 
pattern is a class hierarchy. There 
are no classes outside the hierarchy 
to consider. 

• The pattern requires that superclass 
assertions are methods that are 
visible to subclass assertion 
methods. 

• Every subclass assertion method 
sends a message to its 
corresponding assertion method in 
its immediate superclass. 

'° 1994-1998, RBSC Corporation 
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Base 

+ Base() 
+ -Base() 
+ foo() 
+ bar() 

# invariant() 
# fooPre() 
# fooPost() 
# barPre() 
# barPost() 

~ 
Derived! 

+ Derivedl() 
+ -Derivedl() 
+ foo() 
+ bar() 
+ furn() 

# invariant() 
# fooPre() 
# fooPost() 
# barPre() 
# barPost() 
# fumPre() 
# fumPost() 

~ 
Derived2 

+ Derived2() 
+ -De ri ved2 () 
+ foo() 
+ bar() 
+ fee() 

# i nva ri ant() 
# fooPre() 
# fooPost() 
# barPre() 
# barPost() 
# feePre() 
# feePost() 
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98275 

• This results in the assertion checking being percolated, one level at a 
time, until the root class assertion is reached. 

• When a class invariant is checked, all of its superclass invariants 
should also be checked. 

• Similarly, when the precondition or postcondition of an overridden 
method is checked, all of its superclass precondition and 
postconditions should also be checked. 

• Checking begins at the lowest level (the subclass) and works up the 
hierarchy, suggesting percolation action. 
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Flattening Assertions 

There are four cases for a flattened invariant that implement the 
lower/ stronger invariant rule. 

<flat.inv> : := <sub.inv> &&<super.inv>A 
// There are non-trivial invariants for sub and superclasses 

<flat.inv> ::= TRUE &&<super.inv>A 
// The subclass invariant is trivial 

<flat.inv> ::= <SUb.inv> && TRUE 
// All superclass invariants are trivial 

<flat.inv> ::= <sub.inv> 
// There is no superclass 

The same principle holds under multiple inheritance. 

<flat.inv> : := <sub.inv> && <SuperA.inv>A && <SuperB.inv>A 

Contract for Defining/Specializing Methods (first definition). 

<flat.pre> ::= <sub.pre> && <flat.inv> 
// There is no superclass precondition to inherit 

<flat.post> ::= <sub.post> && <flat.inv> 
// There is no superclass postcondition to inherit. 
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Flattening Assertions 

98275 

Contract for Extended Methods (inherited and used in a subclass.) 

<flat.pre>::= <super.pre> && <flat.inv> 
// The flattened superclass precondition is inherited and 
// the flattened subclass invariant must hold 

<flat.post> ::= <super.post> && <flat.inv> 
// The flattened superclass postcondition is inherited and 
// the flattened subclass invariant must hold 

Contract for Overridden Methods: 

Preconditions 

<flat.pre>::= (<sub.pre> I l<super.pre>A) && <flat.inv> 
// There are preconditions in sub and superclasses 

<flat.pre>::= (TRUE I l<super.pre>A) && <flat.inv> 
// The subclass precondition is trivial 

<flat.pre>::= (<sub.pre> I I TRUE) && <flat.inv> 
// The superclass preconditions are trivial, or 
// there is no superclass. 

Postconditions 

<flat.post> .. - (<sub.post> &&<super.post>A) && <flat.inv> 
// There are postconditions in sub and superclasses 

<flat.post> ::= (TRUE &&<super.post>A) && <flat.inv> 
// The subclass postcondition is trivial 

<flat.post> ::= (<sub.post> && TRUE) && <flat.inv> 
// The superclass postcondition are trivial 
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Consequences 

98275 

• Superclass test suites for useful for subclass testing. 

• A finer degree of control over assertion checking could be 
accomplished in many ways. 

• The methods of each immediate superclass must be visible to a 
subclass to implement percolation. However, default visibility is 
typically all or nothing. Care must be taken in coding the assertion 
functions to be sure that only the immediate superclass is the target 
of percolation. 

• increased effort to design, implement, and maintain this code. The 
size of the executable and run time will increase when assertions are 
enabled. 
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Implementation/Sample Code 

98275 

• The standard <assert. h> is replaced with <ASSERT. h> to allow the 
assertion to identify itself. 

• Each precondition, postcondition, and invariant is implemented as a 
protected member function. A protected member function makes 
the superclass assertions visible to subclasses without exposing them 
to clients. 

• These member functions are all type boo l (returning true when the 
assertion holds,false when it is violated), 

• inline (to increase performance and then allow the optimizer to 
remove the entire function when they are null), and const to insure 
there are no side effects. The assertion function body may be only 
implemented with ASSERT statements. When the assertion expansion 
is disabled, an empty inline function results. Empty inline 
functions are completely removed by the compiler's optimization. 

• The class to which an invariant C ) message is bound is assumed to 
be the class in which the message appears. This is necessary to 
evaluate the subclass' flattened invariant when a superclass method 
is used by a subclass object. 

• The application metho,d must make two calls: first to the invariant 
function, then to the pre or post function. If the invariant call was 
packaged with the pre or post function, then superclass invariants 
would be called twice (once when the invariant is percolated and a 
second time when the pre condition is percolated.) 
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class Base { 
public: 

Base () { l*ctor body *I invariant();} 

virtual void foo() { 
invariant ( ) ; 
fooPre( ); 

II foo body 

invariant(); 
fooPost( ); 
return; 

} ; 

virtual void bar() { 
invariant(); 
barPre( ); 

} ; 

II bar body 

invariant( ) ; 
barPost( ); 
return; 

virtual -Base() {invariant(); l*dtor body *I} 

protected: 
II******** Base class Assertions ~~~~~~~~~~~~11 

inline bool invariant() const { 

} ; 

} ; 
ASSERT( basevalue == requiredBasevalue, "Base Invariant"); 

inline bool fooPre() const { 

} ; 

ASSERT( foovalue == requiredfoovalue, 
"Base: :foo Precondition"); 

inline bool fooPost() const { 

} ; 

ASSERT( foovalue == requiredfoovalue, 
"Base: :foo Postcondition"); 

inline bool barPre() const { 

} ; 

ASSERT( barvalue == requiredbarvalue, 
"Base: :bar Precondition"); 

inline bool barPost() const { 

} ; 

ASSERT( barvalue == requiredbarvalue, 
"Base::bar Postcondition"); 
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98275 

Class Derivedl: public Base { 
public: 

Derivedl C) {l*ctor body *I 
virtual void foo() { 

invariant(); 

} ; 

fooPre( ); 

II foo body 

invariant( ) ; 
fooPost( ); 
return; 

virtual void bar() { 
invariant( ) ; 
barPre( ); 

} ; 

II bar body 

invariant( ) ; 
barPost( ); 
return; 

invariant();} 

void furn() { II Specialization -- new member function 
invariant( ) ; 
fumPre( ) ; 

II furn body 

invariant(); 
fumPost( ); 
return; 

}; 

virtual -oerivedl() {invariant(); l*dtor body *I} 
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protected: 
// Assertions for class Derivedl **************************// 

} ; 

inline bool invariant() const { 

} ; 

ASSERT( ( someDl_value == required_dLValue && 
Base: : invariant() 

) , 
"Derivedl Invariant" 

) ; 

inline bool fooPre() const { 

} ; 

ASSERT( ( fooDlValue == requiredfooDlValue I I 
Base: :fooPre( ) 

) , 
"Derivedl::foo Precondition" 

) ; 

inline bool fooPost() const { 

} ; 

ASSERT( ( fooDlValue == requiredfooDlValue && 
Base:: fooPost( ) 

) , 
"Derivedl::foo Postcondition" 

) ; 

inline bool barPre() const { 

} ; 

ASSERT( ( barDlValue == requiredbarDlValue I I 
Base: : barPre( ) 

) , 
"Derivedl::bar Precondition" 

) ; 

inline bool barPost() const { 

} ; 

ASSERT( ( barDlValue == requ i redbarDlValue && 
Base: :barPost() 

) , 
"Derivedl::bar Postcondition" 

) ; 

inline bool fumPre() const { 

} ; 

// Superclass asserts arent appended to specialization 
ASSERT( ( fumDlValue == requiredfumDlValue), 

"Derivedl::fum Precondition" 
) ; 

inline bool fumPost() const { 

} ; 

// superclass asserts arent appended to specialization 
ASSERT( C fumolvalue == requiredfumolvalue), 

"Derivedl::fum Postcondition" 
) ; 
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class Derived2 : public Derivedl{ 
public: 

Derived2 () {l*ctor body *I invariant();} 

virtual void foo( 
invariant(); 
fooPre( ); 

II foo body 

invariant( ) ; 
fooPost( ); 
return; 

} ; 

virtual void bar( 

} ; 

} ; 

invariant( ) ; 
barPre( ); 

II bar body 

invariant( ) ; 
barPost( ); 
return; 

void fee() 
invariant( ) ; 
feePre( ); 

II fee body 

'invariant( ) ; 
feePost( ); 
return; 

{ 

) { 

) { 

II Specialization 

THE PERCOLATION PATIERN 

virtual -Derived2() {invariant(); l*dtor body *I} 

98275 ~ 1994-1998, RBSC Corporation 109 



TEST AUTOMATION THE PERCOLATION PATTERN 

98275 

protected: 
// Derived2 class Assertions *******************// 

inline bool invariant() const { 

} ; 

ASSERT( ( someD2_value == required_d2_Value && 
Derivedl: :invariant() 

) ' 
"Derived2 Invariant" 

) ; 

inline bool fooPre() const { 

} ; 

ASSERT( ( fooD2Value == requiredfooo2value I I 
Derivedl: :fooPre() 

) ' 
"oerived2: :foo Precondition" 

) ; 

inline bool fooPost() const { 

} ; 

ASSERT( ( fooD2Value == requiredfooD2Value && 
oerivedl::fooPost() 

) ' 
"Derived2::foo Postcondition" 

) ; 

inline bool barPre() const { 

} ; 

ASSERT( ( barD2Value == requiredbaro2value I I 
Derivedl: :barPre() 

) ' 
"oerived2::bar Precondition" 

) ; 

inline bool barPost() const { 

} 

ASSERT( ( barD2Value == requiredbarD2Value && 
Derivedl: :barPost() 

) ' 
"oerived2::bar Postcondition" 

) ; 

inline bool feePre() const { 

} ; 

ASSERT( ( feeo2value == requiredfeeo2value), 
"Derivedl::fee Precondition" 

) ; 

inline bool feePost() const { 

} ; 

ASSERT( ( feeD2Value == requiredfeeD2Value), 
"oerived2::fee Postcondition" 

) ; 
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Known Uses 

• Eiffel implements automatic percolation checking [Meyer 92a] 
[Meyer 97]. 

• Percolation is supported in the C + + extensions proposed by Porat 
and Fertig [Porat 95]. 

• Percolation is supported in the design-by-contract extensions to 
Smalltalk/V developed by Carrillo et al [Carrillo 94 ]. 

• A weak form of invariant percolation is recommended practice for 
classes derived from Microsoft Foundation Classes: the message 
Base: :Assertvalid( ) should be sent on entry to derived class 
member functions. 

Related Patterns 

98275 

The Coherence idiom [Cline 95] provides C+ + assertion checking, but 
does not offer a strategy for percolation. 
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Summary 
This seminar shows how to design Windows software enabling users to work efficiently. The basis for 
this seminar is not a vague concept, like unfriendliness, but psychological knowledge used for 
improvement of human performance. 
During the seminar, the consequences for software design will be demonstrated by an extensive 
amount of examples illustrating the difference between stimulus-response interfacing and cognitive 
interfacing. In addition, empirical data and experiments will be demonstrated. Obtained knowledge will 
enable participants to evaluate rationally the ergonomic costs and benefits of the design options that 
are available. In this way, the difference between the 20th and the 21st century interface design 
becomes visible and concrete. 
In sum, this seminar offers: 

• insight in movement, perception, memory and reasoning; 
• how these processes interact and operate with software; 
• a translation of this theoretical basis into practical guidelines for design; 
• application of these guidelines. 
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1. Principles for interface design 
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2. A common menu or psychological list 

2.1 Human thinking and lists 

Navigation performance using non-mutual exclusive menu options (correct %) 

Human efficient lists 

2.2 Listing commands in a menu 

2.3 Listing commands in a wind ow 
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2.6 Listing software interface theory 

lmorovino software oualitv for users. © Human Efficiency, L. Verhoef, Almere, the Netherlands 6 



3. A common hierarchical menu and a psychological table 

3.1 Human thinking and tables 

3.2 A desktop for commands 

3.4 A table for commands 

3.5 Software interface theory and tables 
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4. A common windows system and a psychological system 

4.1 Human thinking and comp lex systems 

A three dimensional representation for a multi dimensional system 

A multi dimensional representation for a multi dimensional system 

4.2 Design of a interface for a complex system 

4.3 Software interface theory as a complex system 
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E-Commerce Testing - The Clash of the Titans? 

Case-study review of the testing and quality assurance of the innovative E-Commerce 
service 'RelayOne '. 

Sally Drew 
TESCOMUK SST Ltd 
www.tescom-intl.com 
sally.drew@tescom-intl.com 

1. Introduction 
This is primarily a case-study paper outlining the issues faced and lessons learned in the testing 
and validation of a major consumer targeted E-Commerce service. However, it will naturally 
draw on our experiences of testing other WEB and Multimedia applications and services, which 
include Portal sites, content-rich magazine subscription services, corporate information 
subscription services, games, catalogues, E-Commerce shopping service provider, ISP testing, 
etc. 

The aim is to provide you with: 
• An understanding of the issues relating to testing E-Commerce services, cutting through some 

of the hype surrounding on-line business. 
• Insight into the challenge of working with vastly different cultures. 
• Description of the Security related problems encountered during the project. 
• Lessons learned relating to the real-time processing of credit-card transactions. 

2. Relayone 

2. 1. The Players 
The project was a joint venture between Microsoft, or more precisely MSN UK, Microsoft's 
online service provider arm, and Royal Mail, the publicly owned postal agency who, until very 
recently, held the monopoly on UK letter post. 

Microsoft envisaged the widening of its offerings on-line with a service that although not unique, 
would provide unparalleled chance of success through leveraging the Royal Mail brand and, 
significantly, Royal Mail's UK postal infrastructure. 

Royal Mail are very much aware of the potential impact of E-mail and other electronic 
communications will have on their core business. The Electronic Services division of Royal Mail 
is in place to take advantage of the upsurge in electronic business and provide such services to the 
community. They have, for many years, been providing electronic services to businesses, and 
Relayone gave them the opportunity to widen their target market to include consumers. The 
partnership with MSN gave them the advantage of getting access to a great deal of success in 
developing services and applications for the Internet, as well as exposure to a large (and rapidly 
growing) user base. 

The functional split, therefore, was Microsoft looking after the WEB side, the interface with 
(iQilBUIDwrn Md financial transactionini' and Royal Mail providing the service fulfillment. 



Joint Steering Group 

Microsoft Royal Mail 
Program Consulting 
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Microsoft utilized both internal and external development agencies, and retained TESCOM to 
provide independent testing and quality assurance services for the project as a whole. 

Fig 1 - Project Organizational Diagram 

2.2. The Service 

RelayOne (www.relayone.com) is a hybrid mail system, which provides a link between 
traditional and electronic mail, hence the marketing slogan " .. turns e-mail into Real Mail". There 
are two types of service, the 'Telegram' which consists of a single sheet, short message and the 
'Document' which allows the user to send up to a 50 page document directly from their favorite 
package (Word, Adobe Acrobat, etc). The user registers onto the service for free and downloads a 
printer driver which is installed locally. From then on the service runs as described in Fig. 2. 
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RelayOne uses SSL encryption, Microsoft NT 4, Microsoft ITS 3, Microsoft Merchant server, and 
Trintech Payware linked to Barclays Credit Card Clearance services. RelayOne was successfully 
launched in April 1998. 

3. Project Initiation and planning 
The project was initially planned following the traditional V-model for project development. 
Testing and quality assurance were planned and mapped accordingly, with a phased approach 
relating to project milestones. Because it was a distributed team which was carrying out the 
development, the use of a remotely available on-line bug and change request tracking system was 
essential to allow all parties access to current information and facilitate effective and fast bug 
fixing and regression testing. 

Prior to commencement of the testing phases, we believed that the major risk factor would be 
simple functionality - that the site worked under all supported operating systems, with all 
supported browsers and for all user configurations, that interaction with the database was accurate 
and robust. Security was also a major risk factor, with the perceived main problem being risk 
from external, malicious attack - this 'hacking' being the area that has traditionally been in the 
public eye. Other areas were deemed to be of a lesser risk, such as performance under stress. 
Factors to do with the interfacing to third party products for credit card authorization were not 
even mentioned during the planing process for special consideration. 

4. Project commencement - the reality 
Once the project commenced, it became apparent that the intended phased development was not 
going to happen. The project moved into what turned out to be a Rapid Application Development 
environment. Rather than the software going through a unit-module-subsystem-system growth 
pattern, it was delivered in a series of prototype phases, with each phase having limited, but 
increasing levels of functionality. 

As a result of this, the testing mapping needed to be changed quite significantly. The major risks 
to the success of testing fell into two broad camps. Firstly, the aspects of coverage were crucial -
were all the test cases going to be run and completed? How would we be able to verify that? 
Secondly, with tested code being re-worked for subsequent prototype, how would regression be 
handled, ensuring that previously stable and tested components weren't screwed-up by bug fixing 
and enhancement. 

4. 1. Usability 
Although functionality was important, it became obvious that usability was at least as important. 
Factors as to whether the design and implementation supported the target user base or not, 
whether the users expectations to do with performance and security were met or not, these took 
on greater significance than whether there were broken links or mixed fonts. Good usability is 
much harder to achieve than good functionality, especially within the immature Internet 
environment. 



4.2. Security 
On the security side, we found that the standards for secure encrypted communications are really 
quite secure if correctly implemented. This helped reduce the chance of attack from an external 
hacker. The more important security aspects fell into the more familiar network, physical and 
data security aspects. There are more details on this below. 

4.3. Real-time Credit Card Validation 
The vast majority of E-Commerce sites still have manual elements to the credit card transactions. 
Usually there is some sort of superficial validation of the credit-card number, and an 
acknowledgement of the order. The credit-card authorization stage is then completed 
automatically in batch, or even manually thereafter. Relayone was, at the time, the first service to 
provide true real-time credit-card authorization. This was necessitated partly by the requirements 
of Royal Mail, that postage is effectively a currency in its own right and therefore there are 
stringent pre-payment requirements. Additionally, an essential attribute of the system is that it is 
reliable - that if the user has been told that the credit card transaction has been successful, then it 
must be so - users will not tolerate having sent a vital letter to their bank manager, to be told by 
email a day later that the credit-card was not authorized and the letter not sent. The down side, 
however, of this was that Relayone was effectively acting as Beta test site for the authorization 
software. When implementing a service as a Merchant, the authorization authority requires that a 
number of test transactions are completed successfully to verify that the range of valid and invalid 
credit card transactions are completed correctly. However, this testing is done 'off-line' and 
aspects to do with the real-time processing of authorization requests, server time-outs, multi-user 
aspects etc. were not exercised. Additionally, to aid testing, the floor limit for authorization 
requests was put extremely high. This enabled us to put in 'dummy' credit-cards in the sure and 
certain knowledge that they would not trigger authorization requests. This pushed the 'real' 
testing of this aspect of the process to very late on in the development cycle, which proved to be a 
mistake. 

4.4. Double-Byte character sets 
This aspect of testing scenarios was not given sufficient weight. We needed to test on different 
natural language operating systems, and concentrated on the Latin based sets, which posed no 
problem to the print driver and Postscript interpreting software. However, the tests for double
byte sets, such as Japanese and Chinese were again left till late in the production cycle and these 
caused problems. Worse still are the right-to-left languages, such as Israeli and Arab scripts, 
which were hard to support correctly. 

5. Testing differences 
When comparing the differences between standard multimedia/WEB testing and E-Commerce 
testing, a number of main areas became clear. 



5.1. Business driven test cases 
Standard multimedia testing consists of mainly technical tests, varying the configurations and 
environments against which the required functionality is tested. However, with a Commerce 
system a high proportion of the complexity is pushed to the back-end. Ensuring that the right 
receipts are displayed depending on whether the user is from the UK or not. Ensuring that 
tracking of post was enabled for users. Ensuring that the correct monies were being transferred 
from the Merchant account to Royal Mail. Ensuring that Credit-Card refunds were correctly 
carried-out where appropriate. 

Because of this, in addition to the standard technical tests, there were a lot of Business driven test 
cases to ensure that the financial elements of the service were in place. 

5.2. End-to-end testing 
Relayone had a somewhat unique aspect in that the test verification was generally done against 
'hard' evidence coming through the postbox daily. Usually when testing the test results are fairly 
immediate and the Pass/Fail criteria quick to establish. Because of the delay in getting the test 
results (usually 24 hours), and often in batches of several hundred, it was imperative to develop 
strong techniques to control the test process. 

5.3. Economics of on-line help and FAQs 
Where the unit price for an item being sold on-line is several hundred dollars, the in is probably 
acceptable for there to be a certain level of support cost. However, where the unit price is less 
than $3, the cost of support calls, be they on-line via email or via the phone can be catastrophic. 
Microsoft calculates that each email answer to an enquiry costs in the region of $5. It is therefore 
more important to ensure that the on-line help and FAQ's are as solid as possible, easy to use, 
friendly and, above all, thorough. The use of skilled copy-writers combined with intelligent 
usability analysis will immediately have a positive effect on the bottom line. 

6. Cultural differences 
One of the most interesting, challenging and in the end satisfying aspects of the whole project 
was watching (as outside observers) the interaction between the two widely different cultures. 
Microsoft still has the feeling of a young, dynamic company that relies on the talent of 
individuals to make projects successful. Although very money conscious in terms of budget for 
projects, they are willing and encourage an fair degree of risk taking, often offsetting that risk by 
backing all the horses in a particular race to ensure that they back the winner. Innovation is 
encouraged, and because the work is often leading edge technically, motivation is generally from 
an urge to pushback the envelope. To work with Microsoft demands an extremely dynamic 
approach. The goal posts move constantly and staying on top of the changes is vital. 
Additionally, particularly in this environment, the role of testing is vital in ensuring that there are 
lines drawn in the sand, and a certain amount of policing is required to ensure that the enthusiasm 
doesn' t go to far, and that the required standards are met. 

Royal Mail has a more traditional image, yet because of the threat to their business from 
electronic communications, they are pushing hard to be up with the latest innovations and 
compete in that market. Their style, however, is very different. Royal Mail rely on standards and 
procedures to assure the success of projects, using project management methods and tools to 
measure progress. They are disciplined and controlled in their approach to change. Working 
with Royal Mail was interesting in that there were times when they were even more pedantic than 
us, the testers, as to what defined 'fit for purpose' , or 'good-enough' . This was particularly 



evident in the Internet environment, where a number of factors are out of the control of the 
developers, such as network performance and browser quirks. In this situation as independents, 
we were advising on what constitutes 'reasonable' performance and behavior. 

It was essential right from the outset that communications were of the highest quality. Frequent, 
formal meetings were required to control the process and to co-ordinate the various development 
streams. Within a surprisingly short period of time, through a process of willing compromise, the 
whole ensemble were behaving as a single team, pushing in the same direction and mostly 
managing to avoid the 'blame' culture which could so easily have accrued. 

7. Security 
During the planning stages of the external threat from hackers was considered the highest risk. 
From a design and operational stance, countering security threats falls into two camps 
prevention and detection. The differing types of security risk fell into a number of classes: 

7. 1. Fraudulent use 
This is where a nefarious individual would try to either get mail sent for free, or use someone 
else's account to pay for the service, or pay a reduced amount for the service rendered. A lesser 
risk here was the repudiation aspects, where someone claims that the paid-for goods or service 
wasn' t supplied. 

The main threat here was to the profitability of the service - the bottom line, secondly, there was 
a threat to the corporate images if the story 'got out'. From a testing viewpoint, the primary 
requirement was to try to find ways of committing acts of fraud, allowing the developers to put in 
preventative measures. These measures were both front-end prevention and back end detection 
systems. Additionally, there were business decisions to be made relating to the non-repudiation 
aspects. Clearly, Royal Mail have a similar issue with their traditional letter post, in that anyone 
can claim that they failed to deliver an item, or that delivery was not 'as advertised' and that they 
therefore owe the sender money and/or compensation. Relayone inherited the existent policies 
and procedures, however, it was important that the service tracking aspects were sound and 
reliable, so that if there was a genuine disruption to a delivery, that the sender could be 
compensated. 

7.2. Defamation 
A concern, especially for a project involving Microsoft, was the risk of a hacker getting access to 
the system and 'publishing' damaging, malicious, or even pornographic material on the site. 
Traditional network security measures are what prevent this type of attack, ensuring that all 
firewalls, operating system protection and system design techniques are correctly implemented. 
Testing here is to attempt to penetrate and prove that not to be the case. 

7.3. Diversion 
An additional yet often ignored threat is from an individual or company intercepting users from, 
say, a banner ad, and diverting the traffic to a rival site. This is hard to detect, so testing, 
prevention and continual monitoring are required to handle this. 



7.4. Data Access 
A similar test approach is employed to avoid the theft of private data, credit-card numbers, etc. 
The potential damage to the massive brands of Microsoft and Royal Mail mean that this breaking 
of data-protection rules is simply unacceptable. Both prevention and detection measures were 
implemented. 

7.5. Other Security aspects 
During the course of the development project, there were some additional security aspects which 
came to light. Generally, the threat was deemed to be from external sources, however it became 
clear that the threat from within also needed to be dealt with. This didn' t simply mean the 
disgruntled or dishonest employee doing damage, although any Commercial system should 
protect against this as a matter of course. The other type of internal threat was in terms of data
security from disaster and/or error. These operational aspects required re-engineering to ensure 
that data was adequately backed-up, that payments occurred only after successful transfer of data, 
etc. 

Another aspect was ensuring that all comms links, including those in the Back Office, were 
secure, not just the ones visible to the public. Ensuring that jinks such as substituting the 
merchant number of the credit card transactions from the legitimate to an illegitimate one could 
not happen was a hidden, yet real security threat. 

8. Conclusion (and a hint of evangelizing) 
This was an innovative E-Commerce project. From a quality viewpoint, it proved that the 
disciplined structured approach required in testing any 'serious' project will reap benefits in the 
emerging e-commerce development environment. In terms of lessons learned, this was no 
different from any other project - you need to maintain a flexible approach and constantly review 
the success or otherwise of planned actions. E-commerce is shrouded in hype and being talked
up to death. Clearly, there are differences relating to testing on the WEB, but the implementation 
of commercial aspects, of recognition of the WEB as a serious marketing and revenue generating 
channel, where business and financial players are taking an interest in addition to the marketeers, 
is combining to force companies to be serious about quality. 

The WEB is no respecter of size - if you are investing money in this world, you need to protect 
your brand - it is a fragile thing, easily undermined by half-hearted investment, so use it wisely. 
On the positive side, however, the quality differentiator is very much still up for grabs. Take the 
high ground while it is still largely empty - it' s pretty cheap to be the Rolls Royce of E
Commerce! 
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Case study of Case studies 

a Relayone (Prime) 

a Ford of Europe 

a MSN UK Portal 

a Sony 

a RS Components 

a BBC Education 

a Cable and Wireless 
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a Sanity Checks 
o Strategic review 

o Usability reviews 

a Portal Site testing 

a Stress/Soak 

a Unilever 

a Revolution 

aWCJ 

a IntemetWorks 

a NetProfit/Sitescreeen 

a Polygram 
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Types of testing projects 

o Outsourced Testing 

o WEB site monitoring 

a SL Tool development 

a Automation 

a Content Testing 
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Who are you? 

oRole 

o Experience 

o Personal objectives from tutorial 

Tescom-intl.com 

General Objectives 

o Cutting through the Hype 

o Surmounting cultural differences 

o Lessons learned about E-commerce security 

o Enabling others to test successfully 

Tescom-intl.com 
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Why test on the Internet? 

o 46% WEB users say technical problems and/or 
bugs have caused them to leave a site and look 
elsewhere. 

o 9% say this has caused them to permanently avoid 
the site/service 

o 44% say technical problems have caused them to 
start using a competitor site on a regular basis. 

Source: Jupiter Communications 
Tescom-intl.com 

RelayOne 

o Microsoft and Royal Mail joint venture 

o Hybrid mail system 

o Launched April '98 

Tescom-intl.com 
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Diagram of Relayone Process 
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7. Printed and 

How we thought it would go 

o Traditional Project life cycle 

o Phased test implementation 

o Functionality as key 

o External security main risk 
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Traditional Project Life-cycle 

\ 

Sy_stem -+ User Acceptance -+ Acceptance/ , 
Requrrements Criteria Beta Test 

\ 

System -+ System Test Plan-+ System , 
Specs Testing 

~ Functional -+ Functional -+ Func~onal 
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What leapt-up and bit us 

o RAD ruled 

o Double-byte character sets 

o Usability as key 

o Internal security main risk 

o Being too early using technology - getting 
the timing right 

Tescom-intl.com 
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o TRAD 
• Structured 

• Timelines/Planning 

• Testing too late 

• Focus on requirements 

• Formal 

• Set in concrete 

• Testing 'poor relation ' 

• Automation is very 
difficult 

• Users are disappointed 

RAD Project Life Cycle 

Tescom-intl.com 

TRAD v's RAD 

D RAD 

Tescom-intl.com 

• Unstructured 

• Never ending 

• Testing all the time 

• Focus on Business benefits 

• Informal 

• Fluid 

• Testing is integrated 

• Automation is almost 
impossible 

• Users are pleased 
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Cultural differences - Microsoft 

o Smart 

o Dynamic 

o Reliant on personal expertise and capability 

Tcscom-intl.com 

Cultural differences - Royal Mail 

o Professional 

o Innovative 

o Structured 

Tcscom-intl.com 
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Getting over it 

o Clear divisions of responsibility 

o Clear and frequent meetings 

o Compromise willingly 

Tcscom-intl.com 

New and interesting players 

o TV Producers 

o Traditional media (journalists) 

o Graphic Designers 

o Marketing 

o Public Relations 

Tescom-intl.com 
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' ~ WEB Testing v traditional 
Client/Server Testing (1) 

o Radically different cultures 
• Fragmented RAD 

• "Hold the front page" 

• Producers not project managers 

• Storyboards replace specifications 

Tescom-intl.com 

WEB Testing v traditional 
Client/Server Testing (2) 

o Qualitative and hard to measure 
• Hits define success 

• Currently lightweight non mission-critical 
applications 

• Higher tolerance to functional bugs, erratic 
performance 

• Lower tolerance to boring, uninteresting 
expenence 

Tescom-intl.com 
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WEB Testing v traditional 
Client/Server Testing (3) 

o Rapidly, erratically changing medium 
• 1 standard year = 3 multimedia years 

• Battle of the browsers 

• No standards to test against 

• Generate interface on the fly 

• Shift to the server 

Tescom-intl.com 

More, not less discipline required 

o Draw the line in the sand 

o Closing skills 

o Attention to deadlines where project 
management skills and feedback are poor 

Tescom-intl.com 
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E-commerce testing v WEB testing 

o More tests 

o Shift to more business driven test cases 

o End to end testing 

o Real-time credit-card authorization 
headaches 

o Usability critical 

o Economics of on-line help and FAQs 

Tescom-intl.com 

Technical Aspects of WEB 
Measurement 

o What are you measuring against? 

o Understanding the purpose of the site 

o Understanding your users 

Tescom-intl.com 
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o Positive and negative cases 

o Validation of input 

o Links 

oTags 

o Search engines 

o Volume stress 

o Page size 

o 2,10,30 Seconds 

Tescom-inll.com 
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Functionality 

Performance 



Configurations 

o Browsers 

o Operating systems 

o Screen Resolution 

o Font Size 

o Palettes 

Tescom-intl.com 

Some effective testing 
techniques 

o Real time techniques (state-vectors, event 
mapping) 

o Functional decomposition 

o 00 Analysis (dynamic and static models) 

o 00 Testing, e.g. JAVA applets 

o Use-case scenarios 

Tescom-intl.com 
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Traditional Usability 

o Empirical/scientific method 

o Cameras 

o Mirrors 

o Large samples 

Tescom-intl.com 

Usability needn't be 
Rocket Science (1) 

o Heuristic approach 

o Core business scenarios 

o Understanding your users 

Tescom-intl.com 
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Usability needn't be 
Rocket Science (2) 

o Interactive exercise 

Tescom-intl.com 

Test Automation ( 1 ) 

o Should you automate at all? 

o Effective in the same ways as traditional 
projects 

o Extra value in monitoring aspects 

o Beware of "bolt-on" WEB interfaces 

o Proper evaluation/Proof of concept still 
required 

Tescom-intl.com 



Test Automation Issues 

o Treat applications at a high level 

o Able to cope with low level changes 

o Easy maintenance 

o Browser independent tests 

Tescom-intl.com 

Automation (2) 

o What's it good for 
• Service level monitoring 

• Volume (stress, load) 

• Continuous running (soak) 

• Regression 

o Tactical more that strategic 

Tescom-intl.com 
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Automation (3) 

o Segue Silk 

o Mercury Interactive tool set 

o RSW WEB Tester, WEB Loader 

o Rational? 

o More sophisticated than link checkers 

Tescom-intl.com 

WEB tools 

o W eh lint/Syntax/Spelling checkers 

o Link checkers 

o Development environments 

o Robots and crawlers 

Tescom-intl.com 
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WEB Links 

o http://bots.intemet.com/search/s
webdev .htm 

o http://www.webreference.com/ 

o http://www.bcs.org. uk/siggroup/ sigist/stho 
me.htm 

o http://www.tiac.net/users/pustaver 

o http://www.stlabs.com/testnet.htm 

Tescom-intl.com 

WEB security - the fears 

o Fraudulent use 

o An easy conduit for villains 

o Poor PR- two extremely strong brands 

o Losing money! 

Tescom-intl.com 
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Security 

o Defraud 

o Defamation 

o Destruction 

o Diversion 

o PICS - content security 

Tescom-intl.com 

WEB security - Relayone reality 

o Prevention verses detection 

o 80% internal threat 

o SSL fairly solid 

o Other comms links potential weaknesses 

o Data security paramount - protecting service 
levels 

Tescom-intl.com 
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Future 

o E-business in Europe - explosion not as big 
as expected 

o Access shifting from A/B demographically 
to CID 

o Polarization in quality 

o Internet telephony and video will be 
massive 

Tescom-intl.com 
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Networking/Resources 

o Fellow testers 

o Industry Consortia (CommerceNet) 

o Need for an international group?? 

Tescom-intl.com 
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Michael Deck is an internationally-recognized expert in Cleanroom software engineering 
practices. His consulting company, Cleanroom Software Engineering, Inc., specializes in train
ing project teams to tailor and use Cleanroom practices to solve real-life software process prob-

' lems . From 1982 to 1993 he was a member of the IBM Cleanroom Software Technology 
Center, where he worked closely with the inventors of the Cleanroom approach. He has a BA 
in Mathematics from Kalamazoo College and an MS in Computer Science from the University 
of Maryland, College Park. His current research interests include application of Cleanroom to 
object-oriented development, real-time and embedded software, and highly reliable systems. 
He has published widely on various Cleanroom topics. 
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Using 
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Requirements Analysis Using Formal Methods 

Thesis 

• Requirements a major source of project risk 

• Formal methods can reduce many 
requirements risks 

• But overuse may unacceptably extend 
"requirements phase" 

• Can we do "just in time" requirements 
formalization? 

• And, can we apply these techniques 
throughout the life cycle? 

I Cleanroom I 
Software Engineering, Inc. 

2 

Objectives 

• Introduce practices to 
• improve domain understanding 
• reduce ambiguity 
• construct better testing models 
• define "contracts" between users and developers 
• formalize requirements as needed at many levels 

• Apply practices to 
• your requirements 
• a simple problem 

I Cleanroom I 
Software Engineering, lnc. 

Copyright© 1997-99 Cleanroom Software Engineering, Inc. 
All Rights Reserved 
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Requirements Analysis Using Formal Methods 

Approach to Formal Methods 

• "Formal methods, judiciously applied" 
• first obtain natural-language requirements 
• apply initial analysis while in natural language 
• evolve as necessary toward formalism 
• "editing is easier than writing" 
• target areas of greatest risk first 
• allow islands of informality 
• select more precise notations based on need 
• continuously validate with stakeholders 

I Cleanroom I 
Software Engineering, Inc. 
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Outline 

• Requirements Problems & Formal Methods 
• Elicitation, Analysis, and Validation 

• The Boundary and Conceptual Model 

• Expressing System Behavior 
• Extensions to Design and Implementation 

• Requirements in the Life Cycle 
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Requirements Analysis Using Formal Methods 

Requirements 
Problems and 

For1nal Methods 
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Requirements Analysis Using Formal Methods 

Requirement: A Definition 

(1) A condition or capability needed by a user to 
solve a problem or achieve an objective. 

(2) A condition or capability that must be met or 
possessed by a system or system component 
to satisfy a contract, standard, specification, 
or other formally imposed documents. 

(3) A documented representation of a condition 
or capability as in (1) or (2). 

Source: IEEE 610.12-1990 Standard Glossary of Software Engineering Terminology 

I CI eanroom I 
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Top Ten Project Risk Factors 

1 . Lack of top management commitment 
2. Failure to gain user commitment 
3. Misunderstanding the requirements 

4. Lack of adequate user involvement 
5. Failure to manage end-user expectations 

6. Changing scope/objections 

7. Lack of required knowledge/skills 

8. Lack of frozen requirements 

9. Introduction of new technology 
1 o. Insufficient/inappropriate staffing 

I CI eanroom I 
Software Engmeering, Inc. 

Source: Keil, et al. CACM November 1998 
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Requirements Analysis Using Formal Methods 

Requirements Engineering 

• Practices, e.g. 
• Brainstorming 
• Use cases 
• Formalizing 

• Activities, e.g. 
• Elicitation 
• Analysis 
• Management 

• Categories, e.g. 
• Capability 
• Usability 
• Reliability 

I Cleanroom I 
Software Engineering, Inc. 
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Requirements as Contract 
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Requirements Analysis Using Formal Methods 

Design: A Hierarchy of Contracts 

External Interfac 

Internal 
Interface 

Specification 

I Cleanroom I 
Software Engineering, Inc. 

Design 

II 

What Are Formal Methods? 

• Mathematics-based 
• Unambiguous 
• For specification/requirements 

[8] usually including correctness proof rules 
00 usually including specific notations 
00 usually including process/methodology 
00 usually including tools 

I CI eanroom I 
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Requirements Analysis Using Formal Methods 

Formal Methods Example: Z 

Dr., ,1-<,'T'.-,hlo A rlrl 

~outeTable 

addr?: RoutingAddress 

status!: boolean 

addr? ~ RouteTable 

RouteTable' = Route Table u { addr?} 

status' = success 

I Cleanroom I 
Software Engineering, Inc:. 
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Formal Methods Example: VDM 

sort= 

wr list:seq(TYPE) 

pre true 

post is_sorted(list) & is_permutation(list,lisf) 

I CI eanroom I 
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Requirements Analysis Using Formal Methods 

Formal Methods Example: B 
MACHINE 

Simple 

VARIABLES 
number 

INVARIANT 
number : NAT 

OPERATIONS 

Clear= 

BEGIN number := 0 END; 

inc= 
BEGIN number := number+ 1 

END; 

I Cleanroom I 
sottwara Engineering, Inc. 

decrease= 
PRE 

number> O 

THEN 
ANY newnum WHERE 

newnum < number & 

newnum : NAT1 
THEN 

number := newnum 

END 

END 

END 
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Graphical Languages 

• Are graphical languages "Formal Methods"? 
• Mathematical basis often unclear 
• Some are more unambiguous than others 
• Often include semantic rules 

• but fall short of provability 

• Often incorporate a methodology or tools 

• So ... 
• Some are 
• Some aren't 
• Probably useful for elicitation, analysis, validation 

I CI eanroom I 
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Requirements Analysis Using Formal Methods 

Benefits of Formal Methods 

• Aids understanding all the requirements 
• Removing ambiguity & improving understanding 
• Active techniques for accuracy 

• Aids managing requirements change 
• Understanding the underlying cause 
• Evaluating the impact 
• Documenting and tracing 

j c I eanroom J 

Software Engineering, Inc. 
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Benefits of Formal Methods 

• Implementation and low-level design 
• document actual behavior as black box 
• re-use without code reading 
• supports top-down correctness verification 
• documents assumptions made 
• highlights ripple effect of changes 

I CI eanroom I 
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Requirements Analysis Using Formal Methods 

Traditional FM Applications 

• High cost of failure 
• Safety-critical systems or components 
• Expensive/difficult to repair 

• Requirements well-known 
• But use of FM in requirements discovery has been 

overlooked 

• Standards 
• European Space Agency recommends 
• UK MoD mandate for safety-critical 
• Canada Atomic Energy Control Board 

I Cleanroom I 
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Formal Methods Experience 

• Case studies in variety of areas show: 
• Clear gains in reliability 
• Productivity gains also reported 

• Tools support gradually improving 

• Skills building slowly 

• Gap (chasm?) between research and practice 

I C leanroom J 

SOftwara Engineering, Inc. 
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Requirements Analysis Using Formal Methods 

Emerging FM Applications 

• Requirements elicitation and discovery 

• Inter- and intra-company contract software 
development 

• Precise standard for determining test failure 

• Well-understood parts of rapidly-changing 
applications 

I CI eanroom I 
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Our Approach to·F ormalism 

• Gradual introduction 
• start with natural-language requirements 
• evolve toward formalism 
• editing is easier than writing 
• target areas of greatest risk first 
• allow islands of informality 
• select notations based on need 

• "Formal methods, judiciously applied" 
• leverage the power of formal methods 
• avoid the costs of 100% implementation 

I C l eanroom I 
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Requirements Analysis Using Formal Methods 

Formalization Practices 

• Goal: a complete definition of the user
relevant behavior of the system under all 
possible circumstances of its use. 

• Techniques: 
• defining state-based behavior using conceptual 

models 
• defining transactional behavior using functions 

and relations 

• Using formal methods as a tool to identify and 
remove gaps, inconsistencies, ambiguity 
• must involve stakeholders for validation 

I Cleanroom I 
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Formalization Process 

• Define the model 
• Choose a boundary 
• Describe any conceptual data 
• Identify the operations 
• Produce the initial UML 

• Define the behavior 
• For each operation, a behavior definition 
• Supplement UML with functional notations 

I Cleanroom I 
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Requirements Analysis Using Formal Methods 

Activities & Work Products 

Elicitation 

Analysis 

Boundary 

Behavior 

Validation 

Documentation 
&Mana ement 

Design Architecture -------
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Requirements Analysis Using Formal Methods 

Elicitation, 
Analysis, & 
Validation 
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Requirements Analysis Using Formal Methods 

The Elicitation Activity 

• Identify the stakeholders 

• Understand the stakeholders 
• background, experience, skills, vocabulary, 

environment 
• problem space and solutions expectations 

• Document initial requirements 
• needs, capabilities, and conceptual models 

• Usually leaving out 
• detailed analysis for completeness 
• strict assignment of attributes 

IC I eanroom I 
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Who are the Stakeholders? 

• Users, grouped by common characteristics 

• Customers, if different from users 

• Developers 

• Testers 
• Management 
• Marketing 
• Customer support incl. document creators 

j CI eanroom j 
Software Engineering, Inc. 
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Requirements Analysis Using Formal Methods 

Elicitation Practices 

• Interviewing 

• Brainstorming 

• Use cases 

• Storyboard prototyping & walkthroughs 

• Observing user behavior and artifacts 

• Focus Groups 

• Questionnaires 

I Cleanroom I 
Software Engineering, Inc. 
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Interviewing Techniques 

• Ask open-ended questions 
• What is the need or problem and why? 
• What capabilities should a solution have? 
• What do you do now? 
• What is your time frame for solutions? 
• If a partial solution were provided earlier, what 

features could be omitted? 
• What other questions should I ask? 
• What questions do you have for me? 

• Active listening and follow-up questions 

• Invite participation in later activities 

I CI eanroom I 
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Requirements Analysis Using Formal Methods 

Brainstorming 

• Encourage diversity 

• Avoid evaluation 

• Quantity, not quality 

• Maximize creativity 

• Extend relationships 

I CI eanroom I 
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Brainstorming: Follow-Up 

• Evaluate, defend, refute 
• Organize, group, prioritize 
• Closure by cumulative voting 

• each person has $100 to divide among ideas 
• ideas with greatest bankroll go to next round 

• Delphi method 
• each participant picks own top N 
• ideas picked by X% of participants proceed to next 

round 

• Rate and rank until strong consensus 
achieved or consensus unchanged 

I Cleanroom J 
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Requirements Analysis Using Formal Methods 

Use Cases 

• Actors - roles - characteristics 

• Tasks, goals, activities 

• Startup, interaction, termination 

• Nominal and exceptional cases 

• Common subflows 

• Diagrams? If needed 

I CI eanroom I 
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Storyboards and Prototypes 

• In terms of problem domain 
• states, processes, objects 

• In terms of solution domain 
• screens, reports, samples 

• Compare and contrast existing, WIBNI, and 
prototype 

• Consider effect of presentation medium 

• Throwaway vs. evolutionary prototypes 

I CI eanroom I 
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Requirements Analysis Using Formal Methods 

Observing Users 

• Observe user behavior 
• identify representative tasks 
• encourage "thinking aloud" about task 
• look at use of baseline systems versus prototypes 
• identify bottlenecks in all factors 

• Examine user artifacts 
• cheat sheets 
• lists of contacts 
• web bookmarks 
• books and documentation 
• Parnas "coffee-stain" test 

I CI eanr oom I 
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Other Elicitation Practices 

• Questionnaires 
• difficult to do well 
• can easily be misleading 
• false sense of statistical meaning 

• Focus groups 
• effectively an interview 
• larger number of people does not necessarily 

provide more than one opinion 
• can draw on some benefits of brainstorming 

I Cleanroom j 
Software Engineering, Inc. 
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Requirements Analysis Using Formal Methods 

Validating the Requirements 

• Practices similar to elicitation 

• As development produces increments, 
emphasis moves to evaluating prototype 
deliveries 

• A formal specification may have to be 
paraphrased 

, 

• Or a "user guide" may be the right vehicle 

I CI eanroom I 
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Elicitation Summary 

• Choose from a variety of techniques 
• Goals 

• identify and understand stakeholders 
• document needs and expected capabilities 

• Don·t worry too much about 
• detailed analysis or verifiability 
• completeness 
• detailed language 

I C I eanroom I 
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Requirements Analysis Using Formal Methods 

Activities & Work Products 

Elicitation 

Analysis 

Boundary 

Behavior 

Design 

IC I eanroom I 
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The Analysis Activity 

• Assign requirements attributes 
• Fill gaps 

• Remove inconsistencies 

• Reduce ambiguity 

• Review for validity 

I Cleanroom I 
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Requirements Analysis Using Formal Methods 

Analysis Practices 

• Negotiated attribute valuation 

• Testability assessment 

• Needs - capabilities 

• Prototyping again 

• Modeling 
• Formalization 

I Cleanroom I 
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Requirements Attributes 

• Identification: Fixed, unique number or tag 

• Title: very short synopsis for reports 

• Description: the complete description 

• Category: Function, Performance, Testability, 
Reliability, Maintainability, Safety, Delivery, 
Installation, Environmental, Usability, 
Documentation, Design 

• Function: problem-specific 

IC leanroom I 
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Requirements Analysis Using Formal Methods 

Requirements Types 

• Requirement= "shall" 

• Constraint = "shall not" 

• Assumption = "may assume" 

• Anti-Requirement= "need not" 

• Recommendation = "should" 

• Descriptive or guidance = all other verbs 

I CI eanroom J 
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More Requirements Attributes 

• Priority 
• ordinal system such as Mandatory, Important, 

Desired, Suggested, Zero 

• rational system such as 0 to 100 

• ordinals may be easier but cannot be averaged 

• Stability: High, Medium, Low 
• more granular requirements makes this easier 

• Estimated Cost in $$ or High, Medium, Low 

IC I eanroom J 
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Requirements Analysis Using Formal Methods 

More Requirements Attributes 

• Status e.g. Proposed, Approved, Incorporated, 
Tested, Delivered, Unknown 

• Rationale 

• Concerns 

• User[X] Needs: Yes, No, TBD 

• Originator Names 

• Date Submitted/Modified if needed 

• Test Cases Demonstrating 

• Notes provides a space for notes. 

• Responsible Names 

I CI eanroom I 45 
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Requirements Relationships 

• Supports Achievement Of 
• links to requirements that this requirement helps 

fulfil 

• Is Achieved By 
• links to requirements that together achieve this 

requirement 

• Is Related To 
• links to requirements otherwise related to this 

requirement 

I CI eanroom I 
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Requirements Analysis Using Formal Methods 

Numeric Value Attributes 

• Required Value: the value needed order to 
"meet" requirements 

• Goal Value: desirable but not mandatory 

• Floor Value: below which the functionality of 
the product becomes questionable 

• Units describes the units of measure 

• Relative Value such as "less than" 
• how to approach the required value, if Goal and 

Floor values are not given 

J CI eanroom I 
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Negotiating Attributes 

• Attributes analysis is key for identifying 
conflicts and inconsistencies 

• Better to have two conflicting requirements 
with appropriate source and priority 
information than to delete one from the 
database 

• Conflict analysis allows additional 
requirements questions 

I Cleanroom I 
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Requirements Analysis Using Formal Methods 

Testability Assessment 

• Also called 11verifiability 11 

• Each requirement must have clear, 
measurable objectives 

• Understand how to create a test case that will 
demonstrate whether or not the requirement 
is met 

• Consider creating the test cases or demos 
during the requirements phase 

I CI eanroom I 
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Needs - Capabilities 

• Consider the stakeholder's underlying needs 
• what problem is to be solved? 
• what problem is created without a solution? 
• is this a new problem? 
• what solutions have been tried before? 

• Identity key functional capabilities 
• what will the product do? 
• think of advertising copy or glossy brochure 
• map capabilities to needs 

• Derive requirements from capabilities 

I Cleanroom I 
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Requirements Analysis Using Formal Methods 

Prototyping Again 

• Ask open-ended and "what if" questions 
• Suggest alternatives 

• Listen! 
• even a "dumb" idea points to an issue 
• one outspoken user can represent dozens or 

hundreds of silent grumblers 

• Take good notes 

IC leanroom I 
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Continuous Validation 

• Ensure that documented requirements are 
correct for each stakeholder 
• Paraphrase specification when available 
• Other techniques as discussed for elicitation 
• Requirements review 

• Identify any remaining gaps or 
inconsistencies 

• Receive formal signoff /approval if needed 

I CI eanroom I 
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Requirements Analysis Using Formal Methods 

Analysis Summary 

• Focus on assigning attribute values to every 
requirement 

• Selection of attributes is important task 

• Think 11testable 11 even to point of creating tests 

• Priority, stability, estimated cost are key 

• Use of tools a consideration 

I CI eanroom I 
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Requirements Analysis Using Formal Methods 

The Bou and 
lodel 
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Requirements Analysis Using Formal Methods 

Activities & Work Products 

Elicitation 

Analysis 

Boundary 

Behavior 

Design 
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What Is a Conceptual Model? 

• Conceptual model defines a system boundary 
and a set of internal data objects 

• The boundary ought to be 11 real 11 

• The data objects may be abstractions 
• A 11good 11 model is one that is 

• sufficiently detailed and complete to permit 
verification of the eventual implementation 

• defined in terms that support validation by 
stakeholders 

• Conceptual models appear many places 

J CI eanroom I 
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Requirements Analysis Using Formal Methods 

A Conceptual Model 

Desktop 

~-··Ii HariSeldon 
. 861 3~Floppy(A) 

! L .. €i My Folder 
$ --e Op sys (C:) 
riJ--s Scratch [D:) 
$ ·iii Prog1ams (E:) 
$ --ii) Deanroom (F:) 
iii-iii Personal (G:) 
$ --§! Deckm on 'Hobermallow' (H:) 
$--e Removable Disk [Y:J 
rii --.t (Z:) 

:---@ii Control Panel 
:- ril Printers 
:--(iz) Dial-Up Networking 
'--~ Scheduled Tasks 
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Choosing a Boundary 

• Boundary separates system from its 
environment, defining 11 inputs11 and 11outputsn 

• Sets up clear delineation of responsibility 

• A challenging problem 
• different customers may perceive different 

boundaries 
• "the system" may consist of a collection of objects 

with no clear unifying boundary 

I CI eanroom I 
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Requirements Analysis Using Formal Methods 

Information Hiding 

• Why shouldn't the model be identical to the 
implementation? 
• Modeling permits expression in user's terms 
• Prevent undue reliance by users/callers 
• Limit ripple effect of change 
• Permit reuse at behavior level: reuse without code 

reading 

J CI eanroom I 
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"Processes" or "Functions" 

• Some systems don't "remember" information 
• procedures and methods 
• computations 
• library routines 
• batch applications 

• Model hides 
• algorithms, procedures, and local data 

IC leanroom I 
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Requirements Analysis Using Formal Methods 

"Data" or "Objects" 

• Some system do "remember" information 
internally 
• objects and classes 
• databases and storage 
• online/transactional applications 

• Model hides 
• algorithms, steps, and implementations 
• techniques of data storage and representation 

I CI eanroom I 
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Software Engineering, Inc. 

What Do I Have? 

• Challenge: 
• deciding whether data is remembered internally or 

externally 
• is "the database" an input and an output, or is its 

existence hidden? 
• if its existence is hidden, how do you express the 

behavior at the boundary? 

I Cleanroom I 
Software Engineering, lnc. 

Copyright© 1997-99 Cleanroom Software Engineering, Inc. 
All Rights Reserved 

62 



Requirements Analysis Using Formal Methods 

Describing Conceptual Data 

• We will use techniques of object-oriented 
analysis 
• Find nouns in the requirements text 
• Suggest data attribute for each noun 
• Identify relationships including aggregation 

• But OOA not mandatory 

• Conceptual model may be inherent in domain 
• Physical objects 
• People and roles 
• Simulation 
• Tradition 
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A Subset of UML 

Classes 

Name 
Attributes 
Operations 

Relationships 

~ Inheritance 

--<> Aggregation 

• Containment 
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Requirements Analysis Using Formal Methods 

Example Model 

I System 1----

~-
f;:---__ 

I Folder I~ 

cb 
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Policy Database Example 
11 After the user fills in a valid entry for the policy 
ID and transmits the filled-in order request form 
to the system, the system shall validate the order 
and present an appropriate order confirmation 
screen.11 

11 The system shall look up the user's validated policy 
number and return the expiration date. 11 

J CI eanroom I 
Software Engineering, Inc. 

Copyright © 1997-99 Cleanroom Software Engineering, Inc. 
All Rights Reserved 

66 



Requirements Analysis Using Formal Methods 

Policy Database Example 

JT,an,mil 
User 
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User 
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Conceptual Model Operations? 

• Should we define the operations or 11methods 11 

on the elements of the conceptual model? 
• Pro: contributes to better understanding of 

the model, especially if some of the data 
attributes are complex 

• Con: possibly not worth the effort, may lead to 
attempts to implement the conceptual model 
when a different implementation model would 
make more sense 
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Requirements Analysis Using Formal Methods 

Financial Network Example 

"When the user selects a specific pending 
transaction, the system shall query the appropriate 
market network servers and display a list of 
potential bid/ask prices for that transaction." 

I C I eanroom I 
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Application Example 

"The system shall be able to import a spreadsheet 
from a comma-delimited ASCII file. 11 

"The system shall be able to export the 
spreadsheet to a comma-delimited ASCII file." 
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Requirements Analysis Using Formal Methods 

Boundary and Model Summary 

• System boundary defines inputs and outputs, 
clarifies scope of requirements effort 

• Conceptual model defines internal data from 
point of view of the user standing 11 outside the 
box 11 

• Use OOA, other techniques to identify model 

• Validate model with stakeholders 
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Requirements Analysis Using Formal Methods 

Expressing 
System 

Behavior 
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Requirements Analysis Using Formal Methods 

Behavior Modeling Overview 

• Boundary and model define user's view of 
data 

• Next step in formalization is to define the 
operations on that boundary 

• We can define 
• "real" operations whose implementations will 

depend on the actual implementation of data, and 
• "conceptual" operations that may not actually 

appear to the user 
• but we must eventually be clear which are which 
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Behavior Modeling Approach 

• Identify operations 
• Identify boundary of each operation 

• must be subset of system boundary 

• Partition the operation's domain 
• assumptions/preconditions 
• error or unusual conditions 
• nominal cases 

• Define the behavior for each partition 
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Requirements Analysis Using Formal Methods 

Identifying the Operations 

• Look for verbs, tasks, events, activities 
• Remember, the specification need not 

execute so performance considerations are 
no issue right now 
• can consider every verb as separate operation 
• things like access should be operations now 

• For each operation, 
• What are all the inputs? What objects outside the 

boundary could affect the operation? 
• What are all the outputs? What objects outside the 

boundary could be changed by the operation? 
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Functions and Relations 

domain o o o 

range • e • 

Function 
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Requirements Analysis Using Formal Methods 

A Behavioral Model 

• All at once, without any observable steps: 
• inputs are evaluated 
• outputs are set 

• For a given set of input values, (set of) 
acceptable output( s) is always the same 

• Behavior a mapping from input domain to 
output range 
• partial function or relation 
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Process Modeling Example 

• "Take three integers and produce an integer 
and a real. The output integer shall be one
half the first integer input; the output real shall 
be the square root of the third integer input." 

• Do_Computation (int x, int y, int z, int& a, 
double& b) 
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Requirements Analysis Using Formal Methods 

Process Modeling Example 

• Behavior describes a mapping from 
• (integer, integer,integer) => (integer, real) 
• is (12, 12, 9) => (6, 3.0) in the mapping? 
• is (7, 19, 64) => (3, 8.0) in the mapping? 
• is (7, 19, -64) => (3, 8.0) in the mapping? 
• is (8, 19, 3) => (4. 1.732050807569) in the mapping? 

• What are the issues? 

• How should we resolve them? 
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A Constructive Approach 

• What parts of the domain are undefined? 
• Input is "impossible" 

• What parts of the domain lead to "error''? 
• Input is possible but unlikely 
• Still need to say what outputs are affected 

• What parts of the domain produce normal 
results? 
• Define complete output domain possibly based on 

input domain partitions 
• aware of input values and types 
• aware of output values and types 

IC leanroom I 
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Requirements Analysis Using Formal Methods 

A Tabular Form 

• Enumerate inputs and outputs (note any 
shared) 

• For each condition on input value 
• write down what happens in that case 
• only write down externally-visible behavior 

• no sequences unless visible 

• no transient data objects unless visible 

• may want to have column for comments, notes, 
concerns 

• By convention is to "read down" conditions 
• last condition usually "true" 

I CI eanroom I 
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Example: A Tabular Form 
Do_Computation (int x, int y, int z, int& a, double& b) 

Condition 

Z<O 

true 

-

I CI eanroom I 
Software Engineering, Inc. 

Behavior 

undefined 

a := floor(x/2) 
b:= sqrt(z) in a single precision 
via library function 

= 
z>O 

Copyright © 1997-99 Cleanroom Software En~ineerin91 Inc;, 

All Rights Reserved 

Comments 

is this 
acceotable? 
check w/user 
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Requirements Analysis Using Formal Methods 

Example: An lnline Form 

[z < 0 => 
(int_c > 0) 

UNDEFINED c::::==::::, = I true=>~ 
a := floor(x/2) 

: b := sqrt(z) in a single precision via library function] 

• Less readable than tables esp. when large 

• But can be embedded in code or headers to 
document procedures, methods, fragments 

IC I eanroom I 
Software Engineering, Inc. 

83 

Further Precision Needed? 

• Link bounded-integer and limited-precision 
real to fundamental types like mathematical 
integer and real 

• Find or create definitions for "floor" and "sqrt" 
• these are themselves functions 
• we may agree that we already understand them 
• we may decide to defer more precise definition 

I Cleanroom I 
Software Engineering, lnc. 
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Requirements Analysis Using Formal Methods 

Modeling A Procedure 

• "The program shall sort the elements of the 
input array by date. 11 

• Questions? 
• "the input array" is of what type? 
• "the elements" are of what type? 
• what is a date? how are they compared? 
• what is the desired sort order? 
• is tie-breaking required for identical dates? 

I CI eanroom I 
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Modeling A Procedure 

• Input 
• array A [O .. 1023] of records 
• each record has 

• date: YYMMDD 
• customerdata : ptr to string 

• Output 
• array A same type 

• Shared? 
• maybe a transient file? 
• assume not, for now 

I CI eanroom J 
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Requirements Analysis Using Formal Methods 

Modeling a Procedure 

• Array A 
• what might happen if the array is not full 
• is the number 1023 likely to change, so that 

another input may be needed later for the actual 
size of the array? What if that number doesn't 
match actual size? 

• can we assume array is not shared? 

• Elements 
• bad dates or bad pointers? 
• is there a requirement to not change the pointers? 
• when is one date "less than" another? 

I CI eanroom I 
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Specification Functions 

• Specification functions provide organization 
• Name conceptual behaviors and values 
• Encapsulate detail esp. natural language 
• May or may not correspond to design entities! 

DateLessThan (string M , N) returns boolean 
M or N is not 6 digits => UNDEFINED 

I result of converting M to integer <= 
result of converting N to integer => return true 

I true => return false 

j CI eanroom j 
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Requirements Analysis Using Formal Methods 

Specification Functions 

Based on the status of the measurement hardware, return 
the appropriate message to the user via the socket when all of 

the following conditions are true ... 

t 
major organizing conditions 

major conceptual functions/entities 

l 
condition_ 1 (inputs) & ... & condition_n(inputs) => 

return message (status(measurement_hardware(inputs))) 
to user at socket(inputs) 

I TRUE => what? 

I Cleanroom I 
Software Engineering, Inc. 

89 

Modeling a Procedure 
A := elements of A, each element unchanged, in ascending order by 
date field, where "less than" does a numeric comparison on the result of 
converting the date to a number 

A := elements of A, each element unchanged, in ascending order by or 
date field, using DateLessThan to compare dates 

or A := elements of A, each element unchanged, such that 
DateLessThan(A[i],A[i+l]) for i between O and 1022 

Note all of these leave the question of tie-breaking unclear. 
Any design choice is acceptable and output is a "success. " 
Document if this may be an issue or concern. 
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Requirements Analysis Using Formal Methods 

Policy Database Example 

J T,ansmir 

User 

I CI eanroom J 
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Present J 
User 

"After the user fills in a valid 
entry for the policy ID and 
transmits the filled-in order 
request form to the system, 
the system shall validate the 
order and present an 
appropriate order confirmation 
screen." 

"The system shall look up the user's 
validated policy number and return the 
expiration date." 

91 

Policy Database Example #1 

After the user f ills in a valid entry for the policy ID and transmits the filled- in 
order request form to the system, the system shall validate the order and 
present an appropriate order confirmation screen. 

[ !is_filled_in(orf) => 
screen := screen+ warning message appropriate to incomplete order 

I !is_valid_policy_ID(orf.policy_ID) => 
screen := screen + warning message appropriate to invalid policy ID 

I !is_valid_order(orf) => 
screen := screen + warning message appropriate to invalid order 

I true=> 
system := system + results of validating order 

: screen := screen with order _confirmation(system,orf) ) 

I CI eanroom J 
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RequiremenL ,nalysis Using Formal Methods 

Policy Database Example #2 

After the user fills in a valid entry for the policy ID and transmits the filled-in 
order request form to the system. the system shall validate the order and 
present an appropriate order confirmation screen. 

# Condition Action 

1 !is_filled_in(orf) screen := screen + warning message 
appropriate to incomplete order 

2 !is_ valid_policy_l D( orf .policy _id) screen := screen + warning message 
appropriate to invalid policy id 

3 !is_valid_order(orf) screen := screen + warning message 
appropriate to invalid order 

4 true system := system + results of validating order 

IC leanroom I 
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screen := screen with 
order_confirmation(system,orf) 
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Financial Network Example 

11 When the user selects a specific pending 
transaction, the system shall query the appropriate 
market network servers and display a list of 
potential bid/ask prices for that transaction." 

IC leanroom I 
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Requirements Analysis Using Formal Methods 

Application Example 

"The system shall be able to import a spreadsheet 
from a comma-delimited ASCII file." 

"The system shall be able to export the 
spreadsheet to a comma-delimited ASCII file." 

I Cleanroom I 
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An Event-Trace Approach 

• Think of the object as remembering every 
event and every input value 
• remember, we aren't implementing, just modeling 
• so space and performance are not any concern 

• How could the object use that information to 
decide what to do next 

• What are all the events? 
• What independent acts could trigger a behavior? 
• Are they concurrent or serialized? 

I Cleanroom I 
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Requirements Analysis Using Formal Methods 

Event Traces Example 

• "The system shall provide the ability for users 
to add, delete, and change customer 
information stored in the database." 

• Inputs: 
• command + record 
• command e {Add, Change, Delete} 

• Outputs: 
• some kind of status 

• Model: ??? 

I CI eanroom I 
Software Engineering, Inc. 

97 

Event Traces Example 

• Suppose brand-new system, never any 
transactions 
• what would we like it to respond to Add? 

• probably "ok" 

• what would we like it to respond to Delete or 
Change? 

• probably "not found" 

I CI eanroom I 
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Requirements Analysis Using Formal Methods 

Event Traces Example 

• Now suppose system has had exactly one 
transaction 
• suppose previous transaction was Add, and we 

receive an Add 
• depends on whether same record 

• suppose previous transaction was Delete or 
Change 

• probably doesn't matter that prior transaction occurred at 
all 

• unless there is a requirement for audit/logging??? 

IC I eanroom I 
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Event Traces Example 

• Event traces lead to a logical model 
• we can say that a particular record is "in" the 

database if added and not later deleted 
• we can say that the contents associated with a 

particular record with id X that is "in" the database 
are the contents when it was last added overlaid 
with any subsequent changes 

• In this case, a partial function 
• mapping (call it CustDB) customer ID's to data 
• domain(CustDB) is all 1D's "in" the database 
• not all customer ID's represented 
• if represented, exactly one set of data, CustDB(ID) 

IC I eanroom I 
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Requirements Analysis Using Formal Methods 

Transaction Closure 

• Are data attributes sufficient to determine the 
condition or produce the behavior? 

• Are needed attribute values created through 
events and inputs? 

• Example: customer database required to 
issue warning if user tries to add same record 
more than 3 times in one hour 
• no data to support 
• need to keep count of adds ( event inputs support) 
• need to keep time of adds (event inputs do not 

support) 
I CI eanroom I 
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Pointers and Aliasing 

• Inherent problems of pointers 
• "The Storage Pool" may become shared input 

and/or output 

• Careful specification (even at statement level) 
• Adopt conventions; understand aliasing 

• Special problems if pointer becomes part of 
state 

I CI eanroom I 
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Requirements Analysis Using Formal Methods 

Special Issue: Timing 

• May need to attach timing (min and/or max) 
to specifications 

• Process may require multiple input ports, with 
possible race conditions 

• Cannot be verified using purely functional 
approach 

• Tools exist for timing analysis 

• Greatest difficulty: allocating specification 
time among functions 

JC leanroom I 
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Shared Input 

• Suppose input comes from file 

• And file-writing by other processes is not 
prevented 

• Exact point of read becomes an issue 

• Usually write 
• "someone else writes this file during this operation 

=> undefined" 

• Or write 
• "output:= function (contents of file when read)" 

I Cleanroom I 
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Requirements Analysis Using Formal Methods 

Example: Integrated System 

• Hardware may be 11 inside11 the box 
• both "soft" events (e.g. commands via telemetry) 

and "hard" events (e.g. laser beam interruption) 
are stimuli and responses 

• Abstract model includes hardware and 
software state 

• Tabular, semi-formal notation supplemented 
with natural language 

I Cleanroom I 
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Analyzing the Model 

• Conflicting outputs 
• is there a set or range of acceptable values? 

• Ambiguous functionality 
• if two testers would make different judgements 

about success or failure 
• if two designers would produce different functions 
• consider the lazy or malicious designer © 

• Inconsistent use of terms or functions 
• move toward dictionary 

• Domain gaps 

I CI eanroom I 
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Requirements Analysis Using Formal Methods 

Formalization Summary 

• Use formal methods as a tool to identify and 
remove gaps, inconsistencies, ambiguity 

• Conceptual models of data as attributes 

• Functions and relations 

• Evolve from natural language until complete 
enough 

• Define the model: boundary, data, operations 

• Define the behavior: tables or inline notation 

IC leanroom I 
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Requirements Analysis Using Formal Methods 

l111ple111entation 
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Requirements Analysis Using Formal Methods 

The Design Activity 

w Goal: Define specifications of "simpler'' 
components plus management mechanisms 

w Argue that this design is correct with respect 
to system specification 
• For any possible input or sequence of inputs that 

the system could receive, ... 
• ... the design will produce an output that is 

acceptable according to the system specification 

w Evaluate other design attributes e.g. simplicity, 
reusability, maintainability 

IC I eanroom I 
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Design Practices 

w Top-down or bottom-up matters less than that 
they meet in the middle 

w Goal: good, verified implementation 

w Subgoals: simplicity, documentation 
• supports verification 
• supports understanding 
• supports design quality assessment 
• supports maintenance and enhancement 

I Cleanroom I 
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Requirements Analysis Using Formal Methods 

The Box Structures Method 

w Three views of any method, class, component, 
or application 
• Black box view hides data and procedure 

implementation details 
• State box view hides procedure implementation 

details, exposes data implementation 
• Clear box view exposes procedure and data 

implementation, but 

w Stepwise refinement at every level 
• Designs link lower-level specifications 

J Cleanroom I 
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Designing the State Box 

w Define a concrete model of system data that 
will guide implementation 
• but each concrete data object may itself be a 

"system" requiring a conceptual model and 
specification 

w Verify the correctness of the concrete model 
w Evaluation of concrete model include 

assessment of design qualities like 
performance, maintainability, reusability 

JC leanroom I 
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Requirements Analysis Using Formal Methods 

Verifying the State Box 

w Easy way: walk through representative 
scenarios against black box and state box 

w Moderate way: write down how each possible 
value of the black box maps into a value of 
the state box 

w Hard way: formal proof using commutativity 
diagrams 

IC I eanroom I 
Soltwan, Engineering, Inc. 

113 

Policy Database - State Box 

I CI eanroom I 
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Requirements Analysis Using Formal Methods 

Policy Database - State Box 
# Condition Action 

1 lis_filled_in(orf) screen := screen + warning message 
appropriate to incomplete order 

2 !is_ valid_policy_l D( orf .policy _id) screen := screen + warning message 
appropriate to invalid policy id 

3 ! is_ valid_order( orf) screen := screen + warning message 
appropriate to invalid order 

4 true system := system + results of validating order 

I Cleanroom I 
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screen := screen with 
order_co,irmation(system,orf) 

I 
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Financial Network Example 

"When the user selects a specific pending 
transaction, the system shall query the appropriate 
market network servers and display a list of 
potential bid/ask prices for that transaction.11 

I Cleanroom I 
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Requirements Analysis Using Formal Methods 

Application Example 

"The system shall be able to import a spreadsheet 
from a comma-delimited ASCII file. 11 

"The system shall be able to export the 
spreadsheet to a comma-delimited ASCII file." 

IC I eanroom I 
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Designing the Clear Box 

w The art of programming! 
w Sequences, alternations, iterations, 

concurrency 

w In an 00 system, usually implementing the 
methods 

w Local data items may be complex as well 

I Cleanroom I 
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Requirements Analysis Using Formal Methods 

Structured Programming 

w Programs express mathematical functions 

w A program can be verified against an 
intended mathematical function to see if it is 
correct 

w Program parts can be verified independently 

w By limiting program constructs, we make 
verification practical 

w Intellectual control is achieved through 
stepwise specification, design, and 
verification 
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Verifying the Clear Box 

w Argue domains are consistent (no undefines 
in design that aren't in specification) 

w For each condition in specification 
• For each value set in specification 

• Does the design produce the same value? 

I Cleanroom I 
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Policy Database - Clear Box 
[ !is_filled_in(orf) => 

screen := screen + warning message appropriate to incomplete order 
I !is_valid_policy_ID(orf.policy_ID) => 

screen := screen+ warning message appropriate to invalid policy ID 
I !is_valid_order(orf) => 

screen := screen + warning message appropriate to invalid order 
I true=> 

bool OK= true; 
OK= orf.GetField 
if ( !OK) 

if 
el : a; .-

OK = db . CommitOrderifValid(FormStruct) ; 
if (!OK) screen.DisplayinvalidOrder(FormStruct); 
else screen.DisplayConfirmation(FormStruct) ; }} 

I CI eanroom I 
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Order_Request_Form.GetFields: 

[ !is_filled_in(this) =>screen:= .. . and return FALSE 
I true => FormStruct fields ... set from *this and return 1RUE ] 

DataBase.CheckPolicyld (Order_Request_Form orf, int ID): 

[ !is_filled_in(orf) => UNDEFINED 
I !is_ valid_policy _ID(ID) => 

screen:= ... and return FALSE 
I true=> return 1RUE] 

DataBase.CommitOrderltvalid(FormStructure fs): 

[ !is_ valid_policy _ID(fs.policy _id) => UNDEFINED 

I !is_valid_order(fs) => return FALSE and leave *this unchanged 

I true=> return 1RUE and commit fs data to *this] 
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Requirements Analysis Using Formal Methods 

"Sufficient" Correctness 

• Key to "losing" details as we move higher in 
the specification hierarchy 

• Example: 
• specification = "display error, data, and status on the user 

console in a usable manner" 
• design = "display error, data, and status in that order on the 

user console in a format described by table A" 

• Correctness argument 
• assume specification defined a relation, under which many 

formats were acceptable 
• format decision left up to designer 
• designer can also change format at will under this scenario 

I Cleanroom I 
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Sufficient Correctness Uses 

• Key to understanding assumptions 
• Example: 

• specification = "if pointer argument doesn't point to an object 
of type Foo, undefined" 

• design = "do whatever the operating system does when you 
dereference the pointer argument as pFoo" 

• Correctness argument 
• specification defines a partial function that is undefined for 

certain domain elements were undefined 
• program can do anything in that case and still be correct 
• most useful thing to do may be to let OS handle it 
• remember, though, that contracts are negotiated 

I Cleanroom I 
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Requirements Analysis Using Formal Methods 

Sufficient Correctness 

• If the expected behavior is undefined for an 
input, 
• any implemented behavior is correct behavior 

• If the expected behavior defines several 
acceptable outputs for a given input, 
• implementing any subset of them is correct 

behavior 

• If the expected behavior defines one 
acceptable output for a given input, 
• that output, and that output alone, is correct 

I CI eanroom I 
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"Checklist" Verification 

[ 1ReturnType =- null I I Actuals-= null-> UNDEFINED I 
I IReturnTYPe != ••=>return := ReturnType+• : = "+Actuals I 
I ltrue =>return:= Actuals!] 

[ I return : - s j J 

I Cleanroom I 
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s -= null => UNDEFINED 0 
s : = s+ReturnType+• := • 0 

0 
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To verify code against its written specification, we can save a little time using a "checklist" 
verification. In the example, we show a specification in the box at the top, and a sequence of 
specifications which represents the clear box. Each of the sub-specifications represents a 
single statement of code. The expansion of specification is due to the fact that single code 
statements can hide myriad details that are important to us. Here are the steps in the 
verification: 

Compare the domains of the specified and actual behaviors. Under what conditions is the 
code undefined? We can see four initially, but the (s==null) cases are impossible because 
they are preceded by a setting of s. In other words, if you carry [s := ""] into the conditions 
of the succeeding functions, you see(""== null) which is false. So the code has the same 
domain as the specification . ../ 

FOR each condition 

FOR each output value 

DOES the code produce the same output? 

In the example, there is only one output for each condition, so we have one check for each 
condition. So, assume that the 2nd condition is true: 

RetumType != null && Actuals!= null && RetumType != "" 

what does the code produce in this case? We can walk through a simple sequence of setting 
s to the empty string, appending a string based on RetumType, appending another string 
based on Actuals, and returning the result . ../ 

On the other hand, if we assume that the 3rd condition is true: 

ReturnType != null && Actuals!= null && RetumType == "" 

we also return the specified string . ../ 
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Requirements Analysis Using Formal Methods 

Financial Network Example 

"When the user selects a specific pending 
transaction, the system shall query the appropriate 
market network servers and display a list of 
potential bid/ask prices for that transaction." 

j CI eanroom I 
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Application Example 

"The system shall be able to import a spreadsheet 
from a comma-delimited ASCII file.11 

"The system shall be able to export the 
spreadsheet to a comma-delimited ASCII file. 11 
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Requirements Analysis Using Formal Methods 

Modeling FAQs 

• 01: Isn't the model writing the same program 
in another language? 

• A 1: Yes, but that's OK 
• provides another perspective on requirements 
• uses different "programming" skills 
• is largely independent of implementation issues 
• may be machine-checkable 

• 02: Why not just have an executable model? 

• A2: See A 1. Also, may sacrifice performance 
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High-Level Design Summary 

• You make the decision how many levels of 
specification 

• You make the decision how detailed and 
thorough 

• Consider defining one 11 baseline 11 level that is 
mandatory 

• And a higher one 11prototyping 11 level to 
determine if additional significant defects are 
prevented 
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Requirements Analysis Using Formal Methods 

Requirements 
in the 

Life Cycle 
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Requirements Analysis Using Formal Methods 

Incremental Development 

IC leanroom I 
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Product Analysis 

Acceptance Testing 

Increment Report 
•Increment complete 

Maintenance 

Regression Testing 

131 

The Product Analysis Activity 

I CI eanroom I 
Software Engineering, Inc. 

Copyright© 1997-99 Cleanroom Software En~ineerin91 Inc. 

All Rights Reserved 

132 



Requirements Analysis Using Formal Methods 

Develop Increment Activity 

r },c~/~--
t ~.---., " ~< > .... 

( "' ' > - ' "---
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The Management Activity 

• Prevent "mission creep" 

• Avoid unnecessary change 

• Allow orderly incorporation of new 
requirements 

• Limit designer improvisation and 
"improvement" 
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Require ents Analysis Using Formal Methods 

Management Practices 

• Use requirements attributes 
• Priority 
• Stability 
• Cost 

• Get at underlying need 
• Then examine capabilities and requirements 

• Trace to requirements for any significant 
design or implementation work 

• Assess ripple effect 

• Try to freeze incremental requirements 

I CI eanroom I 
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Types of Trace 

• Requirements to sources 
• Requirements to rationale 

• Requirements to requirements 
• Is achieved by 
• Supports achievement of 

• Specification to and from requirements 
• Architecture to and from specification 
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