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• • • • TUTORIAL DAY • • • • 

• 

A 1
--~ E S D A Y 3 0 M rr ____ . Llii0iilE M. Dyer 

The C/eanroom 
Software 

Development Method 

J. Musa 
Software Reliability 

Engineering Practice 
Airchinnigh 

Formal Methods 
and Testing 

D. Sharon 
An Analysis of CASE 

Technologies and 
Trends 

B. Seizer 
Overview of Software 

Test Techniques 

12:00 -1 :30 

1:30- 3:00 

coffee break 

3:30- 5:00 

Conference Networking Lunch 

N. Schneidewind M. Fagan 
State of the Practice Fagan Defect-Free 

in Software Reliability Process 
Engineering 

a Software Reliability Engineering Practice 
Dr. John D. Musa 
AT&T Bell Laboratories, Middletown, NJ 
This Moria! shows how software reliability engineering (SRE), an exciting 
new technology, can improve customer satisfaction, increase productivity 
and reduce cost, shorten system testing, reduce field failure risk to an 
acceptable level, and guide software development process improvement. 
The practice of SRE is described and related to each of the different soft
ware life cycle phases. Information on resources for further extending your 
ability to apply SRE will be provided. 

l;I The Cleanroom Software Development Method 
Mr. Michael Dyer 
DYCON Systems Computer Consultants, Bethesda, MD 
Cleanroom represents the first practical attempt at putting the software 
development process under statistical quality control, with a well-defined 
strategy for continuous process improvement. The Cleanroom tutorial will 
provide attendees with an understanding of the state of the Cleanroom 
practice, focusing on: a brief overview of the key technical elements of the 
Cleanroom process; a comprehensive review of current Cleanroom experi
ence; and a discussion of the generation and use of statistically representa
tive test samples for product validation, using analytical and Markov Chain 
techniques. 

II Formal Methods and Testing 
Professor Micheal Mac-an-Airchinnigh, Senior Lecturer 
Trinity College Dublin Dept. of Computer Science, Dublin, Ireland 
Formal Methods have significant contributions to make in both the develop
ment and the testing of software. Professor Mac-an-Airchinnigh will exam
ine the nature of the Formal Method, to present its origins and ancestry and 
to give a survey of some of the methods currently in use. This will place you 
in a knowledgeable position, better able to judge what indeed is a formal 
method and what is not Such a skill constitutes the first level of engineering 
expertise -- an appreciation of the power and limits of a given technology. 
The other skill levels of use and exploitation require a much longer training 
period. 

liJ An Analysis of CASE Technologies and Trends 
Mr. David Sharon, President 
CASE Associates, Inc., Clackamas, OR 
CASE is an excellent acronym to be applied to all the managerial, technical, 
maintenance, and support activities in building new systems and enhancing 
existing systems. This seminar will describe the key technologies and 
trends affecting your ability to develop higher quality software more produc
tively. The components of a complete CASE environment will be described, 
followed by a description of the major technical and organizational issues in 
implementing CASE. At the conclusion of this seminar, you will be better 
prepared to be a smart CASE tools and methods shopper. 

II Overview of Software Test Techniques 
Dr. Boris Seizer, Independent Consultant 
ANALYSIS, Inc., Huntingdon Valley, PA 
This Moria! is an overview of the testing field. It will provide you with the 
technical and conceptual vocabulary of testing. It will: (1) expose you to the 
ideas and terminology involved with testing; (2) give you a perspective from 

J. Voas 
Software Testability: 
Past, Present and 

Future 

W. Deibler 
Comparing the SE/ 
Capability Maturity 

Mode/(CMM) 
to/SO 9001 

B. Poston 
An Integrated 

Solution to 
Specification-Based 

Testing 

which you can judge for yourself the parts of the field that are most likely to 
be useful; (3) present enough of the concepts and terminology to enable 
you to talk with and understand those who know the details; and (4) help 
you plan how to best learn this vocabulary. 

II state of the Practice in Software Reliability Engineering 
Mr. Norman F. Schneidewind, Prot of Information Services 
Naval Postgraduate School, Monterey, CA 
During this tutorial you will learn the state of the practice in software reliabil
ity engineering (SRE) and how to implement a software reliability program 
for your organization. You will learn how to define, collect, compute, vali
date and apply reliability metrics to reliability assessment, tracking , and pre
diction. A case study of the application of SRE to the NASA Space Shuttle 
Flight Software will be used to support the tutorial . 

II Fagan Defect-Free Process 
Mr. Michael Fagan, Consultant 
Fagan and Associates, Potomac, MD 
One of the most critical problems facing the software industry is the need to 
simultaneously shorten delivery schedules and improve product quality, 
while showing measurable results now. The Fagan Defect-Free Process 
shows how this can be done through the use of Fagan Inspections which 
can be conducted on requirements, design, code, user documentation, and 
test plans/cases. Developers will be empowered to improve their own work 
processes, the acceleration of SEI/CMM maturity in the organization, as 
well as facilitating ISO 9000 certification . 

Iii Software Testability: Past, Present and Future 
Dr. Jeffrey M. Voas, Vice President of Research 
Reliable Software Technologies Corporation, Reston, VA 
Research into software testability is being performed more today than ever 
before. Government agencies are now funding larger amounts of software 
testability research in their software reliability and software engineering 
budgets. Yet many software testing practitioners barely know how these 
assessments are useful. This tutorial begins with an introduction to testabil
ity and then focuses on testability and its future impact on automated soft
ware testing. Hints on ways to increase testability using design-for
testability guidelines are also covered. 

II Comparing the SEI Capability Maturity Model (CMM) to 
ISO 9001 

Mr. William J. Deibler 
Software Systems Quality Consulting, San Jose, CA 
This tutorial is for anyone who requires an understanding of ISO 9001, Ver
sion 1.1 of the Software Engineering Institute (SEI) Capability Maturity 
Model (CMM), and the relationship between these two models as they 
apply to software engineering. The tutorial will prepare you to build durable, 
maintainable business practices on the ISO and SEI frameworks. 

II An Integrated Solution to Specification-Based Testing 
Mr. Bob Poston, President, PEI Division 
Interactive Development Environments, San Francisco, CA 
The process for automated specification-based software testing, as well as 
the categories of tools necessary to implement it, are described in this tuto
rial. Included is a description of what each tool does, the pros and cons of 

eaeh tool type, and what to look lor when evaluating tools in each category. 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 



'I 
I 
I 
I 
l 
I 
I 
I 
:I· 

I 
I 
I 
1: 
I 
I 
,I 
I 
I 
I 

Conference Proceedings 

Paper Tu-A 

Software Reliability 
Engineering Practice 

TUTORIAL 

Mr. John D. Musa 
AT&T Bell Labs 

Quality Week 1995 

Dr. John D. Musa is Technical Manager of Software Reliability Engineer
ing at AT&T Bell Laboratories. He has varied and extensive experience as a 
software developer and software development manager. He has been involved in 
the field of software reliability engineering since 1973, developing two models, 
originating the concept and application of the operational profile, and the integra
tion of SRE into all phases of the software development cycle. Dr. Musa is an 
international leader in software engineering and is a Fellow of the IEEE, cited 
for "contributions to software engineering, particularly software reliability." He 
was recognized in 1992 as the individual that year who had contributed the most 
to testing technology. 

Software Research Institute [QW9S-46] San Francisco, California 
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Software Reliability Engineering {SAE) 
Practice 

SOW-2 

John D. Musa 
AT&T Bell Laboratories 

Murray Hill, NJ 

Outline 

-+ 1. What is SAE? 

2. How can SAE benefit me? 

3. How do I practice SAE? 

What is SAE? 

., 

Applied science and practice for planning and managing 
the reliability of software-based systems 

1 . Reliability: degree of absence of failures during 
execution. which depends on system use and 
environment 

2. "System• can be at different levels (subsystem, 
network) 

3. SAE extends over life cycle 

~ 

SOW-3 ., 



Reliability 

1. Specific alternative definitions, easily convertible: 

Oehnmon 

SOW·• 

A. Reliability: probability of failure-free execution 
for specified period 

ILLUSTRATION: 
Reliability of 0.992 for 8 hr of execution time 

B. Failure intensity: failures per unit execution 
time 

ILLUSTRATION: 
Failure intensity of 1 failure/1000 CPU hr 

., 

Reliability 

2. Execution time: time processor is actually executing 
program (CPU hr) 

3. Conversion formula 

R = reliability 
A = failure intensity 

R = exp(-A,) = exp((-0.001)8] 

= (-0.008) = 0.992 , = period of execution 
time 

., 

When is SRET Practical? 

Although in theory, SRET can be used in testing any 
software-based system or component, it is cost-effective 
for: 

1. System and a few major components that need to be 
tested separately, or 

2. Components intended for extensive reuse whose 
size makes exhaustive testing impractical 

Qet,n,t,on 

SOW i) ., 
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Outline 

1. What is SAE? 

~ 2. How can SAE benefit me? 

3. How do I practice SAE? 

saw 1 ., 

How Can SAE Benefit Me? 

1 . Helps your system gain competitive edge in quality by 
more precisely supplying customers the tradeoff among 
reliability, delivery date, cost they want 

A. Right tradeoff is more profitable for operations of 
your customers 

B. Most important factor affecting profitability of your 
organization is customer-perceived quality of your 
product (top third 29%, bottom third 14%) 

C. You may be developing or operating the system 

2. Reduces risk of unsatisfactory reliability by: 

A. Planning and tracking reliability during development 

B. Testing the way system will be used in field 

-· SOW·8 · 1 

How Can SRE Benefit Me? 

3. Increases efficiency and reduces work load of 
development with: 

A. quantitative objectives 

B. focused effort based on use and criticality of 
functions 

4. Increases customer satisfaction by structuring 
communication on which functions are most used 
and most critical 

5. Benefit/cost ratio generally exceeds i ~ 

., 



Example: AT~T International 
DEFINITV R Project -

Competitive Edge Gains 

Applying SAE and related technologies: 

1 . Increased customer satisfaction significantly (factor 
of 1 O sales increase due to quality improvement, 
aggressive sales plan) 

2. Increased reliability 

saw 10 

A. Factor of 10 reduction in customer-reported 
problems 

B. No serious service-affecting outages in first two 
years 

., 

Example: AT&T International 
DEFINITY® Project

Competitive Edge Gains 

. 3. Speeded delivery 

A. Factor of 2 reduction in system test interval 

B. 30% reduction in total project development 
interval 

4. Reduced cost (increased productivity) 

SOW· ll 

A. Factor of 2 reduction in system test costs 

B. Factor of 10 reduction in program maintenance 
costs 

., 

SRE Practice in AT&T 

1. Best Current Practice since 5/91 (based on 
widespread practice, documented strong benefit/cost 
ratio, probing review) 

2. AT&T Bell Laboratories President's Quality Award: 
4 of 5 software winners used SAE 

3. Operations Technology Center of Network Services 
Division: part of standard software development 
process (undergoing ISO certification) since 4/92 

4. Business unit with most SAE use (Consumer 
Communications Services - Network Services 
Division) won 1994 Malcolm Baldrige National 
Quality Award 

SOW 12 ., 
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Outline 

1. What is SRE? 

2. How can SRE benefit me? 

~ 3. How do I practice SAE? 

SOW·13 ., 

How Do I Practice SRE? 

MAJOR PROJECT ROLES 
ACTIVITY PHASES RESPONSIBLE 

• 1. Develop Requirements, System engineers, 
operational Architecture, system architects, 
profile Design and developers 

Implementation 

• 2. Define Requirements System engineers 
"failure• with 
severity 
classes 

SOW- 14 
., 

How Do I Practice SRE? 

MAJOR PROJECT ROLES 
ACTIVITY PHASES RESPONSIBLE 

• 3. Set failure Requirements System engineers 
intensity 
objectives to 
maximize 
customer 
satisfaction 

• 4. Engineer Architecture, System architects, 
product, Desij1n and project mana~er 
development Implementation 
process 

P1«UCt1 

~ow 1:i ., 



• 5. 

• 6 . 

How Do I Practice SAE? 

MAJOR PROJECT ROLES 
ACTIVITY PHASES RESPONSIBLE 

Certify failure Design & System testers 
intensities of Implementation 
acquired 
software 
components 

Test system System Test, System testers, 
to failure Beta Test Beta testers 
intensity 
objectives 

Pr.M.:tlee 

SOW· 16 ., 

How Do I Practice SAE? 

MAJOR 
ACTIVITY 

PROJECT 
PHASES 

ROLES 
RESPONSIBLE 

• 7. Monitor field failure 
intensities vs. 
objectives to: 

Field 
Operation 

A. Time new feature 
introduction 

B. Guide product 
and development 
process 
improvement 

SOW - 17 

Field personnel 

System engineers. 
system architects 

., 

What Are Functions 
and Operations? 

1 . A function is an independently and externally initiated 
complete task, to be performed by a system, as 
viewed by user 

Illustrations: specific command, transaction, 
processing of external event 

2. An operation is a function , set of functions, or part of 
a function implemented in a system 

3. Functions and operations: 

A. Generally initiated and followed by external 
interventions (human or machine) 

B. Can be executed over several machines 

G. Gan D@ executgd in nonconliguous time 
segments 

Opt,1~tU'WI PrCJlile 

sow lti ., 
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What Are Functional and 
Operational Profiles? 

1. A functional profile is a set of functions and their 
probabilities of occurrence 

2. An operational profile is a set of operations and their 
probabilities of occurrence 

Illustration: Airline reservation system with 1000 operations/hr 

OPERATION OPERJHR PROB. 
Reservation: single leg flight 
Reservation: flight with single connection 

600 0.6 
300 0.3 

SQW. 19 

Develop Operational Profile -
Procedure 

1 . Identify user types 

2. Determine system modes 

3. List functions, identifying critical ones 

., 

4. Determine function occurrence rates for each system 
mode 

5. Determine function occurrence probabilities 
(functional profile) for each system mode 

Operat"1IWI Prol• ~- ~ 

Develop Operational Profile -
Procedure 

6. Map functions to operations 

7. Determine operation occurrence probabilities for 
each system mode 

8. Determine critical operations 

9. If operations interact and have correlated_ occurrence 
probabilities, develop operational scenano profile for 
each system mode (operational scenario: sequence 
of operations) 

::;ow i 1 



Define Failure with Severity Classes 

• 1. Failure and fault 

• 2. Severity classes 

S0W l2 

Failure and Fault 

FAILURE 

Departure of program 
behavior in execution 
from user requirements 

User-oriented 

FAULT 

Defect in program that 
causes the failure when 
executed 

Developer-oriented 

Severity Classes 

1 . Classification criteria 

A. Human life impact 

. ., 

B. Cost impact (including loss of present or 
potential business) 

• C. Service impact 

2. Classes widely separated (for example, order of 
magnitude for cost) 

saw 2• . ., 
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Service Impact Classification -
Illustration 

SEVERITY CLASS DEFINITION 

Complete unavailability to users of services 
essential to them 

2 Degraded availability to users of services 
essential to them 

3 Unavailability to users of services but 
workarounds available 

4 Unavailability of capabilities that don't affect 
users 

") 

Set Failure Intensity Objectives 
to Maximize Customer Satisfaction 

1 . Base on analysis of specific user needs; existing 
system reliability and customer satisfaction; 
competitor capabilities; tradeoffs among failure 
intensity, delivery date, cost 

ILLUSTRATION: 
5 failures/1000 CPU hr 

2. May have multiple objectives (for example, for 
different failure severity classes) 

SOW-2'i ., 

System Failure Intensity 
Objective Guidelines 

TYPICAL TIME 
OBJECTIVE BETWEEN 

FAILURE IMPACT (FAILURES/HR) FAILURES 

Hundreds of deaths, more 10-9 114,000 years 
than $109 cost 

One or two deaths, 10 - 6 114 years 
around $107 cost 

Around $100,000 cost 10 - 3 6 weeks 

Around $5000 cost 10-2 100 hr 

Arourn;t ~~OQ co~l 10 -1 10 hr 
Around $1 0 cost 1 hr 

sow 27 



Engineer Product and 
Development Process 

1. Analyze functional profile and critical functions list to: 

E_, 

A. Find opportunities to reduce costs by 
implementing Reduced Operation Software 
(ROS) concept 

B. Find opportunities to deliver high use/criticality 
functions faster with operational development 

C. Manage performance 

D. Guide architecture development 

E. Allocate process resources and priorities 
throughout development and test (including 
reviews, product improvement efforts) 

SQW-28 ., 

Engineer Product and 
Development Process 

2. Allocate failure intensity objectives among 
components 

3. Determine mix of reliability strategies (fault tolerance, 
reviews, test) Affects: 

A. Product design 

B. Process design 

Certify Failure Intensities of 
Acquired Components 

1 . Establish acceptable discrimination ratio and risk 
levels for each failure severity class 

·2 

RECOMMENDED 
DEFAULT 

A. Discrimination ratio (measurement 
error factor) 

B. Consumer risk (risk of falsely saying 
objective is met) 

C. Producer risk (risk of falsely saying 
objective is not met) 

CtH11ty Acqu,red Camp,on,t,,,is 

SOW-30 
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Certify Failure Intensities of 
Acquired Components 

2. Test with operational profile (integrate component 
into system if component operational profile not 
available) 

3. Record execution times and severity classes of 
failures 

• 4. Generate reliability demonstration chart for each 
severity class, applying to each failure time in 
sequence 

., 

Illustration: 
Reliability Demonstration Chart 

Failure 16 FAILURE 
FAIL. TIME number 14 
NO. (CPU HR) DECISION 

12 Reject 
10 1 15 Continue 

2 25 Continue 
8 Continue 3 100 Accept 
6 

4 Accept 
2 

0 
0 40 80 120 160 200 

Failure time (CPU hr) 

c-.,,,-..,~ 
SOW-32 ·2 

Test System to Failure Intensity 
Objectives - Procedure 

1. Plan: 

sow 33 

A. Operational test: each operation tested 
separately 

B. Load tests: all operations in each system mode 
tested simultaneously 

C. Regression test: abbreviated load test used to 
uncover faults spawned by program changes 

., 



Test System to Failure Intensity 
Objectives - Procedure 

• 3. Execute tests 

• 4. Identify failures and record data 

• 5. Estimate failure intensities 

• 6 . Analyze behavior of failure intensities 

7. If customer requires acceptance test, rehearse it by 
applying "certify acquired components" method to 
system 

Test Sys,am 

SOV..:14 

Terms 

1 . Run: single execution of an operation 

2. Input variable: any variable or condition external to 
program that affects it 

3. Input state: complete set of input variables for a run 
with associated values 

4. Input space: all possible input states of program 

SOW-35 ·2 

Terms 

5. Run type 

A. Run corresponding to a specific input state 

B. Illustrations: command with parameter values, 
transaction with data values 

6. Test case: specified run type to be used in test run 

7. Test scenario: sequence of test cases 

TessSySldm 
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Create Test Cases and Scenarios 

1. Choose among recorded, prepared, or generated 
test cases and scenarios 

2. Recording test cases and scenarios 

• 3. Preparing test cases and scenarios 

4. Generating test cases and scenarios 

TIISl Sys,.m 

SOW-37 

Preparing Test Cases 

·3 

• 1. Select operation (select values of key input variables 
that determine operation) 

• 2. Select run type (select values of rest of input 
variables) 

3. Selection can be manual, but automated test case 
selection recommended 

Test System 

SOW-39 

Input Space 

~ratio•-{.~ 
Input Space 

Run Type 
(Input State) 

., 

.. 



Select Operation 

1. Guide "big picture· allocation of test effort within 
system mode by selecting operations in proportion 
to: 

A. operational profile occurrence probabilities for 
noninteracting operations with independent 
occurrence probabilities 

8 . operational scenario occurrence probabilities 
for interacting operations with correlated 
occurrence probabilities 

2. Keep selection probabilities stationary with respect to 
time 

Select Operation 

3. Random selection not essential but helps avoid 
unconscious bias 

4. Insure input space coverage (sum of occurrence 
probabilities of operations selected) ~ overall (all 
failures) reliability requirement 

Illustration: 0.99 reliability requires 99% input space 
coverage n or more times 

., 

Select Run Type 

1 . Select run type within operation with equal 
probabilities, unless you have high confidence 
knowledge of especially high use and especially high 
likelihood of failure 

2. Random selection not essential but recommended to 
avoid unconscious bias 

3. Explore input space of operation fully 

., 
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Execute Tests 

1 . Test each system mode separately 

2. Data cleanup 

A. Reinitialize when starting test of new system 
mode unless it usually starts with nonzero soak 
time 

B. Use same cleanup policy (e.g., discrete interval 
vs continuous) and rate as expected in field 

3. Don't repeat a run type except to gather more 
information on failure conditions, verify fault removal, 
or check for faults spawned by fault removal 
(regression testing) 

T•SIS)'$lem 

SOW·-43 

A. Repetition inefficient, provides no information 

B. Very large test case population avoids 
repetition without need to record selections 

Identify Failures and 
Record Data 

•3 

1. Input state: for potential rerun to gather information, 
venfy fault removal, check for spawned faults 

2. Output state: for post-test examination 

3. Failure data 

A. Execution times (preferable) or failures in 
execution time period 

B. Failure severity class 

·3 

Estimate Failure Intensities 

1. Choose model 

2. Execute SAE estimation program: for all failures or 
failure severity classes, as required 

• A. Prepare program inputs 

B. Check model fit, change model if indicated 

• C. Read present failure intensity (with confidence 
limits) from tabular output 

D. Generate failure intensity vs calendar time plot 

TdSISyst.,,m 

SOW-45 
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Execute SAE Estimation Program: 
Prepare Program Inputs 

INPUTS (SOME HAVE DEFAULTS) NEEDED FOR 
1. Failure times or failures Always 

in period, model choice 

2. Failure intensity objective Projecting progress, 
certifying objective met 

3. Total and developed Program evolving, where 
instructions per stage, failure time adjustment 
failure time adjustment is to be used 
flag 

4. Plot control parameters Change standard plots 

Tes1 Sysfem 

SOW-46 .. 

Execute SAE Estimation Program: 
Read Present Failure Intensity 

CONF. LIMITS MOST CONF. LIMITS 
75% LIKELY 75% 

PRESENT FAIL. INT. 1600 2000 2500 

Tt1S1Sy$16m 

SQW-4 7 .. 

Analyze Behavior of Failure Intensity 

1. Compare system (average over system modes) 
failure severity class failure intensities with 
corresponding objectives to: 

A. Identify ·at risk" schedules or reliabilities 

B. Guide release to beta test, general availability 

2. Analyze failure intensity trend behavior, determine 
cause of significant discontinuities and recommend 
appropriate action: 

SOW48 

A. System evolution: may indicate poor change 
control 

8 . Operational profile change: may indicate 
nonstationary test selection or inaccurate 
operational ~rQfile 
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Typica·1 Failure Intensity Trend 
Behavior in System Test 

Failure 
intensity 

TBSISyst_,, 

Present 
Execution lime 

Most 
- ·- ·· Likely 

SOW-49 "J 

Typical Failure Intensity Trend 
Behavior in System Test 

Confidence interval decreases with execution time 

Failure 
intensity 

r.11,1srs-,n 

SOW·SO 
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Analyze Failure Intensity Trend 
Behavior - Discontinuities 

10000 

5000 

1000 
. Failu~e 500 m1ens1ty 
(failures/ 
1000 hr) 100 
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Monitor Field Failure Intensities 
vs Objectives -

Time New Feature Introduction 

1. Collect failure data and execute reliability estimation 
program 

2. Compare x% upper confidence bounds of failure 
intensities with objectives (per severity class) 

-

A. Above: freeze new feature introduction 

B. Below: resume new feature introduction (allow 
margin if new features are expected to 
introduce large number of faults) 

., 

Monitor Field Failure Intensities 
vs Objectives -

Time New Feature Introduction 

5000 

1000 Unsatisfactory 

500 
Failure 

intensity I oo 
(failures/ 

50 1000 hr) 

-

IO 
5 

1/84 7/84 1/85 7/85 

UpperC.L. 
Mosl Likely 
LowerC.l .. 

Guide Product and Development 
Process Improvement 

1. Analyze failures 

2. Improve product 
A. Determine most used, most critical, least 

reliable components 
B. Determine which components should be 

redeveloped (return on investment primary 
consideration) 

C. Determine if and what fault tolerant features 
should be added 

3. Improve development process 
A. Analyze failures 
B. Evaluate new technologies and tools used on 

project 
C. Redesign process, including amounts of review 

and test 

· 2 
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Conclusion 

1. SAE is unique in guiding you to efficiently achieve 
maximum customer-perceived quality (balance of 
reliability, delivery date, cost) with high confidence 

2. Your skill in SAE can help: 

SOW·S5 

A. Increase your confidence in products you 
deliver 

8 . Increase team efficiency and profitability 

To Explore Further 

1. Musa, lannino, Okumoto; Software Reliability: 
Measurement, Prediction, Application, 
McGraw-Hill, 1987. 

2. Musa, J . 0 ., "Software Reliability 
Engineering,· Duke Distinguished Lecture 
Series Video, University Video 
Communications, 415-813-0506 

3. Musa, J . D., "Operational Profiles in Software 
Reliability Engineering•, IEEE Software, 
March, 1993. 

4. Lyu, M. (Editor) , Software Reliability 
Engineering Handbook, McGraw-Hill, to be 
published 1995. 

., 
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CLEANROOM TUTORIAL AGENDA 

Overview of the Cleanroom Method 

Experience from Use of the Cleanroom Method 

Statistical Test Theory and Evolution 

CLEANROOM TUTORIAL OBJECTIVES 

Update on the State of the Cleanroom Practice 

Markov Analysis in Cleanroom Testing 
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WHAT IS THE CLEANROOM METHOD 

'. 

Technical and Organizational Approach to 

Developing Software with Certified Reliability 

Relies on Mathematics Based Design Methods 

for Developing Software with Enhanced Quality 

Introduces Reliability Prediction into Software 

Development to Certify Product Quality 
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CLEANROOM OBJECTIVES 

Develop and Release Software with Known Reliability 
'· 

Formal Design Methods for Enhanced Quality 

Statistical Methods for Reliability Prediction 

Focus Development on Customer's Reliability Interest 

Design and Test for User Environments 

Measure Reliability as Mean-Time-To-Failure 

Introduce Software to Statistical Process Control 

Measure and Correct Development Process 

Meet or Better Product Quality Targets 
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CLEANROOM HISTORY 

1980-1983: Definition Phase 
Select the Software Specification and Design Methods 

. ' 

Select the Correctness Verification Model 
Define the Statistical Testing Approach 
Develop the Software Reliability Theory and Models 

1984-1985: Experimentation Phase 
Use Method for Variety of Applications 
Work with Mid-sized Software Prodcuts (50 Ksloc Range) 

1986-1987: Assessment and Rework Phase 
Scale-up to Larger Product Developments 
Introduce Box Structures for Specifications 

1988-Present: Technology Insertion Phase 
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WHERE CLEANROOM FITS IN THE DEVELOPMENT PROCESS 

Requirements Analysis 

/ 
• 

/ 
/ 

/ 
/ 

/ 
/ 

/ 
/ 

/ 

, 
System Design 

Hardware/Software Design 

I Hardware/Software Developmen~ 
' 

System Integration/Test 

' ' Functional Specification 
Construction Plan 

Executable Increments 

Box Structures 

Correctness Proofs 

Input Probabilities 
Certification Tests 
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CLEANROOM FUNDAMENTAL PRINCIPLES 

Products Developed as a Hierarchy of Increments 

Increments, Including First, Executable By External Command 
Increments Rigorously Specified and Implemented 

Design Performed by Top-Down Refinement 
Rigorous Verification at Each Step in the Refinement 

Reliance on an Iterative Specify-Design-Verify Paradigm 

Certified Products Delivered to Customer 
Testing with Representative Usage Samples 

Sampling Supports Inference on Product Reliability 
Markov Analysis Provides Rigor 
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CLEANROOM PROCESS OVERVIEW 

Formal Construction 
Specification - Plan Increment #1 

.____D_es_ig~n_l-1 

Increment #2 

,.____D_e_s1_...· g_n __.I - I 

Increment #N 

,.____D_e_s__._.ig_n ___.I - I 

Develop 1

1
- .__ _ __..__...,--=--

1
- ; 

. I : 
Test 

Pre aration I : 
I : 
I : 
I : 

Develop 1
1
-1 '---_C_er_ti__,· f Y.____,~ -~ -{ ~ 

I 11 Test 
Pre aration I : 

I : 
I : 
I : 
I : 
I : 

Develop 1

1
-IL-__ Cer_ti__.fY,____,~ - J~ ~ 

Test . 
Pre aration 
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CLEANROOM FORMAL SPECIFICATION 

Addresses the Externals of the Software 
Functions and Environment 

Platform and Application Interfaces 
Initialization and Termination 

Planned Use and Performance 

Commands, Events, Modes 

Representative Usage Profiles 

Response to Abnormal and Undesired Events 

Defines Current Level of Requirements Understanding 
As Complete and Formal As Feasible 

Released in Multiple Preliminary Forms 
Intelligible by the Customer 

Approved prior to Any Development 
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CLEANROOM CONSTRUCTION PLAN 

Defines the Executable Increments 

Sizes, Contents, Interfaces 

Availability of Reusable Components 

Establishes Development and Certification Schedules 

Sequence for System Integration 

Configuration Management Practice 

Provides a Vehicle for Managing Compliance 

Parallel Development and Certification Activities 
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SAMPLE CLEANROOM CONSTRUCTION PLAN 

Product 
Development 

Team A 

TeamB 

Test 
Preparation 

Certification 
Testing 

Increment 
1 

Increment 
1 

Increment 
2 

Increments 
1 and2 

Increment 
1 

Increment 
3 

Increment 
4 

Increments 
1, 2 and 3 

Increments 
1 and 2 

Increments 
1, 2, 3 and 4 

Increments Increments 
1, 2 and 3 1, 2, 3 and 4 
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INCREMENT DESIGN SPECIFICATIONS 
BASED ON THE BOX STRUCTURE ALGORITHM 

DEFINE 
BLACK BOX 

DEFINE 
STATE BOX 

DEFINE 
CLEAR BOX 

1. Identify Inputs 

2. Define Responses in terms of Input Histories 

3. Define State Data to Represent Input Histories 

4. Identify Which State Data to Be Maintained at this State Level 

5. Update Black Box Responses to Refect Inputs and State Data 

6. Verify the State Box 

7. Record State Data References by Inputs 

8. Define State Data Abstractions 

9. Update State Box to Refect Use of Lower Level Black Boxes 

10. Verify the Clear Box 
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CLEANROOM SOFTWARE DESIGN MODEL 

Design in Small Steps 

Repeatable Work Process 

Specify - Design - Verify - Document 

Example of Typical Design Flow 
Design 
Action 

Specify 

Refinement 
Recording 

pkg a 
_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ spec __________ _ _ 

Design body 
uses b,c 

end a 
proc b pkg c 

Specify [fen] spec ----fie~in _________ _______ 6octi _____ _ 
uses d 

end c 
pkg d 

Specify spec 
- - Design body - - - -

end d 

Decomposition 
Step 

1 

2 

3 
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FUNCTIONAL CORRECTNESS MODEL 

Stepwise Decomposition of Product Requirements 

Requirements Restated as Mathematical Functions 

Function Explicity Specified for Each Decomposition 

Corresponding Design Identified for Each Decomposition 

Data and Logic Design for Fully Decomposed Requirements 

Remaining Requirements Requiring Further Decomposition 

Correctness Based on an Equivalence Comparison 

Stated Function and Proposed Design for Each Decomposition 

Correctness of Preceding Decompositions Not Reconsidered 
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- - - - - - - - - - - - - -
EXAMPLE OF THE APPLICATION 

OF THE FUNCTIONAL CORRECTNESS MODEL 

YES l=JAND 

l=K AND 

K=l 

NO 

l=JOR 

J=KOR 

K=l 

YES 

DYCON Systems 

YES 

1. -<Oetwmlne ff d1t1 value lrlpl• forms trlangle and print type> 

2. proc TRIANGLE 
3. -<l,J,K are data lrlpte varlablH and DONE la EOF Indicator> 

4. var l,J,K: Real 
5. DONE: Boolean 

6. -<Input data trlple and test tor EOF, Exll when EOF reached. 

7. D1termln1 tf data lrlpl• repreunts aides ol a lrlangla, 
8. claulfy and print ea equllal1ral,l1oscelea or aealana. > 

9. begin 

10. -<Input llrsl data trlpla or EOF from 1y1tam file. > 

11. rHdl,J,K 
12. read DONE 

13. - <Whan EOF rHd,exlt procedure; otherwlH check If lnpula 

14. are aldH of trlangle, lhen clnalty and print type. > 

15. whll• (,DONE) 

16. ~-<DONE• fatu: determine U currant Input triple forms 

17. lrlangle, cluslfy/prlnt and rNd nut Input lrlpla. > 

11. loop 

........... 19. 

.......... 20. 
21 . 

22 . 

23. 

24 . 

25 . 

25. 

27. 

21. 

29. 

30. 

31 . 

32. 

33. 

34. 

35. 

35. 

37. 

31. 

-<Check It l,J ,K are v1lld hl•ngle lkfH,claulty type 

bated on aide r1l1tlon1hlps and print 1esuH1. > 

It (l+J > K) and (J+K > I) and (K+I > J) then 

-<THI that aum of any two trlple values la greater 

than third value for valuH to be trlangl• sides.> 

tf (I• J} and (J • K) and (K • I) then 

-<I• J • K mean, hlangl• I• (t(IUll1t111I. > 

prlnl ('EQUILATERAL TRIANGLE') 

-<Not aqullateral, 10 chKk further f~r type. > .,,. 
H (I• J) or (J • K) or (K • I) lhen 
-<Any two valuH equal maan, l101c1les. > 
prlnl ('ISOSCELES TRIANGLE") 

-<All three valuH unequal m11n1 acalana. > 
.1 .. 
prlnl ('SCALENE TRIANGLE") 

•nd 
•nd 

-<No trlangla If sum of two not greater than third.> ., .. 
39 . prlnl ('NOT A TRIANGLE") 

40. and, 

41 . -<Input next data lrlple or EOF from system 111•. > 
42. read l,J,K 

43. read DONE 

44, and 

45. end 

Is loop termination guaranteed for any argument of the 

predicale on line 15 (ie. ~DONE) 

AND 

Does lhe behavior spec on line 13 equal the behavior spec 

on line 16 followed by the behavior spec on line 13 when 

lhe predicate on line 15 (ie. ~DONE) is true. 

AND 

Does the behavior spec on line 13 equal identi ly when the 

predicale on line 15 (ie. ,DONE) is false. 
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CLEANROOM CERTIFICATION TESTING 

Product Inputs Statistically Described 

Input Distributions to Reflect Expected Product Use 

Data Ranges and Distributions for Product Inputs 

Representative Test Samples Randomly Selected 

Driven by Input and Data Value Distributions 

Keyed to Function Availability in a Product Release 

Additional Test Work during Test Conduct 

Recording of All Test Execution Times 

Computing the Times between Product Failures 
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MODEL FOR SOFTWARE RELIABILITY 

Reliability as the Product's Mean-Time-To-Failure (MTTF) 

Modelling Assumptions 

Statistical Test Results Used as Model Input 

MTTF Predictions Based On Product Increments 

Product Exhibits Reliability Growth across Test 

Modelling Approach 

Product Reliability Computed as Weighted Sum of 
Increment Predictions 

Product Reliability Extrapolated from Test to 
Operational Environment 
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EXAMPLE OF MTTF PROJECTIONS 
FOR A SAMPLE PRODUCT INCREMENT 

250r--·--------------------, 
/ 

// 

200 
. II // . 

........................ : .................................................................... /1"······· · 

Seconds 150 ............................................................... . 

100 .................................................... . 

----- .;;, ····· ... 

50 ..................................................... ..................................... . 
~ 

0 L..J-_, _ _..._ __ --'------'---------"---------__.__. 

Projection At I st Release 
Projection At 2nd Release 

Projection At 3rd Release 
Projection At 4th Release 

Projection At 5th Release 

Time-Between-Failure Data Points 
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CLEANROOM IMPACTS ON A PRODUCT LIFE CYCLE 

GENERATING A PRODUCT SPECIFICATION 
Identify Function and Performance 

but include 
Usage Profiles and Construction Plans 

SOFTWARE DESIGN/IMPLEMENTATION 
Implement Product In Executable Increments 

but use 
Box Structures and Functional Correctness Model 

INDEPENDENT PRODUCT TEST 
Integration & Test of Executable Increments 

but only using 
User Representative Test Samples 

BASIS FOR SOFTWARE ACCEPTANCE 
Demonstrated Function and Performance 

but with 
Certified Software MTTF 
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EXPERIENCE IN THE USE OF CLEANROOM 

Where and How Used for Software Development 

Impacts on the Software Development Process 

Impacts on the Developed Software Products 
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INCREMENTAL METHODOLOGY INTRODUCTION 
WITH THE CLEANROOM BUILDING BLOCKS 

Prerequisite Baseline Capability 
Established Structured Programming Practice 
Formal Inspection Practice (i.e. Fagan) 
Accepted Software Configuration Management Procedures 

Cleanroom Building Blocks 

CD Correctness Verification through Continuous Inspection 

Elimination of Developer Unit Test Step in Process 

(2) Formalized Approach to Software Specification 

G) Statistical Approach to Software Testing 

@ Prediction and Use of Software Reliability 
Statistical Process Control for the Software Development 
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TYPICAL FLOW FOR METHODOLOGY INTRODUCTION 

Baseline 
Capability 

CD -- Correctness ... No Developer 
Verification Unit Test 

(z) Formal -- Specifications 

® Statistical --- Testing 

I@ 4 MTTF Process ... 
Prediction 

... Control 

DY CON Systems 7201 Wisconsin A venue Suite 780 Bethesda, MD 20814 

-------------------



-------------------

ELEMENTS OF THE BUILDING BLOCKS 

Development Baseline Verified Formal Statistical Reliability 
Activity Design Design Testing Measurement 

External Specification 
Product Usage 

Planning Reliability Targets 
And Defined Milestones 

Analysis Product Increments 

Estimation Parameters 
Process Correction 

Natural Language Specs 
Specification Formal Internal Specs 

And Top-Down Analysis 
Design Structured Prog Theory 

Spec-Design-Verify 

Verification Formal Inspections 
Correctness Proofs 

Structured Prog Practice 
Coding Spec-Design-Verify Rule 

Product CM 

Product CM 
Selective Unit Tests 

Testing Minimal-No Unit Test 

Selective Functional Tests 
Statistical Functional Test~ 
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SUMMARY OF THE CLEANROOM USERS 

IBM Corporation 

Most Software Development Divisions 

Small (10 Ksloc) to Medium (50 Ksloc) Sized Products 

Development Performed Within Single Department 

Growing Body of Cleanroom Practioners 

NASA Goddard Software Engineering Lab 

Continued Evaluation and Tailoring of Process to Environment 

Experimental Results Show Favorable Trends for Quality and Productivity 

DOD STARS Initiative 

Definition of Detailed Software Development Process 

Evaluation of Proposed Process for Army Software Development 

Industrial Use of Cleanroom Starting 

Ericsson Telecom for Operating System Development 

AdStaR for Interface Testing of Tape Drives 
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NET EXPERIENCE ON PROCESS IMPACTS 

Improved Software Specifications 
Correctness Verification Forces Completeness 
Formal Specification Methods Force Accuracy 

Correctness Integrated into Design Practice 

Attention to Design Detail Forces Design Simplification 

Developer Testing Replaced by Correctness Verification 
Verification Proofs Focus on Design Structure Correctness 
Proof Demonstration More Efficient Than Test Execution 

Statistically Driven Requirements Verification 
Testing Relies on Representative Usage Samples 

Software MTTF for Tracking Product Quality 
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NET EXPERIENCE WITH PRODUCT IMPACTS 

Significantly Improved Product Quality 
Correctness Verification Forces Defect Prevention 

Fewer and More Easily Found Development Errors 
Most Errors (90+ % ) Removed Prior to Any Testing 

Order of Magnitude Reduction in Execution Error Rates 
Two to Three Errors Per Ksloc Found During Test 
Less than One Error Per Ksloc Found After Delivery 

Significantly Improved Development Productivity 
Added Design Care Offset by Reduced Testing 

Post Delivery Maintenance Near Zero 
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TYPICAL CLEANROOM PRODUCT PROFILES 

Product Size Language Building Quality Productivity 
(KLOC) Blocks (Errors/KLOC) (LOC/PM) 

Flight Control (IBM) 33 Jovial All Test Rate = 2.3 N/R 

COBOL SF (IBM) 85 PL/I All Cert Rate = 3 .4 740 

Satellite Control (NASA) 33 FORTRAN 1&2 Test Rate = 3.3 780 

Cleanroom Tool (Tenn) 12 Ada All Cert Rate= 3.0 N/R 

System Product (IBM) 107 Mixed 1&2 Test Rate = 2.6 485 

Language Product (IBM) 22 PL/X All Test Rate = 2.1 N/R 

Image Product (IBM) 3.5 C 1&2 Test Rate = 0.9 N/R 

Printer Product (IBM) 6.7 C All Cert Rate = 5.1 N/R 

Knowledge Based (IBM) 18 TIRS 3 Test Rate = 3.5 NIA 

Telephone Switch (Ericsson) 45 PLEX-M All Test Rate = 1.2 340 

Mortar Ballistics (US Army) 23 Ada 1&2 Test Rate = 2.8 415 

NOTES: LOC - Lines of Code N/R - Not Reported 
PM - Person Month NIA - Not Applicable 
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CLEANROOM LESSONS LEARNED 

About the Cleanroom Methodology 
Useable Across the Full Range of Application Areas 
Introduces Formality into Software Development 

Mathematics and Correctness Proofs for Design 

Statistics and Reliability Modeling for Certification 

Places the Quality Focus on the Customer Interests 
About the Application of Cleanroom 

Tailorable to Existing Development Environments 
Useable by Software Practicioners with Training 
Provides Both Productivity and Quality Improvements 

Order-of-Magnitude Quality Improvement 

Two to Three Time Improvement in Productivity Rates 
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QUESTIONS ???? 

COMMENTS ???? 

IF NOT 

LET''S TAKE A BREAK 
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STATISTICAL TESTING 

WITHIN THE CLEANROOM METHODOLGY 
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AGENDA FOR STATISTICAL TEST REVIEW 

Strategies for Software Functional Testing 

Dilemma of Test Coverage and Test Sample Size 

Pros and Cons of Existing Test Methods 

Steps in the Cleanroom Statistical Test Method 

Probability Distributions for Product Inputs 

Encoding a Test Data Base for an Application 

Role of Markov Analysis within Cleanroom Method 

Experience with the Use of Statistical Test Methods 
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SOFTWARE FUNCTIONAL TEST 

Definition 

Process for Formally Verifying Requirements Implementation 

Software Specification(s) Define Requirements 

Testing Based on Predefined/Controlled Software Execution 

Verification Also Accomplished with Inspection and Analysis 

Characteristics 

Testing Focus on Requirements 

Functional, Performance, Procedural 

Testing Methodology Deals with Software Externals 

Treats Software Product as Blackbox 

Verifies Mapping of Software Inputs to Expected Outputs 
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Roles 

FUNCTIONAL TEST IN 

SOFTWARE DEVELOPMENT PROCESS 

Demonstrate Delivery of Implemented Requirements 

Exercise Strings of Software Functional Capabilities 

Ensure Operability of Integrated Parts 
Exercise Interfaces between Software Parts 

Provide First Software Exposure to End-User Interests 
Installability, U seability, Reliability 

Usage 

Primarily for Software System/Subsystem Testing 
Certification, Qualification, Acceptance 

Limited Role in Development Testing 
Integration, Regression, Diagnosis 
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FUNCTIONAL TEST PROCESS 

Identify the Requirements to be Verified 

Restricted to Single Requirements Specification 
'· 

Exclude Requirements Not Verified by Execution 

Identify the Inputs Required to Test the Requirements 

Operator, Hardware, Interfacing Software 

Define the Domain of Data Values for Inputs 

Differentiate Legal and Illegal Data Values 

Identify Subsets of Frequently Occurring Values 

Reflect Concurrency, Exclusion, Dependency 

Determine the Test Variation Needed for Coverage 

Nominal, Boundary, Stress 
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LIMITATIONS ON THE 

FUNCTIONAL TEST PROCESS 

Difficulties in Ensuring Full Requirements Coverage 

Times for Preparation, Execution, Analysis Measured in Multiple Hours 

Single Test Per Requirement Costly for Reasonably Complex Software 

Requires Workarounds (Requirements Prioritization, Implicit Verification) 

Exhaustive Testing of Input Data Combinations Not Practical 

Domain Sizes and Complexity of Data Interrelationships 

Necessitates the Use of an Input Sampling Strategy 

Prioritization of Requirements Based on Usage 

Application and Test Experience Dependency 

Limits on Data Variation to Maximize Verification 

Data Selection Approaches Defined by Test Methods 
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RATIONALE FOR INPUT SAMPLING 

Total Requirements for Software of Any Complexity 
\ 

Significant When Software Initially Specified by Customer 

Grow When Requirements are Derived as Design Evolves 

Variation in Input Values Introduces a Compounding Effect 

Nominal, Boundary, Illegal Values Require Consideration 

More Than One Test Needed for Each Type of Data Value 

Combinatorial Problems Result from Test Variations 

Average Hour's Effort per Test Imposes Formidable Challenge 
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EXAMPLE OF REQUIREMENTS GROWTH 

FOR NAVIGATION COMPONENT OF AVIONICS SOFTWARE 
In Statement In Proposal In Software 

of Work Specification 
3.2.6 Navigation 4 4 4 
3.2.6.1 Navigation Insertion 2 2 2 
3.2.6.1.1 Present Position II II 
3.2.6.1.2 Ground Elevation 9 9 
3.2.6.IJ Baromatric Pressure 10 10 
3.2.6.1.4 . Data Override 14 14 
3.2.6.2 Sensor Alignment 2 2 2 
3.2.6.2.1 Ground Altflnment I I 
3.2.6.2.1.1 Al~nrnent nsertton 14 
3.2.6.2.1.2 IN Test Ali~nment 14 
3.2.6.2.1.3 INS Normal lignment 13 
3.2.6.2.1.4 INS Fast Alignment 20 '· 3.2.6.2.1.5 AHRS Normal Alignmen 9 
3.2.6.2.1.6 AHR~ Fast Alignment 8 
3.2.6.2.2 Air A ignment 3) :n 
3.2.6.2.3 Alignrrn;nt Status 9 9 
3.2.6.2.4 Nav1fla1ton lnitializ I I 
3.2.6.2.4.1 INS nitiqlizatioq 16 
3.2.6.2.4.2 AHRS lnrtialization 14 
3.2.6.2.5 INS Sensor Mode 8 8 
3.2.6.2.6 AHRS Sensor Mode 13 13 
3.2.6.2.7 AHR5 Flux Valve 2 2 
3.2.6.2.7.1 FY Display 4 
3.2.6.2.7.2 FY Calculation 33 
3.2.6.2.7.3 Check FY Calculalion 27 
3.2.6.2.8 Do~ler Land/Sea 6 6 
3.2.6.3 Mo e Control 2 2 2 
3.2.6.3.1 Data Reasonableness 15 15 
3.2.6.3.2 Mode Availability 6 6 
3.2.6.3.3 Mo3e Recommendation 4 4 
3.2.6.).4 Mo e Aclivation 27 27 
3.2.6.4 Air Comr,utations 1 I 
3.2.6.4.1 True Air Speed 1 1 
3.2.6.4.2 Wind Comr.utation 9 9 
).2.6.5 Navigation Support 1 I 
3.2.6.5.1 Earlh Radii 2 2 
3.2.6.5.2 Doppler/INS 3 3 
).2.6.5.3 Doppler/AHRS 3 3 
3.2.6.5.4 Altitude 9 9 
3.2.6.5.5 Barometric Cqlculation 8 8 
3.2.6.6 Position Keer.111~ 4 4 4 
).2.6.6.1 lnsertion,MoUe, pdate 1 I 
3.2.6.6.1.1 Insertion & Mode 2 
).2.6.6.1.2 ~stem Update 6 
3.2.6.6.2 iscellaneous Rates 10 10 
3.2.6.6.3 Air Ali~nment & Doppler 9 9 
3.2.6.6.4 ln-FliFc 1t Ali~ment 13 13 
3.2.6.6.5 D01m er/IN~ avigation 6 6 
3.2.6.6.6 INS cyrrec11on 5 5 
3.2.6.6.7 Inertia Navittation 2 2 
3.2.6.6.8 Dppfjler/ AH S or AHRS 3 3 
3.2.6.6.9 ~ir ata . 2 2 
J.2.6.6.10 oppler/lNS Headmg I 1 
).2.6.6.11 Other Parameters 1 1 
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Conventional 

SAMPLING STRATEGIES 

FOR FUNCTIONAL TESTING 

Domain Partitioning 

Inputs Organized into Classes which Give Equivalent Results 

Boundary Value Analysis 

Input Selection Focussed On Edges of Equivalence Classes 

Error Guessing 

Partitioning and Input Selection Based on Tester Experience 

Statistical 

Representative Input Sampling 

Input Selection Based on Defined Probability Distributions 
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DOMAIN PARTITIONING STRATEGY 

Requirements Considerations 
' · 

Collect Requirements with Similar Testing Perspective 

Identify All Input Values Representative of Each Group 

Example 

For a Given Test Situation, All Requirements with Legal Values 

in the Range 1-999 Can Be Grouped Together 

Legal Input Values Are in the Range 1-999 

Illegal Input Values Are Either< 1 or> 999 

Any Value Selected from These Ranges Is Acceptable for Testing 

DYCON Systems 7201 Wisconsin Avenue Suite 780 Bethesda, MD 20814 



BOUNDARY VALUE ANALYSIS STRATEGY 

Requirements Considerations 

Group Requirements with Similar Testing Perspective 

Select Data Values at the Partition Boundaries for Tests 

Example 

' · 

Group Requirements with Input Values Restricted to the Range 1-999 

Legal Input Values Would Be in the Range 1-999 

Illegal Input Values Would Be Either < 1 or > 999 

Representative Values Would Lie on the Boundaries 

Candidate Selections for Legal Values Would be 1 and 999 

Candidate Selections for Illegal Values would Be 0 and 1000 
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ERROR GUESSING STRATEGY 

Requirements Considerations 

Prioritize Requirements Based on Potential for Causing Failures 

New, Critical, Error Prone, Etc. Requirements 

Preference in Selecting Input Values Given to Those Requirements 

Example 

For Navigation Application Input Values Allowed in the Range 1-999 

Identified Concerns with Legal Input Values 

Input Values < 10 Typically Cause Computation Problems 

New Additions to Algorithms Unstable with Input Values> 750 

Identified Concerns for Illegal Input Values of 0 and 1000 

Representative Input Values Selected from Envelopes of Concern 

Legal Input Values between 1-9 and> 750 Would Be Selected 

Illegal Input Values of 0 and 1000 Would Be Selected 
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STATISTICAL SAMPLING STRATEGY 

Requirements Considerations 

Associate a Probability Distribution with Each Requirement 

Frequency of Use, Performance Driver, Safety Trigger, Etc. 

Associate a Probability Distribution with Input Domains and Values 

Randomly Select Test Samples from Distributions 

Example 

Assume Distributions Are Based on Frequency of Requirements Use 
Define Distributions for Legal and Illegal Input Value Selection 

Assume That Legal Inputs Values Are in the Range 1-999 
With the Input Value 100 Occurring 25 % of the Time 
With All Other Input Values Equally Likely to Occur 75% of Time 

Specific Requirement and Input Values Selected Randomly for Tests 
Requirements Selected Based on Their Defined Usage Frequencies 

Value 100 Selected as One of Every Four Legal Inputs 
Other Legal Values Uniformly Selected for Other legal Inputs 
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CONCERNS WITH CONVENTIONAL TEST METHODS 
,_ 

Lack of Rigor in Prioritizing Requirements 

Criteria for Prioritizing Is Informal and Experience Based 

Uncertainty in Completeness of Coverage 

Subjectivity in Analysis of Test Input Data 

Limited Selection from Data Domain 

Data Selected to Simplify the Computing of Expected Results 
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CONCERNS WITH STATISTICAL TEST METHODS 

Definition of Probability Distributions 
\ 

Limited Knowledge of Product Usage for New Applications 

Shifting Probabilities for Products with Diverse Sets of Users 

Completeness of Product Requirements Coverage 

Over Concentration on Most Frequently Invoked Requirements 

Apparent Lack of Attention to Exceptional Requirements 

Computing Expected Results for Randomly Selected Tests 

Each Test Requires Computations with Data Not Selected by Tester 

Added Computing Complexity with Representative Usage Values 
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STEPS IN THE STATISTICAL TEST METHOD 

Requirements Analysis 

Identifying the Requirements To Test , 

Deciding the Probability Focus 

(Frequency of Use, Safety Critical, Etc.) 

Defining the Probability Distributions 

(Requirements and Data Values with Their Frequencies) 

Data Base Organization 

Defining the Sampling Strategy 

Creating the Encoded Test Specifications 

Test Sample Generation 

Random Selection Driven by Encoded Distributions 
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0-

FUNCTIONS IN PROTOTYPE TEST GENERATOR 

Data Base 
Maintenance 

Reports 

Data Base 
Report 

Test Sample 
Generation 

Set Run-Time 
Parameters 

-0 

Add New 
Test 

Specifications 

Update 
Existing Test 

Specifications 

Update 
Data Value 
Descriptions 

Generate 
Sample 

Display and/or r:\ 
Print Generated --~ 

Test Sample 
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STATISTICAL TEST EXAMPLE 

Flight Software Application for Helicopter System 
40,000 Lines of Real-time JOVIAL Code 

Dozen Major User Functions (Requirements Groupings) 

' · 

Accessed by Pilots via Programmable Function Keys on Displays 

Probability Distributions Based on Function Key Usage 
Frequencies Defined for Displays, Function Keys & Keyboard Entries 

Distribution Hierarchy Reflects Overall System Usage 
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IDENTIFYING FLIGHT SOFTWARE REQUIREMENTS 

System 

Specification 

DYCON Systems 

'· 

3.2.7.1.2.4. Navigation Aid Type Whenever the keyboard is active and the 
Navigation Reference Point (NRP) panel is displayed,these controls shall 
allow the operator to specify the type of navigation aid associated with 
an NRP. Depression of TCN, VT AC, VDME, VOR or ILS shall cause a 
legend to appear in the keyboard readout, which defines the format for 
making the selection of the associated navigation type. The allowable 
entries for each type are: 

TYPE CHAN M/V AR FREQ 

TCN X X 

VTAC X X 

VDME X X 

VOR X 

ILS X 

If the navigation aid type is changed, the remaining fields for the aid 
data shall be cleared. 
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IDENTIFYING FLIGHT SOFTWARE DATA VALUES 

System 

Specification 

Appendix 

KEYBOARD FORMATS FOR NAVIGATION 
REFERENCE POINT PANEL 

Keyboard Format Legal Values Spec. Ref erencc 
NTC$MV N = 1-39 3.2.7.1.2.2 

T = TCN,VTAC.VOR. 3.2. 7 .1.2.4 
VDME,ILS 

C = IX - 126X or 
lY -126Y 

$ = Eor W 
M = 00.0 - 90.0 
V = Valid Frea. 

VOR = 108. - 111. 
ILS = 108. - 111. 
UHF = 225. - 400 
VHF = 30. • 88. 
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DETERMINING FREQUENCIES FOR REQUIREMENTS 

Operational 
Analysis 

USAGE DATA FOR NAVIGATION 
REFERENCE POINT PANEL 

Uses/Mission Function Key Processing 

80 Lt NextNRP 
80 L2 Previous NRP 
16 L3 TCN Selection 
16 L4 VTAC Selection 
16 LS VDME Selection 
16 L6 VOR Selection 
16 L7 ILS Selection 
80 LS Control Exit 
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FLIGHT SOFTWARE DATA BASE CONTENT 

TEST 
SPECIFICATIONS 

DYCON Systems 

NAME: NRP Panel Selection 

USAGE: 0.05 

Choose_MPD 

Choose_SYS 

NRP_Key 

NRP _Sel_Key 

L NAME: NRP Panel Alternatives 

Usage: N/A 

Choice 

TCN Selection 

VTAC Selection 

VDME Selection 

VOR Selection 

ILS Selection 

NAME: TCN Selection Options 

USAGE: NIA 

/L3 (NRP) TCN 

/DATUM (TCN) (XY) (gW) (MDIR) 
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Case 

1 

RANDOMLY GENERATED TEST 
FOR TACAN CHANNEL SELECTION 

Selected Actions PF Key Expected Result Comments 

1. Copilot Display Start with Copilot 

Display 

2. Hit IR Key Tl Get Initial Panel Callup IR Menu to 

Get to NRP Function 

3. Hit NRP Key RS NRP Panel Selected Select NRP 

4. Hit TCN Key L3 TCN Selected Select TACAN AID 

5. Enter 086 X Channel Selected Supply Channel Data 

and Tuned. 
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FORMALIZING STATISTICAL SAMPLING 

THROUGH A MARKOV ANALYSIS 

Premise 

Effective Testing Requires User Representative Input Samples 

Requires Usage Description as a Set Conditional Probabilities 

Finite State Machine Appropriate Solution Model 

Markov Chains Provide a Highly Tractable Technique for 
Analyzing Stochastic Processes Involving FSMs 

Structure of a Markov Chain Usage Model 

Structural Component Captures Externally Visible State Behavior 

Usage Described With a State Transition Diagram 

Statistical Component Describes Conditional Probability Distributions 

Uniform Distributions When Nothing Known about Usage 

Intended Distributions by Hypothesizing User Interaction 
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STRUCTURAL COMPONENT IN MARKOV MODEL 
TOP LEVEL VIEW OF USAGE 

'· 

Invocation Usage Termination 
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STATISTICAL COMPONENT IN MARKOV MODEL 
SIMPLIFIED EXAMPLE 

D Select Project 

D Enter Data 

D Analyze Data 

D Print Report 

D Exit System 

Current Project 

Main Project Menu 

DYCON Systems 

xxxx 
\ 

From Transition Uniform 
State Stimulus Probability 

(Uninvoked) (Invoke) 1.00 

Project 
Down Key 0.33 

Reselect 
Up Key 0.33 
Enter 0.33 

Enter Down Key 0.33 
Project Up Key 0.33 
Data Enter 0.33 
Analyze Down Key 0.33 
Project Up Key 0.33 
Data Enter 0.33 
Print Down Key 0.33 
Project Up Key 0.33 
Report Enter 0.33 

Down Key 0.33 
Exit Up Key 0.33 
System 

Enter 0.33 

7201 Wisconsin Avenue Suite 780 Bethesda, MD 20814 

Usage 
Probability 

1.00 
0.55 
0.33 
0.11 
0.57 
0.14 
0.28 
0.50 
0.17 
0.33 
0.33 
0.17 
0.50 
0.17 
0.33 
0.50 



ADDITIONAL COMPONENTS OF MARKOV MODEL 

Test Sample Generation for Execution 

Structure Defines Logic (Flow) of Test Selection 

Transition Probabilities Define Frequency of Test Selection 

Software/Test Quality Measures Derived from Test Sample 

Reliability - the Probability of Failure Free Execution 

Discriminant Function - the Measure of Testing Progress 

Coverage Function for Product States and Transitions (Arcs) 
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AdStaR PROBLEM OVERVIEW 

Application 

Software for a SCSI-2 Interface in a New Tape Drive Product 

Interface Software Contained 22,000 Lines of C Source Code '

Software Developed in Three Increments 

Basic SCSI-2 Commands and Hardware Initialization 

SCSI-2 Protocol Functions and Tape Drive Read/Write 

Remaining SCSI-2 Commands 

Test Approach 

Define a Usage Model in Terms of Traffic on The SCSI-2 Bus 

Reflect Tape Drive Applications and Users in Probability Distributions 

Identify the Software Processes (States) and Transitions (Arcs) 

Base Certification Criteria on Test Representativeness and Coverage 

Failure Free Execution with Last Version of Each Increment 

Each State and Arc Traversed at Least Once 
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AdStaR PROCESS HIERARCHY 

--I._____I_n_v_o_k_e _ ___,1---l-_ -_ -_ --~~~~~---_ -_ -_ -_ j---[~~w;~~~i~;~ -_ -j --I~ _T_e_r_m_._·n_a_te _ ___, 

. 
Begin 

Std Seq 

····· .... 
···········1······ ············ ····· .... ····· ····· ····· .... ........ ··.-· ______________________ ____:_:..,__,_,,,,,, 

······ .... 

Begin IOP 

,-------, ,-------, 
_.~ Set I I Identify I 

I 
,_., 

I 

I Mode I I ITL I 

L-------1 L-------1 

I I I 

: IOP Setup -: -i-.-: SStandard : , , , equence , 
L----------1 L----------1 

····· 
I 

······· ····· 

1 Other ~· _______ __, 
: Sequence , 
L----------1 

,-------, ,-------, 
I Set Data I I Invalid I 

End IOP 

I I I I 

I Transfer I I Sequence I 

L-------1 L-------1 
Message End 

ITL Std Seq ,-------, ,-------, 
[ Set :r 

1 Queueing 1 

[: Command :f 
, Sequence 1 

L-------1 L-------1 
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AdStaR STATISTICAL TEST RESULTS 

Inc Ver No. No. % States No. % Arcs No. Failure Rel 

Tests States Covered Arcs Covered Failures Instances 

1 1 300 49 100 120 100 4 35 0.78 

2 100 100 100 0 0 1.00 

2 I 50 381 76 639 66 12 21 0.67 

2 150 88 76 6 28 0.84 

3 754 99 97 10 39 0.96 

4 1,000 99 98 0 0 1.00 

3 1 155 132 100 209 100 8 110 0.60 

2 250 98 96 5 91 0.75 

3 490 100 100 0 0 1.00 
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EXPERIENCE WITH TEST PLANNING 

Activities That Are Not Changed 

Organizing Requirements 
Selecting Verification Methods 

Preparing Verification Cross Reference Matrix 

Activities That Are Modified 

Identifying Requirement and Input Frequencies 

Defining Probability Distributions 

Activities That Are New 

Creating a Data Base for Test Case Generation 

Encoding Data Contents and Probabilities 
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EXPERIENCE WITH TEST PREPARATION 

Activities That Are Not Changed 

Generating Detailed Test Procedures 

Computing Expected Test Results 

Complicated by the Use of Representative Data 

Activities That Are Changed by Test Case Automation 

Ensuring That Tests Start at a Known Software State 

Including User Representative Data Values in Tests 

Activities That Are Changed by Reliability Calculation 

Recording of Detailed Test Execution Times 
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LESSONS ON TESTING STRATEGIES 
FROM THE.USE OF STATISTICAL METHODS 

Enhances Functional Testing Perspective 

First, Product Capability Demonstration 

Second, Product Error Detection 

Provides a Sound Strategy for Error Detection 

Encountering a Software Failure Correlates with 

Representative Use of the Triggering Input in a Test 

Samples Can Always Be Augmented to Force Specific Tests 
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QUESTIONS ???? 

COMMENTS ???? 

IF NOT 

THANK YOU FOR COMING 
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FORMAL METHODS & TESTING 

Micheal Mac an Aircbionigh 
Department of Computer Science 
Trinity College, Dublin, Ireland 

e-mail: Micheal.MacanAirchinnigh@cs.tcd.ie 

ABSTRACT 

The tutorial addresses one of the key technologies-formal methods-that is 
reaching maturity in the software engineering domain, even to the extent that 
developers of safety aitical systems may be open to special litigation in the event 
of accident/failure, if it can be shown that they have not taken all recuonable 
precaution., in building their system. The use of a formal method does not 
obviate the · need for testing, but it can serve as an innovative framework for 
better testing. 

Requirements/specifica.tion bugs are the m06t pernicious of all. The methods 
by which they may be detected, at the phase in which they occur, have not 
received the degree of attention they deserve. To redress this serious imbalance, 
evident from the literature, we dedicate ourselves exclusively, in this tutorial, to 
the use of applied constructive mathematics, strictly within the framework of an 
AformaJ. Met.hod, the Irish School of the Vienna. Development Method ( VDM6 ), 

to the problem of bug detection at the requirements/specification level. 

PROLOGUE 

The time is rapidly approaching, assuming that it is not yet already at hand, when 
a system failure traced to a software fault, and injurious to a third party, will lead 
to successful litigation against the developers of said system software. The litigation 
will be successful in spite of any of the usual software disclaimers currently in vogue 
and in spite of the intensive system and software testing currently undertaken by 
responsible organisations and developers. How could that be possible? What factor 
or factors might an attorney use in pressing the claim for compensation? 

We will assume that the defendant, the development organisation, has in place 
an appropriate software development process, that adherence to the process has been 
assured by a vigorous quality programme, and that the best in testing techniques 
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have been applied. We will further assume that the developers have been 'certified', 
in some sense, to be software engineers. How then could the defendant possibly lose? 

Unfortunately, the smart attorney for the claimant may politely inquire to what 
extent the defendant has made use of formal methods in the software develop
ment and testing processes, and could the defendant please supply the appropriate 
·docwnentation to support her/his claim. 

Attorney for the defence, inadequately briefed by the defendant, will, of course, 
plead that formal methods are not mature enough, that it is im~ible to prove large 
system programs correct, that there are not enough instructors or courses in formal 
methods, and that the universities and other third level colleges do not include it in 
their curricula. 

Attorney for the claimant will counter-attack with a charge of negligence, that 
there is sufficient material in the public domain, and has been for some time (since 
circa 1978), that the defendant ought to have, at least, made the effort to deploy 
formal methods in the organisation, and that the defendant is negligent to the extent 
that no effort was made to engage formal methods in the development and testing 
processes. Furthermore, our attacking attorney will rhetorically ask in what respect 
the software engineers can lay claim to that title and be ignorant of the mathematics 
of their field, or being knowledgeable, how oould they be so negligent as to ignore 
what they know. 

The final line of defence, in all probability, will be recourse to a plea that the 
pr~ures imposed by the deadline, the date of system delivery /handover, prohibited 
any 'experimentation' in formal methods. To which the defence, well-versed in the 
origins of words, will reply with a smirk: Whose deadline? That of the developers or 
the claimant who suffered from the negligence? 

Lest it should be thought that the scenario, just outlined above, is nothing more 
than an 'attention-getter', then perhaps the formal methods debate, raging in the 
UK, may provide further food for thought [15] . Of particular note- is the statement 
that 

"'As a result of 00-55 [ The Procurement of Safety Critical Software in De
fence Equipment, UK MoD Defence Standard], formal methods cannot 
now be ignored as an option in the safety engineering tool-kit, an option 
moreover whose exclusion from-rather than inclusion in-the design prer 
cess, must now be justified." [15] p. 269. 

1.1 FORMAL METHODS 

There is an extraordinary wide variety of formal methods available to the software 
industry today, each of which requires a committment to a specific philosophy, is 
distinguished from another by notation, method and field of application, and which 
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needs for its continuing survival, a School of adherents which in turn has many of the 
attributes of a living organism, the most salient of which is, perhaps, self-perpetuation 
with a necessary inbuilt evolutionary mechanism which maintains its vitality and 
vibrancy. 

But what are we understand by the term 'formal method'? The concensus, in 
Europe a.t least, is that it denotes both a (specification) language and a method that 
is rooted intrinsically in mathematics and logic ( and there is a difference between 
these two). 

The qualifier forniai is a particular twentieth century word that calls for a com
mittment to a very specific philosophy, the roots of which may be discerned in Hilbert's 
programme to formalise ma.thematics and in Russell's attempt to reduce mathematics 
to a body of formal logic, both of which failed utterly, and were subsequently shown 
to be theoretica.lly impossible. 

The subsequent work of Godel, Kleene, Church and Turing, inter alia, heralded in 
a new era of formality which is today completely dominated by the computer scientists, 
one of whose first great achievements was the dual theories of Fornial Languages and 
Automata, theories upon which depend all of our programming language technology 
depends. 

The word 'formal' is derived from /orni, which is, of course, in opposition to con
tent. The formalists seek to present a system that is, of itself, inherently independent 
of and devoid of meaning. An accessible account of the rise of formality in mathemat
ics is given by Morris Kline in the la.st chapter of his famous work on Mathematical 
Thought from Ancient to Modern Times [9] p. 1182-211. 

The form/content duality is also to be found in the syntax/semantics duality. 
Having mastered the theory of syntax and having built the machinery to process it, 
the formalists turned their attention to its dual, the theory of semantics-the meaning 
of the formal language. Therein was born the formal method that we know today. 

It seems to the author, whose opinion is undoubtedly biased, that the first formal 
method of computer science [l], ready bedecked with mathematics a.nd logic, was the 
Vienna Development Method (VDM), the specification language of which, replete 
with a suitable mathematical symbolism, was punningly called Meta-N. That it 
deserves the name formal method may be further justified by the industrial concerns 
of its originators and the continued industrial concerns of all who espouse it. That 
is to sa.y, the term 'formal method' has now acquired a connotation of industrial 
relevancy. 

There are essentially two distinct classes of formal method: 

l. the model-oriented formal methods, often called model-theoretic methods, of 
which the VDM [l] [2], and Z [17] [4], are, perhaps the most widely known ex
emplars, being also one must add, the most widely used in (European) industry; 
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2. the rest, which includes those based on axiomatics, the process algebras, etc. 

The author begs the tolerance of all the other authors whose works have not 
been cited, and of the researchers and developers whose methods, being of equal 
importance, in their own way, to both the VDM and Z , have not even been mentioned 
by name. They will appreciate the quandry. The formal literature is vast indeed. 

Due to its longevity, as measured relative to the computer science era, it is not 
surprising that evolutionary mechanisms have forced the development of VDM di
alects, each of which has its School. For the interested reader, a brief overview of 
these VDM dialects is given in (16] p. 12-5. 

in this tutorial we shall present the VDM4 (10] [11], which is based on applied con
structive mathematics and which relies on ordinary algebra as a basis for conducting 
proofs. 

With the _passing of ti.me, and with experience gained in applying the method, 
we have become accustomed to think of our work as an A.formal Method, where the 
Greek prefix 'a-' has the same meaning of negation that is found in common words 
such as atom, atheist and agnostic. That the VDM4 is within the formal methods 
community, is guaranteed by its philosophy of constructibility. 

In addition, we strive to build a mathematics with which an engineer would feel 
comfortable. We have noted that formal logic is not used, in practice, by engineers, 
scientists, or mathematicians. We do not believe that computer scientists or software 
engineers are so distinguished by their field, that, of necemty, they must commit 
themselves to formal logic. 

That said, we must confess, that even for those who are au fait with mathematics, 
such as engineers and scientists, the mathematics of the VDM4 and, especially its 
notational accoutrement, comes something of a shock, initially. On the other hand, 
computer scientists, software engineers, and programmers [not coders!], i.e., whose 
very world and culture is, to some extent, determined by the instrinsic duality of 
machine and language, and by the absolute necessity of constructibility, will find their 
thoughts and concepts reflected by and abstracted within the applied constructive 
mathematics that characterises methods such as the VDM4 . 

We do not wish that our remarks on formal logic, scattered throughout this tu
torial, should be misconstrued as being in some sense derogatory of the work being 
done by those who have committed themselves to it. Rather, we have taken a. delil> 
erate scientific standpoint, a point of view, and propose that one place mathematics, 
logic, and method, on a par with, say, the experimental tools-the equipment-of the 
chemists, physicists and biologists. In other words, the very fact that most formal 
methodists espouse formal logic as the vehicle for reasoning and proof, is in itself, an 
incentive to take an alternative approach, thereby placing the School in opposition 
to the others in a very definite way, for which we make no apology. Where there is 
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such difference and diversity then one can expect strong growth among all-subject, 
of course, to the usual predator-prey mathematical model. In this respect, 'standard
isation' of a formal method, whilst being in some sense necessary and essential for 
industrial engagement, especially for the purpose of tool building to ~ist in the man
agement and control of the complexity of system specification, a complexity that is 
several orders of magnitude less than that of system code, is nevertheless a formidable 
obstacle to creativity, ingenuity, and evolutionary growth. One does not 'standardise' 
mathematics. 

The tutorial text is dead, once created. It is there both for the benefit of those 
who participate personally in the tutorial, acting as an aide memoire to the historical 
events and the dialogue of the tutorial itself, and for those who did not partake in the 
dialogue-the tutorial-for whom the event can not possibly have any direct influence. 
It is an historical imperative that the dead letter must be directed primarily at non
participants and it is, therefore, to them that this tutorial text must be primarily 
addressed. 

Before presenting the specific mathematical material as applied to the chosen 
application, taken from the domains of medical information and network communi
cation, it behoves us to say a few words on testing. After all, the word is included in 
the title of the tutorial. 

1.2 TESTING 

It will be assumed that the reader is familiar with an infrastructure and culture 
such as might have emerged in conformance with the Federal Information Processing 
Standard on the validation, verification, and testing of (computer) software [12), or 
any comparable national, international, or industrial set of guidelines for same. 

It is surely self ~dent from the title of the tutorial, in the placing of formal 
methods before testing, and in the very juxtaposition of the two terms, that our 
treatment of testing will differ considerably from current accepted practice or theory. 
We do not propose to do a.way with software testing techniques or to render a. text 
such as that of Beizer[3) redundant. If one is searching for further software testing 
techniques, then th.is is not the tutorial for them. There are contemporaneous sibling 
tutorials to a.dd~ this aspect. What is to be found, though taking second place, is 
a sound theoretical and foundational framework for testing, a sort of skeleton, upon 
which and with respect to which, testing techniques have a place. · 

Due to its precise mathematical nature, a formal method permits the term ver
ification-the building of the system rightly-to attain the fullness of its meaning. 
Within the VDM, there are planes of abstractions, both vertical a.nd horizontal, ex
pressed in terms of models and their operations. A doumward movement, by which 
models on one plane are developed into models on a lower plane, i.e., that which 
is nearer to the ultimate realisation of the system-the implementation, is usually 
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known as a reification or downward refinement. A lateral movement is an elaboratitm 
on the same plane of abstraction. In such an elaboration we move through lateral 
planes by adding information, often in an exploratory fashion. 

The method (M) in the VDM, posits a variety of choices for both reification and 
elaboration, and · provides the mathematical techniques, among which the retrieve 
functions feature prominently, by which one may prove rigorously the validity of a 
development (D). In such a context does verification take on its fullest meaning. 

Validation-the building of the right system-is to be construed as the pro~ by 
which it may be shown that the system to be built, and subsequently, the delivered 
system, satisfies the requirements and, therefore, ultimately the clients who need the 
system and who are bearing the costs. We have · already exhibited, in considerable 
detail, the use of the VDM• for verification [10] [11]. In this tutorial, we take the 
opportunity to make public for the first time an extensive treatment of the method 
of the VDM,. ·by which requirements modelling and requirements specification are to 
be validated, within their phase of the life-cycle. 

In this context we are wont to refrain from using the term testing, since it has very 
strong connotations with software and system testing. In particular, in all aspects 
of teleoommunications systems, it is almost impossible to speak about requirements 
and specification testing, so forcefully is the term bound to a 'testing culture' and 
the accompanying specific set of testing techniques used in practice. In consequence, 
we coined the phrase 'the determination of critical examination criteria for validity' 
to replace the term testing when we wish to be precise and unambiguous about the 
method by which we determine bugs in system requirements and system specification 
in the pre-development phases of the life-cycle. 

To illustrate what we mean by the determination of critical examination criteria, 
in a context other than that of the mathematical methods to be presented, we have 
found the following real-life example to be particularly illuminating. The case in 
question concerns the terrible disaster that befell the space shuttle CHALLENGER on 
28th January 1986 [6] p. 415, a failure that was subsequently determined to be due to 
(i) physical failure of the so-called O-rings, and (ii) managerial failure that permitted 
a launching deadline to overrule the results of the standard testing techniques [6] 
p. 426. 

The test that led to exposure of the failure was as breathtakingly simple in its 
nature, as it was far reaching in its implications for all systems engineering [6] p: 423: 

DR. FEYNMAN: This is a comment for Mr. Mulloy [project manager for 
the solid rockets] . I took this stuff [i.e., rubber] that I got out of your seal 
[i.e., the Viton 0-ring] and I put it in ice water, and I discovered that when 
you put some pressure on it for a while [For the test, Feynman had earlier 
purchased a small C-clamp and pliers in a hard.ware store in Washington. 

6 

I 
I 
I-

I 
I 
I 
I 
I 
I 
I 
I 
I 
·I 
I 
I 
I 
I 
I 
I 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

The provision of a carafe of ice-cold water and glass completed the test 
equipment .] and then undo it , it doesn't stretch back. It stays the same 
dimension. In other words, for a few seconds at least and more seconds 
than that, there is no resilience in this particular material when it is at a 
temperature of 32 degrees [Fahrenheit] . 

I believe that has some significance for our problem. 

One must place th.is test in context. Despite all of the resources available, and 
the testing techniques that must have been applied, why is it that the Feynman test, 
so cheap and so simple, should make (testing) history? The answer is as simple as 
the test itself. There are some very fundamental (physical) principles that can not be 
ignored, and consequent fundamental ( engineering) principles that must not be vier 
lated without, as in this case, disasterous repercussions. Physical principles are well 
established and well known, with an astonishing variety of experimental data to sup
port them, and a wealth of mathematics that brings coherence to the interpretation 
of the experimental results. Is that not also true of computing experiments-the pro
grams that we write and the. systems that we build? What then are the corresponding 
computing principles and where is the mathematics to support them? 

It will be argued and demonstrated in this tutorial that formal methods supply 
at least some of the answers. 

We shall conclude this prologue by addressing ourselves to systems requirements, 
and what better way than to give a definition of requirements verifiability from the 
ANSI/IEEE standard that sets the guidelines for Software Requirements [7] p. 26: 

DEFINmON 1.1 A requirement is verifiable if and only if there exists some finite cost
effective process with which a person or machine can check that the software product 
meets the requirement. 

Guidelines are one thing, definitions are another, and the reality is a third. In re
ality, many requirements are strictly delta requirements, an expres.5ion of the need for 
an enhancement, i.e., added functionality, to an existing system. Rarely is one given 
the opportunity of capturing, analysing, modelling, and specifying, the requirements 
for a system ab initio. 

Those who have been responsible for such systems requirements, whether as deltas 
or for new systems, know that certain sentences, felicitous requirements .statements, 
already trigger potentially realisable implementation strategies. This is all the more 
the case for the formal methodist. A brief statement of description is usually sufficient 
to trigger the model building activity, and having begun with the names of concrete 
domains drawn from that description, a flood of purely abstract models rushes in, 
each model proposing itself for consideration, and leading to a frenzy in reuse. For 
this indeed is in the very nature of mathematical modelling-many of the necessary 
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abstractions are already available. ~or is this activity localised to requirements mod
elling. It is a phenomenon familiar to all (applied) mathematicians, whatever the 
field, a phenomenon that leads one to speak of mathematical discovery rather than 
mathematical invention. 

Thus, although we have argued elsewhere [11] against the inlining of formal meth
ods in a deadlined development project, this was not due to some unstated inherent 
weakness in formal methods per se, but rather in the realistic appraisal of the amount 
of expertise available in the field. 

This remark requires us to comment on what may realistically be expected of a 
formal methods course, or of what the likely impact will be on an organisation, if it 
should seriously embrace a formal methods culture, and integrate it into its software 
process. 

Based on experience, we estimate that, if introduced into an organisation in 1993, 
formal methods will bear fruit in a tangible manner, three to four years hence. By 
that we mean to say that the formal methodists will by then have become integrated 
( and accepted) within the organisation, and their mathematical techniques will have 
become an integral part of the software process. A comparable time span is to be 
found in small software start-up companies from initial team-building activities and 
product idea brainstorming until first successful product release. 

To continue with the company start-up analogy, we assert. that there is a critical
m3.$ factor which is absolutely essential for success. That is to say, we proclaim that· 
perhaps as few as five formal methodists are necessary. This is based on both psycho
logical and sociological factors, and the key sociological factor for formal methods, 
as for mathematics in general, is that both are intrinsically social activities. Proof is 
a social activity. Automation of proof may be desirable in certain cases ... but there 
follows the corollary that the proof is not interesting/ significant mathematically. 

But from where are all these formal methodists to come? A two-week course, 
for instance, is certainly not sufficient to train/educate someone in the exploitation 
of formal methods and their application to real projects. The twerweek course is 
necessary to prepare the organisation, management, development team, etc., to be 
able to embrace the new technology, to alert the development teams to the potential 
richness and added-value, and to deflate potential perceived threats to 'the way things 
are done'! 

In preparing for this tutorial, and having in mind the potential for litigation in the 
medical domain, and in view of the subject matter, the idea of focusing on a system 
that processed. blood tests suggested itself. That such a. system might exist, did not 
deter us from modelling one, and we considered the pun on test to be charmingly 
worthwhile. 

Thus to set the scene, we hurriedly scribbled a few contextual statements and 
decided upon a requirement, the invalidation of which would prove not merely em-
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barrassing to all concerned, but that would lead, almost certainly, to litig~tion in 
certain circumstances. 

EXAMPLE 1. 1 (BLOOD TEST SYSTEM) Reflections of the author as they were scrib
bled in November 1992. 

1) A hospital laboratory performs blood tests for the patients of a group of medical 
practitioners who are affiliated to/registered with the hospital. 

2) In the interests of privacy, a general practitioner has access only to the blood 
tests of her /his own patients. 

3) By law (of MMA), the hospital has access to all blood tests to monitor commu
nity health. 

4) The hospital does not have~ to patient identifiers, only to the blood test 
ids (and results, of course), and to the corresponding general practitioner. 

5) 

REQUIREMENT 1.1 Blood tests must not be mixed up. 

From this text a development is exhibited. It must be confessed. that we thought to 
rewrite the description to reflect more accurately the mathematics that did eventually 
emerge. Such a re-polishing, both of description and mathematical formulation, is 
commonplace. However, we felt that an honest historical account would have a greater 
impact. In addition, it presents an interesting exercise to determine in what respect 
the mathematical development has diverged from the original description. 

We begin in § 2 with a well-paced presentation of the notion of a model and 
its operations, and introduce some of the fundamentals of the notation. Embedded 
within this introduction is a very brief summary of some of the salient aspects of the 
algebraic theory underlying and supporting the notation. It will be observed that the 
mathematical theory is at the level of a. first year or second year undergraduate course 
in mathematics at College or University. 

Whereas § 2 is a direct outcome of the initial requirements text, with its emphasis 
on doctors, patients, and blood tests, § 3 introduces the model for a centre for disease 
control, inspired by th06e which are established in the U.S.A. and in France. 

Already by § 3, the name blood test was being considered conceptually as a place 
holder for any test or other event that might be related to the notification of a commu
nicable disease, including, for example, such events as the HIV serologic prescription 
used in France [5]. The focus has, however, now moved to the communciation net
work, which permits us to demonstrate (cf., Q.E.D. = quod erat demonstrandum) 
what we mean by a proof in the VDM4 and to show how, in practice, theoretical 
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results are arrived at and used. This material of§ 4 is, by far , the most technical of 
the tutorial. 

Having introduced the transport medium for blood test data transmission, and 
with a view to a major generalisation of the application, ,;re present some further 
aspects of network modelling in § 5. It is, of course, completely independent of the 
medical application. 

§ 6 completes the tutorial with a few succint observations and concluding remarks. 
We had originally intended to present an outline of a multimedia services application 
which naturally extended the medical information system and the network system. 
The blood test place holder was conceptually extended to embrace image, audio, and 
data, which doctors and labs might wish to transmit to the disease centre, or to one 
another, and, by inference, to a full general multimedia service application via total 
abstraction. Unfortunately, this work which is still in pro~, could not be presented 
here in the t~torial text for a variety of reasons. 

2 MODELS 

A good recommendation in writing is to begin at the beginning. We take these words 
to heart, keeping in mind that there may be those for whom this introduction is 
exceedingly elementary, and try within the allotted space to be as overtly simple as 
possible. When we think of blood test, ,;re naturally think of the relation that a doctor 
bears to her/his patient. 

EXAMPLE 2.1 (DOCTOR-PATIENT RELATION) Each doctor d has a set of patients 
p1 , P2 , ... , IJn. Such a doctor-patient relationship, viewed from the perspective of the 
doctor, will be designated-a mapping, thus: 

(1) 

For some other doctor d', Le. , d' =I= d, we will have a similar mapping: 

[d' - {I/i ,172,. · · ,p'n}] (2) 

The space of all such doctor-patient relationships is usually designated by 

DOCTOR !!l P PATIENT (3) 

where the symbol 'P denotes a power set. A typical collection of doctors and their 
patients will be denoted by some variable name which is customarily a letter, say the 
Greek letterµ.. For convenience, when specifying the model, we will usually attach 
such a variable name thus: 

µ E DOCTOR ~ 'P PATIENT (4) 
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Once we have written down a model, we may immediately write down mathematical 
expressions and provide pos.5ible interpretations. For example, given a collection 
of doctors and their patients µ, and some doctor d which is recorded in µ, then the 
expression 

µ(a) (5) 

designates the patients of doctor d. Alternatively, we may view the expression as the 
response to the question 

QUESTION 2.1 Who are the patients of doctor d? 

However, the expression is valid if and only if (which expresses both necessary con
ditions and sufficient conditions, and is often abbreviated to ift) doctor d is actually 
recorded in the given collection µ. We specify this validity condition by the expression 

x(d]µ (6) 

which is our preferred form for the alternative d E dom µ. 

In presenting our work to others, or for recording purposes in archival documents, 
it is customary to provide a heavy sprinkling of syntactic sugar for the simple mathe
matical expression. Thus, the query on the patients of some doctor may be considered 
to be a (table) lookup operation, which we might characterise in the form: 

1 

.1 

LookUp: DOCTOR - ((DOCTOR ~ 'P PATIENT) - 'P PATIENT) 
A 

LookUp(d]µ = µ(a) 

and the validity constraint, i.e., that d is in the domain ofµ, is expressed. as a pre
condition of the l90kup operation: 

2 pre-LookUp: DOCTOR - ((DOCTOR ~ 'P PATIENT) - B) 
A 

.1 pre-LookUp[d)µ = x[d)µ 

But the expression x[dJµ itself may also be wrapped up in syntactic sugar as an 
is-recorded operation: 

3 isRecorded: DOCTOR - ((DOCTOR~ 'PPATIENT) - B) 

.1 isRecorded(d)µ ~ x(d]µ 

Being a predicate, it does not have a pre-condition. Use of this predicate name allows 
one to express the pre-condition of the lookup operation in a wonderfully verbose 
form: 

- A 
.l pre-LookUp(d)µ = isRecorded(d)µ 
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With frequency of use it is customary to abbreviate operation names such as LookUp[d] 
by Lkp[d], or even the completely mathematical form L[dj. 

Syntactic sugaring may also be applied to parameter names, of course. Thus 
instead of the purely symbolic d, one might use doc or even doctor. However, such 
syntactic sugaring, whilst being 'user-friendly', is rarely if ever used in mathematics, 
. tending, as it does, to obstruct the clarity of the expressions. Indeed, the very use 
of model names such as DOCTOR and PATIENT obscures the remarkable amount of 
reuse available via the abstract X ~ 'PY form. 

Let us now explore further our model of doctors and patients. It will give us a.n 
opportunity to present other fundamental mathematical operations and expres.5ions. 
First, a typical collection of doctors and their patients may be represented. by 

µ = [d1 
- {Pi ,P!, . · · ,PJ},d2 

- {py,~, ... ,p~}, . .. ] (7) 

Note our decision to use both superscript a.nd subscript notation for indexing. It is 
included to indicate some of the experimental work currently being investigated in 
the VDM4 to try to adopt/adapt tensor notation for our own purposes. 

For convenience we may exhibit the same information in 'matrix' form: 

µ= [: 

- {PLP1, ... ,Pl} ] 
- {pr.~, ... ,Pk} 

- {pi,P2, ···, pf'} 

(8) 

The quotes around matrix are necessary to emphasise the lack of ordering by column 
in such a map. Ordering is an essential concept in the normal matrix. However, now 
that we have made the ·comment, we feel free to use the word matrix unquoted to 
describe such a display. 

If we wish to inquire as to the set of all the doctors recorded in the collection, 
then the answer is immediately given by 

dom µ = { d1 , cP , .. . , d'"}, (9) 

which is the column of the matrix. If, on the other hand, we inquire as to the set of 
all patients in the matrix, then the operator rng gives the second column: 

{ {pl 1 1 } { 2 2 2 } { m m m} } rIJgµ= 1,P2,·· ·,P;, P1,P2 ,···, Pk , ... , Pi , P2 ,·· ·,Pl (10) 

But technically the question calls for the result 

{ 1 1 1 2 2 2 m m m} P1 , P2,·· ·, P; ,P1,P2 ,···, P1c ,·· · , P1 ,P2 ,· ··, Pt (11) 

12 

I 
I 
I 
I 
I 
I 
I 
-

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

which may be obtained by flattening, i.e., applying a reduction with respect to set 
union, of the range result: 

Let us contine to examine our model by proposing other obvious questions. 

QUESTION 2.2 'What happens if we wish to register a new doctor d? 

In other words, we have a.n existing collection µ and some new doctor d is to be 
registered, i.e., we have the pre-condition -,x[d)µ. In this case we extend the collection 
using a special extend operator, U, which is expressly provided for this purpose: 

µ u [d ..... 0] (15) 

In particular, µ U [d ..... 0] is valid, i.e. , mathematically defined, iff d does not occur 
in the domain of the map, -,x(d]µ. 

Historical Note: The map extend operator, U, was (a.nd is) used for the specification 
of the declaration of new variables within a block in a programming language. 

Note that patients associated with the doctor are not registered at this time. For 
this purpose, we have another special override operator, t. Specifically, let us suppose 
that the patient p of doctor d is to be recorded. We may specify this by 

µ t [d - µ(d) u {p}] (16) 

One will note that the occurrence of µ(d) in the above expres.5ion implies the necessary 
precondition x[d]µ. 

Historical Note: The override operator, t, was ( and is) used to specify the semantics 
of the assignment statement in a programming language. 

This override operator may be rigorously defined in terms of a deletion operator, 
~ [d), which removes all information associated with d from the map, and the extend 
operator: 

~ 
µ t [d- µ(d) u {p}] = ~ [d]µ u [d- µ(d) u {p}] (17) 

Such a rewriting turns out to be invaluable in carrying out certain types of proofs. 
Lest we forget, ~ [d] , is a convenient form for the more precise ~ [{d}] . In other 
words, we tend to simplify notation wherever possible. 

Historical Nate: Removal is necessary in specifying the semantics of local variables. 
Once control passes out of a block, any temporary variables created and the associated 
storage, must be removed. This is the case, for example, in procedures. The strange 

13 · 



form of the removal operator is due to Z. That it is customarily expressed as a 
functional operator in the VDM" ought to become clear in the context of more 
elaborate specifications, to be presentated later. 

One will wonder whether a doctor and her /his patient could be registered at the 
same time. Well, of course, if that is the requirement, then the expression needed is 

µ u [d- {p}] 

But we may also write this exp!'E!$ion in the form 

µ t [d- {p}], 

(18) 

(19) 

a fact which may be checked by applying the definition given above for the override 
operator. Nevertheless, in system specification, clarity is essential and one ought 
to say what one means. Allowing the override operator to be a sort of 'catchall' is 
dangerous. 

To the initiate, all of the mathematical material presented thus far, will have 
seemed to be bewildering. Of overriding concern will be the basic question: Why 
choose these particular operators? Before proaiec·Hng with a further analysis of our 
simple model, let us tum to the mathematical algebraic theory that provides the 
setting for all of the work. 

2.1 MONOIDS 

Everyone is familiar with the natural numbers 

N = {O, 1, 2, 3, 4, ... } (20) 

and that if one adds any two natural numbers m and n, then the result is a natural 
number. This basic fact is called the law of closure: for all m, n in N, then 

m+neN (21) 

The zero, 0, is a unique natural number ( with respect to addition) in the sense that it 
is the only number which when added to any other natural number n, gives the same 
natural number n. We say that zero is the (unique) identity element for addition: 

n+0=n=0+n (22) 

We may, for convenience, speak of this fact as the law of the identity. Finally, 
we are familiar with the simple fact that the order in which we do additions of more 
than two natural numbers does not matter to the overall result. More formally, we 
say that for all m, n, and p in N, 

(m+n)+p=m+(n+p) (23) 
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This is the associative law. Any set M, furnished with a binary operator, e, and 
which satisfies the three laws given above is called a monoid, denoted (M, e, u), where 
u E M is the (unique) identity element for the operator EB. Thus the set of natural 
numbers under addition, (N, +, 0), is a monoid. 

If, in addition to the three laws cited, we have the commutative law, i.e., for all 
m, n in M, 

mEBn=nEBm (24) 

then we have a commutative monoid. The set of natural numbers under addition, 
(N, +, 0), is a commutative monoid. It just so happens that the monoid is fundamental 
to computer science. It turns up everywhere. Before we return to consider the doctor
patient model, it is important to note that the 'same' set may give rise to different 
monoids with respect to different operators. For example, if we delete the zero from 
the natural numbers,~ [O)N, we obtain the set of counting numbers 

{l, 2, 3, 4, 5, ... } (25) 

which we may denote, for convenience, by N', or N1. The set of counting numbers 
forms a commutative monoid, (N', x , 1), under multiplication. 

Now let us consider our doctor-patient model in the abstract: 

(26) 

where X denotes DOCTOR and Y denotes P PATIENT. Then all the elements µ in 
X ~ Y forms a non-commutative monoid, (X ~ Y, t, 9), under the override oper
ator, where(} denotes the null map. Just as in the case of natural numbers, we may 
provide another operator for the underlying set of maps that gives us a commutative 
monoid. Specifically, let us consider 

X !!l P'Y (27) 

where X denotes DOCTOR and Y denotes PATIENT. Remove the null set from the 
range, i.e., 'P' Y = ~ [0] 'PY. Then let us define a special (Q) operator which combines 
the extend operator and the override operator as follows: 

~ { µU [d-{p}], if-,x(dJµ 
µ@ [d ....... {p}] = µ t [d ....... µ(d) u {p}], otherwise (28) 

Then (X ~ P' Y, (Q), 0) is a commutative monoid where the operator (9 inherits its 
commutativity from that of set union U. Thus the registration of a doctor and her /his 
patient might be succintly captured by · 

µ (Q) [d- {p}J (29) 

This abstract monoid will prove to be of especially great significance in some of our 
later specifications. 
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2.2 !v!ORPHISMS 

Every engineer is surely familiar with the remarkable property of logarithms, embod
ied in the physical realisation of the slide rule, that the log of a product is the sum of 
the logs, and that the log of 1 is 0. 

log(xy) - log(x) + log(y) 

log(l) - 0 

(30) 

(31) 

Formally, we say that the log function is an isomorphism from the multiplicative 
group of strictly positive real numbers, (R+\{O}, x, 1), to the additive group of real 
numbers, (R+, +, 0). The morphism is called 'iser' precisely because the two groups 
have exactly the same structure but with different operators. A group, (G, EB, u), is a 
monoid with the additional law that every element g e G has a unique inverse g e G 
such that 

(32) 

Let .µ;, µ1c in DOCTOR ~ P PATIENT be two collections of doctors and their patients 
such that µ1c is to be interpreted as a 'batch update' ofµ;, denotedµ; t µ1c. Then 
the operator dom which returns the set of doctors in the collection is a homomor
phism from the monoid of maps, (DOCTOR ~ P PATIENT, t, 8), to the monoid of sets, 
(P DOCTOR, U, 0). 

dom(µ; t µ1c) - dom(µ;) U dom(µ1c) 
dom(8) - 0 

(33) 

(34) 

The domain operator is not an isomorphism. We may demonstrate this fact by 
showing that two distinct maps glu.e to the same set. A simple counter-example is 

dom([d i-+ S'] t [d - T]) - dom([d - S]) U dom([d i-+ T]) (35) 

- {d} u {d} (36) 

- {~ (~ 

Both dom([d - S]) and dom([d-T]) map to the same result, {d}. 

Although map extention, U, does not give a monoid, it is a specialisation of map 
override, t, and, therefore, we also have 

dom(µ; U µ1c) = dom(µ;) U dom(µ1c) . (38) 

for disjoint maps, µ; and µ1c, i.e., where dom µ; n µ1c = 0. 

Unfortunately, the range operator on maps, rng, is not a monoid homomorphism: 

rng(µ; t µ1c) s; rng(µ;) U rng(µ1c) 

rng(O) = 0 
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'vv'e may demonstrate inequality with the same counter-example we used above to 
illustrate that the domain operator was not an isomorphism. 

rng([d .- S] t [d .- Tl) - rng([d .-T]) (41) 

- {T} (42) 

#: {S,T} (43) 

- {S} u {T} (44) 

- rng([d - S]) U rng([d .- T]) (45) 

However, we do have the important result for disjoint maps: 

(46) 

Therefore, from the definition of the override operator in terms of the extend operator, 
we do have the equality 

rng(µ; t µ;) - mg( -<El [ dom µk]µ, U µk) 

- mg(~ [domµk)µ;) Urng(µk) 

(47) 

(48) 

This result is es;ential for the execution/ construction of proofs. Before rejoining our 
model development there is yet another important theoretical aspect that needs to 
be covered, one that addresses the meaning of the removal or deletion operator. 

2.3 M0N0IDS WITH OPERATORS 

In considering the natural numbers, we identified two well-known monoids: the ad
ditive monoid, (N_,+,0), and the multiplicative monoid, (N', x,.l). We wish now to 
focus on the monoid (N, +, O) and ask in what manner the operation of multiplication 
may be 'integrated' into it. It comes as no surprise to learn that we are here speak
ing about the distributive law, the distribution of multiplication over addition. 
Specifically, for all m, n in N and for some k in N', we usually write the law in the 
form 

k( m + n) = km + kn (49) 

Let us now expressly exhibit the multiplication operator x which was denoted by 
juxtaposition above. 

k x (m + n) = k x m + k x n (50) 

Finally, being good computer scientists, we will replace the infix x with a prefix 
functional name, say M, and wrap up the multiplier kin brackets: 

M[k)(m + n) = .\f[k](m) + M(k](n) 

M[k](O) - O 
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Well, what a pleasant surprise! The expression, M[k], which we will call an operator, 
behaves exactly like a monoid morphism. Specifically, it maps the monoid (N, +; O) 
to itself. For this reason, we call it a.n endomorphism of (N, + , 0). Now we might ask 
what sort of structure operators of the form M(k) might have. Specifically, is there 
a binary operator that turns the set of all such operators into a monoid? The answer 
is affirmative. Denoting the binary operator by o, which usually denotes functional 
composition, we immediately have 

(M[i] o M[k])n - M[j](M[k]n) (53) 

- M[j](k x n) (54) 

- j X (k X n) (55) 

- (j X k) X n (56) 

- M[i x k]n (57) 

Consequently,· we may define the law of composition of the functional operators M[i] 
and M[k], for all j, k in N' as · 

M[j) o M[k] = M[j x k] (58) 

Therefore, the set of all functional operators is closed under this functional composi
tion. It is rather easy to verify that the associative law holds. Finally, M[l] is the 
unique identity. We have just established that the set of functional operators is a . 
monoid under functional composition as defined above. Moreover, the association 

M[k)- k (59) 

demonstrates unequivo~ly that this mono id is isomorphic to (N', x , 1). 

With this background information, we a.re ready to show that map removal with 
respect to a set is a monoid endomorphism. Recall that 

~ [d]Jµ (60) 

denotes the collection, µ E DOCTOR ~ 'P PATIENT, of doctors and their patients with 
information on doctor d removed/deleted. Let SEP DOCTOR denote a set of doctors. 
Then we may show that 

~ [S](µ; t µ1.) - (~ [S]µ;) t (~ [8]µ1.) 

~ (S]8 - (} 

(61) 

(62) 

and, of course, that this endomorphism applies to the specialised extend of two disjoint 
maps 

(63) 
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The collection of such removal operators, ~ [S]I, S E 'P DOCTOR, forms a,monoid 
under functional composition defined by · 

~ [S] o ~ [T] = ~ [Su T] (64) 

The functional operator, ~ [0], is the unique identity element and the associate law 
holds for the composition. Setting up the formal association 

~ [S] - s (65) 

demonstrates that the monoid of removal operators is isomorphic to the monoid of 
sets of doctors ('P DOCTOR, U, 0). 

This concludes our very brief exposition of some of the algebraic theory underly
ing the formal method that w~ are using in this tutorial. Other theoretical results 
n~ary in the context of the application being developed will be presented in their 
proper place. 

Space prohibits inclusion of other significant foundational material here. Further 
details may be found in the author's doctoral thesis [10] and in a comprehensive 
tutorial presented in the Netherlands [11]. 

2 .4 COMPLEMENTARY MODELS 

Let us look at the relationship between our model and reality. We ask ourselves 
what interpretation is to be given to the model, in what way can it be said to be 
an alJstraction of some reality. As computer scientists we will also naturally ask 
ourselves how we will implement the model Does it involve hardware or software? 
Where will we draw the system boundary that delineates the implementable thing 
from the purely conceptual thing. The model 

µ E DOCTOR~ 'PPATIENT (66) 

says something about a collection of doctors and their patients. Now it is quite clear 
that we can not put these doctors and patients into a computer. What goes into 
a computer is basically encoded information. What information might we associate 
with our doctors and patients? 

EXA.'wfPLE 2.2 (DOCTORS AND NAME.5) Every doctor d has a name. Thus, we intro
duce the space of doctors and their names. 

ll E DOCTOR ~ DOC-'iM 

A typical doctor-name map will have the form 
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In the real world, we know that there is some non-zero probability that two different 
doctors will have the same name. For instance, it is po5.5ible that in some v we might 
find entries of the form 

d; .,_ Beizer, and d1c .,_ Beizer (69) 

For this reason, names are considered to consist of surname, firstname and middle 
initials. But even here, chance may have it, that two distinct doctors will have the 
same (extended) names. Computer scientists overcome this particular problem by 
insisting on giving people identifiers. Therefore, let us introduce this new model 

a E DOCTOR .!!l. DOC-1D (70) 

Technically, this association is an exact analogue of the notion of coordinates in 
geometry. Formally, we make a distinction between points and their coordinates. If 
we let E3 denote the 3-dimensional euclidean space of points, then we may choose 
to assign an orthonormal cartesian coordinate frame and aQiOciate with each point a 
triple of real numbers taken from lR3

. Such an assignment of cartesian coordinates 
~ay be modelled by the map 

e e E3 ~ lR3 (71) 

A particular point p in (} will have coordinates (x1, x;, x;). Moreover, distinct points 
will have distinct coordinates, i.e., the map {} will be 1-1. We may express this fact 
formally by stating that the number of domain elements, points, is exactly the same 
a.s the number of range elements, cartesian coordinates: 

ldomul = lmgul (72) 

On the other hand, to the same point we may as.5ign, say, spherical coordinates, triples 
of numbers, (rp, </Jp, Bp), where r,,, </Jp, 9p in JR, and O ::S </Jp < 21r, 0 ::S e,, < 21r. Such 
an assignment may also be modelled by 

(1 e Ea ~ R.a (73) 

Unlike the cartesian coordinate map, the spherical coordinate map is not 1-1. The 
problem arises at the origin point of the coordinate space. Specifically, when rp = 0, 
we can not distinguish between (rp, 0, 0) and (rp, 1r /2, 1r), say. Is it not surprising, 
therefore, that coordinate functions should be complex in computer science? 

We can certainly put identifiers into a computer. But what do we do about the 
doctor part of the association? Doctors will not go into computers. Consider our two 
models 

Z1 E DOCTOR ~ DOC...NM 

a E DOCTOR ~ DOC...ID 
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Since the latter is 1-1, we may invert it to obtain 

a:-1 E (DOCTOR ~ DOC-1D)-l = DOC-1D !!l DOCTOR (76) 

Composition of the inverted model and the doctor-name model gives us the basic 
information model 

v o a-1 = C E DOC-1D !!l DOC_NM (77) 

- (DOCTOR ~ DOC-1'1M) o (DOC-1D ~ DOCTOR) (78) 

where the composition voa-1 is defined over the common intersection of the domains 
of v and a-1. Now we have arrived at a model that may be used in an implementation. 
The unique identifier represents the doctor and the name represents an attribute of 
the doctor, her/his name. 

TECHNICAL ASIDE: The notion of inverse images is a key one in mathematics, and 
consequently, in the VDM4 . It plays a critical role in classical mathematics. It is not 
surprising, therefore, that in a model-theoretic formal method, such as the VDM4 , 
it should also prove to be of critical importance. For example, it was by the use of 
the inverse image that the annihilator form of the invariant for the bill of materials 
problem was discovered [11} p. 201, a major result that led to the tractability of 
proving that operations on a bill of material satisfied the invariant. A second major 
result was the discovery that the inverse image is just the appropriate construct 
to identify aliases in a system specification [11] p. 182. Again, in determining the 
standard development steps of the VDM4 , the inverse image proved essential in the 
parameterisation step [11] p. 189. That the inverse image should prove to be of 
considerable use in the VDM4 is sufficient reason for us to study its properties at 
length. 

Since the inverse image will re-occur frequently in this tutorial, it seem appropriate 
to mention briefly some of its uses in classical mathematics. We begin with a definition 
from classical algebra. 

Every map µ from a set X to a set Y, 

µEX !!l Y 

determines an equivalence relation E,.. in X , [8] p. 12, by specifying 

x1E,,.x1c if and only if µ(x1) = µ(x1c) 

(79) 

(80) 

The inverse image µ- 1(y) of the element y E Y , is the set of all elements x EX which 
map underµ toy, formally 

µ- 1 (y) = {x EX I µ(x) = y} (81) 
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If y = µ(x) then the set µ- 1(y) is just the equivalence class XE,. = µ- 1(µ(x)) in X 
determined. by the element x , which subset of Xis sometimes referred. to as the "fibre 
over the element" y [8] p.12. 

The set of all such fibres constitutes a partition of X determined. by E,.,., [8] p. 12, 
i.e., they are elements of the quotient set X/ E,.,., which in turn is a subset of P(X). 

If we let v denote the natural map from X to X/ E,,,., then there is a mapµ from 
X/ E,,,. to Y which is induced byµ, such that v.re have the factorisation 

µ=ji.ov (82) 

It is, of course, quite natural to generalise the inverse image to apply to a subset S 
of Y rather than a simple element. Specifically, 

µ- 1(S) = {x EX I µ(x) ES} (83) 

In analysis, the concept of inverse. image plays a fundamental definitional role. For 
example, a function f from a measurable space X to a topological space Y, 

feX!!!Y (84) 

is defined to be measurable, [13) p. 8, provided that ,-1cs) is a measurable set for 
every open set S in Y . 

Such examples of the use of the inverse image in mathematics are intended solely 
to indicate its relevance therein. Due to the underlying philosophy of the VDM• , 
[10] , it behoves us to explore the range of its use in the specification of systems and 
any properties that inverse images might have 0 

For those au fait with (relational) databases, it will be recognised that the unique
ness of the identifier is spelt out more precisely by adding extra information such as 
social security number, address, phone number, etc. 

8' E DOC.JD !!! (DOC_NM X SOC~EC-"lUM X ADDRESS X PHONE..NUM X .. . ) (85) 

We may, if v.re so wish, extract the original indentifier-name structure from this model 
by iterating over 8' with a pair of functions, the identity function, I, and a projection 
function , 1r1, that selects the first component of the attribute tuple. Note that the 
projection function is not to be confused with the number that denotes the area of a 
unit disc, 1r! We denote this iteration by 

(86) 

All of these models may be manipulated by map operators that were introduced in 
the context of the doctor-patient collection: domain and range operators, map extend 
and map override, and removal with respect to a set . For each operator expression 
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we can find a meaningful interpretation pertinent to the problem at hand and most 
importantly conditions of validity-pre-conditions-guarding each operator. Is it 
really necessary to state that the pre-conditions are precisely those things which need 
to be tested in an implementation '1 There a.re other aspects of models which give rise 
to the determination of critical examination criteria for validity. 

Before delving deeper into the application at hand, we would now like to introduce 
another model which is complementary to the basic doctor-patient model. 

EXAMPLE 2.3 (PATIENT-DOCTOR RELATION) From the perspective of the patient p, 
we may wish to record all the doctors that the patient consults, the eye doctor, the ear 
doctor, the cardiologist, etc. Such a patient-doctor relation may be denoted by 

[p - {di, d2,. · ·, dm}] 

In other words we wish to look at the space 

µ-1 E PATIENT~ 1'00.CTOR 

(87) 

(88) 

This model is the inverse of the doctor-patient relation and, consequently, we use µ- 1 

to denote a typical instance. It is not the sort of model that one would normally wish 
to implement directly ( via the coordination technique presented) because the map is 
conceptually &e<:e$ible only to a homunculus, an external (global) observer. Such 
a situation occurs frequently in formal modelling and is of great usefulness in system 
specification. Some questions that we might ask of µ may be answered. directly by 
reference to this model. Specifically, if we ask who are the doctors that some patient p 
consults, then the result is immediate 

(89) 

where we have, ef course, the necessary pre-condition x(pJµ- 1. However, many 
software engineers may feel uncomfortable about introducing such a complementary 
model, that somehow we are cheating. Therefore, let us provide an explicit inver
sion algorithm that converts a given µ into the corresponding µ-1. This will give 
us an opportunity to introduce the style of algorithm that we normally use in the 
VDM'-, which in this case is tail-recursive. Those familiar with programming in a 
logic programming language such as PROLOG or, especially, a functional program
ming language such as MIRANDA, will have no difficulty in following the reasoning 
behind the algorithm. Space prohibits us from giving a comprehensive treatment of 
the theory of tail-recursive functions, or of the more general theory of curried func
tions. Supplementary material may be found in [10] and [11]. Suffice it to remark that 
tail-recursive functions have exact while-loop equivalents in imperative programming 
languages and the strategies for the transformation of a tail-recursive function into 
the corresponding while-loop are so well-developed that complete automation is often 
possible. 

The inversion algorithm follows: 
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4 Invert: (DOCTOR ~ P' PATIENT) - (PATIENT ~ P' DOCTOR) 
.e:. 

.1 Invert(µ) = Invert(µ j e 

5 Invert: (DOCTOR ~ P' PATIENT) -

((PATIENT ~ P' DOCTOR) - (PATIENT ~ 'P1 DOCTOR)) 

.1 Invert(8]v ~ v 
.e:. 

.2 Invert[[d - S] U µjv = Invert[µ] o Invert[d, S)v 

6 Invert: DOCTOR x P' PATIENT -

((PATIENT ~ P' DOCTOR) - (PATIENT ~ 'P' DOCTOR)) 

.1 Invert(d, 0]v ~ v 

.2 Invert[d, {p} l:tj S]v .e:. Invert(d, SJ(v (Q) [p - {d}J) 

Annotations 

4 Note that the null set is excluded from the maps. This is a critical point. It is 
not possible to invert an entry such as d - 0. A similar remark applies to the 
signatures in 5 and 6 . 

4.1 The computation of the function to be called is handed over to another function 
of the same name. This latter function is the tail-recursive function whose 
signature (5) differs from the function to be called. The argument outside the 
parenthesis (which appears as v elsewhere) is often known as an accummulator 
variable and is initialised to the null map. Entry to the tail-recursive function 
is equivalent to entry to a while-loop. 

Note the overloading of the function name. The two distinct functions may be 
determined. by signature, i.e., by the number of parameters and their type. This 
facility is availed of by PROLOG and ADA, for example. 

This inversion function is a monoid homomorphism: 

Invert(µi (Q) µk) = lnvert(µj) (Q) lnvert(µ1i:) 

Invert(B) = e 
(90) 

(91) 

5.1 The tail-recursive function is a functional operator. In this, the base case, we 
have termination (exit from the while-loop) and Invert[8) is clearly the identity 
function. 
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5.2 

6.1 

V-ie take advantage of the definition of the extend operator on maps to exhibit a 
non-null map explicitly as the extend of two disjoint_maps. In this, the recursive 
case, we introduce a second tail-recursive function that will iterate over the set 
of patients. 

The second invert function gives us a monoid of functional operators: 

Invert[µ; g µ11:)11 - Invert[µ11:] o Invert[µ;]v 

Invert [ 8) v - 11 

(92) 

(93) 

Clearly, Invert(d, 0] is the identity function. However, its arguments are formally 
equivalent to an entry of the form d i-+ 0 which we have ruled out. There is, of 
course, no inconsistency. We have taken care of that problem by arranging the 
signature ( 6) appropriately. 

6.2 Since ordinary set union, U, does not allow us to express the disjoint union of two 
sets and thus to exhibit a non-empty set in t'V.'.O disjoint parts, we have recourse 
to a special union operator, ~. which functions as such a disjoint union. This 
recursive case is where some actual modification of the accumulator variable 
take place. Note that the result is elegantly expressed in terms of the operator 
that gives us a monoid of patient-doctor relations. 

Yet again do we have a monoid of functional operators. For convenience, we 
will use a slightly modified notational form: 

Invertd(S U T]v - Invertd(T] o Invertd(S)v 

Invertd[0)v = 11 

(94) 

(95) 

The algorithm is proven correct by construction! That is to say, in the VDM4 , 

proofs are constructive. This philosophical position is poorly understood by the prac
titioners of other formal methods. In a sense it is the ideal that every programmer 
strives for. However, just as in programming, it is quite possible that the strong claim 
made about correctness, is in fact false. How is one to know? Therein lies the social 
aspect of mathematical proof. It is certainly not primarily an issue of testing the 
specification. Rather we emphasise that the specification is presented before others 
and the arguments for correctness are presented. 

However, every expression in the VDM4 is constructive and, consequently, exe
cutable in practice. Hence, a prototype of the specifications written in, say MIRANDA, 

is readily feasible. System specifications grow in complexity but at a much lower rate 
than system code. There are other formal methods with tool support which will hap
pily accommodate the VDM4 . In this manner at least the syntactic complexity may 
be kept under control. 

This completes our introductory treatment of models and their operators in the 
VDA-14 . 
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3 THE LAB AND THE DISEASE CENTRE 

There is a well-know aphorism that "'familiarity breeds contempt". Such aphoristic 
utterances convey kernels of wisdom that need to be elaborated upon to ascertain their 
precise meaning. We all know the counter-aphorism that "' absence makes the heart 
grow fonder", a saying the meaning of which is usually immediately clear to those 
who return to the home hearth after prolonged visits to conferences and symposia. 
But what of the aphorism originally quoted? By what mechanism does familiarity 
breed. contempt? 

One reasonable theory that explains the saying has to do with enlightenment. In 
other words, the more familiar you are with the other, the more you get to know the 
other, warts and all. It is the very same with formal methods. Therefore, to reach 
the ultimate stage of perfect contempt, we first must become familiar and strive for 
enlightenment. In this tutorial the path to enlightenment is set out clearly within 
the framework of doctors, patients, hospital laboratories, blood tests and a centre for 
disease control. To this fascinating world we now return. · 

However, having elaborated in depth in§ 2 on the style of development by which 
we arrive at the mathematical expressions which are the answers to our questions, we 
feel free hereafter to be more brief in our exposition in order to focus more on the 
application at hand. We trust that one has already sufficient information and insight 
that she/he will be able to expand on a given expres.5ion, where neces;ary. Again, for 
further assistance, one may consult the material in (10] and (11]. 

A hospital laboratory carries out blood tests for the patients of doctors who are 
registered with the hospital. The recorded results of the blood tests may be modelled 
by the space 

{} E PATIENT ~ B_TEST (96) 

The hospital register which lists affiliated doctors and their patients is modelled by 

µ E DOCTOR .!!l 'PPATIENT (97) 

This model we have already seen before. Now it may be the case that we wish to 
ensure that the patients mentioned in e are precisely the same patients listed in the 
register µ. To establish such a constraint we use an invariant. 

7 inv: (PATIENT ~ B_TEST) X (DOCTOR !!l 'P PATIENT) - B 

.1 mv(µ, u) ~ domµ = u / rng u 

Instead of modelling the recorded information in this manner, we might prefer an 
alternative model: 

CE DOCTOR ~ (PATIENT ~ B-TEST) (98) 
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One good rea.son for this alternative is simply that we have one model instead of two 
and the necessity for h~ving an invariant of the form given above has been eliminated 
completely. 

There is, as one would expect, a connection between the two approaches, a con
nection which can be captured formally. From the single model b we may extract the 
model of patient-blood test information. If we assume that all of the patient-blood 
test maps in 8 are mutually disjoint then we may use the following expression 

(99) 

Clearly the very validity of our solution depends completely on the validity of the 
application of reduction with respect to map extend, U, and this operator may validly 
be used iff the patient-blood test maps in b are mutually disjoint. What a very strong 
assumption! Earlier in the tutorial we were very liberal (and realistic) in allowing 
a person to be the patient of more than one doctor. If we wish to be true to that 
liberalism (and realism) then we certainly can not· use the extend operator. Let us 
explore the problem in some detail, i.e., debug the specification models. 

Suppose that we have a b of the form 

(100) 

which records the fact that two different doctors have the same patient. Application 
of the range operator gives 

(101) 

The inappropriateness of the extend operator is all too apparent. But if we were able 
to find a function that computes the corresponding µ, what would the result look 
like? Clearly, the only pos.5ible solution ought to be of the form 

(102) 

which is an element of the space 

PATIENT ~ 'PB-TEST (103) 

We seem to have got off to a very bad start. However, taking this seemingly negative 
result and turning it around into a positive one, allows us to illustrate most clearly 
how we employ such functions to expose certain types of inadequacies in the formal 
models. Such functions are customarily called retrieve functions and they feature 
prominently in the verification process of formal modelling. How happy we must 
feel to have caught such a pernicious bug at this early modelling stag~the require
ments modelling/specification stag~long before we even entered into considerations 
of design and ultimate implementation. 
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We will have other reasons to discard our patient-blood test model later. Apart 
from the detected bug, there is another potential subtle one embedded in the revised 
model of patients and blood tests: 

PATIENT ~ 'P B_TEST (104) 

Its discovery will be left as an exercise. For the present we ad.opt the irrealistic position 
that everything is in order and abide by the decision to insist on the assumption of 
mutually disjoint patient-blood test maps. Now we will turn to the other retrieve 
function by which {! may be extracted from 6, keeping our fingers crossed lest we 
uncover another difficulty. Happily, everything is in order: 

e =(I~ dom).5 (105) 

Having noted the uncovered problem for later resolution, we turn our attention to the 
centre for communicable diseases. 

By law, each hospital laboratory is required to notify the national centre for disease 
control of all blood test results. However, for the purposes of confidentiality, the centre 
is prohibited from obtaining the names of the corresponding patients. On the other 
hand, the centre must be able to notify any registered doctor on the basis of a blood 
test result of one of his or her patients. We shall begin by supposing that the centre's 
information is modelled by 

, E LAB ~ 'P DOCTOR (106) 

K. E DOCTOR !!l (B_TEST ~ N'), (107) 

and propose to investigate the operations: (i) lab notifies centre, (ii) centre notifies 
lab and doctor. 

Again we have two models and, therefore, we look carefully to see if an invariant 
must be specified that constrains the models appropriately. 

It is quite clear that the set of doctors occurring in both models must be the same 
and we may record this observation formally: 

u / rng, = dom,;, (108) 

The submode! 
/3 E B_TEST ~ N' (109) 

represents a bag which is used to count the number of occurrences of a given test 
result. It is a monoid (B-TEST ~ N', e, 8) where the binary operator is given by 

{ 
/3 u [t ...... n], if ~x[t].B 

.B EB [t ...... n] = .B t [t ...... f3(t) + n] , otherwise (110) 

In other words, the operator e inherits its properties from the addition of natural 
numbers. We recognise the similarity of this construction with the definition of the 
@ operator defined earlier. This leads us to formulate a general theorem: 
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THEOREM 3.1 (Indexed Monoids) Let (M , *, u) denote an arbitrary monoid, which 
we shall call the base monoid, with unit u , and (M', •) the corresponding umigroup, 
i.e. , with M' = ~ [u]M. Then for a domain X , the structure (X ~ M' , ®, 9) is an 
indexed monoid which inherits its operator properties from (M, *, u) , where forµ in 
X !!l M' , 

® x _ m _ { µ U [x - m], if ..,x[x]m 
µ [ ] - µ t [x - µ(x) * m], otherwise (111) 

For convenience, let us denote by 

X O (M, *, U) (112) 

the construction of the indexed monoid from the base monoid. With this notation, 
we may expr~ the additive monoid of bags (X !!l N', EB, 8) as X O (N, +, 0) and the 
monoid (X !!l -P'Y,(Q),8) as XO ('PY,u,0) . 

We might be tempted to break off the treatment of the disease centre model at 
this pomt and devote ourselves to a further elaboration of the theory that has been 
opened up by th.is new theorem. However, there is yet much to be done and we must 
forgo such a pleasure and return to the grindstone. 

As in the case of the lab we may consider a single model for the disease centre 
information: 

1/J E LAB !!l (DOCTOR !!l (B-TEST !!l N')) 
To obtain the first of our two models, , , we write 

, = (I !!l dom)1/1 

(113) 

(114) 

To obtain the second model, tt, we proceed as in the case of the single model for the 
hospital lab and try a reduction with respect to map extend over the range of t/J: 

1t = u / rng1/} (115) 

Once more this reduction is valid iff the doctor-blood test maps are mutually disjoint. 
We ask ourselves under what conditions such maps might not be disjoint? Clearly, in 
analogy to the hospital lab case, the specified retrieve function is invalid if we permit 
the same doctor to be registered with at least two distinct labs. Once more we have 
uncovered a pernicious bug of the same class as before. It may very well be the 
case that a consultant is registered with more than one hospital lab in the real world 
where the system is supposed to work. Whether this bug infects the two separate 
models , and 1t, is left as an exercise. 

But, of course, one may argue that an experienced systems analyst would have 
uncovered such bugs in the requirements negotiations with the clients. Still it is 
comforting to know that they can be detected easily with formal mathematical pro
cedures. 

Let us proceed then with the models as given and use the ass-:.:mption of one 
doctor-one lab. Our next assignment is t he consideration of the two notify operations. 
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3.1 LAB NOTIFIES CENTRE 

We will use the pairs of models for the lab and the centre, each of which is repeated 
here for convenience. 

I} E PATIENT ~ 8_ TEST (116) 

µ E DOCTOR ~ 'P PATIENT (117) 

' E LAB ~ 'P DOCTOR (118) 

K. E · DOCTOR .!!l (B-TEST .!!l N') (119) 

Upon determination of the results of a blood test t for the patient p of doctor d, the 
laboratory l notifies the centre. We expect the operation to have the form: 

Notify(l, d, t](g, µ, ,, K) ~ ... (120) 

We will certainly expect that the notify operation has a pre-condition which we shall 
now determine. First we must ensure that the blood test twas recorded at the lab l: 

x[t]rng g (121) 

But the curious will note that we did not make use of the lab's identifier l. It is 
certainly required. by the centre but the domain LAB is not mentioned anywhere in 
models g, µ. This anomaly must be rectified. It is precisely to remove such anomalies 
that one introduces a homunculus model for the hospital laboratory, such as 

µ' E LAB .!!l. (DOCTOR .!!l. 'P PATIENT) (122) 

But now that we have identified the problem and its solution, we will proceed with 
the original models. · 

Continuing with the pre-condition analysis, we require that the doctor in question 
be registered with the lab 

x[d]µ (123) 

and that the patient p in question is a patient of doctor d: 

(124) 

Our pre-condition thus far was concerned with the validity of data at the specific 
hospital lab. This involved checking the first pair of models. What about validity 
with respect to the models of the centre? 

We immediately identify distinct cases. Suppose that the lab l is not registered at 
the centre and neither is the doctor. Then we would have 

Notify[!, d, t](e, µ, ,, K) ~ (e, µ,, u [l - {d}],"' u [d - [t - 1]]) 
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where the use of the extend operator indicates that we are adding the conditions 
-,x[l]c; and -,x[d]1e. 

Now suppose that the lab is not registered., but that the doctor is registered 
with some other lab. The very nature of the model pair allows us to capture the 
specification accurately: 

where the extra conditions are given by 

(127) 

Or it may be the case that the lab is registered. and the doctor is not ... 

After an exhaustive analysis, it becomes quite clear that we need to bring some 
order to the variants of the notify operation. One obvious solution, which usually 
occurs to programmers, using conventional languages, is to distinguish the various 
cases . by writing nested if-then~lse statements. From experience we know that this 
route is fraught with difficulties and provides a golden opportunity for the independent 
testers. 

For those who are encouraged to use modular programming lanuages or object
oriented languages, it will be apparent that the preferred route is to introduce a 
separate register operation. Thus, if a lab is not registered. with the centre, it must 
do so before transmitting data. Such a solution would occur to programmers who 
are familiar with the model of cellular telephony, or with those engaged in advanced 
broadband communications services (whether multimedia or not) . The register oper
ation for the lab is simply 

(128) 

The occurrence of the empty set in the expression causes us to reflect whether or not 
one ought to register the lab's doctors D at the same time that one registers the lab. 
If we decide to go this route, then , becomes modified to 

(129) 

and subsequent new affiliates of the lab may be registered as and when the need 
arises. But registering the doctors has an impact on the ,c model and we must take 
into account whether or not the doctor to be registered for lab l is not, in fact, already 
registered with another lab l' . The resolution of this particular complication is left as 
an exercise, the solution of which will depend heavily on the degree of committment 
to the pairs of model specification or whether a different model is to be chosen. 
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3.2 CENTRE NOTIFIES LAB AND DOCTOR 

Having determined that the results of a particular blood test t are significant, the 
centre notifies all the labs and affiliated doctors of the result. The specification will 
have the form: 

Notify[t](,, K) ~ . .. (130) 

For this specification we will be content to identify the doctors concerned, and then 
from this information to identify the corresponding labs. One may check the validity of 
the given significant blood test in a manner similar to the method used in the previous 
notify operation. Here we will concentrate on extracting the relevant information. 

First, since the input is simply a blood test and no numerical information is 
supplied then we will construct a derived model: 

K.
1 = (I ~ dom)K. E DOCTOR ~ p B-TEST (131) 

Using the inversion algorithm given earlier, we may construct another derived model: 

K.
11 = Invert(K.1

) E B_TEST ~ 'P DOCTOR (132) 

recalling that the validity of the inversion depends on prohibiting entries of the form 
d ...,. 0, a situation which can only arise if a doctor is registered with the centre but 
there is no record of a blood test for any of her /his patients. Hence, we must make 
sure that registration of doctors does not leave the centre's database in a state which 
would cause the inversion to fail! 

The map K.
11 may now be used to give the set of all doctors who have to be notified: 

(133) 

where we have chosen to eliminate the auxiliary variables K.1, r;,11 and replace the word 
invert with the appropriate symbol. If one finds this expression to be too abstract 
then the recommendations on verbosity given in § 2 of the tutorial may be applied. 

From the lal>-doctors model, we apply the inversion once again to obtain the 
derived model 

(134) 

Once again, validity depends on the non-occurrence of an entry of the form [l .,_ 0] 
in , . In other words, registration of a lab, without further information, will put the 
centre's database into a state which will cause the inversion to fail. 

We may now use the set of doctors to be notified to restrict this derived model to 
give both the set of doctors and the corresponding labs that both need to be notified. 
Resorting to K.

11
, this may be expres.sed in the form: 

(135) 
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For the stout of heart, we express the same result in terms of the original variables 
and eliminate the invert operation name to give 

(136) 

Finally, it must be remarked that the restriction opera.tor presented in this solution 
is another monoid endomorphism which is the dual of the removal monoid endomor
phism. Rather than give the details here, the reader is referred to (10]. 

In specifying the notify operations we have tacitly assumed that communication 
is carried out directly from lab to centre and vice-versa. in a. simple abstract network 
that might be assumed to have a star configuration. We certainly did not enter into 
any disctl.$ion as to what the actual communications network might look like. To 
develop the application further we now look at a simple abstract model of such a 
network and use it as a vehicle to illustrate what proofs look like in the VDM4 . 

4 PROOF 

Earlier we made the statement that proofs are constructions in the VDM•. In most 
other formal models proofs are based on the use of formal logic. To illustrate the 
distinction we choose a simple model of a communications network with switching 
nodes, give a simple invariant in the formal logic style and remark upon its properties. 
Then an alternative constructive form of the invariant is supplied. Finally, the power 
of the method is exhibited by considering satisfaction of the invariant by an operation 
on the network and calculation of the n~ and sufficient pre-condition by 
constructive proof. Those who advocate formal logic for proof are invited to do 
likewise in their method. 

The material in this section was first presented by the author at a guest lecture 
in the Technical University of Delft, December 1992, and the material appears here 
in print for the first time. The results are believed to be new. 

4.1 THE NETWORK MODEL 

Let us consider a distributed system whose network topology is a ring. Using a graph 
representation, one may identify the nodes with processes and edges with communi
cation channels [14] p. 27. A graph may, in turn, be represented as a map µ in the 
space [11) p. 221: 

µEX.!!! 'PX (137) 

But not everyµ will represent a ring. We know that the same space models directed 
acyclic graphs, which are, for example, representations of bills of material [11] p. 218. 
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To identify precisely that subspace which models rings we supply an invariant. For 
the present we illustrate the model of an n-node unidirectional ring by 

xl {x2} 
x2 {x3} 

µ= I-+ (138) 
xn-1 {x"} 
x" {xl} 

In a general network topology, it must be the case that every node x is connected 
to at least one other node. Supposing that the edges are to represent bidirectional 
channels, then 

l 2 · X 1-+ {x ,X , ••• ,z,1} (139) 

would represent a typical node's connectivity. A more detailed analysis on the dis
tinctions bewteen unidirectional and bidirectional links will be developed later when 
we make a distinction between a fixed network topology and the dynamic selection of 
routings based on sender-receiver pairs. 

4.2 THE INVARIANT 

Whatever the intended network topology, it is clear that it is never the case that a 
node be self-connected, i.e., there are no 'direct' cycles in the network. Thus elements 
of the form 

X 1-+ { ••• ,X, ... } (140) 

are definitely to be prohibited. We may, therefore, use this information to constrain 
the space X ~ PX by imposing the invariant: 

inv(µ) ~ 'vx e domµ,x ¢ µ(x) (141) 

There may well be other constraints that one might impose. We shall however, content 
ourselves with an analysis of that given. · 

From the perspective of the logician, the given invariant is concise, accurate and 
elegant. But from the perspective of the formal methodist who insists on the applica
tion of formal logic, then the calculation we are about to perform, may cause certain 
technical difficulties-a challenge! 

In the VDM• we eschew writing universal and existential quantifiers. Thus are 
we impelled to seek an alternative constructive form of the invariant. One solution 
follows. 

The general strategy is to take an element of the form 

X 1-+ S, (142) 
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tuple the domain and range to give 

x - (x,S), 

and iterate over the resulting range with the characteristic function to produce 

x- x(x,S), 

which is formally equivalent to 
x - x[x)S. 

(143) 

(144) 

(145) 

If x is not a member of S, then our construction will produce x - 0. We now have 
some choices on how to proceed to establish the required. invariant. Before illustrating 
these, let us first present the construction that achieves the above result. 

For eachµ. EX !!l PX we introduce the corresponding 'identity map' Iµ which 
takes each element x in the domain of µ. to itself: 

Iµ ~ {x - x I x(x)µ.} (146) 

Alternatively, since I denotes the identity map of X !!l -PX, then 

Iµ~ <l [domµ.)I 

Now, for eachµ. EX !!l PX, we form the extended. map 

Iµ rx1 µ. 

(147) 

(148) 

where rx1 is the join or 'pairing operator' which tuples a pair of maps with common 
domains [10]. Iteration over the range with respect to the characteristic function is 
readily achieved: 

(I !!l x)(Iµ rx1 µ.) (149) 

which constructs .a. map in X !!l B. 

Remark: One will note that Iµ is referred to as an 'identity' map, the quotes being 
significant. The issue here is that we already have a unique identity function I. In 
our effort to be rigorous we have written Iµ for the construction of the required 
tupled. map, but I for the iteration. The difference arises from our insistence that 
the opera.tor txl is defined over a pair of maps if and only if said maps have the same 
domain. 

The required invariant may now be given in either of the two forms 

( (I !!l x)(Iµ rx1 µ) )-\1) = 0 (150) 

where we use the inverse image to check for the non-occurrence of x in S, or 

rng(I !!l x)(I,.. CXl µ) = {0} (151) 

where we rely on the property of non-duplication of elements in a set to arrive at the 
equivalent result. 
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4.3 THE OPERATION 

Let us suppose that nodes in the network are taken out of service, for whatever 
reason, and then brought back on line later. In a non-stop system, the outage may be 
constrained to be as little as 5 minutes per year! Let x' denote a node that is to be 
brought back oii line. From the fixed network topology, it has been determined that 
x' is to be linked to node x. There will be other linkages to be restablished, of course. 
Confining ourselves to this single re-connection, we specify it as an enter command 
E as follows: 

E { µ u [x - {x'}], -,x[x)µ 
[x,x1µ = µ t [x-µ(x) u {x'}], otherwise (152) 

Note the care that we take in considering whether or not x' has already been linked to 
some other node in the network. The mathematical expression we have seen before. 
Thus we might prefer to have written: 

E[x,x']µ = µ Q) [x - {x'}] . (153) 

No pre-condition is given. We shall now calculate the neces.5ary and sufficient pre
condition by attempting to demonstrate that the enter operation satisfies the invari
ant. 

4.4 THE CONSTRUCTIVE CALCULATION 

For convenience, we write v = E(x,x']µ = µ Q) [x - {x'}]. 

We are not yet able to reason efficiently with the (Q) operator and must resort to 
its basic parts. In other words, we note that there is still work to be done. Hence, 
the proof will be accomplished by cases. 

Case A: v = E[x,x']µ = µ U [x - {x'}], if-,x[x]µ. 

The first step is to construct the identity map and apply the join operator to tuple 
the resulting pair of maps: 

8 Iv C><l V 

.l = (Iµ U [x - x]) t:<1 (µ U [x - {x'}]) 

.2 = (I,., C><l µ) U [x - (x, {x'} )] 

Next we iterate over the result by applying the characteristic function to the !ange, 
to give: 

9 (I ~ x)(Iv C><l v) 
.1 = (I ~ x)((I,., t:<1 µ) u [x - (x, {x'})]) 
.2 = (I !?l x)(Iµ. C><l µ) u (I ~ x)[x - (x, {x'} )] 
.3 = (I ~ x)(Iµ. C><l µ) u [x - x(x, {x'} )] 
.4 = (I ~ x)(Iµ. c:<1 µ) u [x - x[x]{x'}] 
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At this point we have a choice between application of a range operator, which 
readily establishes the pre-condition we are searching for, or application of the more 
exotic looking inverse image operator which is technically challenging. We choose the 
latter, exhibiting new theoretical results as a consequence, and leave the former as a 
simple exercise. Thus, application of the inverse image operator gives: 

10 ((I ~ x)(I.., tx2 v))-1 

.1 = ((I ~ x)(Iµ txl µ) u [x - x[x)x'])-1 

.2 = ((I ~ x)(Iµ txl µ))-1 Q) [x ....... x(x]x']-1 

.3 = ((I ~ x)(Iµ txl µ))-1 Q) [x[x)x' ....... {x}] 

Remark: The passage from 10.1 to 10.2 is accomplished with a new theorem on 
inverse image maps: 

THEOREM 4.1 For any pair of disjoint mapsµ and v in X ~ Y, 

(µ U v)-1 = µ-1 g "-1 (154) 

where µ-1, i,,-1, (µ U i,,)-1 in Y ~ P' X, and, in addition, for an evaluation at 
somey 

(µ U v)-1(y) _ (µ-1 Q) "-l)(y) 

- µ-l(y) u 11-l(y) 

Now we simply evaluate the result as required: 

11 ((I ~ x)(I" tx2 v))-1(1) 
.1 = ((I ~ . x)(Iµ tx2 µ) u [x - x[x]{x'}])-1(1) 
.2 = ((I !!i x)(Iµ txl µ))-1(1) u [x(x]{x'} ....... {x}](l) 
.3 = 0 U [x[x]{x'}......, {x}l(l) 
.4 = [x[x]{x'} ..... {x}](l) 
.5 = 0 iff x[x){x'} # 1 
.6 ~x ¢ {x'} 
.7 ~z#-x' 

(155) 

(156) 

which establishes the pre-condition for Case A. Note the evaluation step in the passage 
from 11.1 to 11.2. 

In the course of the proof, there were many other steps that we ought to have 
annotated, in particular giving the details of the various lemmas and theorems that 
follow as a consequence. However, such a detailed exposition would have clouded the 
overall structure of the proof, and the pride of place given to the theorem highlighted, 
might have been obscured. 
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The proof of the first case was relatively simple as expected. Proofs which involve 
disjoint maps usually are. The real technical problems we expect to meet when · we 
consider the override operator, to which we turn next. However, before doing so, 
it is quite proper to remark on the distinction between the two resultant forms of 
the pre-condition: x ¢ {x'} versus x -:I= x'. The latter we must use if we adhere to 
the form of the parameters supplied to the enter operation. The former is, in fact, 
more elegant and more general, suggesting a different form of the parameter list that 
permits a more general enter operation. 

Case B: 11 = E[x, x')µ = µ t [x- µ(x) u {x'}], if x[x]µ. 

The procedure is exactly the same as for Case A. The noteworthy aspect is the 
rewriting of the override operator in terms of the extend operator: 

12 Ii; C><l 11 

.1 = Iµ C><l (µ t [x ,_ µ(x) U {i'}]) 

.2 = (~ [x)Iµ u I:r:) C><l (~ [x)µ u [x....,. µ(x) u {x'}]) 

.3 = (~ [x)Iµ C><l ~ [x]µ) u (I:r: C><l [x....,. µ(x) U {x'}]) 

.4 = ~ (x](Iµ C><l µ) U ([x ,_ (x,µ(x) U {x'})]) 

.5 = (Iµ C><l µ) t ([x....,. (x, µ(x) U {x'})]) 

In the next stage the inter-ronversion betv.-een the override operator and the ex
tend operator and vice-versa has been condensed for simplicity. One may follow the 
paradigm established above to check the actual intermediate details, if necessary. 

13 (I !!l x)(Ii; C><l v) 
.1 = (I !!l x)(Iµ C><l µ) t [x - x(x](µ(x) u {x'})] 

Choosing once more the application of the technically difficult inverse image OJr 
era.tor, gives: 

14 ((I !!l x)(Iv C><l v))-1 

.1 = ((I !!l x)(Iµ C><l µ) t [x - x[x](µ(x) u {x'})])-1 

.2 = (I !!l ~ [x))'((I !!l x)(Iµ C><l µ))-1 (Q) [x[x](µ(x) u {x'}) - {x }] 

Remark: Justification of this result is based upon the more general theorem which 
is the counterpart of that given above: 

THEOREM 4.2 For any pair of maps µ. and v in X !!l Y , 

(µ, t v)- 1 = (I !!l ~ [ dom v])' µ.- 1 (Q) v-1 (157) 

where µ- 1 , 11-1 , (µ t v )-1 in Y !!l 'P' X, and, in addition, for an evaluation at 
some y 

(µ t v)- 1 (y) = ((I~~ [domv])'µ.- 1 (Q)v- 1)(y) (158) 

= (I !!l ~ (domv))'µ.- 1 (y) U v-1(y) (159) 
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The priming on (I ~ -..a [ dom v]) denotes the fact that if as a result of the sleletion 
we obtain an entry of the form [y - 0), then this must be deleted from the resulting 
inverse image map. We may establish this theorem by noting that 

(µ t 11)-1 = (-..a [domv]µ U v)-1 

= (~ [domv]µ)- 1 @v-1 

(160) 

(161) 

Finally, for any set S in 'P Y, it may be shown that 

(162) 

from which the theorem follows immediately. 

It goes without saying that this result reduces to that given earlier for the inverse 
image of disjoint maps. Other significant theoretical consequences arise from the two 
theorems given, but this is not the place to present them. 

Contmuing with the rest of the calculation, we arrive at the expected result: 

15 ((I ~ x)(Iv cxi v))-1(1) 
.1 =(I~~ [x])'((I ~ x)(Iµ c,q µ))-1(1) u [x[x](µ(x) u {x'}) - {x}](l) 
.2 = ((I ~ x)(I,,. c,q µ))-1(1) u [x[x](µ(x) u {x'}) - {x }](1) 
.3 = [x[x](µ(x) U {x'}) - {x}](l) 
.4 = 0 iff x[x)(µ(x) u {x'}) =I= 1 
.5 => X t (µ(x) U {z'}) 
.6 => x t µ(x) V x t {x'} 
.7 => X t {z'} 
.8 => X :/: Z

1 

which gives the pre-condition for Case B. Happily, it is the same pre-condition as in 
Case A. A different result would have been disasterous. 

In this example of invariant satisfaction we were fortunate indeed to have two 
distinct forms of the invariant, both of which are suitable for calculating the pre
condition. That proofs using both forms give the same result, is pre-eminently satis-
fying. 

Regretfully, space does not permit us to explore this issue further here. Work that 
remains to be done, includes a complete listing of all operations on the network and 
the accompanying pre-conditions, computed in the manner demonstrated. Although 
the details may (appear to) be tedious, it is comforting to know that once done, the 
results will endure forever. Therein lies the real benefit of the formal methods. 

Having introduced the notion of a network topology, it seems fitting that we 
consider some further aspects of a communications network in connection with the 
medical part of our system. The next section is dedicated to the network view of the 
notify operations and other network issues. 
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5 NETWORK TOPOLOGY, ROUTING AND NODE STOR

AGE 

The communications network for the medical system was assumed to be a star con
figuration. Let us now, though still keeping that same configuration, introduce the 
distinction between information held at a site and information a.t a. network node as 
illustrated. in Fig. 1. 

Centre 

Figure 1: Network topology 

For this section, we will use the more general single models for both lab site and 
centre: 

C E DOCTOR ~ (PATIENT ~ B-TEST) 

1/J E LAB ~ (DOCTOR ~ (B_TEST ~ N')) 

The network topology is modelled, as in the previous section, by 

veX ~ PX 

subject to the invariant that there are no self-loops: 
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Such a model is inherently asymmetrical, recording essentially unidirectional connec
tivity. That there is connectivity in the opposite direction, is modelled by 

(167) 

In addition we will specify an invariant to capture the notion that all of the links are 
bidirectional: 

(168) 

Alternatively, we may introduce a new operation based on set intersection and for
mulate the invariant as 

(169) 

where (6) is defined by 

{ 
9 if ~x[z)v, 

,., @ [x .,_ S] = ,.,' t [z .,_ v(z) n S], otherwise (170) 

As usual, the prime denotes the removal of resulting entries of the form z .,_ 0. 

Then for a network with unidirectional links only, the invariant is 

(171) 

Networks with both bidirectional and unidirectional links will have an invariant of 
the general form 

9 --: 1/ ®' ,.,-1 --: 11 (172) 

Given a sender-receiver pair, and the network topology, we may then extract a model 
of the ~ible routings, ignoring for the present any issue of link capacity. Such 
routings are also modelled by 

p EX !?l 1' X (173) 

Finally, to complete the conceptual framework, we need to give a model for node 
storage, since we are implicitly assuming a store and forward packet switched network. 
Each packet will contain a header, giving the send-receiver 'addresses' and the data, 
which we will model as: 

q EX !?l 'P(X2 x (DOCTOR !?l 1' B_TFST)) 

5.1 FORWARD & STORE 

(174) 

Whereas the lab and the centre view the transmission of data as notify operations, the 
network sees the same transmission as the forwarding of data from one node ( which is 
a removal operation) to some other node (which is an enter operation). Such removal 
and enter operations will involve the network storage model only. In other words, 
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we will work entirely on the assumption of the star configuration, it being one of the 
simplest topologies. In particular, we can safely ignore the routing problem. 

For convenience, we will work with a typical network storage example of the form 

(j = [ :_:_ : 
Xe 1-+ 

{C11L¢V,c11r,<1>r)} ] 
{ (77~, ¢~), (11?, <I>~)} 

{(77;, ¢~), (77~, <P~), · · ·, (11:, ¢~)} 

(175) 

where TJ = (x.,,xr) is the header, and ¢ E DOCTOR .!?l 'P B_TEST is the data. The 
example illustrates the fact that at each lab node, there are two po$ible types of 
data, those that it is sending to the centre, and those that has been sent to it by the 
centre. For information, we note that 

(176) 

extracts a derived map of all the header information. The derived map of data 
information is 

(I~ 'P1r2)a (177) 

Let us deal with the removal operation first. We expect the specification to have 
the form 

16 R: X 2 x (DOCTOR .!!l B-TEST) - (STORAGE - STORAGE) 
A 

· .1 R[(x;,x,:), [d- tl)a = .. . 

where it is clear that the data part of the (virtual) packet is a doctor, bloodtest pair. 
We really ought to introduce another model for the virtual packet and bring some 
more structure into the conceptual framework. 

As far as the remove operation is concerned, we might consider a pre-condition of 
the form x(x;](j = x(1r1r,]u, where we suppose that the forwarding is from node x; 
to Xk . 

But from the model of storage, and repeated forwarding from the same node, it is 
clear that we may arrive at the situation where 

u(x) = 0 (178) 

We may wish to interpret this to mean that there is no data at the x node for 
onward transmission. We will treat such states as bugs, preferring to delete the entry. 
Similarly, there is also the possibility of x[(11, 8))(j(x) occurring, which indicates that 
all the packets associated with the header 77 have been forwarded. Again this is 
interpreted as a bug. We resolve this as above. 

Given a header 17 = (x;, x1c), we use it to pick out the corresponding¢ from u(xj) 
and give the specification as a recursive algorithm: 
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17 

.1 

.2 

.3 

.4 

.5 

5: X 2 
--+ (X2 x (DOCTOR !!:. 'P B_TEST) --+ (DOCTOR !!:. 'PB-TEST)) 

t:;. 
S((xj , x~:)]a(xj) = 

let (11, <t>) E cr(xj) in 
(xj, x1i:) = Tl 

- ¢, 
- S[(xj,Xk)]~ ((11,<t>)]a(xj) 

where, for validity, we must have the pre-condition x[(xj, Xk)]a(xj)- The recursive 
algorithm may be converted. into an operator form such as (xj ,Xk) ll a(xj), a process 
with which we are not very happy, leading as it does to a proliferation of needles.5 
operator symbols, and against which we often rail. 

The next step in the specification is the removal of [d .,_. t] from¢,= S((xj,Xk)Ju(xj)
We will denote this by a primed removal: 

R'[[d - t]]<t> (179) 

taking care to delete entries of the form d - 0. Such a removal is the analogue of bag 
diminution, which is formulated. similarly to the subtraction of natural numbers-the 
predecessor function. Specifically, the bag diminution operator, e, is defined by 

.B 9 [x .,_. l] = { ~ (x].B, if ,B(x) = 1, 
.B t [x 1-+ .B(x) - 1], otherwise (180) 

The counterpart for the monoid of sets, (X ~ 'P' Y, (W, 9), may be defined similarly: 

R'[[x 1-+ { }]] = { ~ [x)µ, if µ(x) = {y}, 
. y µ µ t [x 1-+ ~ [y)µ(x)], otherwise (181) 

It should be quite obvious that the operator symbol, ~, and the function symbol, R, 
are inter-changeable. 

To denote the updated information at node x 3 as a result of forwarding [d 1-+ t], 
we may now write 

~ [(17, <t>)]o-(xj) U { (TJ , R'([d - t]]<t>)} (182) 

a specification that recalls the definition of the override operator in terms of extend. 
Hence, the specification of removal, which we have developed so far, reads 

R[(Xj,Xk), [d 1-+ t])o- t;;. <7 t [Xj 1-+ ~ [(TJ, <,6)]<7(Xj) U {(TJ, R'([d 1-+ t)]¢)}] (183) 

But we are now very conscious of the bugs that may arise. In this case, by repeatedly 
forwarding the same doctor's blood test data, it is possible to obtain an entry of the 
form 

Xj 1-+ {(TJ, 8) , . . . } (184) 
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Thus, in the event that R'[[d - t]]¢> = 8, we add the extra clause 

R[(Xj ,Xk) , [d- t])(1 = O" t [Xj - ~ [((xj ,Xk) , <t>))u(xj) 

Finally, this new clause may lead to an entry of the form 

Xj i-+0 

(185) 

(186) 

giving us the bug on the higher level. This bug is P.Hminated by priming the outer 
removal opera.tor. To complete the definition of the removal operation, we really ought 
to eliminate the temporary variable that we have been using, ¢ = S[(xj ,Xk))o-(xj), 
and ·which we leave as an exercise. 

Quite clearly, the definition of the forward part has resulted in a very complex 
mathematical expression. The complexity arose out of dealing with null structures, 
9, and 0, introduced as a. direct result of the removal operator. As a result we are led 
to consider whether the specification can be lifted to a higher level of abstraction by 
introducing new monoids or new morphisms. Alternatively, we also consider changing 
the basic model representation. But all such activity is meat for the School of the 
VDM•. For all its complexity, the expres.5ion is at least manageable compared to the 
actual code that one might find in the real system. 

Let us now look at .the store part of the forward and store operation. Fortunately, 
the expression will not be so complex. Due to our policy of deleting ( '7, ¢) entries, 
then it is quite po~ible that· there is no destination entry in the model, i.e., x1c i-+ 0. 
Hence, we expect 

E[(xj,Xk), [d- t])<T ~ o- U [Xk - {((xj , Xk), [d- t])}] (187) 

If there had been a destination entry, but no information associated with (xj,Xk) , 
i.e., -ix[((xj , Xk) , </,)](1(Xk), then the enter operation would have read 

From our previous work we are led to combine the two specifications using a new 
operator the meaning of which should be obvious from context: 

E[(x; , Xk), [d 1-+ t]]<1 ~ <1 (9:z [x1c ...... {((x; ,xk) , [d 1-+ t])}] (189) 

This form of the enter operation deals conclusively with the two situations where the 
two outermost null bugs would have arisen. In the other innermost null bug case, the 
specification is 

44 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

where the distinction is based on whether or not <t>(<i) = e. We recognise our monoid 
of sets in this expression and can condense it to the form 

E[(xj, xi.:) , [d ...... t]]o- ~ o- t [x1i: ...... ~ [(17, <t> )]o-(x1i:) U { (17 , <t> (Q) [d 1-+ { t }]) }] (191) 

The process leading to the specification of the enter part of the store and forward 
operation seems much shorter and easier than the removal part. This is due to two 
very important reasons. By beginning with the removal part we were forced to ad~ 
the pernicious null bugs. That we took this approach is almost entirely due to our 
familiarity with certain monoids. The second reason is simply that remove and enter 
are the inverses of each other. Once the removal was complete, then we presented the 
specification of enter in the reverse order. There is, of course, a third reason-the use 
of the auxillary variables TJ and <I> which guided us in the specification of the removal 
operation. We found it very convenient to rely on these for the last part of the enter 
operation specification. 

What can we say about the specifications that. have beem produced? The first 
question that must be asked is: Are they correct? We must confess that we can 
not be too sure. This text is the third time that the specifications have been devel
oped/elaborated. They must still be regarded as work in progress. The use~ 
of the TJ and <I> variables suggest splitting up the original models. It appears that we 
ought to introduce some auxiliary models in order that T/ and¢> achieve a permanent 
status. We did hint at this in the beginning of the section when we referred to headers, 
17, and collections of data packets, ¢>. 

Another way in which we might check the correctness of the specifications, is to 
introduce an invariant that captures the amount of information in the storage in the 
network at any instant, and then prove that appropriate forward, store operations 
conserves that invariant. 

5.2 ROUTING 

To complete this sectio~ we will now address the distinction between the 'static' 
network topology and the dynamic network routing, in a completely general setting. 
The quotes around static are intended. to emphasise that at any instant, the topology 
of the network is fixed, in contrast to the dynamic nature of routing extraction from 
that fixed topology. However, as nodes may be taken out of service, and later switched 
back in, or as communication links may fail, etc., then the topology itself will rio longer 
be static but vary over time. It will be clear from the specification of the routing, 
that the same mathematics may be used to analyse and specify the fragility of the 
network topology itself, in the presence of failure. 

For definiteness, we may work initially with a topology such as that shown in Fig. 2. 
In the VDM we may demonstrate that such a topology is a rei.fication of the star 
configuration, together with extra connectivity between lab nodes. But that takes us 
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Figure 2: Network topology 

into the verification pa.rt of the method. We are concerned with validation in this 
tutorial. 

Now let us suppose that the node n1 wishes to send data to node n 4 . Then, 
from the diagram it is clear that we obtain the p~ible routings given in Fig. 3. 
Formally, we will extract the routings from the network topology by giving a recursive 

Figure 3: Network routing 

algorithm, denoted by e. Since both network topology and routing are essentially 
graphs, then the algorithm is based on graph traversal. We have modelled such graphs 
and graph traversals in the style of the VDM4 before and presented preliminary 
results in [11], where we noted our uncertainty as to the equivalence of two depth
first search algorithms, drawn from the literature. 

The routing extraction problem has given us a fresh opportunity to look at the 
problem again ab initio and to obtain, what we believe to be, an elegant result. 
Relying on the development presented in [11] , we propose to be very brief in our 
annotation of the following extraction algorithm. First we give the algorithm for the 
simple case that all the links are bidirectional. 

18 £ : X 2 - TOPOLOGY - (TOPOLOGY x ROUTING x BACK-EDGES) 

.1 £[s, th~ £:["Y(s)i(-y, [s - ,(s)], [s - ,(s)J- 1
) 
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Annotations 

18 For convenience we give names for the models rather than their structure. The 
TOPOLOGY and ROUTING models we have seen before. The BACK-EDGES model 
is exactly the same structure as the other two. 

18.1 We hand over the computation to another extraction algorithm of the same 
name. The form of the right hand side is standard in the VDM". Of particular 
note is the inclusion of the topology "Y as a. read-only (data) structure. As well 
as the result to be computed, the routing, we will also compute its complement, 
the back edge structure. 

The transformation of the source and target nodes, s, and t, from parameters to 
a superscript, and subscript, respectively, adds to the clarity of the functionality 
of the algorithm. Again this is standard. 

19 &:X2 x'PX- . 
( (TOPOLOGY X ROUTING X BACK-EDGES) -

(TOPOLOGY X ROUTING x BACK-EDGES)) 

.1 £:(0]{-y, "Yr , "Yb) ~ (-y, "Yr, '"Yo) 

.2 e:Hn} ~ SJh, "Yr, '"Yo) ~ 

.3 x(nhr V (n = t) - visited(n) or target(n)? 

.4 - e:(SJC"Y,"Yr,"Y&) 

.5 - t::(S)t:;'( ~ ( dom-yrh(n)]("Y, 

.6 "Yr U (n 1-+ ~ (dom"Yrh(n)],'"Yo (Q) (n i-+ ~ (dom"Yrh(n)J-1) 

Annotations 

19 The algorithm has the signature of a tail-recursive function. But from 19.5 we 
see that the algorithm is, in fact, binary recursive. Thus, this algorithm belongs 
to the more general cl~ of curried functions. 

19.1 £;(0] is the identity function. 

19.3 If the new node n has already been visited, then we can ascertain this fact from 
the current routing. In addition, we check whether or not it is the target node 

19.4 . .. and, if either case is true, then no further depth searching is possible. 

19.5 This is the heart of the algorithm. &; denotes the depth-first search component. 
Space does not permit an extended treatment on the rationale for the result. 
The interested reader is urged to apply the algorithm to a concrete simple 
example and discern the reason for the choice of expressions. This is how the 
author developed them in the first place! 
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Of particular note is the fact that the algorithm computes all possible routings. 
It does not concern itself with optimal routings. For that additional structure ~nd 
information is necessary. 

Now let us turn to the general algorithm which deals with the extraction of routings 
from a network topology in which some of the links are unidirectional. Such may be 
the case, if there is a unidirectional ring embedded in · a bidirectional network. The 
algorithm follows: 

20 £:X2 -TOPOLOGY - (TOPOLOGY x ROUTING X BACK-EDGES) 

.1 E[s, t)-y A £:b(s)]("Y, [s - ;(s)] , [s i-+ ;(s)J-1 6J <l h(s)h) 

Annotations 

20.1 The noteworthy difference from the previous algorithm is in the computation 
of the back edges. This is only to be expected since some of our links are 
unidirectional. Note the occurrence of the primed intersection operator that 
we have already introduced earlier-a nice surprise! In addition, a restriction 
operator is essential for correctness. Once more, the only advice we can offer for 
the present, is the exercising of the algorithm on a simple example (see below). 

21 E:X2 xPX-
( (TOPOLOGY X ROUTING x BACK-EDGFS) -

(TOPOLOGY x ROUTING X BACK~DGFS)) 

.1 £:[01(;, ir, ib) A ("Y, ir, 'Yb) 

.2 E:[{n} ~ S)("Y, "Yr, -n,) A 

.3 x[nhr V (n = t) V ~ [ dom,rh(n) = 0 - visited(n) or target(n) 

.4 or cul de sac? 

.5 - £:(SJ("Y, ir,"Yb) 

.6 - £:[SJ£;'[~ [dom;rh(n))('-y, 

.7 'Yr U [n 1-+ ~ [ dom-yrh(n)] , 

.8 'Yb~ ([n 1-+ ~ [dom-yr)'Y(n)J-l <fif <l [ ~ brh(n)h)) 

Annotations 

21.3 Of particular interest is the added test. Because of the unidirectional links, 
we can find ouselves in a cul de sac, a dead end. This was one of the most 
unexpected results discovered in the course of developing the algorithm. 

To illustrate this case, we propose the example of a triangular unidirectional ring 
network (n1, n2, n3) , with bidirectional links (n1 - n4, n2 - ns, n3 - 116) 
connecting each of the vertices to 'terminal nodes ', (n4 , ns , 116) - Computation 
of the routings for n 4 to Tl6 produces a dead end example. 
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21.8 It took a full eight hours to arrive at this back edge computation and to obtain 
the given expression. Upon looking at it again, we must confess that we are 
astonished that iwe discovered it at all, and most important of all, we wonder 
whether there is not a simpler expression for the same result. 

Fortunately, the corresponding encoded prototype may be exercised to deter
mine, if indeed, the expression gives the desired result. In addition, the expres
sion is given in terms of known operators and, therefore, amenable to subsequent 
theoretical analysis. 

The presentation of the two extraction algorithms concludes the main body of 
the technical content of the tutorial. We feel that sufficient material has been pre
sented to illustrate most of the issues involved in the validation of requirements and 
specifications via the use of formal methods. It is now time to conclude. 

6 EPILOGUE 

The text is dead, long live the dialogue! 

Mathematics and Formal methods are something that one does, and when there 
are results, whether simple or great, one shares. How can one possibly convey the 
pain of labour, the excitement of discovery? This tutorial text has been written in 
a typical development style. A broad brush was used, where we boldly sketched out 
some of the models that arise in a typical application. We had intended to finish 
with a flourish by showing how the various domains could be brought together in a. 
multimedia services application, incorporating the views of the customer, the service 
provider, and the network operator. Unfortunately, this was not to be. The tutorial 
participants will be the beneficiaries of that flourish, but not the readers, alas! 

In the domain of testing, the most obvious technical contributions were presented 
as models and their invariants, operations and their pre-co_nditions, and the use of 
retrieve functions. Several classes of common pernicious bugs were carefully chosen 
and illustrated. But were we to draw the reader's attention to the most important 
aspect of the use of the mathematics for testing, we would have to mention the 
significance of the Feynman test. 

All of our programming and system building, and all of our testing, does rest on 
a very sound theoretical basis. The mathematics is not (yet) very difficult. Only the 
notation looks strange. In our opinion, we can find no reason why software engineers 
ought not to be as well-versed in applied constructive mathematics, such as that of the 
VDM4 , as are 'ordinary' engineers in classical mathematics. One may not have to use 
the mathematics in daily work, but having the right mathematical engineering culture 
that is appropriate to computing, will surely imbue the software engineer with the 
appropriate spirit. When can we expect an analogous Feynman test for computing? 
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Tutorial for Software Quality Week- By David Sharon May 30, 1995 - 8:30 am to Noon Page 1 

AN ANALYSIS OF CASE TECHNOLOGIES AND TRENDS 

EVOLUTION OF THE INDUSTRY. Computer-Aided Systems Engineering (CASE), is an acronym best applied to 
all the managerial, technical, maintenance and support activities in building new systems and enhancing existing systems. 
Maintenance, reverse engineering, and reengineering tools are important components of an overall CASE environment. 
This was not the understanding in the early days of CASE. 

The term CASE was first coined in the early 1980's with the automation of manual structured analysis and design 
techniques and methods. By the mid 80's, code generation linked to analysis and design tools were put under the CASE 
umbrella. The early CASE tool vendors worked hard to position and differentiate their tools from traditional software 
development tools ( i.e., editors, compilers, debuggers). As a result, many people even today think CASE refers to a separate 
class of tools. This narrow view of CASE has resulted in expectations not being realized by early users of the technology. 

For CASE to be successfully applied, one must have a more holistic view of CASE. CASE should be any tool used to 
develop, change and maintain software, and manage software projects. In the late l 980's, this broader view of CASE 
started taking hold with the advent of integrated project support environments, integration frameworks, the convergence of 
existing system maintenance and new development, object-oriented analysis and design approaches, and the need to control 
the software engineering process. In the 90's, software engineering is becoming a formal engineering discipline, like 
mechanical and electrical engineering, and soon all automated software engineering tools will be called CASE tools. 

At software tool conferences in 1994 and 1995, I-CASE, object-oriented development, client/server development, 
configuration management, framework, repository, and testing tool vendors have been exhibiting together. The vendors are 
talking about integration of their tools with the tools of other vendors (interoperability) and the portability of their tools 
across multiple platforms. All the dimensions of software engineering are coming together to form integrated 
environments. The four key components comprising these environments are shown in Figure 1. 

THE FOUR DIMENSIONS OF 
SOFTWARE ENGINEERING 

Analysis and • Structured/Object-Orient4 
Front-end CASE Design Analysis and Design 

Dimension 

The Development Traditional Programming 
Dimension -+- Tools and Application • Back-end CASE 

Generators 

The Management 

-+- Configuration, • IPSE's Dimension Project, and Process 
Management Methods 
and Tools 

The Support -+- Reengineering, • Basic CASE Dimension Maintenance and 
Documentation Tools 

Figure 1 
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Although the number of software engineering tool alternatives is bewildering, applying the appropriate tools within a 
formal engineering management framework provides a common sense approach to engineering quality software more 
productively. 
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With the growing need for more and better software and the falling price of powerful engineering workstations, many of the 
proven software design techniques are now being automated. Computer-aided software engineering is the emerging area of 
computer-aided design (CAD) focused specifically on automated tools for software development CASE provides the 
framework for improving software quality and productivity and for developing more complex software solutions that are 
reliable, on time, and within budget. In addition to automation of mature techniques, a host of new approaches such as 
information engineering, data modeling, object-oriented analysis and design, rapid prototyping and simulation, client/server 
development, business process reengineering, and software reverse engineering/reengineering are being added to the 
software engineering discipline. These technologies are being incorporated into CASE toolkits to move us from software 
crafting to software engineering shown in Figure 2. 
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SOFIW ARE ENGINEERING 
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- System 
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Sound software engineering principles can be implemented without automation because they are predicated on process 
control. The successful use of all CASE tools is dependent on a thorough understanding of the software development 
process within an organization. Because of the convergence of new development and existing system maintenance, 
redevelopment is the software engineering process term of the 90's. The effective application of CASE tools requires · the 
association of the appropriate tools to the points of leverage within an organization's process. 

Over the last 20 years, software engineering has evolved to meet the changing requirements of development and production 
system environments. Structured programming in the 70's was extended by structured methods for specifying the 
requirements and designing large, complex mainframe applications. The automation of these structured methods marked 
the beginning of the CASE industry in the mid 80's. These early CASE tools focused on the development of new systems 
and provided no assistance to the maintenance programmer. Although systems built using these CASE tools could be 
maintained by the CASE tools, their adoption was slow and over 80% of the new systems built in the 80's were built using 
traditional software development methods and tools e.g., editors, compilers, and debuggers. As result, the maintenance of 
legacy systems is dominating the work load and budgets of information system organizations. The attention given to 
improving the productivity of maintenance programmers and the quality of legacy systems has put renewed emphasis on 
software maintenance tools. 

© 1995, CASE Associates Inc. 
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These new software maintenance tools start by providing the programmer understanding of how the program functions and 
an inventory of where the key program components can be found. These important program discoveries are then stored in a 
database so subsequent programmers can reuse the program documentation. In 1995, there are very few truly new systems 
being developed. The new systems are actually replacements of existing systems. The advent of reverse engineering and 
reengineering tools have provided IS management an alternative to building new systems from scratch or continuing the 
arduous maintenance of the current system. This alternative is the redevelopment of the current system. Methods and tools 
are now available to plan the transition/migration of existing systems and then manage, implement and conduct the 
redevelopment (transformation) of the new system. Redevelopment methods call attention to the need for formal testing 
methods and tools. Since the new system is replacing an existing system, tests need to be generated and performed to verify 
the new system actually replaces the old system. From another perspective, redevelopment of a current system takes time 
and the existing system is subject to continued change. Any change or enhancement to the existing system must be 
communicated to the redevelopment project team. This synchronization between the current system and its replacement is 
the key to this enhanced form of software testing. These formal software testing methods have lead to improved software 
quality because of the rigorous system verification and validation steps the methods enforce. Figure 3 depicts the major 
stages of redevelopment and the relationships of those stages to support system verification and validation. 

THE RELATIONSHIP OF SYSTEMS MAINTENANCE, 
ENCHANCEMENT, AND DEVELOPMENT 

SYSTEMS 
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Understanding Notification 
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y 
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s ASSESSMENT DEVELOPMENT 

y 
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E 
M 
s 

ENHANCEMENT 

BUSINESSPROCESSREENGINEERING 

Figure 3 

Sound software engineering principles are applied and validation occurs in each of the four sections of the diagram. Legacy 
systems are analyzed with data and process discoveries stored in a repository. Maintenance uses this understanding of the 
existing system to make changes more effectively. The results of each maintenance exercise is stored in the repository. As 
more is learned about the legacy system, enhancements can be made to improve performance or to ready the legacy system 
for a transformation to a new operating environment. These enhancements are stored in the repository. When the time 
comes to transform the legacy system, the data and process documentation of the old can be used by the development team. 
If business process reengineering defined new business policies and rules, they too can be stored in the repository and used 
to plan and implement the redevelopment of the existing system. While the new system is being developed, changes will 

still M fMd~ tr, tM Iemmy cy!rrem. Th! Ied!Vt!lopment temn is notified of po5filblw rwqYil"wmwDl vhanoes for the new 5rstem. 
Test cases can be maintained to ensure the new system actually replaces the old system. 
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Client/Server development is the main force behind the redevelopment of legacy systems. Mainframe based information 
systems can not keep up with the rapidly changing demands of today's competitive business climate. Downsizing or 
rightsizine information systems to get them closer to the business functions is the goal. All vendors who once offered 
CASE tools now provide versions of their tools for developing client/server, distributed applications. These same vendors 
also offer tools for maintaining legacy systems and reverse engineering the legacy systems in support of a redevelopment 
effort. 

Building quality software means knowing/proving the right system is being built and the system is being built properly. A 
toJKiown approach to requirements analysis helps define all the functional and data requirements of a system. 
Requirements compliance (building the right system) occurs when the requirements can be traced to their implementation 
in the systems design and source code. Requirements compliance is the cornerstone of engineering and the verification and 
validation of a quality system. 

While the top-down approach of structured methods support requirements analysis and database design, the design of 
client/server applications is best served by object-oriented tools. These 00 tools provide a solid basis for bottom-up 
development not unlike ECAD tools used by electronic engineers. 

A DEFINITION OF COMPUTER-AIDED SOF1WARE ENGINEERING. CASE is a term best applied to all methods, 
procedures, techniques, and tools which can be used to develop, maintain, and reengineer software. CASE is to the 
software engineer as Computer-Aided Design/Computer-Aided Manufacturing (CAD/CAM) is to the mechanical engineer 
and Computer-Aided Engineering (CAE) is to the electrical engineer. Although the selection of tools can be bewildering 
the concepts of CASE provide a common sense approach to engineering quality software more productively. Thus, I offer 
the following definition: 

CASE is the development and effective use of appropriate management approaches, systematic procedures and methods, 
and automated tools that permit teams of software engineers to produce software that: 

1. meets business and system requirements 
2. is completed within a predictable schedule 
3. is available within budget guidelines 
4. allows for easy maintenance and enhancement. 

Source: CASE Associates Inc., 1995 

What the definition stresses is the integration of management approaches, processes, methods, and procedures with the 
automated tools. In what follows, the term CASE is extended to a complete software engineering environment including 
tools and services dealing with the maintenance and redevelopment of existing systems. 

THE ROLE OF REVERSE ENGINEERING AND REENGINEERING. Reverse engineering is the process of 
understanding what existing source code does. Reengineering is the process of changing/improving the code. Both these 
capabilities are needed to deal with the enormous backlog of maintenance to existing software which consumes over 60% of 
today's programmer's time. There is very little true new development, only the replacement/redevelopment of existing 
systems. Many software professionals are questioning the long-term value of software engineering tools if the maintenance 
burden is not relieved. The thought of redesigning all existing software is unrealistic. The reality is existing systems will 
be reengineered/redeveloped in increments. The methods and tools used to transition to the new system must deal with the 
co-existence of new systems and existing system components. Figure 4 depicts a typical software redevelopment process. 
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A Typical Software Redevelopment Process 
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Figure 4 

DEFINITION OF TERMS 

Code Analyzing -

Restructuring -

Redocumenting -

Reverse 
Engineering -

Design 
Recovery-

evaluate source code for conformance with accepted programming practices, identification of "dead 
code" or logic flaws, measures program characteristics which make them difficult to maintain, i.e., 
logic nesting, program size, number of verbs and 1/0 characteristics. 

read in source code and by analyzing control flows and program logic create a structured version of 
the original program with unchanged functionality. 

contains a code analyzer and produces documentation to assist in the maintenance process, such as 
source code comments, cross reference lists, alias identification, control flow maps, flow charts, 
structure charts, data structures, and calling trees. 

is a process of code analysis and redocumentation to identify what an existing system does. The tools 
may analyze databases and data structures - or - process logic and functions - or - do both by 
transforming the existing source code into higher level design representations for creating new or 
updated design documentation. 

is a subset of reverse engineering in which domain knowledge, external information, and deductive 
reasoning are added to the observations of the subject system to identify meaningful higher level 

abstractions beyond those obtamed by examining the system i~lf. 
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Forward 
Engineering -

is the process of designing a new or replacement software system and, subsequently, writing or 
generating the code for the new or replacement system. 

Page6 

Reengineering - is the combined process of reverse engineering and forward engineering for understanding existing 
source code, storing/saving the discoveries so new or improved functions can be designed and a 
replacement system code generated or hand coded. 

Redevelopment - is the process of building and implementing application software to replace one or more existing 
application programs using reverse/reengineering technology. 

Source: CASE Associates Inc. and IEEE Software, January 1990, pages 13-17, Tactical Strategy Group, Inc., 1992. 

The primary goals of reengineering are to understand existing software and to make changes to that software. Specific 
reasons for reengineering are: 

1. Document an existing system 
2. Improve the readability of source code 
3. Redesign databases 
4. Migrate to new hardware/operating system platforms 
5. Convert systems to another language 
6. Add new functionality/capability 
7. Reduce software maintenance backlog 

A COMPLETE SOFTWARE ENGINEERING ENVIRONMENT. Ifl wanted a complete CASE environment, I would 
want to have all the components depicted in Figure 5. 
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Figure 5 
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Most organizations already have all these components in some form. Manual techniques are legitimate alternatives to 
automation and need to be considered when assessing a software engineering environment. CASE provides computer-aided 
alternatives to the components of Figure 5. What is lacking in most tool environments is the integration of the individual 
tools and the integration and coordination of the tools with the project team members. When evaluating a tool, consider the 
new tool's effect on current manual techniques and existing tools, i.e., the integration of the tools into the organization. The 
toolsets organized along traditional job functions will, at least initially, create less resistance on the part of users. Software 
professionals want tools to help them do what they do now, only better, not tools that force them to do their jobs differently. 
Once the first wave of technology is assimilated, the inherent characteristics of the technology will influence the process 
more and more. Improving software quality and developer productivity starts with specific quality and productivity 
objectives and assessing the software engineering process relative to those objectives. Tools are then chosen that 
complement the engineering process and contribute to fulfilling the objectives. 

Experience with developing new systems and redeveloping existing systems has shown that no one tool is going to have the 
kind of impact that software developers need. While individual tools can increase productivity on the order of 10% to 15%, 
the portions of the development process that remain unautomated become the critical bottlenecks that constrain overall 
gains. In addition, numerous studies have shown that maintenance efforts can account for 50% to 80% of the cost of a 
software product over its lifetime. Consequently, the greatest leverage will be realized when the entire software 
development and maintenance process, the total software life cycle, is fully automated in a seamless environment for the 
software engineer. A complete environment is a carefully configured and integrated system of automated tools applied to 
the entire software life cycle: 

The definitions of the components ofa complete environment (Source: CASE Associates Inc., 1994) are: 

DEVELOPMENT. Automated tools and management procedures and practices for designing, developing, and 
implementing software, typically used by systems analysts, programmers, and software engineers to develop new and 
replacement software. 

Front-end Tools. CASE tools that address the requirements definition, analyze high-level and low-level design of software 
systems. Most front-end tools tend to combine graphical and textual specification languages and provide automatic 
checking for adherence to design rules. 

Import/Export Interface. An automated tool or utility for extracting data from and inputting data to a vendor's repository 
(shown as dark arrows in Figure 3). 

Back-End Tools. Tools targeted for the code and application generation, editing, compiling, debugging, verification, 
performance analysis, or hardware integration testing of software (in contrast to front-end tools for requirements definition, 
analysis, and software design). 

MANAGEMENT. The management procedures and practices, usually supported by automated tools, for planning, 
controlling, and monitoring a software project 

Methodology/Process Management. A well-defined development process that provides for controlled and orderly progress 
toward a software system that meets all specified requirements within specified budget and schedule constraints. 

Transition Management. The formal process of moving from one information system's architecture to another by managing 
the deployment of new system components which must co-exist and be synchronized with existing system components. 

Configuration Management. The management, often with the aid of automated tools, of the set of related modules that 
make up a complete software system. Configuration control is typically done at the file level, acting as a counterpart to 
change control. It also enforces change authorization and check-in/check-out procedures. In addition, a configuration 
control system often automates the process of converting the set of modules into one, linked executable image (i.e. , the 
"Build" process) and maintains the list of included modules and parameters relevant to the configuration process. 

Change Control. A subset of configuration management, change control manages the changes in design documents, 
sources code, test plans, and other documentation entities from one software version to the next. A change control system 
defines a check-in/check-out process for approved software modules and limits authorization to make changes to the 
"official" code. It also provides an archive mechanism for retrieving previous versions of a documentation entity plus 

maintains the relationships between entities for determining the impact of a proposed change. 
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Requirements Tracking. A rigorous method for establishing, maintaining and reporting the correspondence between a 
system's requirement specification and the system's architecture, design components, modules, interfaces, test approaches, 
and test data throughout the software life cycle. Sometimes it is called traceability. 

Requirements Compliance. A report showing the degree to which a software system meets the specified requirements, 
sometimes called a requirements compliance matrix. When tied to requirements tracking, compliance reporting can show 
where in the design and the source code a requirement is satisfied. 

Project Management Tools for planning, budgeting, estimating, resource allocating, and tracking a software project 

Acquisition Management. The formal process used to select, manage, evaluate, and accept software purchased from an 
outside vendor. This is usually part of an overall software methodology that is used when the software is not going to be 
developed by the in-house staff. 

SUPPORT. The tools and procedures for supporting, maintaining, and enhancing existing software systems. 

Verification and Validation. 1) The process of determining whether or not the products of a given phase of the software 
development cycle fulfill the requirements established during the previous phase. 2) The act of reviewing, inspecting, 
testing, checking, auditing or otherwise establishing and documenting whether or not items, processes, services, or 
documents conform to specified requirements. 

Maintenance and Reengineering. Tools which simplify the process, improve the accuracy, and facilitate the verification of 
changing new or existing software systems to new or existing systems (not to be confused with back-end tools used for 
debugging and testing software changes). 

Database Administration. The tools and procedures for establishing and maintaining the data definitions, data 
relationships, database descriptions, and storage and retrieval requirements for each database for each software system 
under development or in maintenance. 

Documentation Control. A specific term applied to maintaining the configurations and versions for all documentation 
entities for all the software systems at a particular installation. It involves database administration, requirements tracking, 
configuration control, and change control (defined above). 

REPOSITORY. The database that contains all the information relevant to the design, implementation, and maintenance of a 
software system including design representations and rules, source code, documentation, and management information. 
Ideally, the project database would be able to accommodate all projects at an installation; at least it would provide the 
documentation control, inter-team communications. security mechanisms, and management control for each software 
project. The project database is part of an integrated project support environment (IPSE) that provides a uniform method 
for invoking a variety of individual tools and handling the transfer of data among them. 

TEAM ENGINEERING. Facilitated by the repository to provide communications and data sharing between developers, 
managers, and support personnel. 

It is highly unlikely that any one vendor will provide this entire redevelopment environment in the near future. Instead, 
tool vendors will specialize in some tool classes and cooperate through formal and informal partnerships to provide 
compat:Ibility among their tools. Most vendors live within their resource constraints by attacking only a segment of the 
complete environment. 

THE SOF1WARE ENGINEERING TOOL CLASSIFICATION SCHEME 

There are over 500 vendors with over 1,200 tools which can be used to maintain existing systems, understand and enhance 
existing systems, convert/migrate existing systems, or build new systems. It is difficult to evaluate and select tools from the 
bewildering array of alternatives without a tool classification scheme. 

© 1995, CASE Associates Inc. 
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A software engineering tool classification scheme is used to classify software engineering tools for both business and 
scientific/engineering applications. Many vendors have tools with capabilities applicable to multiple tool classes. The 
classification scheme helps isolate a tool's capabilities for evaluation purposes and provides a framework for relating or 
comparing tools from different vendors. The major classification scheme categories are defined below. The scheme's 
structure is shown in Table 1 and the relationship of the tool classes is shown graphically in Figure 6. 

A. THE CLASSIFICATION SCHEME. 

1.0) EXISTING SYSTEMS - These tools address the Enhancement (1.1), Assessment (1.2) and Conditioning (1.3) of 
existing systems (sometimes called legacy systems). They examine an existing system's components at the "code level" and 
provide high-level information about the system. These higher level views include impact analysis, logic flow, structure 
charts, metrics, reports, and system verification and validation test suites. 

1.1) ENHANCEMENT - These tools address the need to better understand an existing system before making changes to it 
These functional changes are applied to one or more programs during maintenance ( enhancements, bug fixes, upgrades, 
etc.) . These changes are made to standard source code libraries using Smart Editors and Browsers (1.1.1) or to source code 
from many different system components which has been loaded into code-level repositories for use in a Maintenance 
Environment (1.1.2). 

1.2) ASSESSMENT - These tools examine the source code components of an existing system(s) to conduct a measurement 
(1.2.1) of component characteristics (e.g., program complexity) by applying a number of industry metrics to those 
components, provide an Inventory and Analysis (1.2.2) of the many components, or support Re-documentation (1.2.3) to 
provide a better understanding of an existing system. Assessment is a discovery process during which no changes are made 
to the code itself. However, some tools will appear in this class that have the ability to change the code. 

Software Engineering Tool Classification Scheme 

1.0 EXISTING SYSTEMS 
1.1 ENHANCEMENT 

1. 1. 1 SMART EDITORS/BROWSERS 
1.1.2 MAINTENANCE ENVIRONMENT 

1.2 ASSESSMENT 
1.2.1 MEASUREMENT 
1.2.2 INVENTORY/ ANALYSIS 
1.2.3 REDOCUMENTING 

1.3 CONDmONING 
1.3.1 DATA RATIONALIZATION 
1.3.2 PROCESS RATIONALIZATION 
1.3.3 CONVERSION/MIGRATION 
1.3.4 CODE (PROCESS) RESTRUCTIJRING 

2.0 REPOSITORY LOAD/ENHANCEMENT AND RECONCILIATION 
2.1 DATA 
2.2 PROCESS 

3.0 NEW/REPLACEMENT SYSTEMS 
3.1 PLANNING 

3.1.1 MODELING 
3.1 .2 STRATEGICPLANNING 

3.2 ANALYSIS/DESIGN 
3.2.1 SA/SD 
3.2.2 OOA/OOD 
3.2.3 OTHER MODELS 

3.3 CONSTRUCTION 
3.3.1 CODE GENERATORS (NON-00) 
3.3.2 00 LANGUAGE TOOLS 
3,3 ,3 VISUAL PROGRAMMING TOOLS 

3.3.4 4GLS 
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3.3.5 COMPILERS 
3.4 GUI BUILDERS 
3.5 PROTOTYPING/SIMULATION 

I 
3.9 METACASE 

4.0 REPOSITORIES 
4.1 REPOSITORIES/DATA DICTIONARIES I 
4.2 REPOSITORY/DATA DICTIONARY MANAGER 

4.2.1 OBJECT MANAGEMENT SYSTEMS 
4.2.2 REUSE MANAGEMENT SYSTEMS I 

4.3 DATA WAREHOUSE 
5.0 INTEGRATED TOOLSET ENVIRONMENTS 

5.1 INTEGRATED FRAMEWORKS 
5.2 INTEGRATED UTILITIES 

I 
5.3 RESULTING INTEGRATED TOOLS 
5.4 I-CASE TOOLS 

6.0 TESTINGN ALIDATION I 
6.1 TEST PLANNING AND MANAGEMENT 
6.2 TEST DATA GENERATOR 
6.3 EXECUTION/TESTING I 
6.4 CAPTIJRE/PLA YBACK 
6.5 COVERAGE ANALYSIS 
6.6 VALIDATION/CORRECTION 
6.7 CODE/DATA COMPARISON I 
6.8 GUI TESTERS 

7.0 SOFTWARE/PROJECT MANAGEMENT 
7.1 PROCESS WORKBENCHES/MANAGERS I 
7.2 PROCESS MANAGEMENT METIIODOLOGY 
7.3 PROJECT MANAGEMENT 
7.4 ESTIMATION/PROJECTION 
7.5 JOB ACCOUNTING/CHARGEBACK 

I 
7.6 PERFORMANCE MANAGEMENT 
7.7 PROBLEM TRACKING 
7.8 CONFIGURATION MANAGEMENT I 
7.9 DOCUMENT MANAGEMENT 
7.10 REQUIREMENTS MANAGEMENT 
7.11 OPERATIONS MANAGEMENT I 
7.12 TRAINING 
7.13 ACQUISIDON/CONTRACT MANAGEMENT 

8.0 DBMS/NETWORK/FJLE MANAGEMENT 
8.1 DATABASE MANAGEMENT SYSTEMS I 
8.2 NETWORK/COMMUNICATION/FILE MANAGERS 
8.3 MIDDLEW ARE 

0.0 MISCELLANEOUS I 
Table 1 

I 
I 
I 
I 
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APPLICATION DEVELOPMENT, REENGINEERING, AND 
MAINTENANCE TOOL CLASSIFICATION RELATIONSHIPS 

1.0 EXISTING SYSTEMS 3.0 NEW/REPLACEMENT SYSTEMS 
3.1 3.2 
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PROTOTYPING 
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REPOSITORY 
MANAGER 

4.2 

REPOS~ORY 
4

.3 
LOAD AND 

ENHANOEMENT 

7.0 SOFIW ARE/PROJECT MANAGEMENT 

Figure 6 

DATA 
WAREHOUSE 

1.3) CONDffiONING - These tools automate the process of improving a system, sometimes called code improvement, at 
its lowest level of abstraction (the source code). They parse through existing code, and, sometimes load it into a special
purpose repository, to make improvements and changes on a code-t0<ode, language-to-language, data-to-data, platform-to
platform basis, and usually involve modifications to a component's functionality. These upgrades include Data 
Rationalization (1.3.1), Process Rationalization (1.3.2), Conversion and Migration (1.3.3), and Code Restructuring (1.3.4), 
and often occur as preconditioning steps prior to a Repository Load/Enhancement effort (2.0). 

There are two approaches for source code improvements used by tools in this class. First, a one-step or one pass improve
ment which directly changes the current source code to the desired target source code. Second, a multiple-step or multiple 
pass improvement which first loads the current source code into a temporary, special-purpose repository, makes changes to 
the contents of this repository to support the improvement, and then generates the target source code from the repository. 

2.0) REPOSITORY LOAD/ENHANCEl\fENT AND RECONCILIATION - These tools read existing data and process
related source code (e.g., for programming languages, databases, and teleprocessing environments) and translate the code 

l.nto the l.nformation model of anoth~t tMg~t r~i,ogitory. 

© 1995, CASE Associates Inc. 



Tutorial for Software: Quality Weck - By David Sharon May 30, 1995 - 8:30 am to Noon Page 12 

There are two approaches for translation used by tools in this class. The first is a one-step ( one pass, load only) translation 
from the current source code to the target repository. Since the one step approach loads the target repository directly, no 
changes are made to the data or process code. The second approach is a multiple-step (multiple pass, load and enhance) 
translation of the current source code into a temporary, special-purpose repository, where changes to the contents of this 
repository are made to support the translation, and the generation from this repository into the target repository. The multi
step approach allows upgrades and functional enhancements to be applied to the data or process code. 

This class of tools is very similar to the sub-class 1.3.3 Conversion/Migration. The difference is the target environment for 
this class (2.0) is not code, but rather a repository that stores system definitions at a higher abstraction level than the 
original source code, for example: data definition language (DDL) to data model, COBOL to action diagrams, and screen 
definitions to screen painter. It is likely that code will eventually be generated from this target repository (e.g., loading 
existing system information into the IEF repository for eventual generation of code for a target execution environment). 

3.0) NEW/REPLACEMENT SYSTEMS - These tools support the building of new and replacement systems using the 
Information Engineering methodology or other life cycle methodologies. They address issues of Planning (3.1), Analysis 
and Design (3.2), Construction/Generation (3.3), adding Front-Ends/GUI Facades to existing systems (3.4) and 
Prototyping/Simulation Tools (3.5). These tools use specification-level repositories that store system representations in a 
high-level representation such as an information model or objects, relationships, attributes. 

Replacement systems are discussed here because many new systems are not really new. They are usually replacements for 
older systems that can not keep pace with new functional or technological requirements. The decision to completely replace 
an existing system is often made with the perception that there is little value in the existing system to salvage. The tool 
classes listed previously provide value by making it possible to leverage (e.g. , through current system validation or reuse) 
substantial portions of an existing system. This will not only reduce the effort of building a replacement, but also help 
extend the useful life of the current system and support the preparation of the existing system for implementation into the 
replacement system; a particularly important point when large, multi-year, multi-phase replacement projects are 
undertaken. 

This class has been expanded to better evaluate the alternative approaches to systems planning, analysis, design, and 
construction. Modeling Tools help you understand the interrelationships of the components of complex systems such as 
aircraft and telecommunication networks as well as business systems such as enterprise data models and business processes. 
Strategic Planning Tools plan the objectives of the system that must be satisfied by the Modeling Tools and the subsequent 
approach for development and implementation. BPR tools are classified as planning tools. 

Analysis/Design has been broken down into the tools supporting Structured Analysis and Design, Object-Oriented Analysis 
and Design, and Other Models for defining systems. Similar distinctions are made within Construction Tools to 
differentiate alternatives for developing finished applications. Code Generators for procedural languages, COBOL and C, 
are separate from Object-Oriented Languages, C++ and SmallTalk. Visual Programming Tools build applications by 
modeling predefined graphic icons and generating the application directly from the finished model. 4GLs and Compilers 
are the more traditional alternatives to application development. 

MetaCASE Tools are specialized toolsets for building software engineering tools. Originally classified under 
Miscellaneous, MetaCASE Tools have been moved to New/Replacement Systems because they are usually used to build or 
customize application development environments. 

4.0) REPOSITORIES - These tools are · the repositories and data dictionaries which facilitate the reengineering 
(replacement) of existing systems or the development of new system. These are the repositories found as part of tools in 
Classes 1.1.2 Maintenance Environment, 2.0 Repository Load/Enhancement, and 3.0 New/Replacement Systems. 

Repositories are the key/core component of software development environments. These tools have become more 
sophisticated in their ability to define software objects (requirements, designs, code, test data, documentation, etc.) and the 
interrelationships of the objects with an Object Management System. A further extension of repositories has been the 
identification and management of reusable software components with a Reuse Management System. When the application 
is generated and made ready for production, the models within the repository are used to create the Data Warehouse for the 
application. 

© 1995, CASE Associates Inc. 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

I 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

Tutorial for Software Quality Week- By David Sharon May 30, 1995 - 8:30 am to Noon Page 13 

5.0) INIEGRATED TOOLSET ENVIRONMENTS - This class is comprised of the integration of different tools into an 
environment which allow two or more tools to exchange data or pass control information. Typically, integrated toolset 
environments are tools from multiple vendors which span multiple tool classes. 

This class is clarified by separating Resulting Integrated Tools comprising multiple vendor tools from I-CASE Tools, an 
integrated toolset from one vendor. Multiple vendor integrated toolsets tend to use industry standard data and control 
integration mechanisms. Single vendor I-CASE tools are the most tightly integrated, but tend to use non-standard, 
proprietary methods. 

6.0) TESTINGN ALIDATION - These tools support the testing of systems to ensure that they operate as expected or as 
defined by the requirement's specifications. Comprehensive testing and validation requires a number of important 
capabilities, including: 6.1) Test Plan Generation, 6.2) Test Data Generator, 6.3) Execution/Testing, 6.4) Capture and 
Playback, 6.5) Coverage Analysis, 6.6) Validation and Correction, and 6.7) Code and Data Comparison. Tools of this class 
are often found as part of a Maintenance Environment (1.1.2), a New/Replacement System (3.0), or an Integrated Toolset 
Environment (5.0). 

Test Plan Generation has been changed to Test Planning and Management. Experience has shown that testing is a process 
requiring thorough management in order to achieve the desired quality results. In addition, graphic interfaces have unique 
requirements needing special test cases, capture/playback facilities, and simulation/performance tests. As a result, GUI 
Testers have been assigned their own class (6.8). 

7.0) SOFIWARE/PROJECT MANAGEMENT - These tools automate the management and control of the software 
engineering process including the activities, deliverables, source code, system components, configuration versions, 
estimates, costs, accounting, training, performance, and acquisitions related to software and hardware. Tools in this class 
are sometimes part of Maintenance Environments (1.1.2), New/Replacement Systems (3.0), or Integrated Toolset 
Environments (5.0). 

The management tool classes have been reorganized to better relate complementary tools. Process Workbenches are the 
Process Managers for defining an organization's software development, maintenance, and reengineering process. A 
Process Management Methodology defines a complete generic process that can be customized to an organization's 
requirements. The Methodology can be delivered in an automated tool which guides its use and customization. The 
process provides the basis for the work breakdown structure which is a primary input to Project Management. 
Estimation/Projection is the basis for planning costs and schedules and subsequently comparing them to actuals. Job 
Accounting/Chargeback uses the actual costs and the work breakdown structure to allocate costs/charges to appropriate cost 
centers. 

Problem Tracking starts with problem reporting to the Project Management Tool in order to track the problem's resolution 
as a project. Determining how to fix a problem and identify the impact of possible fixes requires a comprehensive 
Configuration Management Tool to maintain the dependencies of various software project deliverables (e.g. requirements, 
specifications, designs, source code, documentation, project plans etc.). Configuration Management is the key enabler for 
Document Management by managing dependencies and changes to documents. Document Management Tools provide the 
ability to format, store, retrieve, interrelate, protect, and distribute documents. Requirements Management provides the 
facilities to trace requirements between project deliverables and create the test cases to verify system quality. All these 
management tools provide the management infrastructure for managing any software development, maintenance, and 
reengineering project. Figure 8 depicts this framework for software engineering management and the tool classes that 
comprise it. 

8.0) DBMS/NETWORK/FILE MANAGEMENT. This class focuses on databases, files, networking, and middleware so 
critical in implementing client-server applications. The migrating to open, distributed systems have put greater demands on 
development environments for building applications with distributed databases, optimized, geographically dispersed 
networks, and the ability to access data and files from anywhere in the network. These tools must also help identify and 
evaluate alternative client-server architectures and data structures. 

9.0) MISCELLANEOUS 
This is a catch-all for the other classes not covered. 
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SOF1WARE DEVELOPMENT AND MAINTENANCE ISSUES 

Each year CASE Associates Inc. (CAI) surveys users of CASE methods and tools to identify the key issues affecting the 
successful implementation of the technology. The common theme of these issues is integration: the integration of the tools 
to the organization; the integration of the tools to the hardware/operating system platform; and the integration of the tools 
to each other in a common environment. The key implementation and integration issues are summarized below, followed 
by a forecast by product segment. 

ORGANIZATION ISSUES. CASE tools change the way software engineers and their users work. To successfully change 
behavior you must have top management commitment to the new approach and make a substantial investment in training. 
Studies show that the training budget was three times (3X) the tool budget for successful CASE transitions. Establishing 
proper tool evaluation and selection criteria is a direct result of an audit of current software engineering methods, practices, 
techniques and tools. 

An audit identifies areas of improvement and prioritizes the types of automation which will have the greatest impact on 
productivity and quality. An organization's software development and maintenance methodology specifies the methods and 
procedures which are a prerequisite to shopping for automated tools. This prerequisite allows for the integration of the tools 
into the organization. Without proper organizational preparation, new tools could end up as "shelfware". 

Technology Transfer and Transition Management. A major challenge for software process improvement is the need to 
deal with technology transfer issues within user organizations. This is a difficult problem for vendors who must choose 
whether to spend scarce financial resources for R&D or for product support and training. When the vendor does not 
prepare the customer for the challenges inherent in the transition to the tools, it is all too easy for the user organization to 
overlook the costs of training and the negative impact on productivity that can initially result from the introduction of new 
technology. Experience has shown that complete awareness and careful preparation are crucial factors for the successful 
implementation of a process improvement strategy. Failing to create a strong buy-in for a long-term commitment on the 
part of professional staff and management usually results in missed expectations blamed on the tools. 

A model program recommended by CASE Associates Inc. has the following phases: 

Phase 1-

Phase Il-

Milestone Review -

Phaseill
Phase IV
Phase V
PhaseVI
Phase VII
Phase VIII-

Project Initialization - Presentations and meetings to establish the objectives and 
expectations of the Technology Transfer Program tailored to an organization's requirements. 
Assessment of the Current Software Engineering Practices, Method and Organization Skills. 

Phase II recommendations are analyzed and critiqued. The next milestones, responsibilities 
and action plans are defined for Phase's m -VIII. 
Define New Software Development Life Cycle Methodology Procedures and Methods. 
Define and Conduct Training on New Procedures, Methods and Tool Alternatives. 
Define the Criteria for Selecting New Tools Per Organization Requirements. 
Evaluate Tool Alternatives and Select Tools. 
Maintain/R.eengineer/Build System. 
Deploy New Procedures, Methods and Tools Throughout the Organization. 

Experienced vendors and users indicate that, as a rule-of-thumb, an organization bringing in new software engineering 
should plan to spend three to five times as much on training and organizational development as it spends on the tools 
themselves. The exact amount will depend to a large degree on the current status of the software development organization 
and whether well-defined techniques and methodologies are already being used. 

TOOL CAPABILITY ISSUES. CAI's research shows that software engineering is only successful when a sound 
engineering foundation is in place. These fundamentals of software engineering are the engineering practices which should 
be consistent between all projects and project teams. These fundamentals are the management of the software development 
process, the management of change requests and project versions, project management of resources, and team coordination 
and project control. Any weakness in these fundamentals causes serious problems when trying to implement new 
technologies. These fundamentals are addressed by standards dealing with integration frameworks or Integrated Project 
Support Environments (IPSEs). The spectrum of issues affecting the implementation of CASE and reengineering tool sets 
are addressed in the following paragraphs. 
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Repositories and Team Engineering. The project and data repository is the key enabler for team engineering activities. 
The repository provides the possibility for tool-to-tool data exchange, uniform tool integration, project-wide design analysis 
and consistency, checking feedback from code generation and testing to the more abstract front-end specifications, tracing 
source code to the design components recovered by CASE and reengineering tools, project-wide task and configuration 
management with requirements tracing, and project-wide security and access mechanisms. A vendor's repository should 
not be considered, if the vendor's repository strategy or means of supporting team engineering is not compatible with an 
organization's requirements for networking, client server, security, change and version control, traceability, and the SDLC 
methodology. 

As more tools become available for specific tasks within the software development life cycle, it becomes increasingly 
desirable to have them communicate through a central design database (Figure 7). This enables one tool to use information 
derived from input from other tools, rather than making the user re-specify it for each separate tool. Since all design 
representations are available through the same data access mechanism, it becomes much easier to perform project-wide 
design analysis and consistency checking across multiple modules, multiple design documents, and multiple developers. A 
design database also increases the level of interactivity and feedback from the detail specifications in the back-end phases to 
the more abstract front-end specifications, enabling the user to always work at the most convenient and productive level of 
abstraction. Finally, a central design database makes project-wide task and configuration management and requirements 
tracking feasible. 

QUIRE 
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I. 
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Besides the design repository itself, a fully integrated CASE environment must provide a consistent mechanism to access 
the data and the individual tools. Some vendors are working toward this goal within their own product line as they add ad
ditional tools. Other vendors, such as Atherton Technologies with Software Backplane and Hewlett Packard with Softbench, 
specialize in providing the framework that supports and ties together toolkits from different vendors. A framework provides 
a uniform method to invoke a variety of individual tools and handles the transfer of data among them. These frameworks 
are being called integrated project support environments (IPSEs). It may also intercede between the hardware platform's 
operating system and the CASE tools to present a generic set of services to the CASE environment independent of the 
hardware platform in use. In a networked environment, facilities provided by the workstation manufacturer may also 
handle many of the integration tasks. These common IPSE functions include configuration management, requirements 

managemeni project managerti~ftt Mid ,roeegg llliUlllgement enabled by a central project databill!v. 
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Implementing Engineering Management Fundamentals. The need for software developers to know they are building the 
right system and building it properly has begun to turn programmers into software engineers. Engineers are process driven 
with formal methods, procedures, techniques, and tools to control and guide their work. An Integrated Project Support 
Environment (IPSE) encompasses the fundamentals of engineering management. These fundamentals comprise the 
engineering functions/services managers wish to remain consistent project to project. These fundamentals of engineering 
management are: 

I. Team communication and coordination 
2. Process management 
3. Project management 
4. Configuration management 
5. Document management 
6. Requirements management 
7. Project verification and validation 

The key enabler of these management functions is the repository for storing all the project, process, and product objects and 
their relationships. Improving software quality and developer productivity begins with the IPSE. Not only are projects 
planned, managed, and controlled, important project metrics are gathered for measuring productivity and quality 
improvements as they occur. An IPSE provides the framework (Figure 8) within which I-CASE and all other software 
engineering tools can be integrated to form a complete software engineering environment. 

A Framework For Software Engineering Management 

7.1 PROCESS MANAGER WITH 7.2 PROCESS MANAGEMENT METHODOLOGY 

r Tool Tool • • • • • • Tool 
A B N 

-r ----..... 

5.0 Integration Services Repository 5.0 Integration Services 
4.0 

Project Configuration CODE Document Requirement 
Management Management and SPEC Management Management 
7.3, 7.4, 7.5, 7.6 7.7 7.8 Level 7.9 7.10 

Specific Software Development, Mamtenance, and Reengmeermg Tools 

Figure 8 

The components of an IPSE are: 

1. Team Coordination and Information Sharing is provided by the IPSE's repository. The repository stores all project 
data and the relationships and dependencies of the project data. Coordinating the work of project team members 
and defining the information that needs to be shared between team members is a function of the 
methodology/process used. How a team chooses to work together defines how network management should be 
performed. The results of Business Process Reengineering, systems documentation, software requirements, 
designs, source code, and other data are stored and shared. 
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Software engineers think in terms of objects, components, subsystems, and build instructions. The repositories 
database management system for sharing objects, components, etc. is defined before the project begins. Data 
warehouses are repositories used to define and store an enterprise's data. The data warehouse provides the data 
models, attributes, relationships, and locations to the IPSE repository for subsequent development, maintenance, 
and reengineering projects. 

2. Process management defines the work flows, tasks, responsibilities, resource assignments, policies and rules, and 
deliverables for each project. The proper use of methods and tools is dictated in part by the process being applied 
to the particular software engineering problem at hand. Work flow models may be as varied as the problem types 
and methodologies used to solve them. Methodologies like Information Engineering and the Systems 
Redevelopment Methodology (fSRM) are being implemented within process management tools. 

Each member of the project team knows the process to be used. The methodology enforced by the process manager 
dictates the techniques and tools to use, how to use them, and when to use them. The process work flows are 
coupled to the project management function for resource assignment, scheduling, budgeting, and gathering of work 
flow metrics. 

3. Project management defines the work breakdown structure, schedules, and budgets for each project. It monitors 
planned performance vs. actual performance. A consistent work breakdown structure for project planning, 
scheduling, budgeting, and assigning resources is tied to the configuration management system so when resources 
are shifted from one project to another, the impacts of the change are known immediately. Furthermore, the 
project management system is the basis for gathering statistics and metrics for project performance, so that 
management can monitor progress in achieving productivity, quality, and predictability goals. 

4. Configuration management and change control provides the formal process and facilities for managing change. 
Business process reengineering and software engineering are activities that generate change. Change requests, 
change notification, change impact analysis, change scheduling, change completion notices, change histories and 
audit trails are some of the activities which should be applied consistently across all projects and all systems. 
Change requests are logged and change impacts are assessed. New project plans are created, change notifications 
are sent to all affected team members, and a complete change audit trail is maintained. The CM system enables 
control of all development, maintenance, and reengineering activities by managing and controlling the 
configurations and versions of process models, projects, deliverables, software systems, and engineering resources. 

5. Document management, in conjunction with configuration management and change control facilities, provides 
storage, retrieval, control, and management of all the documents needed to conduct a project and all the documents 
created and modified by a project. A by-product of software engineering is documentation. In this context, 
documentation means all deliverables associated with a software development, maintenance, or reengineering 
project. Document management is dependent on the configuration management, process management, and project 
management systems and on how the project team desires to share information. 

6. Requirements management defines the business requirements of the project by specifying what needs to be done, 
how it will be done, when it will be done, where it will be done, and what tools will be used to do it Each 
requirement is then monitored (traced) to show the project task(s), person(s), deliverable(s), tool(s), and resource(s) 
which satisfy the requirement. At any time during a project, a requirements compliance/status report can be 
prepared by accessing the objects in the repository. 

7. Project verification and validation is possible because of the combined services of the IPSE. These services allow 
continuous process improvement to occur. ISO 9000 compliance is beginning to become an issue for software 
developers. Without an IPSE, ISO 9000 certification is difficult. ISO 9000 requires companies to define a system 
of documented procedures and ensure these procedures are maintained, controlled, available, and followed. 
According to the British Standards Institute the top five areas where companies fail ISO certification are: 

1. Document control 25% 
2. Inspection and testing 20% 
3. Quality records 18% 
4. Process control 17% 
5. Trainin0 12% 
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Project verification and validation for software companies and software development organizations attests that the 
organiz.ation has complete documentation and rigorous procedures to ensure quality in contracting, manufacturing, 
customer service, software development, protection of proprietary information, change management, project planning, 
configuration management, acceptance testing, and maintenance. 

Automatic Code and Application Generation. The key enabler of software development and reengineering is forward 
engineering and the ability to generate a new system. There are code generators which generate 100% of an application. It 
is important to understand the parameters ( constraints) under which 100% of the application is generated. There is 
sometimes a "gap" between high-level analysis and design phases and the low level representations required to generate 
100% of the executable code. Usually for performance reasons, handwritten code is required. Some products do not detect 
the handwritten code, so updates can be made to the design documentation. Without changing the design documentation, 
the source code and design are not synchronized. 

In the past, one of the major problems with software tools was that the tool interfaces were too detail-oriented and 
cumbersome. With the introduction of a wide variety of front-end CASE tools for analysis and design, we now have 
automated assistance at a very high specification level. But to realize the full potential of CASE we need tools that can 
automatically generate source or executable code. How does the human who conceives of a software system communicate 
his or her intentions to the automated CASE tools that will help build it without dropping down to low-level details? There 
still can be a gap between the high-level human interface of analysis and design tools, and the interface required to actually 
generate all the executable code (Figure 9). 
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Business data processing applications are generally well constrained, written in Cobol, involve general purpose hardware, 
and typically do not place a high premium on absolute performance. 100% code generation is possible given specific 
hardware, operating system, database, networking, and language constraints, but no CASE environment is a general 
purpose generator. Hand written code is needed to meet the requirements of some applications. 

Because engineering applications are generally less constrained, involve special purpose hardware, and typically do place a 
high premium on absolute performance, CASE workbenches typically cannot generate more than about 75% of the total 
system code automatically. Some tools produce only partial programs, or code frames, defining the module external inter
face specifications. The more robust toolsets can generate full source code for most modules and code frames for the 
remaining portion. In all cases, the user must hand write some portion of the source code for complex computational 
algorithms or special control functions. Although CASE vendors are working hard to close the gap, today an engineering 
system developer is faced with a tradeoff: 1) partial code (e.g., code frames) from high-level specifications, or 2) full code 
generation from very detailed specifications (such as language-specific POL). 
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Vendors are attempting to close the "gap" and provide back annotation from source code to design specifications. The three 
ways used for closing the "gap" are through expert systems, reusable software libraries and prototyping with step-wise 
refinement. 

Redevelopment. A redevelopment solution must provide the tools and facilities needed by the project team, the 
programmer/analyst and the project manager. 

Project Manager 
Change Request Manager 
Configuration Management 
Process Management 
Project Management 
Documentation Management 

Project Team 
Transition Repository 
Repository Browser 
Distributed File System 
Tool Customizing Interface 
User Interface and Desktop 
Host Job Submission 
System Administration 
Text Editor 
Print System 
Electronic Mail 

Programmer/ Analyst 
Program Scanner 
System Scanner 
Program Navigator 
Impact Analyzer 
Language Environment tools 
Library Link Manager 
Metric Tool Interface 
Language Menus 
Test Management 
Data Name Rationaliz.ation 
Program Restructuring 
Business Rule Isolation 
Code Resolution 
GUI Tools 
I-CASE Tools 

A redevelopment strategy unlocks the potential of legacy systems by addressing the maintenance of existing systems, and 
concurrently storing the understanding of these systems for later use in migrating to new environments, and building 
replacement systems. The ideal redevelopment solution is a client/server toolset that runs in a client/server environment 
and can be used to migrate mainframe applications to client/server. 
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Business Process Reengineering. There is confusion over what BPR is relative to software reengineering. BPR has little 
to do with software. The results of BPR are definitions of business policies and rules which could form the basis for new 
software requirements. These new requirements are expressed in the repository used to plan a software reengineering 
project. Figure 10, above, shows the relationship ofBPR to software maintenance, enhancement, and development. 

Many companies are doing business process reengineering (BPR). IT software developers are under pressure to rearrange 
their cost structure to become more price competitive. The focus is on the critical success factors and to outsource the rest. 
The initial focus of reengineering is to improve the maintenance and reusability of applications. Over the past two years the 
emphasis has changed to ensure migrations to other platforms for downsizing or moving to client/server architectures. 

The key software reengineering success factor is being able to find and extract code needed to perform particular business 
functions i.e., isolate the business rules and then migrate the functions/rules to new environments. 

The application areas frequently targeted for reengineering are customer service, order processing, delivery/logistics, and 
finance/accounting and billing. 72% of the large companies in the US and Europe claim to have a major and formal 
process improvement initiative underway. BPR is driving software reengineering. Initially, the focus of reengineering was 
the maintenance and reusability of applications. Over the last two years the focus has moved to migrating applications to 
new operating environments. 

Maintenance and Reengineering. The caring for existing systems has become a priority for CASE tool vendors. The 
objective for reengineering is to create the "as built" design model for existing code so the Integrated CASE (I-CASE) 
environments can remove requirements which no longer apply, add new requirements and generate the replacement system. 
For maintenance, the objective is understanding the existing system and making changes faster. In the mid-90's, all I
CASE environments will have integrated reverse engineering, design recovery, and forward engineering tools as mandatory 
components. The primary need is to synchronize maintenance and development so changes to the existing system are 
reported to the new system development team. According to a study by Sentry Market Research, the most important features 
for reverse engineering and reengineering tools are: captures data definitions, identifies problem code, supports version 
control, captures data models, analyzes logic and data flows, and captures process models. Also, a study by CASE 
Associates Inc. found that removing redundant code can result in 10% to 15% reduction in maintenance costs. 

In the meantime, traditional approaches will be used to maintain software. New tools will be used to better understand the 
existing system, but, a programmer will make the changes using an editor/reengineering toolset. 

1. 

2. 

3. 

Modification of well-structured code is reported to yield 20-40 new errors per thousand lines of code, while 
modification of poorly structured code is reported to yield 50-120 new errors per thousand lines of code. 
Automated restructuring (tool class 1.3.4) before manual modification is becoming increasingly appropriate. 

Repositories and object-oriented technologies are being used with success in maintenance. Maintenance 
programmers can store their discoveries for later reuse. The repository tools from InfoSpan, Brownstone, RelTech, 
and R&O offer scanners for various programming languages and store the code objects, logic paths, data names 
and relationships, and other artifacts in their repository. Maintenance environments (tool class 1.1.2) usually 
provide a repository for storing code level objects. 

Figures for the fraction of IS resources expended on maintenance vary widely. Practical definitions are required to 
distinguish between reuse, reengineering, redevelopment, and other related terms, and to identify which apply to 
maintenance and which do not. 

4. Few shops are actually tracking defect and software portfolio metrics of any kind. However, assessment tools ( class 
1.2.1) are available along with process/project metrics (classes 7.2 and 7.3) and problem tracking tools (class 7.4). 

5. The practical distinctions between corrective, adaptive, and perfective maintenance seem to vary between IS shops 
and between projects within the same shop. This makes comparison and measurement difficult without using 
metrics and problem tracking tools. 

Maintenance of existing systems continues to consume the majority of resources available to most Information System 
organizations (from 60% to 80%). The nature of maintenance on existing systems is changing. 
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1. The emergence of robust new methodologies, techniques, and tools is permitting redevelopment of systems which 
could not be easily modified in the past. 
a. Improved software restructuring tools can restructure the worst spaghetti code. 
b. Dead code, improper PERFORMS, and similar problems are more easily detected and repaired using 

inventory/analysis tools (class 1.2.2) to find the defect. 
c. System redevelopment methodologies, like The System Redevelopment Methodology from James Martin 

and Company, are providing a logical approach to solving problems with existing systems, improving the 
probability of success when properly applied. 

d. Best-in-class tools are being applied in combination with appropriate maintenance methodologies which 
can track compliance to requirements. 

e. Tools are able to support redevelopment of multiple programs concurrently. 

2. Business process reengineering and process improvement of various types are being used successfully by IS 
organizations. 

3. 

4. 

5. 

a. Discipline (formal processes), metrics, and quality assurance are being used in IS organizations in which 
they had not previously been used. 

b. Client (user) organizations are becoming involved in determining the priority for maintenance requests. 
c. Application of new technologies is reducing personnel turnover at several shops. 

Reengineering efforts are benefiting from phased, cohesive strategies to salvage and reuse embedded knowledge 
from existing systems. 
a. Object-oriented technology has been applied to large projects to manage physical components, 

documentation, and logical models as objects as they are discovered in existing systems. 
b. Very large scale reuse has permitted reuse of the designs and functions of existing systems, rather than 

merely permitting reuse of code, subroutines, and program templates. 

Gartner Group estimates that the number of lines of legacy COBOL code is between 180 and 200 billion, and that 
maintenance of the legacy resource consumes 60% to 80% of application development resources which puts more 
emphasis on software maintenance and reverse engineering tools. 

Before the mass introduction of program maintenance tools, 40% to 50% of program maintenance time was spent 
finding the exact place within a program requiring change. Smart editors and browsers (tool class I.I.I) and 
inventory/analysis tools (tool class 1.2.2) are reducing this time to understand a program and determine the 
impacts of alternative changes. 

Rapid Prototyping and Simulation. An increasing popular method for verifying user requirements is rapid prototyping. 
Tools are available to help analysts define reports, screens and database access requirements. Wbat results is a simulation 
of the report preparation and screen generation process. If the prototype is acceptable, the design can be passed to the code 
generator for integration into the overall application. GUI development tools provide prototyping of graphical user 
interfaces. Caution is needed so end users understand that the prototype is just that, a representation of report or screen 
which still needs to be engineered into a final application. GUI development tools are capable of evolving the prototype into 
a production application. 

Builders of real-time systems use prototyping and simulation tools to test design efficiency and performance relative to 
simulated hardware and external events. The behavior of a system can be verified and validated prior to committing it to 
code. Client-server applications will require this form of verification and validation. 

Object-Oriented Development. The reuse resulting from using 00 methods can shorten development time for subsequent 
applications. Tools vendors have not targeted commercial markets. The languages used by object methods also deter 
commercial usage e.g. Ada, C, C++, SmallTalk. 00 methodologies and tools are immature and don't address the full 
application life cycle. Effective use of 00 tools requires a long learning curve e.g., 6 to 8 weeks to begin working, 5 to 6 
months to gain expertise, and 9 to 11 months to become effective. 
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Trends 

• 
• 
• 

• 

• 
• 

1. faster application development time 
2. reusability of code 
3. increased program.mer productivity 
4. easier to maintain applications 
5. fewer bugs - higher quality 

To date most 00 projects have been small in size with only a few developers . 
Shlaer/Mellor, Booch and Rumbaugh are the leacling OOA/00D methods by number of sites. 
Martin/Odell's OOIE has the potential to be popular in the commercial IS market because of its connection to 
conventional IE methods. 
Jacobson's Objectory methodology supports more of the development life cycle and will be attractive to 
organizations that have succeeded with I-CASE and are looking to expand into 00 development. 
Most 00 methods have been applied to scientific, technical, and engineering applications . 
Vendors are planning to support the full life cycle including shared repositories, versioning, change control, 
documentation generation, management reporting, and project management 

Client-Server Development. In theory, client/server development distributes data and processing tasks over a network, 
allocating application processing to the most economical, fastest and most flexible hardware components. But beware. 
Implementing client/server is not simple. Issues such as scalability, data integrity, maintainability, performance, 
management, and security must be addressed. Called the hidden costs of client/server development, these issues require 
solutions and tools different from those used on mainframes. 

Today, client/server development accounts for only about 10% of information-system development, and most ongoing 
projects are small, relatively simple pilots - but this is changing fast. In 1994, client/server development is beginning to 
move into the mainstream, taking on enterprise-scale applications. Promises such as cost savings, flexibility, data access 
and sharing, efficiency, and customer service will drive the move to client/server and the increased investment in 
client/server application development tools. 

Most client/server applications are replacements for existing systems which run on the mainframe. The biggest challenge 
in client/server application development is managing the development, the implementation and the transition from the 
mainframe to the client/server environment To accomplish a successful transition more emphasis needs to be placed on 
software management tools (tool class 7.0). 

According to Kevin Burns, President of Intersolv Inc., only about 20-25% of the applications being built by Fortune 500 
companies fit the large client/server model. He believes that in 1994 the market will begin tackling more complex 
applications with higher transaction volumes and multiple databases. These applications will require increased cooperation 
between business units and IS. The proliferation of inexpensive, easy-to-use, PC-based applications has created the illusion 
that systems development is easy and created an adversarial relationship between line-of-business developers and IS. These 
tools offer attractive GUI front-ends that allow end-users to quickly build departmental applications while ignoring issues 
such as scalability, data integrity, and maintainability. The problems arise when companies try to integrate these 
applications across the enterprise. 

Object-oriented methods and CASE are being used as tools for building client/server systems. Most analysts agree that the 
client/server architecture is not yet ready for mission critical applications. And although customers are moving toward 
client/server enterprise-scale applications, mission critical applications will remain on the mainframe. 

Products for testing and software distribution are especially weak. Vendors are scrambling to provide products that address 
these needs and substantial improvements can be expected in the next year or so. 

Mainframe Development. Mission critical business systems are on the mainframe. The need for mainframe development, 
maintenance, and reengineering tools will continue but at a growth rate less than 20% through 1990's. 

© 1995, CASE Associates Inc. 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

I 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

Tutorial for Software Quality Week - By David Sharon May 30, 1995 - 8:30 am to Noon Pagc23 

Organizations seek robust software to support applications and operations across the entire enterprise, but developers have 
found that downsized solutions are not always the best choice. 

1. Several organizations have reported unfavorable experiences in their attempts to downsize and, therefore, 
those organizations have continued investing in mainframe-oriented development tools. 

2. Mainframe hardware prices continue to drop, and alternative mainframe computers are becoming 
available which continues the interest in mainframe tools. 

3. Mainframe computers fit into an organization's distributed computing plan as transaction servers, 
database engines, and super file servers. Being part of a multi-tier client/server environment requires 
tools for the mainframe. 

4. Mainframes offer significant advantages over LANs in availability, response ti.me, maximum transaction 
volume, and the number of users supported. 

While mainframes offer a number of advantages over other platforms, they suffer from a number of disadvantages which 
can seriously affect software development: 

1. 

2. 

Trends 

Mainframe computers tend to use proprietary systems, increasing the difficulty with which mainframes 
can be combined with other hardware platforms. This is changing as Unix moves onto mainframes and 
API's are being offered to allow the interoperability of software. Software development environments are 
focusing on cross-development whereby an application can be developed and maintained in one (stable) 
environment and cross-compiled to the target environment. 
Few software development tools are available which consider the variety of hardware platforms and 
operating system types which might be found in an enterprise. Texas Instruments with IEF, Sterling with 
the KEY family, Intersolv Inc. with Excelerator/APS, and SEER Technologies with HPS are making 
significant progress in providing environments which generate portable applications. 

Mainframe computers continue to offer significant maintainability, reliability, and security advantages over other platforms, 
but a number of changes are occurring in the ways in which mainframe computers are used: 

1. 

2. 

3. 

4 . 

5. 

Software development is being moved from mainframes to other platforms, especially PCs: software 
destined to run on the mainframe is often being developed on OS/2, Windows, and Unix workstations. 
Mainframe computers are becoming just another platform on which the enterprise's data is stored, i.e., an 
enterprise data server as part of a Client/Server solution. For security/access reasons corporate 
repositories and data warehouses (tool class 4.0) have a strong position in the mainframe tool market. 
Mainframe resources are being utilized more efficiently: performance monitors and other tools are being 
used to identify and remove bottlenecks, to identify software which is costing money but which is not 
being used, and to shift the workload to other platforms. Cross-platform data and software portability is 
becoming increasingly important as MIPS are offloaded. 
The price and performance of alternative mainframe computers continues to improve to near-workstation 
levels, making alternative mainframe computers cost-effective enterprise solutions. 
Mainframe IS organizations are decreasing the percentage of resources expended on maintaining existing 
systems and are moving more resources into new development. In the past, about 80% of resources had 
been expended on maintenance. This number is moving toward 70% because of existing system 
enhancement tools (tool class 1.1) such as Existing System Workbench from Viasoft Inc., Legacy System 
Workbench and NorthStar from Sterling Software, and Maintenance Workbench from Intersolv Inc. 

Configuration Management. CASE and reengineering tools make it easier to introduce changes into a software project 
putting stress on manual change control procedures. Controlling software configurations is an important step toward 
developing and maintaining quality systems. A thorough software configuration management tool must manage the 
interrelationships and evolution of software development components such as requirement documents, specifications, 
designs, source code, executable modules, test procedures, test data and user documentation. 

Software applications (or products) are composed of many interrelated components, including requirement documents, 
stnJcµired specifications1 desiF, source code, executable modules, test procedures, test data, and other documentation. A 

great challenge facing software developers is managing the interrelationships and evo1utlon of these components. A thM.g~ 
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introduced during any phase of development could impact many parts of the application. Configuration management 
controls the interrelationships among all of the application's parts as well as the interrelationships of changes to those parts. 
This process allows the entire set of software development components to be managed as a single unit. The new CASE and 
reengineering tools make it easier to introduce changes into a software project making manual methods of configuration 
management unacceptable. Automated tools for configuration management are closely tied to a repository and usually 
provide some means to trace requirements. 

Requirements Tracing. With the emergence of project and system repositories, it is becoming possible to trace the 
evolution of requirements from requirements analysis and design through development to implementation. For 
reengineering the opposite is required: to trace source code back to design objects and requirements. By showing the 
correspondence between a specific requirement and the project deliverables that satisfy the requirement, system verification 
and validation can be assured. In addition, by tying the requirements to deliverables within a configuration control system, 
the impact of proposed changes can be easily and completely accessed. 

The ability to trace requirements from one software development phase to another is the basis for developing quality 
software. Showing the correspondence between a specific requirement and the project deliverables that satisfy that 
requirement, provides the mechanism for verifying and validating the design and implementation of a software system back 
to the original specification and project request. When applied to a hierarchical set of design documents, traceability has 
five elements: 1) the document in question contains or implements all applicable stipulations of the predecessor document, 
2) a given term, acronym, or abbreviation means the same thing in the documents, 3) a given term or concept is referred to 
by the same name or description in the documents, 4) all material in the successor document has its basis in the predecessor 
document (no new traceable material has been introduced}, and 5) the documents do not contradict one another. Automated 
testing tools provide a form of traceability if the test suite is generated from the software's design. Most of today's test tools 
generate test conditions from the source code. Test conditions generated from design representations will provide an 
important link in verifying and validating a software system. 

Software Testing - System Verification and Validation. The automation of analysis and design has provided new testing 
capability for completely verifying and validating systems. Test cases can be generated from requirements and design 
specifications. Good designs minimize the chance of coding errors (built well) while test case generation verifies you built 
the right system. 

A major step toward improving software quality results from clearly proving the right system was built (the system complies 
with requirements) and the system was built properly (using good software engineering design principles). Traditionally, 
testing focused on the source code but CASE environments can link test criteria back to the system requirements as depicted 
in Figure 6. The key components for conducting thorough software verification and validation are: 

• Requirement management and traceability 
• Configuration management and version control 

Reverse/R.eengineering 
Prototyping and simulation 

• Test case generation based on requirements 

Starting with the original requirements, test cases are created and put under the control of a configuration management and 
requirement tracing tools. Designs can be prototyped and simulated which can validate requirements or result in a change. 
Such a change would be reflected in the requirements and the test cases. Later, after the code is generated (or written), 
reverse engineering tools can create structure charts from the source to compare to the intended design. Problems identified 
during testing can be pinpointed in the source code, in the design and in the requirements. Since requirements are directly 
traced through design and code to the test cases, requirements compliance reporting is a natural by-product. 

Path and coverage analyzers and complexity measurement tools are classes of reengineering tools to enforce coding 
standards and ensure the designs and resultant code satisfy good engineering principals and are easier to maintain by 
understanding the code's structure and logic/data paths. 
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In commercial IS organizations and specially in government agencies, software developers performance is measured on 
meeting schedules, not quality. Once the code goes into production it is maintenance's problem - putting more emphasis on 
existing system tools (class 1.0) and testing/validation tools (class 6.0). With the time to completion pressure, existing test 
coverage averages only 37% of the code by the time the code is put into production. 

The Software Testing market is growing 30 to 40% overall according to Software Research Inc. The traditional method is 
for developers to test at the end of the life cycle but the trend is to begin testing earlier. Software Research also sees a trend 
to downsize the quality assurance function by putting more responsibility on the development group by using more formal 
QA and testing methods throughout the life cycle. This is occurring in about 73% of commercial market sites observed by 
Software Research. 

For mission critical applications testing begins early in the development cycle. Client/server and downsizing have created 
the need for more thorough testing before moving the application to the target platforms. The need to meet testing 
standards of ISO 9000 and SEI maturity are putting increased emphasis on testing methods and tools. 

Project Management Implications. Project management should be integrated with I-CASE tools and methods. Impacts of 
design and code changes need to trigger a new configuration version and also show impacts on the project plans and project 
resources. The project management system's integration with the I-CASE environment provides access to the valuable 
statistics needed for measuring productivity and quality improvements. 

Software Development Methodologies. The need for a development process is the number one success factor in 
implementing CASE and reengineering. A distinction must be made between the methods underlying a particular tool and 
the methods (processes) needed to govern the proper use of all the tools. Life cycle methodologies provide the process 
discipline for an organization. This methodology should be selected first and modified to fit your organization's culture and 
application requirements. The automated tools are subsequently selected based on their support of the life cycle 
methodology and their ability to be integrated. 

Successful deployment of CASE and reengineering tools is predicted on a systematic organization plan and a chosen 
software development life cycle methodology. All companies have a process to build and maintain software. The issue may 
be how well documented, understood and controlled the process is. Before embarking on a software process improvement 
program, quality and productivity objectives and their associated measurement criteria (metrics) need to be defined. This 
way, any software engineering process and method enhancements can be monitored relative to desired results. The choosing 
of a methodology is then driven by improvement objectives, application requirements, and the state of the existing process. 

A distinction must be made between methodologies which affect all phases of the life cycle vs. techniques which are a 
subset (usually one or two life cycle phases). Information Engineering, Stradis, SDM70, Spectrum, Method/I, 4Front, 
Navigator are examples of life cycle methodologies. The System Redevelopment Methodology (TSRM) and RE for IE are 
specific methods for reengineering existing systems. Yourdon-DeMarco, Hatley, Ward-Mellor, Chen, Harel are specific 
techniques for doing requirements analysis and design. Most life cycle methodologies take into account the possible use of 
many techniques. 

Standards for Tool Integration, Data Exchange and Open Architecture. There are three key issues facing every 
software engineering organization. First, how can the new tools be integrated with existing tools. Second, how can data 
from one tool be passed to another tool. Third, how can one change the rules or tailor the tool to best meet my changing 
requirements. A vendor's position on these issues is critical to evaluate. There are three primary integration approaches 
depicted in Figure 11. Although all vendors claim to be striving for an open repository solution, most tools are closed and 
offer simple tool-to-tool interfaces. 
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LEVELS OF INTEGRATION 

1. Tool-to-Tool Interfaces With or Without Presentation Integration 

Tool A 

Repository 
A 

USER INTERFACE (OPTIONAL) 

ToolB 

Repository 
B 

Toole 

Repository 
C 

Import/export facilities link tools with separate repositories 

2. Single Vendor Integration 

USER INTERFACE 

Tool A ToolB Toole - Another Vendor's - - Tool 

Repository Manager +- - - - - f 

Repository If meta-model is 
provided to other vendor 

Tools Share a repository; semantic transfer is possible when the meta model is provided to another vendor. 

3. Shared Repository Integration or IPSE 

COMMON USER INTERFACE 

ToolA I ToolB I ToolC I . . . . . . I ToolX 

Repository Manager & Integration Facilities 

Configuration Process and 
and Requirements Repository Project 

Management Management 
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Integrated Project Support Environment (IPSE) is a framework that integrates tools from other vendors. Note: Repository- I 
based integration is similar to an IPSE without the management tools. 

Source: CASE Associates Inc. with references to CASE Outlook 1989, Vol 2 and Computerworld Apr 22, 1991, p62. 

Figure 11 
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The need for standards to facilitate integration is obvious, and most CASE vendors are supportive of standardization efforts . 
The major issues are: 

1. Tool integration in a common "look and feel" environment 
2. Tool-to-tool interconnection and information transfer 
3. Portability across many hardware platforms 
4. Architectures which are open and extensible by the user 

The COIF (CASE Design Interchange Format) proposed standard, which started as a standard for electronic hardware 
design data, is gaining popularity with support from CASE vendors who are working to expand it to handle CASE design 
data. IEEE-CS Task Force on Professional Computing Tools took a CASE users perspective to develop a tool-to- tool 
interconnection standard. The IEEE Std 1175 is a standard "Reference Model for Computing Tool Interconnections." The 
standard focuses on semantic information transfer mechanisms between tools. IRDS (Information Resource Dictionary 
System), an ANSI standard originally proposed by the National Bureau of Standards (Now Nisn, is the basis for IBM's 
LAN repository. 

NIST, The National Institute of Standards and Technology, began a major effort in 1990 to develop a reference model for 
an integrated software engineering environment (ISEE). 

Other standards efforts having an impact on CASE tools are OSI (Open Systems Interconnect), POSIX (Portable Operating 
System Interface based on UNIX), X/OPEN, PCTE (Portable Common Tool Environment) and CIS (CASE Interface 
Standard). The principles of PCTE are incorporated in Hewlett Packard's Softbench. Softbench is a CASE integration 
framework which runs on HP, Apollo and Sun Workstations and in 1991 was licensed by IBM for the RISC 6000 
Workstation. CIS forms the basis for DEC's COHESION framework. With the plethora of standards efforts, International 
Workshop on CASE Inc. (IWCASE) has established a "metacommittee" called the CASE Standards Coordination 
Workshop to coordinate the efforts of the other groups and to facilitate and coordinate intergroup cooperation. 

David Sharon is President of CASE Associates Inc. , an international research and consulting firm that specializes in 
strategies for software development, maintenance, and reengineering, and which has the most extensive tool evaluation 
database in the industry. Sharon is a contributing editor to Application Development Tren~ the CASE industry advisor to 
Software Magazine, and the Toolbox Column editor for IEEE Software. He is the secretary of the IEEE Computer Society 
Task Force on Professional Tools, the North American chairman of the International CASE Standards Coordination 
workshop, and a member of the board of directors of the System Development Forum. 

Sharon received a BS in operations research from the University of California at Berkeley and an MBA from Portland State 
University. He is a member of the IEEE Computer Society. 

Address questions about this paper to David Sharon at CASE Associates Inc., 14915 SE 82nd Drive, Clackamas, OR 
97015; 72204. ll73@compuserve.com; (503) 656-0986 voice; (503) 656-3207 fax. 
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CASE 
Historical Perspective 

Late 60's Software Engineering is First Articulated. 

70's Software Engineering Principles (SA/SD, methodologies, et.c.) 
gain gradual acceptance. 

Early 801s ''CASE' is first coined. 
Early use SNSD aids and code generators by ''Pioneers". 

Mid SO's "CASE' gains awareness. 
Leading edge users begin to explore IPSE's. 

Late SO's Increased "CASE' acceptance. 
Developed of int.egrated toolsets and system information 
repositories. 

Early 90's CASE matures. Major organizations increase commitment. 
Beginning of Application Generation from specifications and 
Reverse/Reengineering. Research into expert systems expands. 

Mid 90's Reengineering Reusability becomes widespread 
CASE Int.egration Frameworks (IPSE's) commonplace. 
Next generation tools'fechniques appear. 
Object Technology shows Promise. 
Specification level Application engineering becomes the 
standard 
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THE FOUR DIMENSIONS OF CASE 
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THE RELATIONSHIP OF SYSTEMS MAINTENANCE, 

ENCHANCEMENT, AND DEVELOPMENT 

L 
E 
G 
A 
C 
y 

s 
y 
s 
T 
E 
M 
s 

U nders tan ding 

/ 
CURRENT SYSTEM 

ASSESSMENT 14-----tM 

SYSTEMS 
MAINTENANCE 

SYSTEMS 
ENHANCEMENT 

Notification 

~ 
DEVELOPMENT 

BUSINESS PROCESS REENGINEERING 

© 1995 CASE Associates Inc. 



COMPUTER-AIDED SOFTWARE ENGINEERING 

A DEFINITION 

CASE is the development and effective use of appropriate 
management approaches, systematic procedures and 
methods, and automated tools that permit teams of software 
engineers to produce software that: 

• Meets Business and System Requirements 

• Is Completed with a Predictable Schedule 

• Is Available within Budget Guidelines 

• Allows for Easy Maintenance and Enhancement 
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The Relationship Between Application Development, 

Maintenance and Reengineering 
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DEVELOPMENT 

TEAM ENGINEERING 

A COMPLETE ENVIRONMENT 
FOR 
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COMPONENTS OF A FULL CASE ENVIRONMENT 

DEVELOPMENT 

New System Development Tools 

• Front-end Tools 

• Design Repository 

• Import/export Interface 

• Back-end Tools 
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COMPONENTS OF A FULL CASE ENVIRONMENT 
DEVELOPMENT 

Existing System Maintenance Tools 

• Code Analyzers 

• Browsers, Editors, Debuggers 

• Restructuring Tools 

• Reverse Engineering/Reengineering 

• System Components Repository 

• Programming Environments 
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COMPONENTS OF A FULL CASE ENVIRONMENT 

PROJECT DATABASE/REPOSITORY 

• Documentation Control 

• Inter-team Communications 

• Security Mechanisms 

• Management Control 

• Uniform Method for Invoking Tools 

• Uniform Method for Transferring Data 
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COMPONENTS OF A FULL CASE ENVIRONMENT 
MANAGEMENT 

• Methodology 

• Configuration Control 

• Change Control 

• Requirements Tracking and Compliance 

• Transition Management 

• Project Management 

• Acquisition 
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COMPONENTS OF A FULL CASE ENVIRONMENT 

SUPPORT 

• Verification 

• Maintenance 

• Reengineering 

• Database Administration 

• Library Control 

• Documentation 
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THE MAJOR CLASSES 

1.0 EXISTING SYSTEMS 

2.0 REPOSITORY LOAD/ENHANCEMENT 

3.0 NEW/REPLACEMENT SYSTEMS 

4.0 REPOSITORIES 

5.0 INTEGRATED TOOL SET ENVIRONMENTS 

6.0 TESTINGNALIDATION 

7.0 SOFTWARE/PROJECT MANAGEMENT 

8.0 DBMS/NETWORK/FILE MANAGEMENT 

0.0 MISCELLANEOUS 
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1. () EXISTING SYSTEMS 

1.1 ENHANCEMENT 
1.1.1 SMART EDITORS/BROWSERS 
1.1.2 MAINTENANCE ENVIRONMENT 

1.2 ASSESSMENT 
1.2.1 MEASUREMENT 
1.2.2. INVENTORY/ANALYSIS 
1.2.3 RE-DOCUMENTATION 

1.3 CONDITIONING 
1.3.1 DATA RATIONALIZATION 
1.3.2 PROCESS RATIONALIZATION 
1.3.3 CONVERSION/MIGRATION 
1.3.4 CODE (PROCESS) RESTRUCTURING 

E:xamine Existing System Components at the Code Level to Provide 
Information about the Software For Making Changes (Maintenance) and 
Current System Confirmation for New Development (Software 
Verification and Validation) 
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1. 1 ENHANCEMENT - for understanding an existing system before 
making changes 

1.1.1 SMART EDITORS/BROWSERS - for analysis of 
structure, organization, data usage and relationships 
and logical execution paths within one or more 
programs. 

1.1.2 MAINTENANCE ENVIRONMENT - combine the 
capabilities of smart editors and browsers with a code 
level repository for analysis in or between programs, 
screens, JCL, databases, and TP monitors. 
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1.2 ASSESSl.VIENT - examine the source code components of existing 

systems by measuring the characteristics of the components, 
creating an inventory and classification of the components, 
and creating documentation. This is a discovery process 
during which no changes are made to the source code. 

1.2.1 MEASUREMENT - parse through source code and 
generate a variety of metrics. 

1.2.2. INVENTORY/ANALYSIS - parse through source code to 
locate, identify and analyze existing system 
components. 

1.2.3 RE-DOCUMENTATION - parse through source code and 
build system documentation. 
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1.3 CONDITIONING - automate the process of improving (changing) 
the code itself by passing through the source code, sometimes 
using a special purpose repository, to change the code. Tools 
of this class can be used as a preconditioning step to 
Repository Load/Enhancement (Tool Class 2.0) 

1.3.1 DATA RATIONALIZATION - analyze data structures and 
data usage within one or more programs and support 
the adherence to standards and removal of 
redundancy (homonyms and alias) 

1.3.2 PROCESS RATIONALIZATION - analyze process 
isolation, reuse, and modularization characteristics 
with programs and support the changes to these 
structural components. 

1.3.3 CONVERSION/MIGRATION - translate (change) source 
code for languages, databases, and teleprocessing 
environments. 

1.3.4 CODE (PROCESS) RESTRUCTURING - parse source 
code, analyze the control flow, and correct the 
programs structure. 
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2.0 REPOSITORY LOAD/ENHANCEMENT - parse source code for 

both data and processes and translate the code into the 
information models of a target tool repository. 

2.1 DATA 

2.2 PROCESS 

3.() NEW/REPLACEMENT SYSTEMS - support the development of 
new and replacement systems using the Information 
Engineering or some other life cycle methodology. This class 
is comprised of the sub classes 3.1 Planning, 3.2 Analysis and 
Design, 3.3 Construction/Generation, 3.4 GUI Builders, 3.5 
Prototyping/Simulation, and 3.9 MetaCASE Tools. 

Tools for modeling workflows and business processes are part 
of Planning (Class 3.1). 
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4.0 REPOSITORIES - the tool repositories and data dictionaries 
which facilitate the reengineering (replacement) of existing 
systems or the new development of replacement systems. 
These are the repositories found as part of tools in Classes 
1.1.2 Maintenance Environment, 2.0 Repository 
Load/Enhancement, and 3.0 New/Replacement Systems. 

4.1 TOOL REPOSITORIES/DATA DICTIONARIES - the 
specific repositories found in tool classes 1.1.2, 2.0, 
and 3.0 

4.2 REPOSITORY/DATA DICTIONARY MANAGERS -
support the definition of many information models, 
can establish and maintain the objects comprising 
these models, and can manage the reuse of objects. 

4.3 DATA WAREHOUSES 
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5.0 INTEGRATED TO0LSET ENVIRONMENT - those tools that 

allow for the integration of different tools into an 
environment, allow two or more tools to exchange data or 
pass control information, and those tools from a single vendor 
which span multiple tool classes. 

5.1 INTEGRATION FRAMEWORKS - tools which serve as an 
integrated project support environment (IPSE) for 
integrating multiple tools into a common 
environment. 

5.2 INTEGRATION UTILITIES - tools supporting the 
transfer of data between two or more tools or two or 
more tool repositories. 

5.3 RESULTING INTEGRATED TOOLS - those tools 
typically from different vendors in Classes 1.0 
through 4.0 and 6.0 through 8.0 which are integrated 
by frameworks or utilities. 

5.4 ICASE TOOLS - a toolset typically from one vendor. 
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6.0 TESTINGN ALIDATION - those tools that ensure a system 
operates as expected or as defined by system requirements. 

6.1 TEST PLANNING AND MANAGEMENT 

6.2 TEST DATA GENERATION 

6.3 EXECUTION/TESTING 

6.4 CAPTURE/PLAYBACK 

6.5 COVERAGE ANALYSIS 

6.6 VALIDATION/CORRECTION 

6. 7 CODE/DATA COMPARISON 

6.8 GUI TESTERS 
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7.() SOFTWARE/PROJECT MANAGEMENT 

7 .1 PROCESS WORKBENCHES AND WORKFLOW 
MANAGERS 

7 .2 PROCESS METHODOLOGIES 

7 .3 PROJECT MANAGEMENT 

7.4 ESTIMATION/PROJECTION 

7.5 JOB ACCOUNTING/CHARGEBACK 

7.6 PERFORMANCE MANAGEMENT 

7. 7 PROBLEM TRACKING 

7.8 CONFIGURATION/CHANGENERSION MANAGEMENT 

7.9 DOCUMENT MANAGEMENT AND IMAGING 

7.10 REQUIREMENTS MANAGEMENT 

7 .11 OPERATIONS MANAGEMENT 

7.12 TRAINING 
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7.13 ACQUISITION/CONTRACT MANAGEMENT 

8.0 DBMS/NETWORK/FILE MANAGEMENT 

0.0 MISCELLANEOUS 
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Application Development, Reengineering, and 

Maintenance Tool Classification Scheme 

1.0 Existing Systems 
1.1 Enhancement 

1.1.1 Smart Editors/Browsers 
1.1.2 Maintenance Environment 

1.2 Assessment 
1.2.1 Measurement 
1.2.2 Inventory/ Analysis 
1.2.3 Redocumen ta tion 

1.3 Conditioning 
1.3.1 Data Rationalization 
1.3.2 Process Rationalization 
1.3.3 Conversion/Migration 
1.3.4 Code (Process) Restructuring 

2.0 Repository Load/Enhancement and Reconciliation 
2.1 Data 
2.2 Process 
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Application Development, Reengineering, and 
Maintenance Tool Classification Scheme 

3.0 New/Replacement Systems 
3.1 Planning 

3.1.1 Modeling/BP NW orkflow Analysis 
3.1.2 Strategic Planning 

3.2 Analysis/Design 
3.2.1 SNSD 
3.2.2 OOAIOOD 
3.2.3 Other Models 

3.3 Construction 
3.3.1 Code Generators (non-00) 
3.3.2 00 Language Tools 
3.3.3 Visual Programming Tools 
3.3.4 4GLs 
3.3.5 Compilers 

3.4 GUI Builder 
3.5 Prototyping/Simulation 
3.9 MetaCASE 

4.0 Rep<>ffitories 
4.1 Repositories/Data Dictionaries 
4.2 Repository/Data-Dictionary Manager 

4.2.1 Object Management Systems 
4.2.2 Reuse Management Systems 

4.3 Data Warehouse 
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Application Development, Reengineering, and 

Maintenance Tool Classification Scheme 

5.0 lntegrat.ed Toolset Environments 
5.1 Integration Frameworks 
5.2 Integration Utilities 
5.3 Resulting Integrated Tools 
5.4 ICASE Tools 

6.0 Testing Validation 
6.1 Test-Planning and Management 
6.2 Test-Data Generation 
6.3 Execution/resting 
6.4 Capture/Playback 
6.5 Coverage Analysis 
6. 6 Validation/Correction 
6. 7 Code/Data Comparison 
6.8 GUI Testers 
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Application Development, Reengineeririg, and 
Maintenance Tool Classification Scheme 

7.0 Software/Project Management 
7 .1 Process Workbenches/Managers 
7.2 Process Management Methodology 
7.3 Project Management 
7.4 Estimation/Projection 
7.5 Job Accounting/Chargeback 
7.6 Performance Management 
7.7 Problem Tracking 
7.8 Configuration Management 
7.9 Document Management 
7.10 Requirements Management 
7.11 Operations Management 
7 .12 Training 
7.13 Acquisition/Contract Management 

8.0 DBMS/Network/File Management 
8.1 Database Management Systems 
8.2 Network/Communication/File Managers 
8.3 Middleware 

0.0 Miscellaneous 
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APPLICATION DEVELOPMENT, REENGINEERING, AND 

MAINTENANCE TOOL CLASSIFICATION RELATIONSHIPS 
I.O EXISTING SYSTEMS 3.0 NEW/REPLACE1\1ENT SYSTEMS 

1 .1 

ENHANCEMENT 

1.2 

ASSESSMENT 

I.3 

CONDITIONING 

4.0 

6.0 

FILE 

CODE 
LEVEL 

TE$TING/ 
VALipATION 

4
1
1 

REPOSITORY 

SPEC 
LEVEL 

.0 DBMS/NetworWFile Management 

REPOSJTORY 
LOADAND 

ENHANCCEMENT 

7.0 SOF'IWARE/PROJECT MANAGEMENT 
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3.1 3.2 

' ANALYSIS, 
ANDDESIGN 
(BPA and BPR) 

3.3 3.4 

DEVELOPMENT 
TOOLSETS 

3.5 

PROTOTYPING 
AND 

SIMULATION 

4.2 

REPOSITORY 
MANAGER 

DATA 
WAREHOUSE 

4.3 



MAJOR CUSTOMER ISSUES AND SYSTEM 
DEVELOPMENT PROBLEMS 

• Transition Management 

• Project Databases and Team Engineering (The Repository) 

• Configuration Management and Requirements Tracing 

• Techniques for Analysis and Design 

• Automatic Code (Application) Generation 

• Reverse/Reengineering (Software Maintenance) 

• Software Testing - System Verification and Validation 

• Standards for Tool Integration, Data Exchange, and Open 
Architecture 

• Software Development Methodologies 

• Project Management Implications 
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MAJOR CUSTOMER ISSUES 

TRANSITION MANAGEMENT ISSUES 

• Understand the costs of training 

• Understand the negative impact on productivity that 
can initially result from the introduction of new 
technology 

• Management commitment and careful preparation are 
crucial factors 

• Need strong buy-in for a long-term commitment by both 
professional staff and top management 

• Incremental Deployment 

• Synchronization of existing systems with replacement 
systems 
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MAJOR CUSTOMER ISSUES 

TRANSITION MANAGEMENT 

HOW TO GET THERE 
FROM YOUR CURRENT SITUATION TO A CASE ENVIRONMENT 

A program which controls the risk of change and ensures 
a successful CASE implementation 

• Review and Adjust Management Practices 

• Organization Preparation 

• Tools Selection and Deployment 
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PREPARATION PROGRAM 

Focuses On: 

1. Defining the Current Process. 

2. Defining the Quality and Productivity Improvements with 
Appropriate Metrics. 

3. Developing a Transition Plan With Step-Wise Improvements. 

4. Evolving an Organization to a New Process. 
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I BUSINESS/SYSTEM PROCESS 
PROJECT INITIALIZATION AND l 

REQUIREMENTS ANALYSIS IMPROVEMENT PROGRAM 
II J, 

ASSESSMENT ~ OVERALL RECOMMENDATIONS AND TRANSITION IMPLEMENTATION PLAN I 
OF CURRENT 

! PRACTICES 
AND SKILLS III 

• DEFINE NEW 
METHODOLOGY 
DEVELOP NEW 

PROCESSES 
AND METHODS rv ,, ,, 

~ 
TRAINING ON NE\\ __./ METHODS AND 

TECHNOLOGY 
ALTERNATIVES 

V '. ,, 
Formal Quality Ass 1rance .~ !DEFINE CRITERIA 
Reveiws and Audits are FOR SELECTING 
Conducted in Phase!; NEW 
I through III TECHNOLOGIES 

AND TOOLS VI , ', 
EVALUATE 

AND SELECT 
NEW TOOLS 

VII ,, ', 

CONDUCT 

- PILOT 
PROJECTS 

VIII • ', 
DEPLOY 

THROUGHOUT 

I ~ 
YOUR 

EVALUATION OF RESULTS-CORRECTIVE ACTION ORGANIZATION 
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MAJOR CUSTOMER ISSUES 
PROJECT DATABASES AND TEAM ENGINEERING 

• Uniform tool integration and tool to tool data exchange 

• Project-wide design analysis and consistency checking 

• Feedback from the programming or code generation 
and testing to the more abstract front-end specifications 

• Project-wide task and configuration management with 
requirements tracking 

• Project-wide security and access mechanisms 

• Models and reusable components 
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REQUIREMENT 

ANALYSIS 

DESIGN 

MAJOR CUSTOMER ISSUES 

PROJECT DATABASES AND TEAM ENGINEERING 

PROTOTYPER 
AND 

CODE 
GENERATOR 

SOURCE 
CODE 

+ 
REVERSE 
ENGINEER 

TESTING 
AND 

REQUIREMENT 
. VERIFICATION 

AND 
VALIDATION 
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Tools And Solutions 

For Managing System Transitions 

Implement The Fundamentals of Engineering First 
Around A Repository 

• Configuration Management 

• Project Management 

• Process Management 

• Team Coordination and Information Sharing 

• Project Verification and Validation 

• Documentation Management 
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A Framework For Software Engineering Management 

7.1 PROCESS MANAGER WITH 7.2 PROCESS MANAGEMENT METHODOLOGY 

Tool • • • 
B 

• • • Tool 
N 

5.0 Integration Services Repository 
4.0 

5.0 Integration Services 

Project 
Management 
7.3, 7.4, 7.5, 7.6 

Configuration 
Management 

7.7 7.8 

CODE 
and SPEC 

Level 

Document 
Management 

7.9 

Specific Software Development, Maintenance, and Reengineering Tools 
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MAJOR CUSTOMER ISSUES 

AUTOMATIC CODE (APPLICATION) GENERATION 

• Closing the "gap" between high-level 
analysis and design and the low-level 
representations required to generate 100% 
of the executable code 

• The role of expert systems 

• The use of reusable software libraries 

• Step-wise refinement through prototyping 
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Require
ments Analysls 

MAJOR CUSTOMER ISSUES 

AUTOMATIC CODE GENERATION 

Design 
Prototyp 

Slmulate 

EXPERT 
SYSTEMS 

Project Database 

I ... 

Code 

MANUAL 
INTERACTION 

(CODING) 

Test Integrate 
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Software Reengineering to Client/Server 

KEYS TO SUCCESS 
(The Prerequisites) 

1. Get Control of Your Existing Systems 

2. Analyze/Understand Your Existing Systems 

3. Develop A Transition Plan 

4. Install Transition Management Tools and Procedures 

Start Reengineering 
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THE RELATIONSHIP OF SYSTEMS MAINTENANCE, 
ENCHANCEMENT, AND DEVELOPMENT 

L 
E 
G 
A 
C 
y 

s 
y 
s 
T 
E 
M 
s 

Understanding 

/ 
CURRENT SYSTEM 

ASSESSMENT •.,_----41M 

SYSTEMS • 
MAIN'l'EN AN CE 

SYSTEMS 
ENHANCEMENT 

Notification 

" DEVELOPMENT 

BUSINESS PROCESS REENGINEERING 
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MAJOR CUSTOMER ISSUES 

REVERSE ENGINEERING/REENGINEERING 

• Understand and document an existing system 

• Create a design model from existing code 

• Improve software maintenance productivity 

• Redesign and/or re-engineer the application 

• Recast the new design into code 

• Compare the original design model to the model 
resulting from the generated/written code 
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MAJOR CUSTOMER ISSUES 

TECHNIQUES FOR ANALYSIS AND DESIGN 

• Alternative Structured Methods and Object-
Oriented Techniques 

• Degree of Integration With Other Tools 

• Effect on the Engineering Organization 

• Training and Commitment Requirements 
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MAJOR CUSTOMER ISSUES 

CONFIGURATION MANAGEMENT 

• Managing the interrelationships and 
evolution of software development 
components such as requirement 
documents, specifications, designs, 
source code, executable modules, 
test procedures, test data etc. 

• CASE tools make it easier to 
introduce changes into a software 
project 
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CM Supports Many Users 
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MAJOR CUSTOMER ISSUES 

REQUIREMENTS TRACING 

• Identifying requirements by key words and 
sentences from requirement documents 

• Ability to trace requirements from one 
software development phase to another 

• Show the correspondence between a specific 
requirement and the project deliverables 
that satisfy the requirement 
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MAJOR CUSTOMER ISSUES 

SOFTWARE TESTING- VERIFICATION AND VALIDATION 

• Test CASE Generation from Design Specifications 

• Verification and Validation to Requirements 

• Path and Coverage Analysis 

• Software Metrics 

• Maintenance of Test Cases 
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MAJOR CUSTOMER ISSUES 

SOFrW ARE VERIFICATION AND VALIDATION 

• Did You Build the Right System? 
- Does it Comply with the Requirements? 

• Did You Build the System Well? 
- Is it a Good Design? 
- Is it Modular, Reusable, and Easy to Maintain? 

WYRIWYG = What You Required is What You Got 
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MAJOR CUSTOMER ISSUES 

SOFTWARE VERIFICATION AND VALIDATION 

The Key Components Are: 

• Requirements Management and Traceability 
• Configuration Management 
• Reverse/Reengineering 
• Prototyping and Simulation 
• Test Case Generation Based on Requirements 
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MAJOR CUSTOMER ISSUES 

SOFTWARE VERIFICATION AND VALIDATION 

A Total Quality Management Approach to 
Software Development and Maintenance. 
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MAJOR CUSTOMER ISSUES 

PROJECT MANAGEMENT IMPLICATIONS 

• Integration with Analysis and Design Tools 
and Methods 

• Impact of Configuration Management 
Procedures 

• Measuring Productivity and Quality 
Improvements 
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MAJOR CUSTOMER ISSUES 

SOFIWARE DEVELOPMENT METHODOLOGIES 

• How to Evaluate and Select 

• How to Adapt to an Organization's Culture 

• Defines the Software Engineering Process 
and Evolves as the Process Improves 

• Controls the Integration of Methods, 
Procedures, and Tools 

• Implement in a Process Management Tool 
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MAJOR CUSTOMER ISSUES 

CASE Standards 

Quality and Productivity are Affected by Your Ability to: 

• Integrate Tools Into a Common Execution Environment 

• Interconnect Tools Where Semantics are Exchanged 

• Have a Common Project Database 

• Have Tools Which are Extensible 

• Have Tools Which are Portable 

• Have Common Methods and Management Approaches 
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MAJOR CUSTOMER ISSUES 

STANDARDS FOR TOOL INTEGRATION, DATA EXCHANGE, AND OPEN ARCHITECTURE 

• EIA COIF 

• IEEE-CS Std 1175 

• IRDS (ANSI X3H4) 

• CIS (ANSI X3H6) 

• ECMAPCTE 

• OSI, POSIX, OSF, X/OPEN 

• OMG 

• ISO SC7 WGll 
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MAJOR CUSTOMER ISSUES 

CASE Standards 

• Team Engineering, Coordination, and 
Control (The Repository) 

• Tool Integration 

• Data Exchange Between Tools 

• Upgrading and Extending Tools (Openness) 

• Tool Portability 

• User Interface 
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LEVELS OF INTEGRATION 

1. Tool-to-Tool Interfaces With. or Without Presentation Integration 

Tool A 

Repository 
A 

USER INTERFACE (OPTIONAL) 

ToolB 

Repository 
B 

Tool C 

Repository 
C 

I Import/export facilities link tools with separate repositories 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

2. Single Vendor Integration 

USER INTERFACE 

Tool A ToolB Tool C - - Another Vendor's . 
Tool 

Repository Manager ~ -- - - f 
Repository If meta-model is 

provided to other ven dor 

Tools Share a repository; semantic transfer is possible when the meta model is provided to 
another vendor. 

3. Shared Repository Integration or IPSE 

COMMON USER INTERFACE 

Tool A I Tool B I Tool C I • • . • • • I ToolX 

Repository Manager & Integration Facilities 

Configuration 
Repository 

Process and 
and Requirements Project 

Management Management 

Integrated Project Support Environment (IPSE) is a framework that integrates tools from 
other vendors. Note: Repository-based integration is similar to an IPSE without the 
management tools. 

Source: CASE Associates Inc. with references to CASE Outlook 1989, Vo12 and Computerworld Apr 22, 1991, p62. 
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Data Repository 

ID 
Presentation XWindows 

Manager 

Source: Hewlett Packar~ 
Software Engineering System Division and NIST 
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CASE STANDARDS PROVIDE STABILITY 

FQCUS 

Data 

Data 

Data 

Data 

Data 

Data/Control 

ControJ/Data 

Control 

ControJ/Data 

Name 

ISO JTCI/SC7/WGII 

ISO JTCI/SC21/WG3 

ANSI X3H4 - IRDS 

EWCDIF 

IEEE Std 1175 

ECMA TC33 - PCTE 

ANSI X3H6 - CIS 

CASE Communique & 
CASE Interoperability 
Alliance 

Object Management Group 

Description/Objective 

Software engineering data description and 
interchange 

IRDS content modules for storing and 
managing data 

Information resouree dictionary standard 

CASE data interchange format 

Tool to tool reference model for 
interconnections 

Portable common tool environment schema 
definition set 

CASE integration services 

Control message services 

Object-oriented tool interconnections 
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Conference Proceedings Quality Week 1995 

Paper Tu-E 

Overview of Software Test Techniques 

TUTORIAL 

Dr. Boris Beizer 
ANALYSIS 

Dr. Boris Beizer is an independent consultant with over three decades of 
experience in the software industry. He received a Ph.D. in computer science 
from the University of Pennsylvania in 1966 with a dissertation on problems in 
computer testing. He has written 12 books, ranging from system architecture to 
his well-known pair on software testing-- Software Testing Techniques (2nd edi
tion) and Software System Testing and Quality Assurance--both considered stan
dard references on the subject. His specialities include software testing and qual
ity assurance, system architecture, and performance analysis and modeling. He 
directed testing for the FAA's Weather Message Switching Center and several 
other big communications systems. He has been a speaker at many testing 
conferences and is also known for his seminars on testing. He consults on 
software testing and quality assurance with many organizations throughout the 
world. 

Software Research Institute [QW9S-6J San Francisco, California 
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OVERVIEW OF TESTING 
109-TR-21-v6.1 

READ THIS FIRST 

1. OBJECTIVES. 

A HALF-DAY SEMINAR 
Copyright Boris Beizer 02/10/95 

This is an overview of the testing field. Its purpose is to provide you with the technical and conceptual 
vocabulary of testing. Testing has emerged as a field within software engineering and has acquired a big 
vocabulary. It has progressed, in the past 20 years, from intuition to science--from personal heuristics to 
well-understood practices rooted in theory and confirmed by use and experiments. The objectives of today's 
lecture are to: 

1. Expose you to the ideas and terminology so you can begin learning the field. 

2. Give you a perspective from which you can judge for yourself the parts of this field that are likeliest to 
be useful to you-in the short and long term. 

3. Understand enough of the concepts and terminology so you can talk to, and understand those who know 
the details. 

4. Help you plan how to best learn this technology. 

5. Establish a basis that will enable you to communicate with people who are using this technology. 

It is not the purpose of this overview to teach you the material in depth. This is an overview of an 
introductory testing course and an advanced testing course whose combined duration would be about 10 
days. The material is based on my two books: Software Testing Techniques-Second Edition, and Software 
System Testing and Quality Assurance-published by Van Nostrand Reinhold. 

2. TERMINOLOGY AND DEFINITIONS. 
The terminology and definitions used are the mainstream terms of testing and follow the IEEE standard 
glossary for software engineering. Much of the time is spent on the testing vocabulary-the definitions come 
fast and heavy-some say that it's like drinking from a fire hose. A complete set of definitions is in the 
glossary of Software Testing Techniques (Second Edition). Ifl use a term with which you are not familiar 
or if you can't remember the definition, you'll find the definition in Software Testing Techniques. But don't 
be timid about asking. 

3. QUESTIONS AND DISCUSSION. 
There's a 1/2 hour discussion buffer built-in to this overview. The discussion time is distributed ( e.g ., used) 
throughout the session. Don't be timid about asking so-called II dumb II questions-they're the most important 
kind you can ask. If you don't understand, or if I misspoke, then others also may have misunderstood, and 
I'd rather clear up a problem as it occurs. 

4. SCHEDULE AND BREAKS. 
There is a 10 minute break every hour at 10 minutes to the hour (e.g., 8:50, 9:50, etc.) except the last hour, 
which runs until noon. I will start promptly on time, on the hour, so please cooperate. 
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5. NOTES VERSUS LECTURE. 

A HALF-DAY SEMINAR 
Copyright Boris Beizer 02/10/95 

Although I generally follow the notes, don't expect me to lecture precisely in that order. The notes are 
provided for your convenience and later review-they are not a script for the seminar. All the material in the 
notes will usually be covered but the exact sequence may vary depending on questions. 

6. TRANSPARENCY NUMBERING. 
Every transparency is numbered and dated. The order of the transparencies in your notes are not sequential 
because they are taken from the much larger set of transparencies that I use in my 3-5 day seminars on 
testing, advanced testing, integration testing, system testing, and software quality assurance. If there is any 
question about the order, please refer to the detailed index that follows. The pages are numbered in the lower 
right-hand side. lfyou have any questions or comments on these notes, please refer to the lecture note page 
number and the transparency number. 

7. ERRORS AND TYPOS. 
Please bring typographical or technical errors to my attention during the breaks or after the end. Mark them 
on your note set and show them to me so I can schedule a correction-unless, of course, the error is such 
that the transparency doesn't make sense or might be misleading: then tell me immediately. I thank you for 
all such errors brought to my attention. You are my test group and primary QA. 

8. VIDEOTAPING AND/OR VOICE RECORDING. 
Any form of recording is forbidden. The sole exception to this rule is made for blind students who can make 
audio tapes for their personal use. Such recordings may not be reproduced. 

9. COPYRIGHT NOTICE. This lecture note set is the sole property of Boris Beizer and is a copyrighted 
document. Your copy has been provided under copyright law. Please note the copyright notification on each 
module and on each transparency. Copying these lecture notes without the author's permission is a violation 
of U.S. and International laws. Use of these lecture notes to present a course or seminar by other than the 
author is also a copyright violation. 
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A HALF-DAY SEMINAR 
Copyright Boris Beizer 02/10/95 

OVERVIEW OUTLINE 

MORNING 08:00-12:00 
OVERVIEW, DEFINITIONS 08:00-08:50 
BREAK 08:50-09:00 
UNIT, INTEGRATION, AND SYSTEM TESTING 09:00-09:50 
BREAK 09:50-10:00 
TEST TECHNIQUES 10:00-10:50 
BREAK 10:50-11:00 
TOOLS AND PERSPECTIVE 11:00-12:00 

SECOND LEVEL OUTLINE 

OVERVIEW, DEFINITIONS 
OBJECTIVES AND OVERVIEW 
THE PURPOSE OF TESTING 
DEFINITIONS 

UNIT, INTEGRATION, AND SYSTEM TESTING 
BEHAVIORAL VERSUS STRUCTURAL TESTING 
UNIT TESTING OVERVIEW 
INTEGRATION TESTING OVERVIEW 
SYSTEM TESTING OVERVIEW 

TESTING TECHNIQUES 
CONTROL-FLOW TESTING (PATH TESTING) 
TRANSACTION FLOW TESTING 
DATA FLOW TEST STRATEGIES 

TOOLS AND PERSPECTIVE 
MANUAL TESTING LIMIT A TIO NS 
TEST TOOLS OVERVIEW 
COVER CERTIFIERS 

DRIVERS 
TEST DESIGN AUTOMATION TOOLS 
PERSPECTIVE ON TESTING 
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08:00-08:50 
0540-1187 
0130.5-1235 
1205-1270 

09:00-09:50 
1700-1715 
1300-1340 
3030-3050 
1500-1530 

10:00-10:50 
1345-2260 
2800-2831 
4601-4640 

11:00-12:00 
7900 
7501 
7800-7805 
7750-7806 
7705-7745 
6900-6912 

or 13:00-17:00 
13:00-13:50 
13:50-14:00 
14:00-14:50 
14:50-15:00 
15:00-15:50 
15:50-16:00 
16:00-17:00 
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A HALF-DAY SEMINAR 
Copyright Boris Beizer 02/10/95 

DETAILED OUTLINE 

OVERVIEW, DEFINITIONS 
OBJECTIVES AND OVERVIEW 

Testing, a mature technology 
Seminar objectives 
Some signs of maturity 
The dimensions of testing 
That's Just Theory? (I) 
That's Just Theory (II) 
Fundamental testing techniques 
Auxiliary testing techniques 
Application scope 
Testability design is the goal 
Techniques are tool-intensive 

THE PURPOSE OF TESTING 
The four phases of test awareness 
We must change objectives 
Risk-driven process, nightmare list 
Implications for clean and dirty tests 
The Pesticide Paradox 
Limitations of testing 
The testing triad and then some 
Overview of test techniques 

DEFINITIONS 
Unit, component, integration 

08:00-08:50 
0540-1187 
1180 
0540 
1180.1 
1181 
1184.1 
1182 
1183 
1184 
1185 
1186 
1187 

0130.5-1235 
1220 
1160 
1161 
1230 
1235 
1170 
1201 
0130.5 

1205-1270 
1205 

Don't confuse integration with system testing 
System, structural, functional, testing 

1208 
1210 

Clean test, dirty test 
Equivalency, progressive, regression testing 
A universal experience (manual regression testing) 
Single-thread, multi-thread testing 

1211 
1240,1245, 1250 
1251 
1255,1260 

Stress testing defined 
Stress testing 

UNIT, INTEGRATION, SYSTEM TESTING 
STRUCTURAL vs BEHAVIORAL 
Behavioral versus structural testing 

Structural testing advantages 
Behavioral testing advantages 
Structural testing disadvantages 
Behavioral testing disadvantages 
Structural testing effectiveness 
Behavioral testing effectiveness 
There is no conflict 

UNIT TE5TING OVERVIEW 
Unit testing is the foundation 
Unit testing as a model 

1271 
1270 

09:00-09:50 
1700-1715 
1700 
1706 
1711 
1707 
1712 
1708 
1713 
1715 

1300-1340 

1300a, 1300b 
1310 
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Prerequisites to unit testing 
Test techniques and mental models 
Coverage concepts 

INTEGRATION TESTING OVERVIEW 
Goals of integration testing 
What's this jazz about trust? 

The debugging process 
Integration with and without trust 

Integration is a process 
Prerequisites to integration (overview) 

SYSTEM TESTING OVERVIEW 
System testing goals 
Prerequisites 
Bottom-line Behavioral testing 
System tests 
Other system tests 

TESTING TECHNIQUES 

CONTROL-FLOW TESTING (Path Testing) 
Why Testers Should know Path Testing 
Unit testing for systems testers? 
Path testing consists of selecting 
Control Flow testing strategies 
Parts of path test design 

Select covering paths 
Path selection criteria 
Sensitize the paths 
Instrument the paths 

Path Testing review 
Path Testing tools 

TRANSACTION FLOW TESTING 
The concept 
Principles 
Transaction flow components 
Transaction flow example, chart 
Path Selection criteria 
Test design procedures--overview 
Execution and test driving 
Automation tools 

DATA FLOW TEST STRATEGIES 
A question 
Data Flow Testing Criteria (structural) 
Data Flow Testing Criteria (behavioral) 
Data Flow Definitions 
Examples of Data Objects 
Data Flow Testing is Very Old 

A HALF-DAY SEMINAR 
Copyright Boris Beizer 02/10/95 

1315 
1335 
1340 

3030-3050 
3030 
3035.1 
3035.2 
3035.3 
3040 
3050 

1500-1530 
1500 
1505 
1515 
1529 
1530 

10:00-10:50 

1345-2260 
1345 
1345.1 
2010 
2011 
2015 
2015.1 
2081 
2015.2 
2015.3 
2260 
2261 

2800-2830.5 
2800 
2805 
2815 
2822.2 
2825 
2830 
2830.5 
2831 

4601-4640 
4601 
4610 
4610.5 
4605 
4605.1 
4611 
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Theory and Practice 
Data Flow Test Criteria Overview 
Data Flow Test Criteria Relative Strength 
Relative Criteria Cost-Effectiveness 
T cols and automation status 

TOOLS AND PERSPECTIVE 

MANUAL TESTING LIMITATIONS 
Why Automated testing is mandatory 
TEST TOOLS OVERVIEW 
A basic tool kit 

COVER CERTIFIERS 
Coverage Analyzers 
Path cover analyzer 
Side benefits of coverage tools 
Present status of commercial coverage tools 

DRIVERS 
Test Drivers 
Overview of driver function 
Setup phase 
Execution phase 
Post-testing phase 
Status of execution automation tools 

TEST DESIGN AUTOMATION TOOLS 
Prerequisites 
Objectives 
Test design automation tools 
Capture/ replay tools 
Structural test generators (hypothetical) 
Structural test generator (real) 
Data flow test generators 
Specification Based Generators 
Regression and maintenance tools 
Not Enough Tools? 
Status of test design automation tools 

PERSPECTIVE ON TESTING 
Perspective on testing 
Techniques are tool-intensive 
Tool building versus tool buying 
Tool Building and Buying 

4612 
4614 
4621 
4630.1 
4640 

11:00-12:00 

7900 
7901 
7501 
1188 

7800-7805 
7800 
7810 
7801 
7805 

7750-7806 
7750 
7760 
7770 
7780 
7790 
7806 

7705-7745 
7705 
7710 
7715 
7920 

7725 
7725.1 
7727 
7730 
7734 
1191.1 
7745 

6900-6912 
6900 
6902 
6904 
6905 

Tools and automation importance CTapan survey) 
Realistic payoff projections 

6906 
6908.1 
6910 
6912 

The tool penetration problem 
The yen~ttation problem solution 

The message recapitulation 1189 
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SOFlWARE'TESTING AND QUALITY ASSURANCE SEMINARS-BORIS BEZER 

,AN OVERVIEW OF TESTING 

THIS IS A COPYRIGHT NOTICE. No PART OF THESE GRAPHICS MAY 

BE REPRODUCED OR USED IN ANY FORM BY ANY MEANS SUCH AS 

GRAPHICS, ELECTRONIC, OPTICAL, MECHANICAL, INCLUDING BUT 

NOT LIMITED TO PHOTOCOPYING, RECORDING, SCANNING, 

CONVERSION TO OTHER MEDIA, TRANSMISSION, OR STORAGE IN A 

COMPUTER OR AN INFORMATION STORAGE ANO RETRIEVAL SYSTEM 

- WITHOUT THE AUTHOR
1
S WRITTEN PERMISSION. 

BoRJS BEIZER, ANALYSIS - 1232 GLENBROOK RoAD, HuNTINGDON VJU.J.a, PA 
19006 

215-572-5580 
054x 08/29192 

TESTING·-A MATURE TECHNOLOGY 

• A STABLE TECHNICAL VOCABULARY- SOFTWARE TESTING 
TECHNIQIJEs-2ND EomoN, IEEE SOFTWARE ENGINEERING GLOSSARY. 

• RECOGNIZED BODY OF KNOWLEDGE, TECHNIQUES, 
CONCERNS. 

• MANY TECHNICAL JOURNALS- IEEE-SE, ACM TOSEM, 
IEE-SEJ , ACM-SIGSOFT, /TEA, JSTVR .•• 

• GRADUATE AND UNDERGRADUATE COURSES, SEMINARS. 

• 20+ YEARS OF APPLICATION AT IBM, AT&T, ETc. 

1180 08/29192 

OBJECTIVES 
• VOCABULARY: INTRODUCE THE VOCABULARY AND THE 

CONCEPTS THAT TESTERS USE TO TALK ABOUT TESTING. 

• OVERVIEW OF TEST TECHNIQUES: INTRODUCE 

THE BASIC TEST TECHNIQUES THAT RESEARCH AND PRACTICE HAVE 

DEMONSTRATED TO BE THE MOST PRODUCTIVE AND ON WHICH 

AUTOMATED TESTING TOOLS ARE BASED. 

• PARTS OF TESTING: Discuss THE lHREE MAIN PARTS OF 

TESTING-IJNITfCOMPONENT, INTEGRATION, SYSTEM TESTING-AND THE 

TEST TECHNIQUES APPROPRIATE TO EACH. 

• TECHNOLOGY: 
0540 08/29/92 

TOOLS, ALGORITHMS, AUTOMATION. 

©~ 
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S1GNS OF MATURITY 
COMPARISON OF 1 ST AND 2ND EDITIONS OF SOFTWARE T EST1NG TECHNIQUES 

PUBLICATION YEAR 1982 1990 

PAGE COUNT 290 550 

REFERENCES 132 406 

TECHNICAL TERMS 95 350 

LITERATURE o/o 75% 20% 

MOTIVATIONAL CONTENT o/o 20% 2% 

TEXTBOOK USE 0 50+ 

COMPETlTORS 1 25+ 

FIRST PRINTING 1,500 4,000 

ORIENTATION MANUAL AUTOMATION 

INTEGRATION COU ECTEO IDEAS INTEGRATED IDEAS 

1180.1 08/29192 ©~ 

THE DIMENSIONS OF TESTING 

• FUNDAMENTAL TECHNIQUES-coNTROL FLOW, DATA FLow, DOMAIN 

• AUXILIARY TECHNIQUES-TRANSACTION FLOW, SYNTAX, STATE 

• APPLICATION SCOPE-uNrr/coMPONEHT, INTEGRATION, SYSTEM 

• SPECIALIZED TESTING CONCERNS-RECOVERY, sECURrTY, 

CONFIGURATION, PERFORMANCE 

• DEVELOPMENT PHASE-FROM DESIGN TO MAINTENANCE 

• ORIENTATION-BEHAVIORAL VERSUS STRUCTURAL 

1181 08/27192 
©[Bj 

"THAT'S JUST THEORY"??? 
e EVERY TECHNIQUE DISCUSSED HERE HAS BEEN AND IS BEING USED DAILY AT 

LEADING SOFTWARE DEVELOPERS. 

e AT&T, BoEJNG, HP, HrrAcH1, IBM, INTEL, MicRosoFT, MoToRoLA, 

NCR, NoVELL, SAS, S1EMENs, SuN, TANDEM, XeRox. 

• No ONE uses EVERY TECHNIQUE, BUT EVERY TECHNIQUE IS USED BY 

SOMEONE. 

e BRANCH & STATEMENT COVER IS THE DE•FACTO MINIMUM TEST STANDARD, 

e 5oME TECHNIQUES (BRANCH/STATEMENT, DATA FLOW1 STATE) HAVE BEEN IN 

REGULAR USE FOR OVER 25 YEARS, 

" THeoRv"?? h-'s ALL PRACTICE, FOLKS. 

PRACTICE BASED ON THEORY AND EXFERIENCE, 

1184. / 08/29/92 ©~ 
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"THAT'S JUST THEORY" ??? 

• Au_ ENGINEERING ADVANCES BY THE INTERPLAY OF EXPERIENCE AND THEORY. 

TESTING IS NO EXCEPTION. 

e T ESTING THEORY IS MA T\JRE AND PROVIDES SOUND GUIDANCE TO PRACTICES 

AND TOOLS. 

e "INTUITIVE" TESTING IS NO BETTER THAN INTVrTIVE AIRCRAFT DESIGN-WOULD 

~FLY IN ONE? 

e PRACTICE PREDATES THEORY BY OVER TWO DECADES-AND THEORY IS BEING 

CORROBORATED BY PRACTICE ANO EXPERIENCE. 

e THE INTUmvE TESTER WON'T BREAK NEW GROUNDS, OVER•TESTS MANY 

AREAS, ANO MISSES SOME TESTS AL TOGETHER. 

1182 08129/92 ©[B:j 

FUNDAMENTAL TECHNIQUES 
• CONTROL-FLOW TESTING- BASED ON THE CONTROL 

FLOWGRAPH-A SIMPLER ANO MORE MATURE VERSION OF THE FLOWCHART -

LEADS TO STATEMENT ANO BRANCH COVER AS FUNDAMENTAL STRATEGIES. 

• DAT A-FLOW TESTING- BASED ON DATA FLOWS, EITHER IN UNIT 

TESTING OR SUPPORTED BY DATA-FLOW DESIGN OtAGRAMS. 

• DOMAIN TESTING- TIES NUMERICAL PARAMETERS TO 

REQUIREMENTS, TESTS CONSISTENCY AND COMPLETENESS OF SPECIFICATIONS. 

THESE TECHNIQUES ARE RELATED TO ONE ANOTHER BY A COHESIVE THEORY 

Au_ HAVE DEEP TESTABILITY DESIGN IMPLICATIONS. 

1183 08129/92 

AUXILIARY TECHNIQUES 

• TRANSACTION FLOW TESTING -- IS TO SYSTEM TESTING 

WHAT CONTROL-FLOW TESTING IS TO UNIT/COMPONENT TESTING. 

• SYNTAX TESTING - A TECHNIQUE ESPECIALLY SUITED TO TESTING 

USER AND OPERATOR INTERFACES-BEATS KEY•POUNDING EVERY TIME. 

• FINITE-STATE MACHINE TESTING -- A TECHNIQUE 

ESPECIAL.1. Y SUITED TO TESTING MENU--C,RIVEN INTERFACES• 

THESE TECHNIQUES CREATE A DETAILED AGENDA FOR TESTING AT AU. 

LEVELS AND HAVE A DIRECT BEARING ON TESTABILITY DESIGN 

1184 08/29/92 
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APPLICATION SCOPE 
• UNIT/COMPONENT TESTING--ev PROGRAMMERS, FUNDAMENTAL 

TECHNIQUES, TEST TOOLS, SOLID THEORETICAL FRAMEWORK. 

• INTEGRATION TESTING-DOMAIN TESTING, DATA·FLow TESTING, CALL 
TREE COVER. PROBES THE INCONSISTENCIES AT COMPONENT INTERFACES. 
INTEGRATION STRATEGIES AND GUIDANCE. 

• SYSTEM TESTING-TRANSACTION FLOW, SYNTAX TESTING, STATE 
TESTING, STRESS TESTING. 

• MAINTENANCE-cuRRENT AREA OF INTENSIVE R&D. PROTOTYPE 
TOOLS ANO EARLY, USEFUL, THEORY RESULTS. 

• DE-BUGGING--NEW ALGORITHMS PROMISE TO REVOLUTIONIZE DEBUGGING. 

1185 08129192 ©[[] 

TESTABILITY DESIGN IS THE GOAL 
• BUG PREVENTION IS BETTER THAN BUG DETECTION 

• TESTABILITY DESIGN IS THE NEW OBJECTIVE
BEYOND STRUCTURE 

• STRUCTURED DESIGN RULES FOLLOW FROM TESTABILITY 

• TESTABILITY IS NOT A VAGUE WISH BASED ON 
INTUITION AND OPINION - TESTING TECHNOLOGY 
GIVES CLEAR, QUANTITATIVE DIRECTIONS ON HOW TO 
DESIGN TESTABLE SOFTWARE 

THIS IS THE TESTABILITY DECADE!!!! 

1186 08129/92 

TECHNIQUES ARE TOOL-INTENSIVE 

e ALL BUT THE SIMPLEST TECHNIQUES NEED TOOL SUPPORT 

• "MANUAL TESTING" IS SELF-CONTRADICTORY 

e TESTING IS NOT KEY-POUNDING 

• THAT'S THE WAY IT WAS FOR HARDWARE TESTING. 

SHOULD WE EXPECT DIFFERENTLY FOR SOFTWARE? 

IMPLICATION - CAPITAL INVESTMENT' LONG-TERM PAYOf'F, TOOL AND TECHNIQUES 
TRA,NING, TOOL BUDGET, TOOLSMITHS. 

1187 08/29/92 
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THE FOUR PHASES OF TEST 
AWARENESS 

• PHASE O THINKING: NO DIFFERENCE BETWEEN TESTING AND 

DEBUGGING 

• PHASE 1 THINKING: TO PROVE THAT THE SOFTWARE WORKS 

• PHASE 2 THINKING: TO PROVE THAT THE SOFTWARE DOESN
1
T WORK 

• PHASE 3 THINKING: PROVE NOTHING, BUT REDUCE THE ACTUAL ANO 

PERCEIVED RISK OF USING THE SOFTWARE TO AN ACCEPTABLE LEVEL 

• PHASE 4 THINKING: TESTING IS A STATE OF MIND ANO PROCESS BY 

WHICH CODE IS DESIGNED SO AS TO REQUIRE LITTLE OR NO TESTING 

1220 09/12/92 ©[[] ... 

WE MUST CHANGE OUR 
OBJECTIVES FROM: 

• ABSOLUTE PROOFS TO PROBABILITIES 

• DEDUCTIONS TO SEDUCTIONS 

• FORMALISM TO A WARM TUMMY FEELING 

• PROVING THAT THERE ARE NO BUGS TO 

DEMONSTRATING THAT THERE ARE 

11 fiJ OS'1 !1192 ©~ 

A RISK-DRIVEN PROCESS 

THE PURPOSE OF TESTING IS TO GIVE MANAGEMENT 

THE INFORMATION IT NEEDS TO RATIONALLY EVALUATE 

RELEASE RISK 

• THE NIGHTMARE LIST (AN ORDERED UST OF CONCERNS) 

• QUANTIFY (coST PER NIGHTMARE) 

• DESIGN TESTS TO REDUCE THE NIGHTMARE'S 
PERCEIVED PROBABILITY 

• STOP TESTING AND SHIP THE SOFTWARE 
WHEN YOU CAN LIVE WITH YOUR 
NIGHTMARES 

116108119/J2 ©@ 
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IMPLICATIONS FOR CLEAN AND 
DIRTY TESTS 

e CLEAN:DIRTY RATIO CHANGES FROM 5:1 To 1:5 
THE NEW PROBLEM IS HOW TO CULL TESTS 
INSTEAD OF HOW TO DESIGN TESTS 

• TEST TECHNIQUES PROVIDE GUIDANCE TO 
REVEALING TESTS 

• QA FEEDBACK ON TEST EFFECTIVENESS 

• RISK-DRIVEN METHODOLOGY RATHER THAN 
INTUITION 

1230 09/12/92 

• PESTIODES KILL a=F98%CF1HSYEAR'SV'EAK 
BUGS LEAVINGARESIDlE CF~~ 

FCRNEXTYEAR ~-

• EFFECT1\IE TESTING l'vEANS THATllE REMAINNG 
BUGS ARE EVER NDESUBTl.E, E\IERNOE 
DEVICXJS, EVER NOE lt-DRECT ~ 

©ii 

• GROMNGSCFTWARE~~~ 

EVERl'tmEBUGS ~ ---m 
OONdvsiON: lESTING M UST;;_J GETER 

hErrER -
1235 01/27193 " 62 

LIMITATIONS OF TESTING 

• STATISTICAL QC OF WIDGETS vs. 

SOFTWARE QC/QA ISSUES • 

• TESTING BLINDNESS 
e EVERY TECHNIQUE IS BLIND TO SOME KINDS OF BUGS. 

e NO TEST TECHNIQUE CAN FINO REQUIREMENTS BUGS. 

e EVERY TECHNIQUE ASSUMES SOMETHING ABOUT BUGS. 

• CLEAN AND DIRTY TESTS 

PAGE 1-6 
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THE TESTING TRIAD AND THEN SOME 

• THREE MAJOR TESTING PHASES 

• UNrr/coMPONENT TESTING (DEVELOPERS) 

• INTEGRATION TESTING (DEVELOPERS, INDEPENDENT 

• SYSTEM TESTING (INDEPENDENT) 

• ADDITIONAL TESTING 

• ALPHA TESTING (SIMULATED USER IN•HOUSE) 

• BETA TESTING (FRIENDLY, EXTERNAL, REAL USER) 

• FIELD TESTING (REAL USERS, FRIENDLY TO HOSTILE) 

• USABILITY TESTING (INTERNAL, EXTERNAL) 

1201 09/ 16192 @[[I 

OVERVIEW OF TEST TECHNIQUES 

• UNrr/CoMPONENT TESTING -- THE FOUNDATION 

• PATH TESTING, SENSITIZING, COVERAGE 

• TEST TECHNIQUES 

• SYNTAX TESTING 

• TRANSACTION FLOW TESTING 

• STATE TESTING 

• DOMAIN TESTING 

• DATA•FLOW TESTING 

WHICH IS BEST?? 
0130.5 8/1~2 ©~ 

--, 

DEFINITIONS 

• UNIT TESTING : aimed at exposing bugs in the 
smallest component, the unit. 

• COMPONENT TESTING: aimed at exposing 
bugs in integrated components of one or 
more units. 

• INTEGRATION TESTING: aimed at exposing 
interface and interaction bugs between 
otherwise correct and component-tested 
components. 

• FEATURE TESTING : aimed at exposing 
functional bugs in the features of an 
integration-tested system. 

1205 8121192 ©~ 
lo.. 
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DON'T CONFUSE 

• DON'T CONFUSE "INTEGRATION TESTING" 
WITH TESTING AN ALREADY INTEGRATED 
SYSTEM. 

• THE LATTER IS CALLED "SYSTEM TESTING" 

• INTEGRATION TESTING IS THE SPECIAL 
TESTING DONE TO SUPPORT THE 
PROCESS BY WHICH UN-INTEGRATED 
COMPONENTS BECOME INTEGRATED. 

1208 09/16192 .. 

MORE DEFINITIONS 
• SYSTEM TESTING: tests aimed at exposing bugs and 

conditions usually not covered by specifications, 
such as security, robustness, recovery, resource loss. 

• STRUCTURAL TESTING: test strategies based on a 
program's structure--e.g., the code. Also called "white 
box" and "glass box" testing. 

• BEHAVIORAL TESTING: test strategies based on a 
program's required behavior--e.g., specifications. 
Also called "functional testing" and "black-box 
testing." 

• TESTING: the act of specifying, designing, testing, 
and executing tests. 

1210 08121192 ©[!I 

CLEAN VERSUS DIRTY TESTS 

• CLEAN TESTS: TESTS AIMED AT SHOWING THAT THE 

COMPONENT SATISFIES REQUIREMENTS. ALSO CALLED 

"posrnvE TESTS". 

• DIRTY TESTS: TESTS AIMED AT BREAKING THE 

SOFTWARE. ALSO CALLED "NEGATIVE TESTS". 

• IMMATURE PROCESS: CLEAN:DIRTY = 5:1 

• MATURE PROCESS: CLEAN:DIRTY : 1 :5 

OBTAINED BY INCREASING THE NUMBER OF DIRTY TESTS 

.. 1moumm 
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TESTING MODALITIES 
EQUIVALENCY TESTING 

• WHAT: BEHAVIORAL REGRESSION TESTING OF ALL OLD 

FEATURES ON NEW VERSION, 

e WHY: TO ESTABLISH A CORRECTABLE BASELINE. 

• PREREQUISITES: UNIT, COMPONENT, INTEGRATION 

TESTING. SOFTWARE RUNS TO CLEAN OUTPUT FOR EASY 

CASES. 

• PREREQUISITES: PERMANENT TEST PRODUCTS, TEST 

EXECUTION AUTOMATION. 

1240 09/ 16192 ... ©[[] 

,.. 

... 
,.. ,.. 

.. .. 

TESTING MODALITIES 
PROGRESSIVE TESTING 

• WHAT: BEHAVIORAL TESTING OF NEW FEATURES ON NEW 

VERSION 

• WHY: TO EXPOSE NEW FEATURE BUGS; INTER-ACTION BUGS 

OF NEW FEATURES WITH OLD FEATURES. 

• PREREQUISITES: EQUIVALENCY TESTING. 

1245 09/ 16192 

TESTING MODALITIES 

REGRESSION TESTING 

• WHAT: RERUN OF TEST SUITE (BEST IF COMPLETE RERUN} 

AFTER ANY CHANGE OF: REQUIREMENTS, SOFTWARE, TEST, 

TARGET PLATFORM, OR CONFIGURATION. 

e WHY: TO ESTABLISH A CORRECTABLE BASELINE, TO AVOID A 

RUNAWAY PROCESS • 

• WHEN: WHENEVER THE THOUGHT OCCURS TO YOU. 

• PREREQUISITES: PERMANENT TEST PRODUCTS, 

TEST EXECUTION AUTOMATION. 

1250 09116/92 
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A UNIVERSAL EXPERIENCE 

• THE (ALMOST) UNIVERSAL EXPERIENCE WITH 
REGRESSION TESTING IS THAT MANUAL 
REGRESSION TESTING NEVER GETS DONE. 
• EQUIVALENCY TESTING IS COMPROMISED 

• PROGRESSIVE TESTING IS COMPROMISED 

• BOTH ARE COMPROMISED 

• MANUAL RETEST ERROR RATES ARE HIGH 

• EVERYBODY HATES THE JOB 

1251 09/ /6192 @[Bj 
...j 
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TESTING SIMULTANEITY 

SINGLE THREAD 

• WHAT: ONE TESTER ON THE PRODUCT AT A TIME 

• SEVERITY: THE GENT LEST OF ALL TEST MODES 

• BUGS CAUGHT: SIMPLE, LOCALIZED , OBVIOUS 

• PREREQUISITES: INTEGRATED, TESTABLE PRODUCT 

/255 09/ 16192 ©il .... 

" 
TESTING SIMULTANEITY 

MULTI-THREAD 

• WHAT: THREE OR MORE TESTER ON THE PRODUCT 

SIMULTANEOUSLY 

• SEVERITY: TOUGH--BEGINS TO CATCH SUBTLE BUGS 

• BUGS CAUGHT: REENTRANCE, INTERRUPTS, RESOURCE 

• PREREQUISITES: DUAL-THREAD TESTING 

/260 09/ /6192 @[Bj 
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STRESS TESTING DEFINED 

• SUBJECTING SOFTWARE TO AN UNREASONABLE 
OVERLOAD WHILE DENYING IT THE RESOURCES 
NEEDED TO PROCESS THAT LOAD. 

• MAXIMUM THROUGHPUT IS NOT STRESS-lrS WHAT 
THE SYSTEM WAS DESIGNED TO DO. 

• IF THE LOAD IS REASONABLE, IT'S NOT STRESS . 

• IF THE RESOURCES ARE ADEQUATE, IT'S NOT 
STRESS. 

1271 09/ /6/92 ©ii , 
. --.., 

TESTING SIMULTANEITY 

STRESS TESTING 

• WHAT: BACKGROUND OF STRESS TRANSACTIONS 

• SEVERITY: MUCH WORSE THAN EXPECTED REALITY 

• BUGS CAUGHT: REENTRANCE, INTERRUPTS, RESOURCE 

LOSS BUGS, COMPLEX INTERACTIONS 

• PREREQUISITES: MULTI-THREAD WITH BACKGROUND 

1270 09/ 16192 ©i:I ·~ 
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8 A favorite model of Robert Stephenson and Company was the 
four-wheel, inside cylinder, Samson class. The original machine of 
that design was built in 1830 for the Liverpool and Manchester 
Railway. A number of Samsons were used on railways in this 
country. (Dredge, LXXXV, Fig. 5) 
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SOFlWARE TESTING AHg QUALITY ASSURANCE SEMINARS-BORISl!EIZER 

BEHAVIORAL Vs. S"FRUCTURAL .. ~ 
TESTING 

l ' 

T HIS IS A COPYRIGHT NOTICE. No PART OF THESE GRAPHICS MAY BE 

REPRODUCED OR USED IN ANY FORM BY ANY MEANS SUCH AS GRAPHICS, 

ELECTRONIC, OPTICAL, MECHANICAL, INCLUDING BUT NOT LIMITED ·TO 

PHOTOCOPYING, RECORDING, SCANNING, CONVERSION TO OTHER MEDIA, 

1 TRANSMISSION, OR STORAGE IN A COMPUTER OR AN INFORMATION STORAGE 

ANO RETRIEVAL SYSTEM - WITHOUT THE AUTHOR' S WRITTEN PERMISSION. I 

Boris Seizer, ANALYSIS- 1232 Glenbrook Road, Huntingdon Valley, PA 19006 
215-572-5580 

17xx 09/01/92 ©~ - ... . 
~-ho-, 

... 
"I 

BEHAVIORAL VS. STRUCTURAL 
TESTING 

• STRUCTURAL TESTING: CONARM THAT THE 

ACTUAL STRUCTURE (E.G. , CODE) MATCHES 

THE INTENDED STRUCTURE. 

• BEHAVIORAL TESTING: CONARM THAT THE 

PROGRAM
1
S BEHAVIOR MATCHES THE 

INTENDED BEHAVIOR (E.G. , REQUIREMENTS). 

INPUT - RESPONSE 

1700 09/02192 ©~ 
"" 
., 

STRUCTURAL TESTING 
ADVANTAGES 

• EFFICIENT 

• THEORETICALLY COMPLETE 

• CAN BE MECHANIZED (THEORETICALLY) 

• INHERENTLY METHODICAL 

1706 09/02192 ©~ .. 
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BEHAVIORAL TESTING 
ADVANTAGES 

• INHERENTLY UNBIASED 

• ALWAYS USEFUL AND MEANINGFUL 

• CATCHES THE BUGS THE USERS SEE 

• LESS ANALYSIS REQUIRED 

1711 09/02192 ©[] 
· ..... 

..... 

STRUCTURAL TESTING 
DISADVANTAGES 

• INHERENTLY BIASED BY DESIGN 

• MAY NOT BE MEANINGFUL OR USEFUL 

• CAN'T CATCH MANY IMPORTANT BUGS 

• FAR REMOVED FROM USER 

1707 09102/92 ©ii 

..... 

BEHAVIORAL TESTING 
DISADVANTAGES 

• INEFFICIENT--TOO MANY BLANK SHOTS 

• THEORETICALLY INCOMPLETE 

• CANNOT BE FULLY AUTOMATED 

• INTUITIVE RATHER THAN FORMAL 

1712 09/02192 ©[] 
. 
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STRUCTURAL TESTING 
EFFECTIVENESS 

• CATCHES 50%-75% OF BUGS THAT CAN BE 
CAUGHT IN UNIT TESTING (25%-50% OF TOTAL) 

• BUT THEY'RE THE EASIEST ONES TO 
CATCH 

• AT MOST 50% OF TEST LABOR CONTENT 

1708 09/02/92 

BEHAVIORAL TESTING 
EFFECTIVENESS 

©~ 

• CATCHES 10-30% OF BUGS THAT CAN BE 
CAUGHT IN UNIT TESTING (5%-15% OF TOTAL) 

• CATCHES 50%-75% OF BUGS THAT CAN BE 
CAUGHT IN SYSTEM TESTING 

• CATCHES TOUGH, EMBARRASSING BUGS 

• ABOUT 50% OF TEST LABOR CONTENT 

1713 09/02192 

INTERNAL INTERFACES 

UNIT TESTING 

LOW INTEGRATION 

HIGH INTEGRATION 

SYSTEM TESTING 

ACCEPTANCE TESTING 

©~ 

• STRUCTURAL D BEHAVIORAL 

USABIUTYTESTING --------------"' 

THERE IS NO CONFLICT! 

1715 09102/92 ©~ 
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SOFTWARE TESTING AND QUALITY ASSURANCE SEMINARS-BORIS13EIZER 

UNIT TESTING--THE FOUNDATION 

'THIS IS A COPYRIGHT NOTICE. No PART OF THESE GRAPHICS MAY BE 

REPRODUCED OR USED IN ANY FORM BY ANY MEANS SUCH AS GRAPHICS,

ELECTRONIC, OPTICAL, MECHANICAL, INCLUDING BUT NOT LIMITED TO 

PHOTOCOPYING, RECORDING, SCANNING, CONVERSION TO OTHER MEDIA, 

TRANSMISSION, OR STORAGE IN A COMPUTER OR AN INFORMATION STORAGE 

AND RETRIEVAL SYSTEM•• WITHOUT THE AUTHOR'S WRITTEN PERMISSION. 

BORIS BEIZER, ANALYSIS - 1232 GL.ENBROOK ROAD, HUNTINGDON VAU.EY, PA 
19006 

· 215~572-5580 

13xx 09/18/92 ©il 
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UNIT TESTING IS THE FOUNDATION 
1300b 9/18192 I I I I ©Is:! 
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UNIT TESTING IS A MODEL FOR " 

ALL TESTING 
• WHArs GOOD FOR SUBROUTINES IS GOOD FOR 

SUBSYSTEMS 

• USES THE SAME, ALBEIT MODIFIED, TECHNIQUES 

• THE SAME OBJECTIVE AND SUBJECTIVE GOALS 

CONFESSION: I DON'T KNOW HOW TO DO SYSTEM 
TESTING 

I ONLY KNOW HOW TO APPLY UNIT 
TESTING TECHNIQUES TO SYSTEM 
TESTING PROBLEMS 

"1310 09/18192 ©~ .. ~~ 

PREREQUISITES TO UNIT 
TESTING 

• BUILDER'S CONFIDENCE 

• A TESTABLE COMPONENT 

• INSPECTIONS 

• THOROUGH PRIVATE TESTING 

• A DESIGNED, DOCUMENTED, UNIT TEST PLAN 

• TIME, PREREQUISITES, TOOLS, RESOURCES . 

1315 09118/92 ©ID 

MENTAL MODELS 

• EVERY TEST TECHNIQUE IS BASED ON A DIFFERENT MENTAL 
MODEL OF WHArs IMPORTANT ABOUT A ROUTINE 

• EACH SUCH MODEL ASSUMES SOMETHING ABOUT THE 
LIKELIHOOD OF CERTAIN BUG TYPES, FOR EXAMPLE: 

• CONTROL BUGS DOMINATE) 

• LOOPS ARE BUGGY 

• PROGRAMMERS CAN'T HANDLE INTERFACES 

• INITIALIZATION BUGS DOMINATE 

• THERE ARE AS MANY POTENTIAL TEST TECHNIQUES AS THERE 
ARE WAYS OF LOOKING AT SOFTWARE'S BEHAVIOR OR 
STRUCTURE 

• EACH POINT OF VIEW REPRESENTS A TEST TECHNIQUE 

1335 09/1 MJ2 ©~ .. 
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COVERAGE CONCEPTS 
e "COVERAGE" IS A MEASURE OF TESTING COMPLETENESS WITH 

RESPECT TO A PARTICULAR TESTING STRATEGY. 

• "100% CoVERAGE" NEVER NEVER MEANS "coMPLETE TESTING", BUT 

ONLY COMPLETENESS WITH RESPECT TO A SPECIAC STRATEGY. 

e Ir FOLLOWS THAT EVERY STRATEGY ANO THEREFORE EVERY 

ASSOCIATED TEST TECHNIQUE WILL HAVE AN ASSOCIATED COVERAGE 

CONCEPT. 

e AN INFINITE NUMBER OF STRATEGIES. 

AN INFINITE NUMBER OF ASSOCIATED TECHNIQUES. 

AN INFINITE NUMBER OF COVERAGE METRICS . 

e NONE IS BEST, BUT SOME ARE BETTER THAN OTHERS. 

1340 11/03192 

' '~ .. 

©iL 

SOFTWARE TESTING AND QUALITY ASSURANCE SEMINARS-BORIS BEIZER 

INTEGRATION AND INTERFACES, 

THIS. JS A COPYRIGHT NOTICE. No PART OF THESE GRAPHICS MAY BE 

REPRODUCED OR USED IN AHY FORM BY AHY MEANS SUCH AS GRAP.HICS, 

ELECTRONIC, OPTICAL, MECHANICAL, INCLUDING BUT NOT LIMITED TO 

PHOTOCOPYING, RECORDING, SCANNING, CONVERSION TO OTHER MEDIA, 

TRANSMISSION, OR STORAGE IN A COMPUTER OR AN INFORMATION 

STORAGE AND RETRIEVAL SYSTEM - WITHOUT THE AUTHOR'S WRITTEN 

PERMISSION. 

80R$8EIZER, ANALYSIS -1232 GLENBROOK ROAD, HuNTINGOOH V>.u.Fi, PA 
19006 

215-572-5580 

3DXX 09/18/92 ©[[I 

GOALS OF INTEGRATION TESTING 

OBJECTIVE GOALS: 

• DEMONSTRATE THAT SOFTWARE COMPONENTS 

ARE INCONSISTENT WITH ONE ANOTHER 

• BUILD A HIERARCHY OF WORKING COMPONENTS 

SUBJECTIVE GOALS: 
• BUILD A HIERARCHY OF TRUST 

3030 09/18192 ©~ 
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WHAT'S THIS JAZZ ABOUT 
"TRUST"??? 

• OCCAM'S RAZOR: FIRST TRY THE SIMPLEST 

HYPOTHESIS THAT FITS ALL THE FACTS. 

• WHICH 15 THE SIMPLER HYPOTHESIS? 

• THE BUG IS IN ONE OR THE OTHER 
COMPONENTS 

• THE BUG IS IN NEITHER COMPONENT, IT 
ARISES FROM THEIR UNPREDICTED 
INTERACTION. 

-, 

3035. 1 09/18192 ©[[I 

THE DEBUGGING PROCESS 

I BUG HYPOTHESIS l 
SYMPTOM TEST 

LOUTCOME_J 

3035.2 09/18192 ... 

INTEGRATION WITH AND 
WITHOUT TRUST 

e INTRA-COMPONENT BUGS ARE SIMPLER THAN INTER
COMPONENT BUGS 

• WITH TRUST, DEBUGGER REJECTS THE SIMPLER UNIT 
BUG HYPOTHESIS AND GOES DIRECTLY FOR THE MORE 
COMPLEX INTEGRATION-INTERFACE BUG 

• WITHOUT TRUST, THE DEBUGGER WASTES HOURS OR 
DAYS LOOKING FOR COMPONENT BUGS THAT DON'T EXIST 

BIGHT DOWN TO THE SUBROUTINE LIBRARY, THE 
COMPILER, OB EVEN THE BARDWABE 

3035.3 09/18192 
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INTEGRATION IS NOT AN EVENT 

IT IS A PROCESS 

A PROCESS THAT BEGINS WHEN THERE ARE 
TWO OR MORE TESTED COMPONENTS 

AND ENDS WHEN THERE IS AN ADEQUATELY 
TESTED SYSTEM 

3040 09118/92 

PREREQUISITES TO INTEGRATION 

• TRUSTED SUBCOMPONENTS 

• INTERFACE STANDARDS 

• CONFIGURATION CONTROL 

• DATA DICTIONARY 

• AN INTEGRATION PLAN 

• TIME, TOOLS, RESOURCES 

3050 09/ 18192 

SOFTWARE'TESTING AND QUAUTY ASSURANCE SEMINARS-BORIS BEIZER 

SYSTEM 'TESTING 

THIS IS A COPYRIGHT NOTICE. No PART OF THESE GRAPHICS MAY BE 

REPRODUCED OR USED IN ANY FORM BY AlfY MEANS SUCH AS GRAPHICS, 

ELECTRONIC, OPTICAL, MECHANICAL, INCLUDING BUT NOT LIMITED TO 

PHOTOCOPYING, RECORDING, SCANNING, CONVERSION TO OTHER MEDIA, 

TRANSMISSION, OR STORAGE IN A COMPUTER OR AN INFORMATION 

STORAGE AND RETRIEVAL SYSTEM - WITHOUT THE AUTHOR'S WRITTEN 

PERMISSION. 

BoRIS BEIZER, ANALYSIS - 1232 GLENBROOK RoAD, HUNTINGDON VAU.Et, PA 
19006 

215-572-5580 

15)()( 09/18192 
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SYSTEM TESTING GOALS 

• BOTTOM-LINE BEHAVIORAL VERIFICATION 

• FOCUS ON USERS' PERSPECTIVE AND CONCERNS 

• RISK MINIMIZATION 

• GLOBAL, INTERACTIVE, TIMING, BUGS 

150009/18192 ... ©[[] 

,; PREREQUtSITES TO SYSTEM "~ 
TESTING 

• A SUFFICIENTLY FLESHED BACKBONE TO BEGIN TESTING 

• A DETAILED, WRITTEN, FUNCTIONAL SPECIFICATION 

• A DESIGNED, DOCUMENTED, SYSTEM TEST PLAN 

• A CONTROLLED TEST DATA BASE 

• A FAILURE REPORTING MECHANISM 

• TIME, TOOLS, RESOURCES 

'-._ 1505 09/18192 

BOTTOM-LINE BEHAVIORAL 
TESTING 

• USUALLY INDEPENDENT TESTING 

• DOMINATED BY BEHAVIORAL TESTING 

• STRUCTURE KNOWLEDGE HELPS CUT 
USELESS TESTS 

• THE USERS' POINT OF VIEW 

• GETS RISK CONTROL DATA 

... 1515 09/18192 ©[[] 
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I SYSTEM TESTS 

• FEATURE INTERACTION TESTING: SHOW 

I THAT INTERACTING FEATURES DON'T HAVE 

UNWANTED BYPRODUCTS OR SIDE EFFECTS. 

• CONFIGURATION TESTING: SHOWTHATTHE 

I SOFTWARE DOES NOT HAVE UNPLANNED 

INTERACTIONS WITH OTHER PACKAGES 

• BOUNDARY INTEGRITY TESTING: SHOW THAT 

I THE SOFTWARE RESPECTS THE MEMORY 
BOUNDARIES SET FOR IT BY OS. 

I 1529 091181:}2 ©~ . 

I 
rr 

OTHER SYSTEM TESTS 
"'Ill 

• HARDWARE CONFIGURATION SENSITIVITY: 

I SHOW THAT THE SOFTWARE WILL WORK FOR EVERY TARGET 

HARDWARE PLATFORM 

• PERFORMANCE TESTING: SHOW THAT SYSTEM 

I 
HARDWARe/SOFTWARE RESOURCES CAN MEET TARGET 

THROUGHPUTS AND DELAYS 

• RECOVERY TESTING: SHOW THAT THE SYSTEM DOES 

NOT LOSE OR CORRUPT DATA OR ACCOUNTABILITY FOR 

I DATA AFTER A FAILURE 

• SECURITY TESTING: SHOW THAT THE SYSTEM CAN 

PROTECT ITSELF AGAINST POSTULATED ATTACKS 

I 1530 09/181:}2 ©~ 
\. ~ 
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THIS IS A COPYRIGHT NOTICE. No PART OF THESE GRAPHICS MAY BE 

REPRODUCED OR USED IN ANY FORM BY ANY MEANS SUCH AS GRAPHICS, 

ELECTRONIC, OPTICAL, MECHANICAL, INCLUDING BUT NOT LIMITED TO 

PHOTOCOPYING, RECORDING, SCANNING, CONVERSION TO OTHER MEDIA, 

TRANSMISSION, OR STORAGE IN A COMPUTER OR AN INFORMATION STORAGE 

AND RETRIEVAL SYSTEM - .WITHOUT THE AUTHOR
0

S WRITTEN PERMISSION. 

WHY ALL TESTERS SHOULD KNOW 
CONTROL FLOW (PATH) TESTING 

• FUN DAM ENT Al TECHNIQUE THAT ILLUSTRATES ASPECTS OF OTHER 

TEST TECHNIQUES. 

• PATHS EXIST AND THEY"RE IMPORTANT EVEN IF YOU DON'T DO PATH 

TESTING. 

• DEVELOPERS' TESTING: DESIGNERS OFTEN USE PATH TESTING 

METHODS IN UNIT TESTING. YOU MUST UNDERSTAND THEIR TESTS. 

• DOMAIN TESTING IF USED AS A BEHAVIORAL TEST METHOD REQUIRES AN 

UNDERSTANDING OF THE UNDERLYING PROGRAM PATHS. 

• TRANSACTION FLOW TESTING: A BEHAVIORAL TEST METHOD USED IN 

SYSTEM TESTING, IT IS ALMOST IDENTICAL TO PATH TESTING. 

• DATA-FLOW TESTING: IN EITHER BEHAVIORAL OR STRUCTURAL FORM, 
PRESUPPOSES KNOWLEDGE OF PATH TESTING METHODS. 

1345 09/ 19192 ©~ 

UNIT TESTING FOR SYSTEM TESTERS? 

WHY SHOULD A SYSTEM TESTER WHO WILL PROBABLY NEVER 

TEST INDIVIDUAL UNITS BE CONCERNED WITH UNIT TESTING ? 

• HOW DO YOU PROPOSE TO TEST YOUR TESTING MACROS? MOST 
MACRO LANGUAGES ARE ACTUALLY FULL-BLOWN PROGRAMMING 
LANGUAGES. 

• THE BASIC CONCEPTS OF TESTING-FLOWGRAPHS, BRANCH COVER, 
DATA-FLOW, ARE MOST EASILY EXPLAINED IN TERMS OF PATH 
(CONTROL-FLOW) TESTING. A BASIC UNIT TEST METHOD 

• CAN YOU DO SQA AND BE AN EFFECTIVE CRITIC OF SOFTWARE 
DEVELOPERS IF YOU DON'T KNOW THEIR TEST METHODS? 

1345. 1 09/ 19192 
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CONTROL FLOW TESTING CONSISTS 

,~CE US THAT THE PROGRAM
1
S 4 0 ~ 

> cture -1 CJ> 
z u c: m 8 t CONTROL FLOW (PATH) TESTING 'I! ~ 
0 

S CONSISTS OF SELECTING AND Ct} 0-1 
d EXECUTING ENOUGH PATHS 

~ Ur z e THROUGH A PROGRAM TO 
~ d CONVINCE US THAT THE C G) 
<( Il PROGRAM

1
S ACTUAL STRUCTURE t )> 

~ E MATCHES THE PROGRAMMER
1
S u z 8 ~ INTENDED STRUCTURE ~ C 

~ s 1 remmargorp eht sehctam ~ 

~ H~no~H.l SH.l'o'd H~nON3 ~NI.int;)"' 

2010 09/19192 ©ii 
\. ~ 

CONTROL-FLOW (PATH) TESTING 
STRATEGIES 

• STATEMENT COVERAGE: ENOUGH TEST CASES TO 

ASSURE THAT EVERY PROGRAM STATEMENT HAS BEEN TESTED 

AT LEAST ONCE. IEEE/ANSI STANDARD, 

• BRANCH COVERAGE: ENOUGH TEST CASES TO ASSURE 

THAT EVERY PROGRAM BRANCH ALTERNATIVE HAS BEENTESTED AT 

LEAST ONCE. (MINIMUM RATIONAL STANDARD) 

• PATH COVERAGE: ENOUGH TEST CASES TO ASSURE THAT 

EVERY POSSIBLE PATH THROUGH THE PROGRAM HAS BEEN TESTED 

AT LEAST ONCE, IMPRACTICAL, INEFFICIENT, UNNECESSARY. 

201110/26192 ... 

THE THREE PARTS OF PATH 

TEST DESIGN 

• SELECT THE COVERING PATHS IN 
ACCORDANCE TO THE CHOSEN 
STRATEGY 

• SENSITIZE THE PATHS: FIND INPUT VALUES THAT 

FORCE THE SELECTED PATHS. 

• INSTRUMENT THE PATHS: CONFIRM THAT YOU 

ACTUALLY WENT ALONG THE CHOSEN PATH. 

"-.. 2015 09121/92 

©~ 
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SELECT COVERING PATHS 

• SELECT YOUR PATHS TO SATISFY THE 
CHOSEN STRATEGY 

• USE FUNCTIONALLY SENSIBLE PATHS IF 
POSSIBLE 

• USE COVERAGE TOOL TO MONITOR 
TEST COMPLETENESS 

2015.1 09121192 ©[[] 

PATH SELECTION CRITERIA 

• MANY SHORT PATHS BEITER THAN A 
FEW LONG, COMPLICATED PATHS 

• FUNCTIONALLY MEANINGFUL PATHS 
BEITER THAN OBSCURE PATHS 

• ABILITY TO PREDICT OUTCOME 

• ABILITY TO SENSITIZE 

• COVER MORE IMPORTANT THAN WHICH 
PATHS YOU PICK 

2081 09121192 ©[[] 
L. ,, 

" SENSITIZE THE PATHS 
• FIND A SET OF INPUT VALUES FOR EACH 

SELECTED TEST PATH THAT WILL 
MAKE THE SOFTWARE GO DOWN 
THAT PATH 

• THEORETICALLY DIFFICULT, BUT IN 
PRACTICE EASIER DONE THAN SAID 

• SENSITIZATION DIFFICULTIES USUALLY 
INDICATE CONCEPTUAL OR DESIGN 
PROBLEMS 

'-- 2015.2 06/20194 
©iJ 
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INSTRUMENT THE PATH 

• BECAUSE OF BUGS, YOU MAY NOT TAKE 
THE PATH YOU INTENDED TO TAKE 

• INSTRUMENTATION IS USED TO 
CONFIRM THE ACTUAL PATH TAKEN 

• TODAY, USUALLY PART OF THE UNIT 
TEST TOOL 

2015.3 09/21192 ©[[] 
... 

REVIEW OF PATH TESTING 

• PICK A STRATEGY: STATEMENT COVER, BRANCH 

COVER, PATH COVER 

• SELECT THE PATHS TO SATISFY THE STRATEGY 

• SENSITIZE THE PATHS 

• PREDICT THE OUTCOMES 

• RUN THE TESTS 

• CONFIRM THE OUTCOMES AND PATHS 

2260 09/21192 ©[[] 

PATH TESTING TOOLS 

TYPICAL TOOL TODAY IS A MUL Tl-PURPOSE 
TOOL THAT INCLUDES 

• COVERAGE RECORDING 

• PATH CONFIRMATION 

• TEST SET-UP 

• TEST EXECUTION 

• SMART OUTCOME COMPARISON 

2261 09/21192 ©[[] 
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REPRODUCED OR USED IN ANY FORM BY ANY MEANS SUCH AS GRAPHICS, 
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TRANSACTION FLOW 
TESTING 

A BEHAVIORAL TEST TECHNIQUE 
BASED ON A STRUCTURAL MODEL 

(CONTROL FLOW TESTING) 

2800 09121/92 

PRINCIPLES 

• IDENTIFY THE MAJOR TRANSACTIONS 

@[[] 

• DESCRIBE THE SEQUENCE OF OPERATIONS USING 
FLOWCHARTING (FLOWGRAPH) LANGUAGE 

• TREAT THAT FLOWGRAPH AS IF IT IS AN ACTUAL 
PROGRAM (E.G., CONTROL FLOWGRAPH) 

• APPLY STRUCTURAL TEST TECHNIQUES (E.G., PATH 
TESTING, LOOP TESTING, ETC.) 

2805 09121/92 
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~ 

PROGRAM ·I PROGRAM A I • 

ALTERNATES/ 
0~ 

BIRTHS 

MERGERS/ -----.. 
JUNCTION -0 . 
~ 

PROCESS QUEUES 

TRANSACTION FLOWGRAPH COMPONENTS 

2815 01127/93 ©[[] 

NO I '"~" ~ I HARDWARE 

" 
~BEGIN 

CAN 

mornT~ ,_Do PRINT 
YE FILE, TEMP RA 

YES 

y OPEN I RIG No_l CONTROL - ADD 
PANEL I RIN/ I PRINTER 

YES --

2822.2 09/21192 ©~ 

PATH SELECTION CRITERIA 

PATH SELECTION CRITERIA ARE THE SAME AS FOR 
CONTROL FLOWGRAPHS FOR CLEAN TESTING 

• COMPLETE LINK BRANCH COVER IS MANDATORY MINIMUM 

• HIT LOOP END POINTS WITH SPECIAL VALUES 

PATH SELECTION CRITERIA ARE DIFFERENT THAN 
CONTROL FLOW GRAPHS FOR DIRTY TESTING 

• EMPHASIZE STRANGE, DEVIOUS, FUNCTIONALLY SILLY 
PATHS 

• TRY THE LONGEST NON-REPEATING PATH 

• DO AGAINST A BACKGROUND OF NORMAL TRANSACTIONS 

2825 09/21192 ©~ 
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TRANSACTION FLOW TEST 
DESIGN STEPS 

1. FIND AND DEFINE A COVERING SET OF 
TRANSACTION FLOWS 

2. SELECT THE TEST PATHS 

3. SENSITIZE THE PATHS 
• PREPARE INPUTS 

• PREDICT OUTCOMES 

4. INSTRUMENT THE PATHS 

5. DEBUG AND RUN THE TESTS 

2830 09122192 ©ii 
... 

-.... 

TEST EXECUTION 

• EXECUTION AUTOMATION ESSENTIAL 

• SUPPORTING DATA AND STRUCTURES 
25% TO 50% OF THE EFFORT 

• INDIRECT VERIFICATION AS IMPORTANT 
AS DIRECT VERIFICATION . TRANSACTION CORRUPTION OR LOSS . RESOURCE CORRUPTION OR LOSS . PROGRAM SPACE OR OTHER MEMORY 
VIOLATIONS 

2830.5 09/22192 ©ii 

" 

AUTOMATION TOOLS 

• CAPTURE/PLAYBACK: EASIEST WAY TO MAKE 

THE TRANSITION TO AUTOMATED TESTING. 

• SCRIPTING LANGUAGE: SUCH AS CASL-IV 
FOR THOSE WHO

1
D RATHER SCRIPT THAN PLAY. 

PROVIDES BETTER TEST CONTROL. 

• DEDICATED GENERA TOR/DRIVER: FOR 

MASS TRANSACTIONS (E.G., BANK TELLER MACHINES) 
AND COMPLICATED SCENARIOS • 

• PC/WORKSTATION: INDISPENSABLE. 

I. 
2831 09/22192 ©~ 
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THIS IS A COPYRIGHT NOTICE. No PART OF THESE GRAPHICS MAY BE 

REPRODUCED OR USED IN ANY FORM BY ANY MEANS SUCH AS GRAPHICS, 

ELECTRONIC, OPTICAL, MECHANICAL, INCLUDING BUT NOT LIMITED TO 

PHOTOCOPYING, RECORDING, SCANNING, CONVERSION TO OTHER MEDIA, 

TRANSMISSION, OR STORAGE IN A COMPUTER OR AN INFORMATION STORAGE 

AND RETRIEVAL SYSTEM - WITHOUT THE AUTHOR'S WRITTEN PERMISSION. 

A QUESTION 

• COMMON SENSE DICTATES PATH TESTING 
BECAUSE IT DOESN'T MAKE SENSE TO 
RELEASE UNTESTED CODE 

• DOES IT MAKE SENSE TO RELEASE CODE 
FOR WHICH DATA DEFINITIONS AND 
USE ARE UNTESTED? 

•AT LEAST, WE SHOULD VERIFY THAT: 
• DATA ARE DEFINED AS WE INTEND 

• THEY ARE CREATED BEFORE NEEDED 

• THEY ARE USED (PROPERLY) IF CREATED 

4601 09122192 

DATA FLOW TEST CRITERIA 
(STRUCTURAL) 

• MORE GENERAL THAN PATH TESTING FAMILY 

• STRONGER THAN BRANCH BUT WEAKER THAN 
ALL PATHS 

• MUST BE DONE SEPARATELY FOR EACH DATA 
OBJECT 

• BASED ON CONTROL FLOWGRAPH ANNOTATED 
WITH DATA FLOW RELATIONS 

4610 09122192 ... 
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DATA FLOW TEST CRITERIA 
(BEHAVIORAL) 

• HEURISTIC BUT SENSIBLE AND EFFECTIVE 

• TRANSACTION FLOW TESTING IS A KIND OF 
DATA FLOW TESTING 

• MUST BE DONE SEPARATELY FOR EACH DATA 
OBJECT IN YOUR DATA MODEL 

• BASED ON DATA FLOWGRAPHS USED IN MANY 
DESIGN METHODOLOGIES 

4610.5 09122192 ©~ 
... 

,; "' 
DATA FLOW DEFINITIONS 

COMPUTATIONAL USE: VARIABLE USED IN A COMPUTATION; 

E.G., APPEARS ON THE RIGHT•HANO-SIDE OF AN ASSIGNMENT 

STATEMENT. 

PREDICATE USE: VARIABLE USED IN A CONTROL FLOW 

PREDICATE 

USE: A"COMPUTATIONAL ANoloR PREDICATE usE. 

DEFINE: A VARIABLE IS DEFINED WHEN ANY OF THE FOLLOWING HAPPEN 

• CREATED: E.G. IN A DECLARATION 
• NEW VALUE ASSIGNED 
• INITIALIZED TO A NEW VALUE 

4605 09122192 
©[[] .. 4,. 

EXAMPLES OF DATA OBJECTS 

• EXPLICIT VARIABLES: X, Y, PAYROLL_ENTRY 

• ARRAYS: EACH ELEMENT IS A SEPARATE OBJECT 

• POINTERS: TO ARRAYS, RECORDS, FILES 

• FILES: FILES, RECORDS, DATA STRUCTURES 

• PROGRAMS: WHEN MANIPULATED As DATA (E.G., LOAD, 1NmAuzE} 

• OBJECTS: AS IN OBJECT ORIENTED PROGRAMMING 

ANY OF THESE CAN BENEFIT 
FROM DATA FLOW TESTING 

4605. 1 09122192 ©[[] 
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., ., 
DATA FLOW TESTING IS VERY OLD 

• USED AT IBM FOR OVER 25 YEARS 

• IMPLICIT IN MANY DESIGN METHODS: H1Po, 

SOFTECH, BENDER 

• A NATURAL ADJUNCT TO DATA FLOW DESIGN 

• COMMON SENSE BASIS 
• KNOW WHAT YOU'RE DOING WITH DATA 
• TEST THAT WHAT YOU DID IS WHAT YOU WANTED TO DO 

• TRANSACTION FLOW TESTING IS DATA FLOW 
TESTING 

4611 09122192 
©[[] 

"'" ~ 

THEORY AND PRACTICE 
• PRACTICE: VERY OLD 

• INTUITIVE, HEURISTIC, COMMON SENSE 
• BEHAVIORAL TEST TECHNIQUE 

• THEORY: 10 YEARS OLD 
• FORMALIZATION OF COMMON SENSE 
• STRUCTURAL TEST TECHNIQUE 
• TOOL INTENSIVE 

• CONCLUSIONS 
• EITHER BEHAVIORAL OR STRUCTURAL 
• APPLICABLE TO ALL TESTING LEVELS 
• BASIC PART OF TESTERS' TOOL KIT 

.. 4612 09122192 ©[[] 

DATA FLOW TEST CRITERIA 
• ALL PREDICATE USES: ALL USES IN CONTROL-FLOW PREDICATES • 

• ALL COMPUTATIONAL USES: ALL USES IN CALCULATIONS • 

• ALL DEFINITIONS: ALL POINTS AT WHICH OB.JECTS ARE DECLARED 

AND/OR ASSIGNED NEW VALUES. 

• ALL USES: ALL POSSIBLE USES OF OBJECTS. 

• ALL DU-SEGMENTS (DEFINED THEN USED): ALL SIMPLE 

PATH SEGMENTS ON WHICH AN OBJECT IS DEFINED AND THEN USED 

WJTllOUT INTERVENING VALUE CHANGES. 

NOTE: apply to every data object separately 
NOTE: each criteria has its own coverage metric 

4614 09122192 ©[[] ... 
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ALL PATHS 

t 
ALL DU PATHS 

t 
ALL USES 

ALL-C/SOME-P ......--------- ALL-P/SOME-C 

ALL~ ALL +USES 

ALL DEFS BRANCH 

t 
STATEMENT 

RELATIVE STRENGTH OF STRUCTURAL TEST STRATE GIES 

462109122192 ©[[] 

RELATIVE COST (TEST CASES PER BRANCH) OF 
VARIOUS STRUCTURAL STRATEGIES 

STATEMENT 

BRANCH 

AUP USES 

ALLC USES 

ALL USES 

ALL OU PATHS 

0.2 ... ..• . .. 
CONCLUSION: FOR NOT MUCH MORE TESTING THAN 
EITHER STATEMENT OR BRANCH, ALL DU-PATHS IS 
ALMOST AS GOOD AS TESTING ALL POSSIBLE PATHS. 

4630. 1 09122192 ©[[] 

TOOLS AND AUTOMATION 
STATUS 

• BEHAVIORAL DATA FLOW TESTING DOESN'T NEED 
SPECIAL TOOLS, ONLY THE WILL TO DO IT. 

• STRUCTURAL DATA FLOW TESTING NEEDS TOO 
MUCH BOOKKEEPING TO DO MANUALLY. IT IS 
TOOL INTENSIVE. 

• MANY PRIVATE STRUCTURAL DATA FLOW TOOLS IN 
USE 

• NO COMMERCIAL TOOLS AS OF 9/22/92 

4640 06120/94 
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~ ~, 
LIMITATIONS OF MANUAL TESTING 

• NOT REPRODUCIBLE 

• TESTING AND TESTER ERRORS 
• INITIALIZATION BUGS 

• DATA BASE AND CONFIGURATION BUGS 

• INPUT BUGS 

• VERIFICATION AND COMPARISON BUGS 
• INPUT ·coRRECTIONs· 

• VARIABLE REPORTS, NO SUPPORT FOR 
METRICS, POOR TRACKING 

• VERY LABOR INTENSIVE: TESTERS SHOULD DESIGN TESTS, 

NOT POUND KEYS. 

.,.\:l.900 09122192 

r 
WHY AUTOMATED TESTING 

IS MANDA TORY 
• MANUAL TEST EXECUTION ERROR RATES ARE MUCH 

HIGHER THAN THE SOFTWARE RELIABILITIES THE 
USERS DEMAND 

• HOW CAN YOU TEST A 0.000001 PACKAGE WITH A 0.01 
PROCESS? 

• WHAT MUST BE JUSTIFIED IS CONTINUED USE OF MANUAL 
METHODS ON AUTOMATION PRODUCTS 

• MOST COST-BENEFITS ANALYSES THAT CLAIM TO SHOW 
THAT MANUAL TESTING IS CHEAPER ASSUME NO 
TESTING BUGS-SILLY ASSUMPTION! 

~901 09122192 
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TEST TOOLS OVERVIEW 

• FUNDAMENTAL TOOLS: COMPILERS, SYMBOLIC DEBUGGER, 

DEVELOPMENT TOOLS, HARDWARE, HUMAN ENVIRONMENT. 

• ANALYTICAL TOOLS: THAT TELL us SOMETHING ABOUT THE 

SOFTWARE: FLOWGRAPH GENERATORS, CALL TREE GENERATORS. 

• TEST EXECUTION AUTOMATION TOOLS 

• TEST DESIGN AUTOMATION AIDS 

• CAST: £OMPUTER ~IDED ~OFTWARE ,IESTING 

7501 09122192 

A BASIC TOOLKIT 

• CAPTURE/PLAYBACK (BEHAVIORAL TOOL) 

• UNIT COVERAGE ANALYZER & 
DRIVER (sTRUCTURAL TEST TOOL) 

• REQUIREMENTS BASED TOOL 
(BEHAVIORAL TEST TOOL) 

COVERAGE ANALYZERS 

• EACH TECHNIQUE HAS A DIFFERENT NOTION 
OF COVERAGE 

• EACH TECHNIQUE THEREFORE NEEDS A 
DIFFERENT COVERAGE ANAL VZER 

• PATH TESTING: BRANCH AND STATEMENT COVER 

• DATA-FLOW TESTING: VARIOUS COVER METRICS 

• STATE TESTING: STATE AND TRANSITION COVER 

7800 09122192 ©[[] 
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PATH COVERAGE TOOL 
• TRACE-LIKE OPERATION OR MODIFIES 

SOURCE CODE 

• USUALLY INCLUDES TEST DRIVER 

• USUALLY PROVIDES PATH CERTIFICATION 

• EFFECTIVELY LIMITED TO UNIT AND LOW-
LEVEL COMPONENT TESTING 

• CAN MASK HEISENBUGS 

\!810 09122192 
©~ 
~ 

--- SIDE BENEFITS OF 
"I 

COVERAGE TOOLS 

• PROGRAMMERS (ESPECIALLY) HAVE 
INFLATED VIEWS OF THE COVERAGE THEY 
ACHIEVE IN TESTING 

• THEY THINK THAT IT IS 95% BUT IN FACT, 1rs 
CLOSER TO 50% 

• FUNDAMENTAL RISK ASSESSMENT DATA 

• QUANTIFICATION-A METRIC OF 
COMPLETION 

.. ~801 09122192 
©~ 
~ 

PRESENT STATUS OF COMMERCIAL 
COVERAGE TOOLS 

• ONLY STATEMENT, BRANCH, CALL TREE, 
AND PATH COMMERCIALLY AVAILABLE 

• MANY EXCELLENT PRIVATE DATA FLOW 
COVERAGE TOOLS 

• HEURISTIC BEHAVIORAL COVERAGE 
TOOLS (e.G., FUNCTION POINT, sPec1F1cAnoN coveR). 

• COMMERCIALIZATION HINDERED BY LACK 
OF DEMAND, NOT TECHNOLOGY 

7805 11/07192 ©[[] 
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TEST DRIVERS 

•WHAT: TOOLS THAT AUTOMATE THE SETUP, 
INITIALIZATION, EXECUTION, OUTCOME 
RECORDING, AND CONFIRMATION OF 
TESTS, ESPECIALLY FOR UNIT TESTING 

•WHY: ELIMINATION OF TEST EXECUTION 
ERRORS SIMPLIFIES TEST DEBUGGING 
AND MAKES REGRESSION TESTING 
POSSIBLE 

• PREREQUISITES: FORMAL, DESIGNED TESTS 
UNDER CONFIGURATION CONTROL 

~750 09122192 

• 

OVERVIEW OF DRIVER 
FUNCTIONS 

SETUP PHASE 

• EXECUTION PHASE 

• ANALYSIS AND POST MORTEM 
PHASE 

._. 7760 09/02192 

DRIVER SET-UP PHASE (IDEAL) 

• CONFIRMS THE HARDWARE/SOFTWARE 
CONFIGURATION 

• LOADS PRE- AND CO-REQUISITE 
COMPONENTS 

•FETCHES AND INSTALLS STUBS 
• INITIALIZES ALL HARDWARE AND 

SOFTWARE 
• INITIALIZES PATH INSTRUMENTATION 
•SETS UP ACCESS TO DATA STRUCTURES 

7770 09/02192 
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DRIVER EXECUTION PHASE (IDEAL) 

• RE-INITIALIZES TO BASE 
CONDITION FOR EACH TEST 

• LOADS AND CONTROLS INPUTS 

• EVALUATES ASSERTIONS 

•RESETS PATH INSTRUMENTATION 

• TEST DEBUG SUPPORT 

• PERFORMANCE DATA GATHERING 

7780 11/08192 ©[[] 

ANALYSIS AND POST-MORTEM 
PHASE (IDEAL) 

• VERIFY PATH CORRECTNESS 

• COMPARE ACTUAL OUTCOME TO 
PREDICTED OUTCOME 

• PASSES CONTROL TO DEBUG PACKAGE 
ON TEST FAILURE 

•PASSES TEST STATUS TO COVERAGE 
TOOL 

• CHECK FOR RESIDUES AND 
BYPRODUCTS 

7790 09/02192 

EXECUTION AUTOMATION 
STATUS 

• MOST COMMERCIAL TOOLS ARE STRAP-ON 

• SOME INTEGRATION WITH CASE TOOLS 

• SOME INTEGRATION WITH CONFIGURATION 
CONTROL 

• COMMON TOOL BACKPLANE ON THE WAY 

• BUT STILL A LONGWAY TO GO 

.,Z806 05/12192 
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PREREQUISITES TO DESIGN 
AUTOMATION 

• TEST EXECUTION AUTOMATION: BECAUSE 
ALL TEST GENERATORS PRODUCE VAST 
NUMBERS OF TESTS 

• TEST CONFIGURATION CONTROL 

• UNDERSTAND GENERATOR'S METHODS 
• THE UNDERLYING TEST TECHNIQUE (IF ANY) 
• THE CAVEATS AND LIMITATIONS 
• THE HIDDEN ASSUMPTIONS 

7705 09123192 

DESIGN AUTOMATION 
OBJECTIVES 

• MORE COMBINATIONS OF FACTORS 

• BEITER COVERAGE 

• MORE REVEALING TESTS 

• FULL CONFIGURATION SUPPORT 

©[[] 

• REDUCE TEST DESIGN LABOR CONTENT 

7710 09123192 ©[[] 
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DESIGN AUTOMATION TOOLS 

• CAPTURE/PLAYBACK (c) 

• BEHAVIORAUREQUIREMENTS BASED (c) 

• SYNTAX TESTING (c) 

• STATE TESTING (c) 

• STRUCTURAL TEST "GENERATORS" (c) 

• DATA FLOW TEST "GENERA TORS" 

• REGRESSION GENERA TOR/ANALYZER 

"C" MEANS COMMERCIAL TOOLS AVAILABLE 

7715 09123192 ©~ .. 
, 

"' CAPTURE/PLAYBACK TOOL: WHAT 

• HARDWARE AND/OR SOFTWARE 

• INSERTED BETWEEN (OR IN) TEST TERMINAL 
AND TEST EXECUTION AUTOMATION SYSTEM 

• CAPTURES TESTERS KEYSTROKES AND 
SYSTEM RESPONSES 

• COMPARES OUTCOMES TO PREVIOUSLY 
RECORDED OUTCOMES 

• REPORT BY EXCEPTION 

• TEST EDIT FACILITY ( E. G., LINK TO WORD PROCESSOR) 

"-...7920 09123192 
©~ 

~~ 

(j "' 
STRUCTURAL TEST GENERATOR 

(HYPOTHETICAL) 

• GENERA TES COVERING TEST SET 
DIRECTLY FROM SOURCE CODE 

• PREDICTS OUTCOME 

• SENSITIZES PATHS 

• COORDINATES WITH DRIVERS 

i.,!725 09/23192 ©ii 
~ 
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STRUCTURAL TEST GENERATOR 
(REAL) 

• SUGGESTS COVERING TEST SET 
BASED ON SOURCE CODE 

• - PREDICTS OUTCOME (RESEARe11 1'00Ls) 

• SENSITIZ&S PATHS (RESEARe11 1'oeLs) 

• COORDINATES WITH DRIVERS 

• MORE A METHOD THAN A TOOL 

• REVERSE ENGINEERING AID 

7725.1 09123/92 ©[[] 

DATA FLOW TEST GENERATOR 

• POINTS OUT UNCOVERED DATA FLOW 
RELATIONS AND SUGGESTS PATHS 

• OUTCOME PREDICTION, SENSIT12ATION 

• COORDINATION WITH DRIVER 

• MULTIPLE STRATEGIES INCLUDED 

• MANY PRIVATE TOOLS, NONE COMMERCIAL 

• THE FUTURE OF UNIT TEST TOOLS 

.._ 7727 09123192 

, 
REQUIREMENTS-BASED 

GENERATOR 

• CAPTURES REQUIREMENTS AND ANALYZES FOR 
COMPLETENESS AND CONSISTENCY 

• GENERATES TEST SUITES BASED ON A VARIETY 
OF FORMAL AND HEURISTIC METHODS 

• ESPECIALLY GOOD AT GENERA TING 
COMBINATORIAL TEST CASES 

• GOOD FUNCTIONAL COVERAGE 

'-..7730 09123192 
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'REGRESSION/MAINTENANCE TOOLS 

• SELECTS OR CONSTRUCTS STRUCTURAL TESTS 
BASED ON SOURCE CODE AND CHANGES TO IT 

• IDENTIFIES WHICH TESTS MUST BE MAINTAINED AND 
HOW 

• REGENERATES PREDICTED OUTCOMES AND 
SENSITIZES NEW INPUT VALUES 

• NO COMMERCIAL TOOLS 

• AREA OF INTENSIVE RESEARCH THAT PROMISES A 
REVOLUTION IN THE NEXT GENERATION OF TEST 
DESIGN AUTOMATION TOOLS 

'1!._734 09123192 

NOT ENOUGH TOOLS? 

e 120o+ TEST TOOLS ON MARKET 

e AT LEAST 50 OF THEM ARE GOOD 

e 200+ PAPERS ON R&D TOOLS PUBLISHED 
30-40 NEW ONES EACH YEAR 

e UNTOLD NUMBER OF UNPUBLISHED 
INTERNAL TOOLS DEVELOPED AND USED 

e TOOLSMITHS AT WORK WORLDWIDE 

WE HAVE FAR MORE TOOLS THAN THE INDUSTRY CAN SUPPORT 

1191.1 09/10/92 

TEST DESIGN AUTOMATION 
STATUS 

• WEAK EXECUTION AUTOMATION SUPPORT 

• UN-INTEGRATED COMMERCIAL TOOLS 

• AD-HOC, SPECIAL INTERFACES 

• BIG GAP BETWEEN LABS AND PRACTICE 

• HEAVY TRAINING INVESTMENT 

• POOR INTEGRATION WITH CASE 

7745 05112192 
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AND RETRIEVAL SYSTEM'°'." WITHOUT THE AUTHOR'S.'.WRITTEN PERMISSION. 

PERSPECTIVE ON TESTING 
AMMUNITION TO USE ON NON-BELIEVERS 

• ALL ADVANCED TEST TECHNIQUES ARE TOOL 
INTENSIVE 

• IMPORTANCE OF TOOLS AND TEST AUTOMATION 

• TOOL BUILDING VERSUS TOOL BUYING 

• REALISTIC PAYOFF PROJECTIONS 

• TOOL PENETRATION-REALITY VS ASPIRATIONS 

• SOLUTION TO THE TOOLS PENETRATION PROBLEM 

6900 09123192 

TECHNIQUES ARE TOOL-INTENSIVE 

• MOST ADVANCED TEST TECHNIQUES, BE IT FOR UNIT 
TESTING, INTEGRATION TESTING, SYSTEM TESTING, 
REGRESSION TESTING-ARE TOOL-INTENSIVE 

• MANUAL ALGORITHM USE 15 POSSIBLE BUT NOT 
COST-EFFECTIVE 

• 50 WHA Tl DOES IT MAKE SENSE THAT THE VERY 
HEART OF AUTOMATION TECHNOLOGY AND THE 
TESTING OF THAT TECHNOLOGY BE BASED ON 
MANUAL METHODS? WHY NOT STONE AXES? 

•WE ARE JUST FOLLOWING THE PATH THAT OUR 
HARDWARE COUNTERPARTS STARTED ON 20 YEARS 
AGO. WHY SHOULD ANY ONE EXPECT IT TO BE 
DIFFERENT FOR SOFTWARE DEVELOPMENT? 

6902 09123192 ©~ 
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TOOL BUILDING AND BUYING 

• ABOUT 5% OF THE SOFTWARE DEVELOPMENT 
BUDGET SHOULD BE ALLOCATED TO TEST 
TOOL BUILDING AND/OR BUYING 

• CENTRALIZING TOOL KNOW-HOW IN A 
TOOLSMITH GROUP IS A GOOD INVESTMENT 

• EVEN IF YOU BUILD YOUR OWN, BUYING 
COMMERCIAL TOOLS IS A GOOD WAY TO LEARN 
WHAT YOU NEED 

• SOME TOOLS, ESPECIALLY FOR SYSTEM TESTING 
SUPPORT, YOU WILL HAVE TO BUILD 

6905 09123192 ©[[I .. ... 

TOOLS AND TEST AUTOMATION 
IMPORTANCE IN JAPAN 

A SURVEY OF 200 JAPANESE SOF1WARE DEVELOPMENT 
GROUPS (T. NOMURA, "Use OF SonwARE ENGINEERING TooLs 
IN JAPA-91

TH INTERNATIONAL CONFERENCE ON SOF1WARE 
ENGINEERING, MONTEREY CA 3/30 - 4/2, 1987) RANKED 
SOF1WARE TEST TOOLS AS HAVING THE HIGHEST PRODUCTIVITY 
RETURN ON INVESTMENT. 

e AHEAD OF ADOPTING A STANDARD METHODOLOGY 

e AHEAD OF CASE 

e AHEAD OF ANY SOFlWARE DEVELOPMENT TOOL 

e AHEAD OF REVIEWS AND INSPECTIONS 

IS THERE A LESSON IN THAT FOR US? 
6906 09/10/92 ©[[I 

... 

r "Ill 

REALISTIC PAYOFF PROJECTIONS 

e PAYOFF IS LONG-TERM ONLY. 2-4 YEARS AND 
SEVERAL PROJECTS 

e A CAPITAL INVESTMENT-NOT JUST AN EXPENSE 

e THE TRIAL PROJECTS NEED MORE TIME AND MORE 
LABOR, NOT LESS 

e COST AND TIME BREAK-EVEN ON THE FIRST 
PROJECT IS A ROARING SUCCESS, BUT UNLIKELY 

e SOFTWARE QUALITY WON'T IMPROVE AT FIRST-IT 
IS A CUMULATIVE EFFECT THAT REQUIRES THE 
BUILDUP OF AUTOMATED TEST SUITES AND A 
CONTROLLED TEST ENVIRONMENT. 

11t,,.6908.1 09/10/92 
©~ 

~ 
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THE TOOL PENETRATION PROBLEM 

• THE PROBLEM: SURVEYS OF TOOL BUYERS, BUILDERS, AND USERS A 

YEAR OR TWO AFTER THE TOOL WAS BOUGHT SHOWED THAT THE TYPICAL 

USAGE WAS ONLY ABOUT 5%. USUALLY, THE TOOL WAS ONLY USED BY 

THOSE WHO SPONSORED IT, DESPITE THE OBVIOUS PAYOFF 

•THE REASON: NO AUOWANCE HAD BEEN MADE FOR THE TIME IT 

TAKES TO BECOME ADEPT AT USING THE TOOL. TESTERS AND 

PROGRAMMERS WERE EXPECTED TO LEARN IT ON THEIR OWN TIME AND 

STILL MEET TIGHT SCHEDULES. IT WAS EASIER TO CONTINUE MANUALLY 

DESPITE TOP MANAGEMENT, MIDDLE MANAGEMENT, AND 
GRASS ROOTS SUPPORT AND ENTHUSIASM! 

6910 0923192 

PENETRATION PROBLEM SOLUTION 

• ADEQUATE (COMPANY} TIME TO LEARN TOOL IS 
ESSENTIAL. A WEEK FOR SIMPLE TOOLS SUCH AS 
CAPTURE/PLAYBACK, MONTHS FOR ELABORATE 
TOOLS, TOOL KITS OR TESTING ENVIRONMENTS 

• ADJUST SCHEDULES AND HUMAN RESOURCES 
ACCORDINGLY 

• MANAGEMENT MUST ASSURE WORKERS THAT THE 
INITIAL PRODUCTIVITY DROP AND SCHEDULE DELAY IS 
EXPECTED AND WON'T BE HELD AGAINST THEM AT 
REVIEW TIME 

• EXPECT BREAK-EVEN NO SOONER THAN SECOND OR 
THIRD PROJECT. 

6912 09/23192 

THE MESSAGE RECAP 

• 1rs AN OLD AND MATURE TECHNOLOGY 

• IT'S A TOOL-INTENSIVE TECHNOLOGY 

• MORE THAN ENOUGH TOOLS OUT THERE TO 
GET STARTED WITH 

• THERE'S A LOT MORE TO SOFTWARE TESTING 
THAN "BE SURE TO TEST THOROUGHLY"! 

• TESTING IS NOT KEY-POUNDING! 

JJ 89 09/23192 ©~ 
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Conference Proceedings Quality Week 1995 

Paper Tu-F 

State of the Practice in 
Software Reliability Engineering 

TUTORIAL 

Dr. Nomuin F. Schneidewind 
Naval Postgraduate School 

Dr. Norman F. Schneidewind is professor of information sciences and 
director of the Software Metrics Research Center at the Naval Postgraduate 
School where he teaches and performs research in software engineering and com
puter networks. He is also the director of labs in his department. He is the 
developer of the Schneidewind software reliability model which is used by IBM 
(now LORAL)-Houston to assist in the prediction of software reliability of the 
NASA Space Shuttle. Dr. Schneidewind has a B.S.E.E., University of Califor
nia (Berkeley); a M.S.E.E. and a M.S.C.S., San Jose State University; a 
M.S.O.R. (ENGR) and a doctorate, with major in O.R., University of Southern 
California. He is member of Eta Kappa Nu, Tau Beta Pi and Alpha Pi Mu 
engineering honor societies and Sigma Xi research society and holds the 
Certificate in Data Processing (CDP) from the Institute for Certification of Com
puter Professionals. 

Software Research Institute [QW9S-S4] San Francisco, California 
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OUTLINE 

Safety Analysis: 
How will we search for the bad apples? 

I Reliability Analysis: 

I 
How can we predict the number of bad apples 
and when we will find them? Will some of 

I them be rotten (i.e., severity level)? 

I Metrics Analysis: 
I What attributes of apples (e.g., bruises and 

blemishes) could indicate poor quality (i.e., 
I taste bad)? 

I Integrated Approach: 
I We can find and correct (i.e., cut out the bad 

parts) more apple defects by using multiple 
I combined approaches. 

I STANDARD FOR A SOFfWARE QUALITY 
I METRICS METHODOLOGY, IEEE STD 1061-
1 1992 

I ANSI/AIAA RECOMMENDED PRACTICE 
I FOR SOFTWARE RELIABILITY 

I 



Evolution of SRE 

o The discipline is now maturing 

o Agreement on two significant issues: 

I 
I 
I 
I 
I 
I 
,I 

No best model exists to precisely predict reliability I 
for all data, but a local optimum model can be 
found; I 

I 
A general procedure for predicting operational I 
software reliability during the system test phase of 
a project could be established, including a set of I 
criteria for selecting the appropriate local model for I 
use on the project. 
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I 



I 
I 
I 
I o Published 

understand 
I skepticism. 

I 

Roadblocks Removed 

success stories and the need to 
software quality have lessened 

I o Software measurement is becoming a more widely 
I practiced discipline as managers and procurement 

agents become aware of the impact of software 
I quality on project success. 

I 
I o Many contracts are now being written with 

measurement requirements that include software 
I reliability. 

I· 
I 

NASA's Mission Operations ground systems and the 
Space Shuttle Primary Avionics Software System 

I report software reliability as an input for 
management decisions. 

I 
Further, the U. S. Army's Software Test and 

I Evaluation Panel (STEP) metrics include reliability 
I as one of their recommended metrics. 

I 



ERROR COUNTING METRICS 
FORMAL PROCESS 

ERROR CAUSE ANALYSIS 
PROCESS ANALYSIS 

Formalized Training 

Process Maturity 
Measurements 

• Market 
needs 

• Cycle time reduction 

- Employee participation 

Rellablllty Modellng 
and Prediction 

Reconfiguration Certification 

Process Applied to Support Software 

Formal Requirements Inspections 

Inspection Improvements 

Prototyping 

Quarterly Quallty Reviews 

,,.,J Formallzed Requirements Analysts 

' Bulld Automation 
- Measurements i 

i:J 
oversight Analysis 

P Configuration Management Data Base 
rocess 

! i 
.L Inspection Improvements 

f Formalized Configuration Control 

Formal Inspection Moderators 

Formal Software Inspections 

Structured Flows 

1974 1975 1976 1977 1978 1979 1980 1981 1982 1983 1984 1985 1986 1987 1988 1989 1990 

------------- ----
:E::~ill FSD Houston------------ - ·- -- - - - -
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LEVEL 1 
1. Quality Factor 
2. Time to Next Failure 
3. Customer Oriented 
4. Direct 
5. Test/Operation 
6. Dynamic 

LEVEL 2 
1. Quality Factor 
2. Discrepancy Report Count 
3. Developer Oriented 
4. Indirect 
5. All Phases 
6. Static 

LEVEL 3 
1. Metric 
2. Size, Complexity 
3. Developer Oriented 
4. Indirect 
5. Design 
6. Static 

1. Type 
2. Example 
3. View 
4. Execution/Non-Execution Based 
5. Phase 
6. Dependent/Independent on ( ot) Execution Time 



Safety Analysis: 

Application of Fault Tree Analysis (FT A) to 
identify any hazards that may exist in the 
software. A fa ult tree is constructed by placing 
a hypothesized or actual hazardous state at the 
root and determining what program path 
would have to be executed to transition from 
an initial safe state to a hazardous state. Path 
and branch probabilities can be assigned to 
estimate the probability of reaching the 
hazardous state 

Easy to state in principle, difficult to do in 
practice except at the top levels of software 
structure. 

o Hypothesize that a box of apples is "bad" and 
construct a "search path" through a set of 
apples, inspecting the apples on the path, to 
confirm or reject the hypothesis. 
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• Nancy G. Leveson 

I wrong treatment 
administered 

I ~ 
I 

I 

vital ftign11 vit11l "igns nceed 
erroneou"ly reported critical limit8 but 
as uceeding limit8 not corrected in time 

I ~ 
I 

I I I I 

frequency of computer fails nurse does not 
measurement sensor failure 

too low 
to raise alarm respond to alarm 

I 
.~ ~ 

I I I 

I computer fail11 to hun,an error 
mechanical 

nurse rails to Input 
read within required ( doctor seta 

failure 
vitals manually, or 

time limits wrong) inputs incorTeetly 

I 
Top levels of patient monitoring system fault tree. 
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Reliability Analysis: 

Application of software reliability models to: 
predict time to next failure and remaining 
J ailures for areas of the software that the. FT A 
has identified as containing hazards, and 
conversely, use the reliability predictions to 
identify software that should receive priority 
attention for FT A due to relatively low 
reliability predictions as indicated by short time 

· to next failure or high remaining failures. 

o How much time will it take to find the next 
bad apple in this box? 

o How many bad apples are left in this box? 
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o If short time and many bad apples left, I 
continue searching this box; otherwise, search 
another box. I 

I 
I 



-------------------
. ONBOARD PRIMARY SOFTWARE RELIABILITY PREDICTIONS 

• Objective - To Predict Probability of Encountering a Serious Primary 
Software Error During Onboard Processing on the Next Shuttle 
Mission. 

· • Approach - Use Statistical Modelling of Error Detection History Data in 
the Configuration Management Data Base 

Given: Number of Failures Encountered During Execution* 
of Software 

- and -
Failure Detection History for That Software 

Estimate: Mean Time Between Software Failure Encounters 

Model: Schneidewind Non-Homogeneous Poisson Distribution for 
Failure Detection (Encountered Due to Execution) 

*Includes Test and Operational Use 
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REASON FOR OPTIMAL SELECTION OF 
FAILURE DATA 

o In the use of software reliability models it is not 
11ecessarily tl1e case tl1at all tl1e failure data 
should be used to estimate model para1nete1·s 
and to predict failures. 

o The reason for this · is that old data may not be 
as representative of the current and future 
failure process as recent data. 

o The ref ore it may be possible to obtain more 
accurate predictions of future failures by 
excluding or giving lower weight to the earlier 
failure counts. 

o Use data aging to reflect changes in your 
software product a11d process. 
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RATIONALE OF Mean Square Error (MSE) 

o MSE minimizes tl1e sum of the variance a11d 
the square of the bias of predicted failures (or 
time to failure). 

o However, sit1ce a substantial amount of 
computation could be involved in computing 
MSE for all values ·- of s, a modified rule is to , 
use tl1e value of s = s wl1ere MSE starts to 
increase after i11itially decreasing from s = 1. 

o Experie11ce indicates that this will provide 
accurate predictions a11d much better ones tha11 
s = 1 h1 those cases wl1ere s = 1 is not optimal. 



VALIDATION OF MEAN SQUARE ERROR 
WITH MEAN RELATIVE ERROR 

o Mean Relative Error (MRE) is used to provide 
an independent metl1od for judging the 
accuracy of predictions obtait1ed by using MSE. 

o The criterion identifies tl1e s that minimizes 
MRE: the average of the sum of the difference 
between actual and predicted failures, divided 
by actual failures, in the prediction range of 
execution time. 

o Tl1e best values of s, before and after 
prediction, are compared. 
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Mean Square Error: Parameter Estimation 
RangeC1-20) and Prediction Rangg(21-30) 

0.8 

0.6 

s... 
0 
s... 
s... 
w 
m 
s... 
fO 0.4 

:J 
er 

(I) 

C 
fO 
m 
I: + 

\ 

0.2 

0 

0 

\ 
\ 

\ 

2 

\ 

' ' 
' '+/ 

4 

Figure ••• s 
Method 2. Module 1 

\ 

6 

' ' 

Range: 1-20 

-+ · Range: 21-30 

+ --+---+---+---+---+ 

8 10 12 

(Starting Interval) 



Mean Square Error (MSE) & Mean Relatiue 
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Metrics Analysis 

Designed to provide early indicators of 
reliability so that corrective action can be taken 
early in the life of the software when the cost 
of error correction is minimal. Metrics can be 
integrated with reliability by validating metrics 
against quality factors. 

The purpose of the validation is to identify 
those metrics which have sufficient association 
with quality factors, or their surrogates, such 
as defect report counts, failure counts and time 
to next failure -- both observed and predicted. 

Validation is performed to identify metrics 
which can serve as early indicators of 
reliability. 
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Metrics Analysis (Continued) 

o We "validate" the metrics bruises and blemishes 
against the quality factors taste and rotten to 
allow us to discriminate between good and bad 
apples. 

o Does a significant number of bad apples (i.e., 
ones having bruises and blemishes) suggest that 
we can predict that the apples will taste bad or 
be rotten? 

o The bad apples would prompt us to inspect the 
entire box. 

o We could get rid of the bad apples early rather 
than getting a tummy ache from them later. 



Data I 
The thirteen metrics and the quality factor drcount that were I 

collected for 1397 Low Level Modules (modules that reside at the 
lower levels of the program structure chart and written in HAL/S), I 
of the Space Shuttle flight software are defined as follows: 

Metrics: 

etal: 
eta2: 
nl: 
n2: 
stmts: 
loc: 
comments: 
nodes: 
edges: 
paths: 
cycles: 
maxpath: 
avepath: 

unique operator count 
unique operand count 
total operator count 
total operand count 
total executable statement count 
total non-commented lines of code 
total comment count 
total node count (in control graph) 
total edge count (in control graph) 
total path count (in control graph) 
total cycle count (in control graph) 
maximum path length ( edges in control graph) 
average path length ( edges in control graph) 

drcount: Discrepancy reports covering discrepancies ( defects) between 
planned and actual requirements, design, and code as obtained from 
inspection of the documentation and test of the code. 
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Table 1 

Validation Contingency Table 

A~~Mcj) V~>Mcj) 

Fi~Fc Type2 
High Quality Cu C12 

Type 1 
Fi>Fc C21 1 C22 

Low Quality 

Table 2 

Application Contingency Table 

A~'<~j) 

? • 
High Quality ? • 

Type 1 
? ? • • 

Low Quality 

V<M._;' > Mcj) 

Type2 
? . 

? . 

N' 2 

n 

? • 

? • 

n' 



DISCRIMINATIVE POWER VALIDATION MODEL 

for j=l, ..• ,m, and where COUNT(i)=COUNT(i-1)+1 FOR Boolean 
expression true and COUNT(i) =COUNT(i-1), otherwise; 
COUNT(0)=0. 

Misclasmication 

Proportion of Type 1: P 1 = C21/ n 

Proportion of Type 2: P2 =C12/n 

Proportion of Type 1 +Type 2: P12 =(C21 +C12)/n 

Inspection 

Wasted Inspection 
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Quality 

Sum remaining quality factor RF (e.g., remaining drcount): sum 
of Fi not caught by inspection 

n 
RF=~ F 1 FOR ( (M11 ~Mc1 ) ••• A (M1j ~Mcj) ... A (M1m~M=) ) 

Lf-1 

for j=l, ... ,m . 

PROPORTION F1 REMAINING 

TF is the total Fi prior to inspection. 

RFP=RF/TF 

DENSITY F1 REMAINING 

RFD=RF/n 

COUNT OF MODULES REMAINING THAT HAVE F1>0 
( - ' 
. ~ : - . 
\ ___ ' <.. 
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Figure shows "Ti111e to Next Failure, Con1111e11ts, & 

Drcou11t" for one . of the Shuttle software sys terns. This plot 

shows 1nodules that are involved in the failures~ 

'fhese 111odules have very high values of rnetrics and drco1u1t 

-- rnuch higher than the critical values. In particular, 

co111111e11ts alone is a very good discrhninant of n1odules with 

drcou11t > 0. The C in the figure are significantly greater than 

the critical value of 38. If this critical value of co1n111e11ts /tad 

bee11 applied apriori duri11g develop111e11t, tlte ,nodules involved 

in the failures wo11ld liai,e bee11 flagged for i11creased scn1ti11y. 
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The quality contol prowess of comments is shown in the figure "quality 
control using number of comments", where all modules except one in the 
application, with drcount> 0, are flagged by Cc=38. 
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ANSI/AIAA RECOMMENDED PRACTICE 
FOR SOFTWARE RELIABILITY 

SOFTWARE RELIABILITY ENGINEERING 
DATABASE · 

Proje,ct data 
Component data 
Dynamic failure data 
Fault correction data 

SOFTWARE RELIABILITY TOOLS 

Statistical Modeling and Estimation of Reliability 
Functions for Software (SMERFS), developed 
by Dr. William Farr and Ollie Smith, Naval 
Surface Warfare Center 

CASRE, the Windows interface for 
SMERFs, · developed by Allen Nikora of JPL 

SOFTWARE RELIABILITY MODELS 

Model Selection Criteria 

Model Recommendations (four) 
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I 
I AIAA Software Reliability Estimation Procedure 

It) 

: 2) 

I 3) 

I 4) 

15) 
I 
16) 
17) 

Identify Application 

Specify the Requirement 

Allocate the Requirement 

Define Failure 

Characterize the Operational Environment 

Select Tests 

Select Models 

I 8) Collect Data 

I 9) Estimate Parameters 
I 
1 10) Validate the Model 

I 11) Perform Analysis 

I The recommended practice deals with steps 4-11. 

I 
I 



SUMMARY 

Safety analysis provides a finer-grained analysis 
of potential safety problems than either reliability 
analysis or metrics analysis, but it is difficult to 
perform because of the complexity of most large
scale code. 

Reliability analysis provides more accurate 
predictions of reliability than the other two 
approaches because reliability models are driven 
by actual failure data, but it has the 
disadvantage of being applied late in the 
development process when fa ult removal is 
costly. 

Metrics analysis has the advantage of providing 
early indicators of reliability problems but its 
early predictions may not be entirely accurate 
because its predictions are made about a moving 
target (i.e., the product and process will have 
changed considerably by the time the software 
becomes operational). 

An integrated approach should be used. 
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WHERE TO OBTAIN IEEE STANDARD 1061 

Standard for a Software Quality Metrics Methodology, IEEE Std 1061-1992, March 12, 
1993. 
Order from: 1-800-678-IEEE 
$45.00 

WHERE TO OBTAIN SMERFS PROGRAM: 

WILLIAM 11. FARR AND OLIVF..R D. SMmI, STATISTICAL MODELING AND 
ESTIMATION OF RELIABILITY FUNCI1ONS FUR SOFIW ARE (SMERFS) USERS 
GUIDE, NAVSWC TR-84-373, REVISION 2, NAVAL SURFACE WEAPONS 
CENTER, MARCIi 1991. (TIIIS PROGRAM IS AVAILABLE FROM DR. WILLIAM 
11. FARR, STRATEGIC SYSTEMS DEPARTMENT, NAVAL SURFACE WARFARE 
CENTER, DAIILGREN, VA 22448, TEL: 703--t,63-8388). 

WHERE TO OBTAIN AMERICAN INSTITUTE OF AERONAUTICS AND 
ASTRONAlITICS (AIAA} ·RECOMMENDED PRACTICE FOR SOFIW ARE 
RELIABILITY•: 

JAMF.S FRF.NCH 
DIRECTOR OF STANDARDS 
AIAA HEADQUARTERS 
370 L'ffiFANT PROMENADE, SW 
W ASDINGTON, DC 20924-2518 
202-646-7400 
FAX: 202-646-7508 
$49.95 (NON-MEMBER) 
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PRODUCTIVITY IMPROVEMENT THROUGH 

DEFECT-FREE SOFTWARE DEVELOPMENT 

- Implementing FAGAN DEFECT-FREE PROCESS 
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Phone: (301 )-299-3933 / (800)-77-FAGAN FAX: (301 )-299-3934 

30 May 1995 
Copyr ight@ 1995 Michael E. Fagan --------- --------' 



FAGAN DEFECT-FREE PROCESS 

A-FORMAL PROCESS DEFINITION B-MEASUREMENT 

ENTRY OBJECTIVE: 
CRITERIA MAKE 

PRODUCT 

• FUNCTION 

EXIT · * 
CRITERIA 

ENTRY OBJECTIVE: EXIT * 
CRITERIA MEASUREMEN CRITERIA 

FUNCTION: 
(or PROCESS 

FAGAN 
INSPECTION 

C-PROCESS IMPROVEMENT 

Transit Time = T 
T =To+ Tq 
where 

To = Operation Time 
Tq = Queue/Waiting 

Copyright @ 1995 Michael E. Fagan 

EXIT 
CRITERIA 

OBJECTIVE: ENTRY 
PROCESS CRITERIA 

IMPROVEMENT 

FUNCTION: 
- IDENTIFY 

"SYSTEMIC" 
DEFECTS 

- PROCESS 
IMPROVEMENTS 

DOWNSTREAM 
OPERATIONS 

Ret. Figure 1 OB , 011lgn and Code l n1p1cllon1 lo reduce error, 
In program de velopmen ~ by M.E.F1g1n, IBM Sy1t1m1 
Journal, Vol .15, No.3, 1876. 

-------------------
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(B) FAGAN INSPECTION PROCESS 

OBJECTIVES: 

Find and Fix all defects in 

1. The PRODUCT 

and 

2. The DEVELOPMENT PROCESS. 

FUNCTION: 

Execute the 7-0peration FAGAN Inspection Process. 

Copyright@ 1995 Michael E. Fagan -------------~ 



FAGAN INSPECTION PROCESS - 7 Operations. 
OPERATION 

1. PLANNING 

2. OVERVIEW 

3. PREPARATION 

4. INSPECTION 

5. PROCESS IMPROVEMENT 

6. REWORK 

7. FOLLOW-UP 

Copyright @ 1995 Michael E. Fagan 

OBJECTIVE($) : 

• MATERIALS MEET ENTRY CRITERIA 

• ASSIGN INSPECTOR ROLES 

• SCHEDULE NEXT 4 OPERATIONS 

• MEETING PLACES - OPERATIONS 2,4&5 

• EDUCATE INSPECTION TEAM 

- Background/context/rationale 

• EACH INSPECTOR LEARNS MATERIAL 

- Sufficient to maintain the product 

• PREPARE TO FULFILL ROLE 

• FIND DEFECTS! 

- No solutions or improvements 

• CONTINUOUS IMPROVEMENT OF DEVELOPMENT 

PROCESS (SYSTEMIC DEFECT REMOVAL) 

• IMPROVE INSPECTION DEFECT DETECTION 

• FIX ALL DEFECTS & RESOLVE INVESTIGATE ITEMS 

• VERIFY ALL DEFECT FIXES & PROPER 
RESOLUTION OF ALL INVESTIGATE ITEMS 

--------------------



-------------------
INSPECTORS AND THEIR ROLES 
- Each role has a-unique function to perform (See role descriptions): 

• MODERATOR - Manages inspection team through the 7-0peration 
FAGAN Inspection Process, while playing an active role as an inspector. 
Prerequisites: FAGAN INSPECTION TRAINING CLASS. Competence in the 
type of work that is being inspected. Ability to be tactful, diplomatic 
and forceful and work well with others. 

• AUTHOR - Creator of the work product that is being inspected. 
Has a vested interest in ensuring that the inspection finds all possible 
defects and that the product meets exit criteria without ambiguity. 

• READER - Usually a developer, or a person who will use the inspected 
product. During INSPECTION, Operation-4, he or she will paraphrase 
each statement in his/her own words, expressing the meaning of each 
statement with a level of understanding sufficient to demonstrate that 
she or he could implement it. 
(If the Req. Spec. includes the product externals, an intended end-user 
should paraphrase the text scenarios and read screens/interfaces 
during Operation-4.) 

• TESTER - Will consider how she/he (the individual playing the tester role) 
would test the product - what paths, data, states, conditions, what expected 
results, etc. - and phrase test cases as questions during Operation-4. 

Copyright @ 1995 Michael E. Fagan 



(C) REMOVING SYSTEMIC DEFECTS FROM THE DEVELOPMENT 
PROCESS USING PROCESS IMPROVEMENT, OPERATION-5. 
Generalized Systemic Defects -+ Recommended changes to the 

Development Process 
• 
• 

• 
• 

EXAMPLES OF GENERALIZED SYSTEMIC DEFECTS ........ and .. ........... RECOMMENDED IMPROVEMENTS TO THE DEVELOPMENT PROCESS 
• No Standard Format and Exit Criteria for Requirements Spec.~ • Create and require use of Standard Format and Exit Criteria 
• No Programming Standard for "C" • Create "C" Programming Standard . Require Its use. 

ROOT CAUSE of each Systemic (5) - Recommended change to 
MAJOR defect Misexecution (M) the Development Process 

• 

• 

• 

• 

• 

• 

• 
Copyright @ 1995 Michael E. Fagan 

Sor M 

Sor M 

Sor M 

Sor M 

Sor M 

Sor M 

Sor M 

• 

• 

• 

• 

• 

• 

• 

-------------------
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!ACHIEVEMENT LEVELS with FAGAN DEFECT-FREE PROCESS 

1 ..,.UNDEFINED, INTUITIVE PROCESS 
WITH REVIEWS/WALKTHROUGHS. 

2 ..,.l)ESIGN & CODE INSPECTIONS 

3 ..,. MEASURABLE EXIT CRITERIA. 
..,. FAGAN INSPECTIONS 

OF DESIGN & CODE 
(including PROCESS IMPROVEMENT, 
which is Operation-5 of each inspection) . 

..,. DISCIPLINE LEVEL: 
MANY JUDGEMENT CALLS. 

..,. INFORMAL MODERATOR 
TRAINING. 

..,. DESIGN & CODE EXIT CRITERIA 

..,. FORMAL MODERATOR 
TRAINING (3 DAYS). 

..,. PROCESS CHANGE CONTROL. ..,. ALL CHANGES TO PROCESS . 

..,. INSPECTION OF ALL CHANGES. ..,. ALL CHANGES & FIXES . 

..,. CODE CHANGE CONTROL. ..,. ALL CHANGES IN CODE. 

..,. BASELINE . 

..,. 60% DEFECTS FOUND 
BEFORE TESTING. 

..,. + 10% PRODUCTIVITY . 

..,. 90% DEFECTS FOUND 
BEFORE TESTING. 

..,. + 25% PRODUCTIVITY. 

4 ..,. MEASURABLE EXIT CRITERIA. ..,. EXIT CRITERIA-ALL OPERATIONS . ..,. DEFECT-FREE IN 

..,. FAGAN INSPECTIONS-REQUIREMENTS,..,. FORMALLY INSPECT THE WORK 
DESIGN, CODE, TEST PLANS/CASES, PRODUCTS OF ALL OPERATIONS. 
USER DOCUMENTS. 

.,._ INSPECTION MANAGEMENT PROCESS . ..,. MANAGE INSPECTION PROCESS 

.,._ TRACK ALL TEST DEFECTS. ..,. ALL DEFECTS FROM ALL TESTS 

.,._ DEFECT DETECTION MODEL. AND THE FIELD. -

.,._ DESIGN CHANGE CONTROL. ..,.ALL CHANGES IN DESIGN . 

5 .,,._ (SAME AS 4, ABOVE.) ..,.(SAME AS 4, ABOVE.) 
.,,._ SPECIAL PROCESSES TO IDENTIFY ..,. ROUTINE PRACTICE FOR ALL 

AND FIX DEFECT-PRONE REQ'M'TS., WORK PRODUCTS, INCLUDING 
DESIGN, CODE, ETC., TO SATISFY CHANGES. 
EXIT CRITERIA OF THE OPERATION ..,. MINIMIZE DEFECT REWORK IN 
THAT CREATED THE WORK PRODUCT. THE LIFE-CYCLE PROCESS. 

~- Copyright @ 1995 Michael E. Fagan 

CUSTOMER USE . 

..,. 90% DEFECTS FOUND 
BEFORE TESTING 

..,. > 40% PRODUCTIVITY . 

..,. DEFECT-FREE IN 
CUSTOMER USE . 

..,. EXIT DEFECT-FREE 
EVERY IN-PROCESS 
OPERATION. 

..,. > 50% PRODUCTIVITY. 



5 COURSE OBJECTIVES: 

1. Stimulate your motivation to design your work process to be defect-free, 
especially to make explicit, measurable ENTRY CRITERIA and 
EXIT CRITERIA. 

2. Stimulate your motivation to execute your process exactly as it is defined. 

3. Provide a method for identifying and removing Systemic defects and 
stimulate your motivation to Continuously Improve your work _Process. 

4. Develop skills to moderate and participate in inspections, and stimulate 
your motivation to continuously improve these skills. 

5. Stimulate your motivation to implement what was learned starting right 
after the class. 

Copyright @ 1995 Michael E. Fagan ___________________ ___. 

-------------------
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MICHAEL 
FAGAN 

ASSOCIATES 

9401 Wing Foot Court 
Potomac, Maryland 20854 USA 
301-299-3933 I 800-77-FAGAN 

Fax: 301-299-3934 

FAGAN DEFECT-FREE PROCESS. 
This process consists of three components: 
• Formal Process Definition, which designs and defines the work process to be efficient, 

measurable and manageable; 
• FAGAN Inspection Process, that is used to find and fix defects in the work product created 

by the work process and to find defects in the work process that cause defects in the work 
product; and 

• Process Improvement, which identifies root causes of defects in the work process and 
creates improvements to the process to eliminate these process defects. 

Continuing iterations of this process in the course of normal development activities leads to 
continuous refinement of the work process rapidly making it defect-free - even during the current 
release. The resultant quality of developed work products is a function of the defect-free work 
process and the precision and consistency of its execution. This discipline of execution is in the 
hands of each and every member of the development team. It is therefore imperative to secure 
the buy-in and commitment of each team member to implement and execute this process fully 
with the objective of creating defect-free products. 

This need is well satisfied by a class, PRODUCTIVITY IMPROVEMENT THROUGH 
DEFECT-FREE SOFTWARE DEVELOPMENT. 

This class has been refined over the past six years as it has been taught to several thousands 
of software and hardware developers and their managers, in more than 50 organizations. 

RESULTS. 
Clients using the FAGAN DEFECT-FREE PROCESS have reported: 

• 15X reduction in shipped defects, some have defect-free products. 

• Doubled the feature content in the same time and with the same effort. Others have 
shortened their development cycle-time, removing many Systemic defects from their 
development processes. (Systemic defects cause repeated defects in the product.) 

• One ·client is saving an average of $2 Million per month over the past year. 

• 40 - 100% improvement in Customer Satisfaction. 

• Many clients find and contain over 90% of all life-cycle Major defects by inspection, before 
testing, that would otherwise be found by testing or by the customer. To implement this 
capability requires high motivation on the part of engineers - and most leave the class with 
plenty of this - and management leadership. (By way of contrast, our earliest inspection 
process, in 1976 - and many versions of it that are now offered to industry, including 
enhancements - yield Major defect containment of 50% to 70%.) We have improved the 
defect containment of our process by 50%! And, we keep making it better ... ..... Continuous 
Process Improvement really works the way vJ~ a~ it! 

• Acceleration of SEI/CMM maturity and facilitated more rapid ISO 9000 certification. 
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Conference Proceedings Quality Week 1995 

Paper Tu-H 

Software Testability: 
Past, Present and Future 

TUTORIAL 

Dr. Jeffrey M~ Voas 
Reliable Software Technologies Corp. 

Dr. Jeffrey Voas is the Vice President of RST and heads the research initia
tives of the company. In this capacity, Voas is currently the principal investiga
tor on research initiatives for NASA, National Institute of Standards and Tech
nology, and National Science Foundation. He has published over 50 journal and 
conference papers in the areas of software testability, software reliability, debug
ging, safety, fault-tolerance, design, and computer security. In 1994, the Journal 
of Systems and Software ranked Voas 6th among the top 15 scholars in Systems 
and Software Engineering. Voas is a member of IEEE and received a Ph.D. in 
computer science from the College of William & Mary in 1990. 
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Software Testability: Past, Present, 
Future Tutorial 

AST 
RELIABLESoFTwAREKHNOLOGIESCORPORATl0'-1 

Jeffrey M. Voas, PhD 
Reliable Software Technologies Corporation 

21515 Ridgetop Circle, Suite 250 

Sterling, VA 20166 USA 

1995 Quality Week four hour mini-tutorial. 

Phone: (703) 404-9293 

jmvoas@RSTcorp.com 
Copyright(<) 1993-1"5 RST Corporation 

TOPIC I: Testing and V&V 
The Bad News 

1995 Quality Week four hour mini-tutorial. Copyright {c) 1993-1995 RST Corporation 
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Software Quality (The Goal) 

• ''totality of features of a software product that 
bears on its ability to satisfy given needs." [IEEE
STD-729] 

• "composite characteristics of software that 
determine the degree to which the software in use 
will meet the expectations of the customer." [IEEE
STD-729] 

• Quality is a very subjective term. 

• One attribute of software that everyone agrees 
signifies some measure of quality is high reliability. 

• Others: maintainability, readability, reusability, 
portability, availability, fault-tolerance, etc. 

1995 Quality WHk four hour mini-tutorial. Copyright (c) 1993-1995 RST Corporation 

The Dollar Costs of Poor Quality 

• Airline reservation system loses $20,000/min. of 
down-time due to software failure. 

• Manufacturing system loses $50,000/min. of down
time due to software failure. 

• A credit authorization system loses $185,000/ min. 
of down time due to software failure. 

• Of 6.8 million dollars spent in a federal software 
project in 1981, only $100,000 worth of the 
software could be used as delivered. 

1995 Quality WHk four hour mini-tutorial. Copyright (c) 1993-1995 RST Corporation 
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The Human Costs of Poor Quality 

• Auto-pilot malfunction causes engines to break off [Flight 
International, March 1991]. 

• Computer problems cited in crash of F-22 prototype 
[Washington Post, April 30 1992]. 

• Boeing 747-200 experiences sudden thrust increase due to 
software error [Sunday Telegraph, May 1992]. 

• Software development problems of C-17 Software [GAO 
Report May 1992]. 

• There are thousands of documented cases where software 
failure has caused either human injury or loss of life. 

• See ACM SI GS OFT Software Engineering Notes. 

1995 Quallty WHk four hour mint-tutorial. Copyright (c) 1993-1995 RST Corporation 

Phases of the SW Life-cycle 

Specification? 

Code? 

Test and V&V? 

Debug? 

1995 Quality Week four hour mlni•tutortal. Copyright (c) 1993-1995 RST Corporation 
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Achieving vs. Assessing Quality 

• Quality is a "buzzword" that everyone uses, but in 
software quality there are two distinct issues that 
must be addressed: 

- Achieving quality is the role of life-cycle phases such as: design, 
requirements, coding. 

- Assessing quality is the role of testing and V &V. 

• It may be more difficult to assess quality than it is 
to achieve it, which is very counter-intuitive. 

• Process is geared towards achieving. How and 
when are you going to assess? During 
development? At the end of devlopment? Both? 

1995 Quality WHk four hour mini-tutorial. Copyright (c) 1993-1995 RST Corporation 

Introduction to Testing and 
Verification & Validation (V & V) 

• Dynamic testing is geared toward assessing. 

• Testing and V &V frequently account for 50% of 
software development costs. 

• Numerous techniques are available with weak 
theoretical basis. 

• Many US companies still lack a concrete V & V plan. 

1995 Quality WHk 1our hour mini--tut.orial. Copyright (c) 1993-1995 RST Corporation 
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Definitions 

• Verification: 
- ''process of evaluating a system or component to determine 

whether the products of a given development phase satisfy the 
conditions imposed at the start of that phase"[IEEE Standard 
Glossary of Software Engineering Terminology]. 

• Validation: 
- "process of evaluating a system or component during or at the 

end of the development process to determine whether it satisfies 
specified requirements" [IEEE Standard Glossary of Software 
Engineering Terminology]. 

• From Boehm: 
- Verification: Are we building the product right? 

- Validation: Are we building the right product? 

1995 Ouaflty WHk four hour mlni-Morial. Copyright (c) 1993-1995 RST Corporation 

Basic Definitions 
• Requirements: a formal or informal description of the 

function to be computed. 

• Failure: the occurrence of an output value that does not 
meet the requirements for the input value; requires 
observability and detectability. 

• Fault (bug): a defect in the program; difficult to pinpoint. 
By definition, to be a fault, ''it" must cause at least one 
input to result in failure. 

• Error: mental mistake made by programmer that results 
in a fault; this is a frequently misused term. 

·• Location: a single source code statement that performs 
one task with respect to the program counter or 
programmer declared variable, e.g., assignment 
statement or <condition>. 

1995 Quality w .. k four hour mint-tutorial. Copyright (c) 1993-1995 RST Corporation 
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Basic Definitions (cont.) 
• Correctness: the functionality of the program matches that of 

the specification for all legal inputs; partial correctness - if the 
program terminates, the output will be correct. 

• Input Value Space: the set of all possible input values to the 
program. 

• Output Value Space: the set of all possible output values of the 
program. 

• Input Distribution: the probability density function (pd/) over 
each element in the input value space. 

• Successful testing: testing which has not yet resulted in any 
software failure since last code modification. 

1995 Ouallty WHk four hour minim-tutorial. Copyright (c) 199~1995 RST Corporation 

Input Value Space -.Ouput Value 
Space 

Input value space 

Output value space 

1995 Ouallty WHk four hour mln.,.tutorlal. Copyright (c) 199~1995 RST Corporation 
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Basic Definitions (cont.) 
• Observability: the probability that a failure will be noticable in 

the output, e.g., a simple file compare between two output files 
will inform us of the difference. 

• Detectability: the probability that a failure will be observable 
and the oracle will be "smart" enough to detect the failure. 
This has been a problem in N-version programming voters for 
floating-point calculations. Is 97.12345 = 97.123449? 

• Dependability: [vague at best, but some combination of 
reliability, safety, fault-tolerance, performability, and 
availability] 

1995 Ouatlty WHk 1our hour min~tutorlal. Copyright (e) 1993-1995 RST Corporation 

Basic Definitions (cont.) 

• Software Reliability: probability of failure-free 
operation of a computer program for a specified 
time in a specified environment [Software 
Reliability Measurement, Prediction, Application 
Musa, Iannino, Okumoto ' 87]. 

• Probability of Failure (POF): the probability that 
program P will fail on the next selected input 
according to D: 'rpv• 

• Relationship between SW Reliability and POF: 
- Software reliability is defined with respect to a period of time. 

- Probability of failure is time independent. 

- High POF = low reliability and Low POF = high reliability. 

1995 Quality WHk four hour mln~tutorial. Copyright (e) 1993-1995 RST corporation 
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Basic Definitions (cont.) 

• Fault set: the number of variables that are 
incorrect at some point during execution. 

• Fault size: the number of inputs from the input 
space that execute a particular fault and result in 
failure. 

• Oracle: a recursive predicate on 1/0 pairs that 
checks to see whether or not the desired behavior f 
has been implemented correctly by some function, 
g, i.e., oracle w(x, y) is true iff.f(x) = y. 

1995 Quality WHk four hour mini-tutorial. Copyright (c) 1993-1995 RST Corporation 

Fault Sets 

Input value space 

Output value space 

1995 Quality WHk tour hour mlnJ.tutorial. Copyright (c) 1993-1995 RST Corporation 
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The State of Testing and V & V 
Ready, Aim, Fire 

1995 Quality WHk tour hour minl,-tutorlal. Copyright (c) 1993-1995 RST Corporation 

Why is Software Testing So 
Necessary? 

• Previous levels of system criticality were dominated 
by Hardware (HW) and human reliability. 

• With advances in Software (SW), the human is being 
replaced with SW written by a human. 

• With advances in computer technology, HW is being 
replaced by SW. 

• To make such replacements acceptable, SW must be 
as reliable as the human or the HW it replaces. 

• Testing generally considered the only feasible 
method for quantifying software reliability. Formal 
methods do not quantify. 

1995 Quality WHk four hour min~tutorial. Copyright (c) 1993-1995 RST Corporation 
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What is Testing? 

• Definition: a family of processes for assessing that 
the function computed is equivalent to the function 
specified in the requirements. 

• Static testing: performing analysis on a program to 
determine whether the program is both 
semantically correct and syntactically correct; 
there are various techniques aimed at both of these 
requirements. Example: compiler. 

• Dynamic testing: executing a program on inputs 
and comparing the outputs to the correct outputs. 
Requires an oracle or a specification. 

• Testing for Reliability vs. Defect Detection 

1995 Quality Week four hour mini-tutorial. Copyright (c) 1993-1995 RST Corporation 

Two Types of Oracles 

• Human: an expert that can examine an input and 
its associated output and determine whether the 
program delivered the correct output for this 
particular input. 

• Automated: a system capable of performing the 
above task. Typically, we have a partially 
automated oracle, as with regression testing. 

• Q: If we have an automated oracle that knows the 
correct output for any legal input, why have a program? 

1995 Ouaflty WHk four hour mini-tutorial. Copyright (c) 1993-1995 RST Corporation 
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The History of Software Testing 

• HW testing has been around for hundreds of years. 

• Early SW testing was performed by HW engineers 
who adapted HW testing methods to SW. Thus, 
most SW testing theory/techniques have an 
equivalent HW testing theory. 

• Function testing was original form; quick 
realization that much code was not exercised. 

• Today's common standards for SW testing are 
based upon ideas from the 60's & 70's; 

• Ideas have not kept pace with the problems nor the 
levels of complexity. 

1995 Quality WHk lour hour mln~tutorlal. Copyright (c) 1993-1995 RST Corporation 

Theoretical Barriers to Exhaustive 
Testing 

• Infeasible. 

• Therefore we must shift from a "deduction" to a 
"seduction" [Beizer '90]. 

1995 Quality Week four hour mini-tutorlal. Copyright {c) 1993-1995 RST Corporation 
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Balls and Urn 

• Testing can be viewed as selecting different colored 
balls from an urn where: 

- Black ball = input on which program fails. 

- White ball = input on which program succeeds. 

• Only when testing is exhaustive is there an 
"empty" urn. 

Balls 

Urn 

1995 Quality WHk four hour mln~tutorial. Copyright (c) 199~1995 RST Corporation 

Balls and Urn: The Right 
Distributions 

• The number of balls representing a particular 
input is representative of the probability of 
selecting that input. Thus if some input value a is 
10 times as likely to be selected as input value b, 
then there are 10 balls in the urn for a and 1 ball in 
the urn for b. 

• We assume sampling with replacement and that the 
cardinality of the input space is effectively infinite 
for sampling purposes. 

1995 Ouallty WHk four hour mlnMutorbtl. Copyright (c) 1993--1995 RST Corporation 
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Relating the PDF to Ball Density 

.5---
.4 -----

.1 

1 

1995 Quality WNk four hour mini,..tutorial. 

2 3 input values 

here we are assuming that there 
are three input values, and the 
code is correct. 

Copyright (c) 199~1995 RST Corporation 

An Ever-Changing Urn 

• The urn conceptualizes the program and an 
associated input Probability Density Function 
(PDF). 

• Different testing techniques represent different 
PDF's. 

• Thus, a fixed program can have many different 
urns as the PDF of the inputs changes. 

199S Quality WHk four hour min~tutorial. Copyright (c) 199~1995 RST Corporation 
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Mapping Random Testing to Balls 
and Urn 

Example: Uniform Sampling Across Input Space - One ball per input 

1995 Quality WHk tour hour mini-tutorial. Copyright (c) 1993-1995 RST Corporation 

Scenario 1 : A Program that 
Always Fails 

........................... ..................... ............ 
• This urn represents a program that fails on every 

possible input i.e., a probability of failure of 1.0. 

• Problem for testers or developers? 

1995 Oua//ty WHk four hour mini-tutorial. Copyright (C) 1993-1995 RST Corporation 
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Scenario 2 : A Correct Program 

• This urn represents a program that succeeds on 
every possible input i.e., a probability of failure of 
0.0. 

• Problem for testers or developers? 
1995 Quality WNk four hour mini-tutorial. Copyright (e) 1993-1995 RST Corporation 

Scenario 3: A Typical Program 

• This urn represents virtually all software in use 
today. 

• Problem for testers or developers? 

1995 Quality Week four hour mini-tutorial. Copyright (e) 1993-1995 RST Corporation 
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Scenario 4: A Tester's Utopia 

• A canister-shaped urn in 
which all black balls (if any) 
are at the top of the urn. 

• Q: What does this tell us when 
we pick a white ball? 

• Problem for testers or 
developers? 

1995 Quality WHk four hour mint-Moria!. Copyright (c) 1993-1995 RST Corporation 

The Curse of Successful Testing 

• Four types of testing 
- Testing for defects and finding none. 
- Testing for defects and finding some. 

- Testing for reliability and failure not occurring. 

- Testing for reliability and failure occurring. 

• Note that if failure does not occur we are 
unsuccessful in the first and third of these 
situations. 

1995 Quali ty Week four hour mlni--1utorial. Copyright (c) 1993-1995 RST Corporation 
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Theoretical Limitations on 
Software Testing 

• Some problems cannot be solved on a computer 
because they are either intractable or undecidable. 

• Definition: an undecidable problem is one for 
which no algorithmic solution is possible. 

• Definition: an intractable problem is one whose 
best solution requires inordinate resources. 

• Exhaustive testing is generally both undecidable 
and intractable; there are exceptions. 

• Reliance on an oracle is another limitation. 

1995 Ouaflty Week four hour mlnf.tutorial. Copyright (c) 1993-1995 RST Corporation 

Practical Limitations on Software 
Testing 

• Using both classical and Bayesian probabilistic 
approaches, it can be determined that if we want a 
mean time to failure of n hours, then we need to see 
approximately n hours of failure-free operation 
under test. [Bev Littlewood and L. Strigini. 
"Validation of ultrahigh dependability for software 
based systems", CACM, Nov. 1993.] 

• If we are concerned with catastrophic failures, and 
we want to show less than a 10-9 probability of 
catastrophic software failure per hour, we need 109 

hours--greater than 114,000 years! 

1995 OuaHty WHk four hour mini.tutorial. Copyright (c) 1993-1995 AST Corporation 
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Testing Problems and the Urn 

• When to stop testing: how much testing is enough? 
- Cannot see inside the urn 

• Absence of oracle: how do we know whether a test 
case passed or failed? 

- Cannot determine color of ball when pulled from urn 

• Test case generation: how good are the test cases we 
develop? 

- Do not select black ball inputs during testing 

1995 Quality WHk four hour minJ..tutorlal. Copyright (c) 1993-1995 RST Corpora11on 

Topic I Conclusions 

• There are many testing techniques. 

• With the exception of the subsumes hierarchy, no 
one knows which testing techniques are generally 
better; there are, however, guidelines for 
particular types of applications. 

• Whenever deciding which testing technique to 
apply, try to envision the way in which that 
technique orders/partitions the balls in the urn. 

• Unfortunately, for many useful testing techniques, 
there are no automated/commercial tools, e.g., 
weak mutation testing. 

• Successful testing is boon/curse! 

1995 Quality WHk tour hour min~tutorlal. Copyright (c) 1993-1995 RST Corporation 

Page 18 

,_ 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 



I 
I 
I 
I 
I ,, 
I 
,I 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

Topic II: Introduction to Testability 
Looking for a new approach 

1995 Quality Wa.k four hour mini-tutorial. Copyright (c) 1993-1995 RST Corporation 

Software Testability (Voas) 

• Definition: a prediction of the probability that 
existing faults will be observable during testing 
according to some testing scheme D. (It is still up 
to the oracle to detect the problem.) 

• If there is a fault at a particular location, then what 
is the likelihood that the fault will be detected as a 
software failure while testing according to D? 

• If faults are not likely to cause failures, then the 
faults will be difficult to detect during testing. 

1995 Quality w .. k four hour mini-tutorial. Copyright (c) 1993-1995 RST Corporation 
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Software Testability (IEEE) 

• (1) "the degree to which a system or component 
facilitates the establishment of test criteria and the 
performance of tests to determine whether those 
criteria have been met, and 

• (2) the degree to which a requirement is stated in 
terms that permit establishment of test criteria and 
performance of tests to determine whether those 
criteria have been met. (ANSI/IEEE Std. 610.12-
1990.)" 

1995 Quality WHk four hour min;..tutorial. Copyright (c) 1993-1995 RST Corporation 

Software Testability (DoD 2167a) 

• "4.3.4 Traceability of requirements to test cases. 
The contractor shall document the traceability of 
the requirements in the SRS and Interface 
Requirements Specifications (IRS) that are 
satisfied or partial satisfied by each test case 
identified in the Software Test Description (STD). 
The contractor shall document this traceability in 
the STD for each CSCI." 

• "10.3.2 Testability of requirements. A requirement 
is considered to be testable if an objective and 
feasible test can be designed to determine whether 
the requirement is met by the software." 

1995 Quality WHk four hour mini-tutorial. Copyright (c) 1993-1995 RST Corporation 
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Hardware Testability 

• Definition: testability of a circuit describes how 
easily the circuit can be "checked" or tested to 
ensure that there are no faults in it. 

• Concerned with environmental faults 
- Circuits are stuck at 1 or stuck at 0 

- Circuit line breaks 

• Concerned with logic faults in hardware design 
testability 

1995 Ouaflty WHk four hour mlni--tutorlal. Copyright (c) 1-.1995 AST Corporation 

(cont'd.) 

• Circuit Faults: circuit element has wrong logical 
element, for instance, an inverter that no longer 
inverts. 

• Node fault: stuck at 1, stuck at O; these are the 
typical classes used when attempting to model 
general faults. 

1995 OuaJ/ty Week four hour mini-tutorial. Copyright (c) 1-.1995 AST Corporation 
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Testability Perspectives 

• Testability can be defined as the ease of performing 
the testing process 

- IEEE, DoD, Traditional hardware definition 

» predicts the cost and ease of test development, setup, and 
execution 

• Testability can be defined as the value of 
performing the testing process 

- Voas 
» predicts the costs and value associated with revealing faults 

• Together, these perspectives define how testability 
impacts the testing process and the testing product 
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The Ease of Testing 

• Test setup 
- Developing test cases and expected results 
- Creating drivers/stubs for components 

- Developing set/reset and reporting capabilities 

• Test execution 
- Automating the process 

- Regression information 

• Test checking 
- Determining whether test passed or failed 
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The Value of Testing 

• How good is your testing 
- How likely will it find faults? 

- How can the process be performed intelligently? 

- Where should additional testing be performed? 

- When have I done enough testing? 

• How reliable is the product 
- Are high reliability goals met more easily? 

- Can other techniques be used to increase reliability in a 
quantitative manner? 
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Quantifying the Value of Testing: 
How Testing Reveals Faults 

• Tester creates a test case for an aspect of a program. 

• Program is executed using test case as input. 

• Tester examines results and notices a failure. 

• Tester or developer locates problem in software. 

The tester only knows a fault 
exists if it causes failure 
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Information Volume 

• Measures the volume of information in a component. 

• Based upon belief that the human brain can only 
process some much information without making 
mistakes. 

n1 • # of distinct operators 
Dz • # of distinct operands 
N • program length 

1995 Qua/fry WHk tour hour mln.,.Morial. 

Volume = N logz (n1 + Dz) 

Copyright (c) 1993-1995 AST Corporation 

Cyclomatic Complexity 

• A measure of the structural complexity of a piece 
of software. 

• Often used to predict how difficult it will be to test 
software. 

• Makes the assumption that as complexity of code 
increases, the difficulty in testing increases. 

Cyclomatic complexity 

V(G) =#of regions 
or 

V(G) = L • N + 2P 
where: 

l=#oflinks 
N =#of nodes 
P = disconnected parts 
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Difference between Testing and 
Testability 

• Testing is defined with respect to some "authority" 
that asserts whether an output is correct. 

• Testability says nothing about correctness, but 
rather the likelihood of incorrect output occurring. 

• This is a fundamental difference that needs to be 
understood. Without this understanding, you will 
likely be confused throughout the seminar. 
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Example of Hiding Fault 

X = X div 30000 

write (x) 

1995 Quality WHk four hour min;.tutorial . Copyright (c) 1993-1995 RST Corporation 

Page 25 



Testability and the Cannister 

• We would like to build/design systems that are as 
close to the "testers utopia" as possible. 

• But before we can do so, we must have a method 
for assessing how close to the utopia we are. 

• This is the role of software testability analysis using 
the value-of-testing perspective. 

1995 01111/lty w .. k four hour min~orlal. Copy~ght (c) 199~1995 RST Corpon,tlon 

How Testability Can Affect the 
Balls and Urn: Ball Stringing 

• Fault size represents the number of inputs that 
cause failure for some specific fault. 

• The following urn represents five faults in the 
program, each of size one. 
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Ball Stringing (cont.) 

• This urn has five inputs that cause failure that are 
all caused by one fault in the program. 

• Thus, this fault is of size five. 

1995 Quality WHk four hour mini-tutorial . Copyright (c) 1993-1995 RST Corporation 

Testability and Balls and Urn 

• Testability can be viewed as an assessment of how 
the black balls (if any) are distributed throughout 
the urn. 

• With high testability, any string of black balls is 
long. 

• With low testability, any string of black balls is 
short. 

High: Shortest string is 6 Low: Longest string is 2 
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Varying Testabilities: Same 
Program 

• The same program P can have 3 different 
testabilities (T 1, T 2, T 3) given 3 distinct input 
distributions. 
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A Dichotomy Between Testing and 
Testability 

• We want high testability during testing. 

• We want low testability during use. 

• This assumes critical software, where a failure 
could result in death or destruction of property. 

• Q: Can we have it both ways? [Answer to come when 
we talk about assertions.) 
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The Basis for True Testability: The 
Fault/Failure Model 

• Model published by Hamlet and Morell at different 
times in the 80s. 

• For a fault to result in failure the following three 
conditions are necessary and sufficient: 

- Faults must be executed (reachability). 

- Data state must become infected (necessity). 

- Infected data state must propagate to an output variable 
(sufficiency). 

• If any one of these conditions does not occur for a 
particular input and a particular fault, the fault 
does not cause a failure. That is to say our chains 
of black balls will be shorter! 
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Error-based/Fault-based Testing 
• Definition: error-based testing seeks to show that 

particular classes of errors are not existent in a 
program. 

• Definition: fault-based testing seeks to show that 
particular classes of faults are not existent in a 
program. This can be done statically using axioms. 
[Morell PhD Thesis: "A Theory of Error-based [fault
based] Testing", 1983]. 

• As the classes of errors and faults are increased, the 
limitations on these techniques decreases, however 
these techniques are still viewed as very theoretical and 
are not widely used. 

• Will be helpful to us in simulating the 2nd and 3rd 
conditions of fault/failure model. 
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Fault-Injection: Where are the 
Faults? 

• Fault-based testing techniques are not geared, in 
general, towards total fault eradication, but rather 
towards showing an absence of a fault class. 

• If we knew where a particular fault was in the 
code, then I suspect most of us would just get it out. 

• But since we don't know this, nor what faults are 
in the code, this technique will first make a 
restriction on the fault classes considered, complete 
its analysis on these, and then consider another 
class, and so on. 
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An Aside: Difficulty in Pinpointing 
Faults 

• Example 
a := a + 1 Correct 
a := a - 1 Incorrect 

a:= a - l; a:= a+ 2 Potential fix for missing location 

• There are no universally accepted techniques for 
exact fault isolation. 

• Q: One suggestion is that the fault is whatever syntax 
can be modified with the fewest characters. Can you 
suggest others? 
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Topic II Conclusions 

• Previous software testability definitions have 
originated from hardware; they frequently fail to 
fully consider the fault/failure model. 

• Since the urn is conceptual and not available, 
software testability via the value-added perspective 
is a prediction of how any existing black balls will 
be distributed ( chained). 

• Testing and testability are closely related but 
distinct; testability says nothing about correctness. 
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Topic III: PIE 
Aiding Testers Before Its Too Lo,te 
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Re-visiting the Life-Cycle 

Specification 

!Code! 
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Testing Estimates the Urn 

• The urn is a conceptual non-existent entity. 
- Before testing begins, we can think about having a second empty 

urn. 

- For each test case used during testing, we can clone and drop in 
the appropriate number of balls into this new urn of the 
appropriate color. 

- Over time, this second urn should begin to look more and more 
like the conceptual urn. 

• Problem: Given the intractable number of possible 
inputs, after non-exhaustive testing is finished, we 
will only have a minimal approximation of the urn. 
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How Will We Predict the "Chaining" 
Within the Urn? 

• Use source code level of abstraction. 

• Usefault-injection based techniques. 

• Approximate (simulate) all 3 conditions of the 
fault/failure model. 

• Increase error classes considered beyond those 
generally considered by fault-based/error-based 
techniques through the use of data state 
perturbations. 

• Use dynamic analysis instead of static analysis. 
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Propagation,lnfection,and 
Execution (PIE) Analysis 

• Definition: A technique for estimating (simulating) the effects 
of potential faults in a program; based on the fault/failure 
model of computation. PIE can be used to predict fault sizes. 

• PIE analyzes every location in a program: a location is any 
statement that alters a variable or affects the program 
counter. 

• Example of locations: assignment statement, if <condition> then, 
while <condition> do, case a of y. 

• PIE is a dynamic "What if' technique that will be used for 
predicting testability. 

• PIE is applied to modules, statements, functions, and 
programs. Must be able to execute whatever level of 
granularity you are analyzing. 
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Historical Perspective on PIE 

• Dr. Larry Morell of the College of William & Mary 
was given a seed grant from NASA in 1988 to 
create new white-box software reliability models; J. 
Voas was hired as a research assistant. 

• The resulting research became J. Voas's 
dissertation, but instead of a reliability model, we 
inadvertently discovered that we had a testability 
model. 

• Further research on PIE and testability was 
performed by J. Voas during a post-doc fellowship 

• Research into computation optimization, 
extensions, applications, and refinements of the 
model are being continued at RST. 
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PIE Assumptions 

• Program is close-to-correct (syntactically and 
semantically). 

• There are inputs from which we can sample; these 
inputs must be legal. 

• The number of potential inputs is effectively 
infinite. 

• Our program is deterministic and compiles. 

• Although we cannot show it, we assume that the 
program halts; we will need a way to guess 
whether it will. 
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PIE Definitions 
• Infection: The occurrence of an incorrect value in a 

variable; also referred to as data state e"or. 

• Propagation: When the existence of an infection is 
discernible at a time later than when the infection 
first occurred. In PIE, we only look for 
propagation at the output space. 

• Mutant: The syntactic modification of a location; 
for a mutant to be a legal mutant, there must be at 
least one input on which the program produces 
different internal states. (we use same definition 
here as in mutation testing) 

• Perturbation Function: An injected mathematical 
function that alters the values in internal states. 
Think of this function as causing a data state 
mutation. 
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Simulating the Fault/Failure Model 
• The three conditions must be approximated ( or 

simulated) at every location in order to have any 
confidence in successful testing. 

• The reason we "simulate" these conditions is that 
we cannot estimate them directly: why? because we 
do not know where the faults are, if any. If we 
knew where the faults were, we would just 1:et 
them out. 

• PIE is comprised of three basic algorithms: 
- Dynamic fropagation analysis; fault-injection. 
- Dynamic Infection analysis; fault-injection. 

- Dynamic E_xecution analysis; no fault-injection. 

for the three conditions of the fault/failure model. 
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What Does PIE Produce? 

• PIE produces probability estimates; these 
estimates are bounded in the interval (0,1]. 

- propagation estimate 

- infection estimate 

- execution estimate 

• Whenever some event of interest never occurs, we 
are forced to place an upper bound on the 
likelihood of that event occurring, instead of a 
probability estimate. Hence sometimes PIE will 
produce a bound instead of an estimate. 
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Dynamic Execution Analysis (EA) 

• Set array count_exec to zero. 
• Execute n randomly selected program input 

vectors according to D. 

• Increment count_exec[l] for program location l 
each time location l is executed. 

• Divide each count_exec[l] by n. 

• this yields an execution estimate for location l 
specified as: £1• 

• NOTE: Pis your code, Dis your test distribution, 
and l is your location under analysis. 
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Probability We Got There 
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Dynamic Infection Analysis (IA) 
• Set variable count to 0. 
• Randomly select an input x according to D. 

• Present the original location land the mutant m1y 
with data state Z and execute both locations in 
parallel. 

• Compare the resulting data states and increment 
count if not equal. 

• Repeat steps 2-4 n times. 

• Divide count by n to yield an infection estimate for 
location land mutant m 1y: Am lPD 

ly 

• NOTE: Z is the data state that immediately succeeds 
l with x. 
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Probability We Corrupted There 

-
statment. 
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Dynamic Propagation Analysis 
(PA) 

• Set variable count to 0. 

• Randomly select an input x according to D. 

• Alter the sampled value of variable a found in Z 
creating Z ', and execute the succeeding code on 
both Z and Z '. 

• Increment count if the outputs when executing the 
program with Zand Z' .aiffer. 

• Repeat steps 2-4 n times. 
• Divide count by n yielding a propagation estimate: 

'VailPD. 

• NOTE: i is the particular iteration of l if l is in a loop, 
and a is the only variable perturbed in Z, regardless 
ofi. 
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Probability We Propagated 
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Sample "Raw" Numbers from PIE 
• The following numbers give typical results that we observe 

when we apply the algorithms to mathematical/scientific 
software. Note the magnitude of the underlined estimates. 

• lllfection: 0.00002, 0.0064, 0.0602, 0.1477, 0.1945, 0.2500, 
0.4820, 0.5554, 0.9871, 0.9952, 1.000 (did not verify 
semantic equivalence) 

• Execution:< 0.0003, 0.0001, 0.000938, 0.0034, 0.2435, 1.000 

• Propagation:< 0.001, 0.066, 0.0034, 0.0909, 1.0 
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Overhead Costs of PIE 

• Code Instrumentation is the process of augmenting 
source code to produce information about the state 
of the executing program. 

• Instrumentation costs include the code to reveal 
that a location is executed, create mutations, inject 
data state mutants, and performing bookkeeping. 

• Computational costs to perform analysis. 

• Computational costs>> instrumentation costs. 
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Types of Systems PIE has been 
Applied To 

• Manufacturing control code. 

• Battle simulations. 

• NASA Avionics project. 

• Army logistics system. 

• Real-time database management. 

• B737 auto-pilot and yaw damp. 

• Air traffic control code. 

• Embedded temperature controller. 
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Pi.SCG.S 

• This is an old screen-dump of Vl.O. 
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Topic III Conclusions 

• PIE simulates all three conditions of the 
fault/failure model, because we cannot know where 
faults (if any) are hiding from successful testing. 

• PIE is a "what ir' technique that applies mutation 
analysis both at the syntactic and data state levels. 

• PIE is dynamic and requires program/module 
inputs. 

• PIE differs from mutation testing and error-based 
testing by using perturbation functions that 
increase the class of errors considered. 
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Topic IV "Squeeze Play" 
Getting the faults before they get you! 
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Preliminaries: Estimation vs. 
Prediction 

• In the absence of complete knowledge about our 
state of nature, we have at our disposal two classes 
of approximation techniques: 

- Estimation: the process of sampling some characteristic to get a 
feeling for the degree of that characteristic. 

- Prediction: the process of projecting the degree of some 
characteristic that we are currently not able to estimate. 

• Two frequently substituted terms! 
• PIE estimates; Sensitivity Analysis predicts. 

• In both estimation and prediction, some percentage 
of error is incurred. We attempt to minimize the 
error via approximation refinement. 

1995 Quality WHk four hour min~tutorial. Copyright (c) 1993-1995 RST Corporation 

Page42 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
,I 

I 
I 
I 

Sensitivity Analysis (SA) 

• Definition: a predictive technique for measuring 
how likely a particular location, function, module, 
or program is to hide faults from a particular 
testing strategy. 

• Makes predictions that are based on the estimates 
of PIE. 

• A tool for determining how much testing is needed 
and where faults are likely to hide during testing. 

• Different than its use in quantifying the accuracy 
of approximation techniques. 
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Sensitivity Analysis (cont'd.) 

PIE Instrumentation 

Parsing 
Source Selection Analysis 
~ Instrumentation Execution 

Results 
Processing 
~ 
~ 

Sensitivity Analysis Calculations 
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There are Three Perspectives on 
the Urn 

• Actual (or Conceptual): can never fully see this urn 
unless testing is exhaustive. 

• Estimated: from testing; a poor approximation in 
general, particularly because of successful testing. 

• Predicted: from sensitivity analysis; only predicts 
how any existing black balls are strung/chained. 

• All three urns are based on the same input 
distribution. 
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Gold Miners Analogy and SA 

• You have been left in the desert. 

• Digging for gold without any 
knowledge about where gold is located 
is inefficient. 

• If a digger has a map of the likely spots 
where gold might exist, the miner's job 
is much easier. 

• Testability is analogous to a map of 
where software faults may hide. 

• By applying testability, existing faults 
can be located more easily. 
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Minimum Non-Zero Predicted Failure 
Probability from Sensitivity Analysis 

• Sensitivity analysis provides a prediction of the minimum 
non-zero failure probability (fault-size) that could be induced 
by any programmer fault: latent failure rate. 

• We do not predict a zero failure probability - by definition, a 
fault that does not cause at least one input to fail is not a 
fault. 

• We calculate the latent failure rate from the PIE estimates 

• Underwriter's Lab. UL1998: latent errors. 
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Relating Fault Size to Probability 
of Failure 

• Fault size is a direct factor in the failure 
probability of a system. 

• Since the probability of failure of the urn is just the 
proportion of black balls in the urn, then the sum 
of chains of black balls is equivalent to the failure 
probability. Note that this is a simplistic view of how 
faults affect the probability of failure, since an input 
may exercise multiple faults, and hence tieing an input 
to a specific fault (when coloring it black) is difficult. 

• min[fault size]<= Prob[failure] , since the sum of all 
fault sizes directly impacts Prob[failure]. 
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What is this Mess?? 

• Paradigm shift. 

• For years, researchers in reliability/testing have asked the 
question: "What is the probability that this program will 
fail?" Now for a program that hasn't yet failed, this is a 
very difficult question. If the program would at least fail x 
times, we could roughly say that the probability of failure 
is x/N for N executions. 

• This immediately suggests a problem with testing, in the 
case where the program has not failed. 

• So we decided to ask a different question: "What is the 
probability that ihis program can't fail even if the program 
is incorrect?" This is the predicted minimum failure 
probability. 
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Difference in Probability of Failure 
and Predicted Minimum Probability 

of Failure 

• A probability of failure estimate comes to us from 
repeated software testing. 

• A predicted minimum probability of failure does 
not come to us from repeated software testing; it 
comes to us from a modified definition of software 
testability. 
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True Software Probability of 
Failure 

• The true probability of failure Apv is equal to: 

Prob[executing a fault] * 
Prob[infection I executing a fault] * 

Prob[propagation I infection] 

(assuming one fault in the program P according to 
D.) 

• Each probability is independent and can therefore 
be multiplied. 
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Latent Failure Rate Equation 
• f3 = [execution_est]. 

min[infection_est] • 

min[propagation_ est] 

• Note that this calculation cannot use estimates that are 
0.0. We can, however, use upper bounds such as <x. For 
instance, 0.01 * <0.01 * 1.0 = < 0.0001. 

• In practice, we currently "throw-out" infection estimates 
that are 0.0, only because we do not solve for semantic 
equivalence by hand. In the future, we may decide to use 
the upper bound scheme with infection estimates just as 
we do with execution and propagation estimates. 

• True software failure probability can still be zero. 

• Software testability is the latent failure rate. 
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Testability, f3 

• For simplicity, consider that for each location in 
the code, you have a prediction of how long the 
chain of black balls would be if that location were 
incorrect. 

• 13 then for that location is simply the length 
divided by the total number of balls. 
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Minimum Non-Zero Predicted 
Failure Probability and Simulated 

Fault Classes 
• Remember that PIE is limited in the fault classes 

that it considers; thus when sensitivity analysis 
makes predictions based on those classes, the 
possibility exists that: 

(1) the minimum non-zero predicted failure probability will be 
larger than the fault size of the smallest actual fault in the code. 

(2) the minimum non-zero predicted failure probability will be 
smaller than the fault size of the smallest actual fault in the code. 

(3) the minimum non-zero predicted failure probability will be 
equal to the fault size of the smallest actual fault in the code. 

• (2) and (3) are not problems, although (3) is 
unlikely. (1) is a problem, but as you will see, we 
take such a conservative approach to finding this 
prediction, we have evidence that (2) is more likely. 
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Spaces 

don' t care 

All faults 

min= bad min= good 
min= good 
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Testability versus "I Know it is 
Correct!" 

• Software testability is a prediction of the likelihood that faults 
are hiding during testing according to D. 

• If some portion of the code is clearly "correct" or at least 
appears to be correct (because it can easily be mapped back to 
the specification or requirements via inspection) and this 
portion of the code was assigned a low testability, the low 
testability score of the location can be ignored from the equation 
for the testability of the function, since the region's fault-hiding 
ability is not a concern. 

• Testability is only a concern if we are not sure whether a fault 
might be hiding. 
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Magnitudes of Reliability 

• When systems are termed highly reliable, their 
associated failure probabilities are on the order of 
10·3 to 10·6 per hour. 

• When systems are termed ultra-dependable or 
ultra-reliable, their associated failure probabilities 
are on the order of 10·7 to 10-12 per hour. 
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Testability and System Testing: 
Reliability Assessment 

• One of two reasons to perform testing. 
• Most reliability models are based upon black-box 

testing; also, models for hardware reliability that 
are good for mass-produced physical goods are not 
necessarily the "right" models for assessing the 
reliability of an entity that is not mass produced 
( only a single copy) and does not suffer from 
environmental damage nor decay. 

• Reliability assessment models contain various 
assumptions such as: new faults are not 
introduced, failures are exponentially distributed 
over time, and inputs are uniformly selected. 
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Testability and System Testing: 
Problems of Assessing Ultra

Reliable Software 
• Standard models don't work well for software that doesn't 

fail (Miller et. al., IEEE Trans. on Software Eng., Jan '92). 

• Assume reliability growth. 

• Assume exponential distribution of remaining faults over 
time. 

• Black-box, no dependency on the code whatsoever. 

• Must have oracle and input distribution; automated 
oracles rarely available and human oracles are unreliable. 

• "The infeasibility of experimental quantification of life
critical software reliability" [ACM SI GS OFT Critical 
Systems Conference, Butler & Finelli, Dec. 1991, New 
Orleans]. 
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Ultra-reliable Software 

• Experts state that we can only assess software 
POFs on the order of [10-3 •• 10-5] in most cases. 

• This then is the limit of testing for reliability; what 
we want is to poll that portion of the input space 
that gives ultra-reliability: (10-5 •• 10-9]. 

• We now present an alternative and controversial 
idea: reliability amplification. If practical, we may 
be able to assess ultra-reliability via software 
testing and "something else". 
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Reliability Amplification 
Assessment 

• Definition: Reliability amplification is a quantitative 
process that inputs information about the software 
( other than testing info) to amplify the measured 
reliability. This information may come from the 
process or techniques applied. 

• Since testing to high levels of reliability is infeasible, 
if we are ever to empirically assess these levels, we 
must be able to draw non-testing information 
about the software or software process into the 
reliability assessment process. 

• For our amplification, we will use testability; there 
may be ways of incorporating information about 
formal methods into reliability amplification. 
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Reliability Amplification Via the 
"Squeeze Play" 

1.0 --

Probability 
Before Testing: No knowledge of the POF 

0.0 -,...-_________________ _ 
I I 

0.0 Software Probability of Failure (POF) 1.0 

1.0 --

Probability 
/ Exhaustive Testing: Complete knowledge of the POF 

0.0 - .... -------------------1 I 

0.0 Software Probability of Failure 1.0 
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Squeeze Play (cont.) 

1.0 

1-Confidence Testing T times: Good estimate of max POF 

0.0 

0.0 a Software POF (estimated) 1.0 

1.0 

Probability 

0.0 

Minimum..,.!~_. Maximum 
Prediction ~ Estimate 

illegal A. legal 
0.0 .., 

(testability) 

a 

Software POF 

illegal 1.0 
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From Sensitivity Analysis: None 
Less than~ 

1.0 - ,-

Probability 
Minimum• 
Prediction 

0.0 _,__ I I 

o'.o illegal ~ 
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Software POF 
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From Testing: None Greater than 
a 

1.0 --

Probability 
~Maximum 

Estimate 

0.0 - .... -------------------
1 legal I illegal 1 

~o a 1~ 

Software POF 
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Combined: None Greater than a; 
None Less than B 

1.0 

Probability 

0.0 

Minimum .... L Maximum 
Prediction I Estimate 

0.0 illeg'(f = a 

+ 

illegal 

legal 
Software POF with Confidence 

1.0 
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Interpretation of Squeeze Play 

• As a approaches ~. we gain a mathematical 
confidence that the software is correct. 

• Problems: 
- a never approaches j3. 
- a crosses 13; Q: what is our confidence then that we have 

correct software? (Hoeffding's inequality: coming attraction) 

• Potential Solutions if a doesn't approach~: 
- increase 13 via Design-for-Testability. 

- decrease a via more testing. 

- use other techniques to try to decrease a and increase 13. 

• Potential Solutions if a crosses ~: 
- combine reliability testing error and latent failure rate 

prediction error. 
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Probable Correctness: Previous 
Approach 

• Probable Correctness is the confidence C derived 
after testing T times that the true probability of 
failure y is less than or equal to an estimate of the 
minimum failure probability 0. [Hamlet, 
Information Processing Letters '87]. 

• C = Prob( y <= e ) = 1 - (1 - S)T 

• 1 - e is the probability of a successful execution 
(drawing a white ball). 

• (1 - 9)T is the probability of T successful executions 
( drawing T white balls). 

• 1- (1 - 9)T is the probability of at least one black 
ball; if we don't see a black-ball, this is our 
"intuitive" confidence in correctness. 
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(1 - 0)T 

• (1 - Sf is the probability that successful testing has 
fooled us and it is indeed the case that the actual 
failure rate of the code is greater than 8. As T 
increases, it is less likely that we will be fooled. 

• This will be used in the cross-over case ( a crosses 
~) during squeeze play for quantifying our 
confidence that the software is defect-free. 
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Hoeffding's Inequality 
• A method for quantifying the probability that we have been 

fooled by SA and our ~ was incorrect. 

• Prob( I ~ - y I >= 11) <= 2e·21111N ( only an upper bound) 
• 'Tl is some ''fudge" factor that is in [0,1]; in general it will be 

tiny, i.e., - 0.0; N is the number of inputs used in the 
algorithms, y is the true latent failure rate. 

• As Tl increases, 2e·21111N decreases; as Tl decreases, 2e·21111N 

increases. 

• Reference: W. Hoeff ding, "Probability Inequalities for 
Sums of Bounded Random Variables", American Statistical 
Association Journal, March, 1963, p. 13-30. 
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Confidence in Absolute 
Correctness 

• Confidence [Correct] xv= 1 - [(1 - e)T + 2e·2TJTJN] 

• X is the class of mutants and perturbation 
functions; D is the distribution. 

• Because these two probability spaces are 
independent, we can add the probability that 
testing fools us to the probability that we do not 
truly have the minimum non-zero failure 
probability. 

• Note that the probability space for 2e·2TJTJN is with 
respect to the perturbation functions and mutants 
that are used. 
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Topic IV Conclusions 

• The inadequacy of testing alone for ultra-reliability is 
universally acknowledged. 

• If we can squeeze the minimum failure probability 
(estimated by testability) and the maximum failure 
probability (estimated by testing) together, we have 
confidence that the software is not hiding faults. 
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Reliability Amplification 
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Topic V: Design-for-Testability 
Removing the Computer from the Loop 
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We've Moved! 

• We have left the coding/testing phases, and are 
now at the design phase of the software life-cycle. 

• Since we moved to the design level, dynamic 
testability analysis is not available. 

• We will need static design metrics to predict 
testability. 

• Unfortunately, very little is known about 
quantifying a design's testability since we have lost 
the usefulness of a PDF. 
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Re-visiting the Life-Cycle 

Maintenance Test and V&V 

Debug 
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Tester's Utopia and Trivial 
Programs 

• For a trivial program: 
Program junk; 
integer: x; 

read(x); 

write(x+ 1); 

end junk. 

we can show that we are almost in the tester's utopia state. 
In this example, notice that almost any syntactic (and 
semantic) modification will cause infection, and any incorrect 
value for x coming in will propagate. Also note that every 
statement is always executed. 

• Could have put write('l'); 
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Design/Development for Various 
''iii ti es'' 

• Goal: to produce software with higher testability 
than current design/development schemes allow 
for; thus we need specialized schemes. 

• Current development schemes considerations: 
- cyclomatic complexity, maintainability, readability, safety, 

availability, portability, traceability, reliability, reusability, 
other ''ilities". 

• It is hard enough to produce software with a high 
degree of only one of these "ilities". 

• We are barely beginning to address design-for
testability (DFT) as a software research 
community. 
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Our '"ility": Static Testability 
Analysis 

• Definition: a methodology of statically analyzing a 
program, design, or specification to predict the 
likelihood of hidden faults existing. 

• This is again looking at the value-of-testing 
perspective on testability. 

• Static analysis does not consider the input 
distribution and therefore is restricted in its ability 
to accurately determine the fault revealing ability 
of a testing strategy. Without a pdf available, we 
produce "cruder" testability predictions. 
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D RR: Static Design/ 
Program/Specification Metric 

• Definition: a static metric that is the ratio between 
the cardinality of the input space to the cardinality 
of the output space [Voas 91, 9th Pacific Northwest 
Software Quality Conference]. 

• This metric can also be applied at the internal data 
state level in a program; in this case, it is the 
cardinality of a data space to another data space. 

• This metric is a crude approximation to the 
infection and propagation estimates produced by 
PA and IA, not EA. 

• Examples at the Operator level: 
- Mod (modulus), Div (integer divide) 

- +, -, I (real division) 
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DRR Source Operator Examples 

f(a) :=a+ 1 

f(a) := a div 2 

f(a) := a div 5 

f(a) :=a/ 5 

one: one 

infty _I : infty _I / 2 

infty _I : infty _I / 5 
infty _R : infty _R 

• Our experimentation has suggested that decimal 
math is better than integer math in terms of 
testability. 
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ORR is Intuitive 

• Argument: Consider tossing a fair coin. The 
likelihood of guessing the correct outcome is 0.5. No 
matter how you flip it (analogous to many inputs) 
you get heads or tails. 

• Now imagine a program with many inputs and 
many internal variables that only outputs a "0" or a 
"1". Further suppose that there is a tiny fault 
affecting one internal variable. The likelihood of 
detecting the fault's existence via a failure should 
also be tiny. 
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ORR, Function Classes, and 
Testability 

• Many-to-one functions are correct given that their 
fixed output is correct. For these functions 
testability is not an issue, i.e., tester's utopia. 

• Boolean functions appear to have the lowest system 
testability. 

• Many-to-many functions generally have higher 
testabilities and most software written falls in this 
class. 

• One-to-one functions have the highest system 
testability. 

1995 Ouallty WHk four hour min ... tutorial. Copyright (c) 1993-1995 RST Corporation 

ORR Backtracking in the Code 
(Propagation) 

• Example: x := f(a, b, c, d) 

t 
x := xmod 2 

• This example shows how static back-chaining 
through a program from high DRR locations can 
suggest locations of low testability, i.e., low 
propagation. 
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DRR and a Lack of Infection 

• Example: Suppose variable x has the wrong value 
of "8" instead of "6". Now suppose we execute the 
statement: a:= x mod 2; you would hope during 
testing that a would become infected to increase the 
likelihood of failure, after all, the more variables 
that are infected the more likely we believe failure 
is. But this does not happen here. 

• Or suppose that we wrote a:= x mod 2 when we 
meant a:= x mod 4. Very frequently, these two 
functions will have the same value, and hence 
infection will not occur. 

• This is an example of a boolean function (mod 2) at 
the source code operator level that fails to cause 
infection. 
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Design Heuristics to Increase System 
Testability: Recommendations 

• Limit variable reuse when practical. 

• Pay attention during validation to internal functions 
and modules whose ORR is not 1:1. 

• Design modules forcefully to have either a high or low 
ORR. 

• Validate information that is usually hidden during 
operational use. This can be performed by internal 
self-test for assertions for intermediate computations. 
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Extremely Unreliable Programs 
are Good? 

• From a testing standpoint, YES! 

• From a development standpoint, No! 

• Assertions can make them fail more because the 
triggering of an assertion to produce a warning 
counts as a failure. 
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Assertions to the Rescue 
• An assertion is merely a pre- or post-condition that must be 

true at some point during an execution; if not true, then a 
failure of the assertion has occurred, which may be 
classified as a failure of the program. 

• An assertion provides a direct means for increasing the 
cardinality of the output space. 

• An assertion requires some a priori or inherent knowledge 
of what an intermediate calculation should be in a 
program. 

• Note: assertions can be wrong! 

• If your current testing scheme has "lousy" output 
observability, use assertions to add some internal 
observability. 
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(cont'd.) 

• Testability-based assertion placement has the potential to 
drive testability scores from near 0.0 to 1.0, through forced 
internal observability. From a testing standpoint, this is 
remarkable! 

• Assertions are a "main stream" idea; not fringe! The 
problem is no one knows where they are truly needed, and 
deriving them is nontrivial. 

• Do not derive assertions from the code itself. 
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Example With Assertion 

write (x) 
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One Assertion Can Make A 
Difference! 

• One assertion can make the chains much longer! 

• Greater likelihood you'll catch that off-by-2! 

Longer Short 

000000000000 0-~ 
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Intuitive? 

• Programmers everyday use printfs and writelns to debug their 
programmers. 

• This is exactly what is done when programmers use debuggers; 
debuggers go into the internal computations and tell the 
programmer what those intermediate values are. 

• Similar findings: Microsoft, Osterweil & Clarke [IEEE 
Software], Bieman (CSU), many others. 

• So "YES", we can have it both ways! 

• PROOF: Assertions cannot decrease testability. 

1995 Quality WHk four hour mini-tutorial. Copyright (c) 1993,-.1995 RST Corporation 

Page 67 



Assertions Benefiting the Squeeze 
Play Model 

• Assertions may increase /3 dramatically, allowing us 
to assess a confidence in co"ectness with fewer test 
cases T than expected. 
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Testing Costs and B 

• Ultra-reliability demands a POF of 10-9• 

• Q: How much testing is necessary for various 
testabilities, /3? 

T 
7 

44 
458 
298 

460514 
46051699 

693,147,181 
2,302,585,093 
2,995,732,273 
4,600,000,000 
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0.1 
0.1 

0.01 
0.01 

0.00001 
1E-07 
1E-09 
1E-09 
1E-09 
1E-09 
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Conjectures 

• 1. Much of the research effort being spent on 
comparing and ranking software testing 
methodologies is being poorly spent. Instead, we 
should be searching for assertion placement 
methods and assertion derivation techniques that 
will engender a testing technique to promote 
substantial fault revealing ability, and possibly 
even greater value-added (fault-revealing ability) 
for different testing methods. 
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(cont'd.) 

• 2. The benefit of adding assertions to boost the 
fault-revealing ability of your testing is directly 
related to tightness and correctness of assertions. 

• 3. The value of assertions is not only their ability to 
detect that faults have been executed, but also to 
test the "goodness" of the state and hence warn us 
of potential future problems to come. 
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Speculation: Language Class vs. 
Testability 

• To date, our experimentation with PIE has only been applied 
to procedural languages. 

• Given our knowledge about the affects of information loss on 
propagation, we feel that object-oriented programs will have 
lower system testability; of course 00 sub-programs should 
have greater reusability. This suggests a conflict in getting 
both "iii ties". 

• Functional programming languages (such as LISP) 
continually overwrite their internal state upon function 
return. This would suggest lower testability, however, by their 
recursive nature, these languages may actually have greater 
testabilities for the class of faults that affect the recursion 
mechanism. 
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Speculation: Theoretical 
Implications 

• There may be a theoretical limitation on the 
testability achievable for a particular class of 
functions that we wish to compute. If true, this 
suggests that there may be functions that when 
implemented do not provide us with any realistic 
way of assessing their correctness empirically. 

• This is similar to the time limitations that we 
classify by: NP, P, NP-hard, and NP-complete. 
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Speculation: Languages and 
Function Types 

Language Types Function Classes 

1995 Quality WHk four hour mint.tutorial. Copyright (c) 1993-1995 AST Corporation 

Topic V Conclusions 

• Software DFT is necessary but little is known at this 
time. 

• How to design for other quality "ilities" is also 
speculative. 

• We can design modules that are exhaustively testable 
and thus thoroughly reusable. 

• Booleans functions appear to have low testability from 
all of our dynamic testability experience. 

• A module's predicted DRR is one indicator of how 
much unit testing will be required in terms of the value
of-testing. 
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Topic VI: Applications of Testability 
Sorting out the information 

1995 Ouallty WHk four hour minJ-tutorial. Copyright (c) 1993-1995 RST Corporation 

Applications of Testability 

• We have discussed software testability, design-for
testability and "squeeze play" dependability model 
up to this point. 

• It is now time to look at applying what we have 
learned. 

• Testability has been found to be useful in: 
- The entire testing/V & V process, testing stoppage criteria, test 

scheme selector. 

- Software debugging 

- Software maintenance, reusability 

- Software safety, fault-tolerance 

- Software regulation & liability 

• Additional uses? 
1995 Quality WHk four hour min~tutorial. Copyright (c) 1993-1995 RST Corporation 
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Testability and the Testing/V & V 
Process 

• Testability optimizes the testing/V & V by providing 
intelligence for: 

- Creating good test sets 

- Unit testing 

- System testing 

- Other V&V activities 

- Managing, tracking, & reviewing the testing process 

• If used properly, testability provides a framework 
for performing testing/V & V in a defined, 
justifiable, optimized manner. 

1995 Ouality WHk four hour mini-tutorial. Copyright (c) 1993-1995 RST Corporation 

Testability and Unit Testing: 
When To Stop Testing 

• Hamlet's model, will give the degree of testing 
necessary T for a particular confidence C that 
faults are not hiding. 

• Much easier to certify whether a piece of software 
has been adequately tested. 

• Immediately compare a testability value 13 to the 
amount of successful testing. 

T= ln(l-C) 
ln(l-/3) 

1995 Quality WHk four hour mini-tutorial. 
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Testability and Unit Testing: 
Hamlet's Prob. Correctness Model 

• Ultra-reliability demands a POF of 10-9• 

• Q: How much testing is necessary for various 
testabilities, /3? 

T 

7 
44 

458 
298 

460514 
46051699 

693, 147,181 
2,302,585,093 
2,995,732,273 
4,600,000,000 
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0.1 
0.1 

0.01 
0.01 

0.00001 
1E-07 
1E-09 
1E·09 
1E-09 
1E-09 

C 
0.5 

0.99 
0.99 
0.95 
0.99 
0.99 
0.5 
0.9 

0.95 
0.99 

Copyright (c) 1993-1995 RST Corporation 

Testability and System Testing 

• The goal of system level testing is to either locate 
defects or assess reliability. 

• Those techniques discussed for unit testing can all 
be applied to defect detection testing at the system 
level. 

• Testability can optimize reliability assessment by: 
- Overcoming assumptions made by traditional reliability models. 

- Providing a stopping criteria for reliability assessment. 

- Pinpointing areas in the code where faults can hide and areas 
where finding faults using testing is very unlikely. 
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Testability and 
Acceptance/Justification 

• By performing the process described during this 
session, we have answers to the following 
questions: 

- Did we do enough V & V? 

- Why did we do the amount of testing we did? 

- Why did we do the amount of inspection/formal analysis we 
did? 

- Are we confident the software is highly reliable? 

- Why did we use the testing techniques we did? 

• This information is very valuable to document the 
testing process and as a means of satisfying 
regulators/contractor requirements. 

1995 Quality Week four hour mini-tutorial. Copyright (c) 1993--1995 RST Corporation 

Testability and Software 
Maintenance 

• Software maintenance is generally comprised of 
two different scenarios: 

- modifying the code to have new features, 

- fixing bugs that have been in the code for a long period of time 
that have just been discovered. 

• Rumor: Shuttle code is "old" code, yet there are 
still 50 personnel who do nothing but test that code. 

• Low testability regions (with respect to the system) 
are those that will hide both old and new faults. 
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Testability and Software Safety 
• Software safety refers to the likelihood that no catastrophic 

failure occurs. (Other classes of failure can occur and the 
system can be regarded as safe.) 

• Unfortunately, there are some that argue that software 
engineers must also be safety engineers if we are to achieve 
safe digital systems. To expect a software engineer to fully 
understand the application their code is controlling is 
ridiculous. 

• Propagation analysis can aid safety assessment in several 
ways: 

- Predict the likelihood that Software faults/Hardware failures/Malicious threats 
can propagate to the output. 

- Predict the likelihood of a fault causing catastrophic failure, hazard, or security 
breach. 

1995 Oua/lty WHk four hour mini-tutorlal. Copyrigh1 (c) 1993-1995 RST Corporation 

Static Fault-Tree vs. Dynamic Data 
State Error 

• Static fault-tree analysis (SFTA) is a crude but 
inexpensive predictor of where dangerous failures 
can originate from. 

• Dynamic data state error analysis (DDSEA) is less 
crude, more expensive, and more precise. 

• Any location identified by DDSEA as potentially 
dangerous is a member of a module identified as 
dangerous by SFTA. 
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Testability and Software Safety: 
Catastrophic Failure 

• Software testability refers to the likelihood that any failure is 
observable given some input distribution. 

• Software testability can be defined in terms of catastrophic 
failures, i.e. we can provide a prediction of the probability that 
a catastrophic failure will be observable given an operational 
distribution and simulated hardware or software fault classes. 

• We use a "modified" propagation analysis that empirically 
determines whether software faults and/or hardware failures 
can place the software in a catastrophic failure state. This is a 
fault-based method that simulates hardware failures, software 
faults, and combinations of the two. 

1995 Quality WHk four hour mini-tutorial. Copyright (c) 1993-1995 RST Corporation 

Testability and Software Safety: 
Pruning the Output Space 

• Not all failures of a system are equally 
catastrophic. 

• In some cases, (1) if a particular variable becomes 
corrupted in any manner, it is dangerous. In other 
cases, (2) it might be a set of conditions, e.g., if 
variable_! > 5 and variable_2 > 100. And in other 
cases, (3) it might be dangerous only when 
variable_! = 103. 

• Propagation algorithm can be modified to account 
for each of these three possibilities. 
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Testability and Software Safety: 
Fault Tolerance 

• Fault-tolerance refers to a class of software 
engineering techniques that attempts to insure that 
if incorrect or new data is fed to the software, the 
software is still able to make the correct 
computations. 

- N-version programming is an example of a class of techniques 
that attempt to insure fault-tolerance. Based on redundant 
hardware system theory. 

• By perturbing input variables at the locations 
where they are first initialized, propagation 
analysis is a valuable tool for quantifying how fault 
tolerant or safe a critical system is. 

• Propagation analysis reveals where fault-tolerant 
mechanisms are needed. 

1995 Quality WNk four hour mlnt--tutortal. Copyright (c) 1993-1995 RST Corporation 

Testability and Software Safety and 
Security: 

Hardware Failure Simulation 

• With respect to the software, a hardware failure (sometimes 
termed a hardware fault) is simply a ''faulty" incoming input 
to the software system, e.g., a sensor that has failed and is 
sending corrupted information to the software. 

• This definition for the termfault has caused many 
confusions when hardware and software engineers are 
working together. 

• Propagation analysis is a method for determining the impact 
on critical output variables of hardware failures. 
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Minimum-time-to-Hazard 
(MinTTH) 

• Recall the difference between probability of failure estimation 
and reliability; the difference was the time component. 

• What we have just shown is a way of assessing the probability 
of getting into a catastrophic failure mode via hardware 
failure / software fault simulation. Although we prefer to 
build in the software mechanisms to make this probability 0.0, 
if the mean-time to that mode is great enough, we may not be 
that concerned with it. 

• By multiplying a time factor (executions/unit time) by the 
largest observed probability estimate of some catastrophe, 
hazard, or security breach using propagation analysis, we can 
assess a minimum-time-to-hazard, minimum-time-to
vulnerability, or minimum-time-to-catastrophe. (same for 
mean-time-to-X). 

1995 Ou•lity WHk four hour mini-tutorial. Copyright (c) 1993-1995 RST Corporation 

Testability and Software Liability 

• Software is rumored to be a 2 trillion dollar 
industry world-wide today. 

• As software controls more daily activity, the 
potential for a loss of life escalates. 

• The legal penalties for unsafe software may be 
offset by demonstrating a genuine attempt to 
remove remaining faults. 

• Even though testability measurement is not a 
guarantee of safe and reliable software, its use as a 
means of reducing liability is plausible. 
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Topic VI Conclusions 

• Testability can significantly optimize the testing 
process. 

• It can also be used in design, debugging, and 
maintenance. 

• Testability measurement is capable of providing 
dynamic information for safety analysis when 
catastrophic failures are defmed. 

• Conjecture: The correct use of testability should 
decrease the risk of liability and aid in faster 
approval of regulated software. 

1995 Quality Weok four hour mini--tutorlal. Copyright (c) 199~1995 RST Corporation 

Topic VII: Final Discussions & Position 
Driving the Point Home 
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Testability: The Silver Bullet? 

NO! 
• You may think that we believe that testability cures 

all; nothing doing! But we think that it provides 
information that is useful to many activities in the 
software engineering life-cycle. 

1995 Quality WHk four hour minl-tutorlal. Copyright(<) 1993-1995 RST Co!J)Oratlon 

Open Discussion and Questions 
Are you Hooked on Testability? 
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ISO 9000 UpdATE ss 
QC 

Exploring the Relationship between ISO 9001 and the SEI 
Capability Maturity Model for Software Engineering 

Organizations: from 1987 to 1994 

1987 saw the introduction of two 
methods for assessing the abilities of 
suppliers to meet their commitments 
and their customers' requirements. 

The first ·method: from the SEI 
The first method was published by 

the Carnegie Mellon University 
(CMU) Software Engineering Insti
tute (SEI) in two technical reports. 
The frrst technical report1

, entitled 
Characterizing the Software Proc
ess: A Maturity Framework was re
published as a six page article in 
IEEE Software. 2 The article de
scribed a five-level framework or 
model for the engineering practices 
in a successful software developi;nent 
organization. The second was a 40 
page report entitled A Method for 
Assessing the Software Engineer
ing Capability of Contractors3

• 

This technical report, sponsored by 
the United States Department of De
fense for use as a procurement tool, 
contained a summary of the five-level 
framework, 101 questions, and a rat
ing scheme to correlate the answers 
to the questions to the levels in the 
framework. Together, these two re
ports presented the first version of 
what would become the SEI model 
for software engineering. 

In 1993, the SEI released two 
documents4 that described in detail 
368 goals and practices associated 
with levels two through five of the 
framework. The framework, itself, 
remained unchanged from the version 
published in 1987. 

The second method: from ISO 
The second method was published 

by the International Organization for 
Standardization in Geneva Switzer
land as ISO 9001, Quality Systems -
Model for quality assurance in 
design/development, production, 
installation, and servicing5

• ISO 
9001 is the most comprehensive 
document in the ISO 9000 series of 
standardt It describeg the key re-
quirements for companies or 

Robert Bamford, William J. Deibler II 
Software Systems Quality Consulting 
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Figure 1 Organization of Version 1.1 of the CMM 

organizations to do business in the 
European Community (EC). · 

Both the SEI and the ISO models 
serve a two-fold purpose; they both 
support: 
• Standardized, objective evaluations 

by third parties of suppliers' 
capabilities 

• On-going self-assessment by sup
pliers seeking to improve the qual
ity of the products and services 
they offer their customers 
Until 1991, the geographic origins 

of the ISO 9001 model limited the 
number of business organizations in 
the United States actively interested 
in both models. In 1991, ISO pub
lished ISO 9000-3 Guidelines for 
the application of ISO 9001 to the 
development, supply and mainte
nance of software6

. At the same 
time, ll g?OWiM ftUMMr 6f us soft-
ware providers began to investigate 

the impact of EC regulations and the 
business advantages to be gained by 
complying with ISO 9001. 

The existence of two models with 
different approaches raises immedi
ate concerns and questions about the 
efficient and effective implementa
tion of systems that satisfy the re
quirements of both models. If I 
comply with Level 3 of the SE/ 
model, do I have to do anything to 
comply with the ISO model? If I 
comply with ISO 900/, does the SE/ 
model have anything to offer? ls 
ISO 9001 just a redundant, bureau
cratic standard designed to keep US 
companies out of European markets? 

Conclusions 
On the basis of a detailed analy

sis 7, summarized below, it is the posi-
tion of the authors of this :micle thllt 
the ISO and SEI models are 

© 1993, 1994 SSQC All rights reserved. DO-06 (5.2) Page 1 



compatible and complementary, with 
substantial overlap. This position re
mains nue whether the comparison is 
based on the 1987 SEI questionnaire 
or on Version 1.1 of the CMM. 

The two models are independent: 
complying with either model does 
not predict compliance with the 
other. Each model addresses unique 
aspects of the software development 
organization; each offers unique in
sights to an organization. 

A company that complies with the 
requirements of ISO 9001 may be at 
a Maturity Level of 1; a company 
that has achieved an advanced matur
ity level may not comply with all the 
requirements ofISO 9001. 

Since the initial comparison and 
derivative presentations8 were first 
published in March of 1993, this po
sition has been further substantiated 
by the authors' first-hand experiences 
with clients and by comments re
ceived in confidence from organiza
tions that have achieved ISO 9001 
registration for software development 
quality systems. 

The remainder of this article pre
sents background information on the 
two models, their similarities, and 
their differences. 

Origins of the Models 
In spite of the European deriva

tion of the ISO model, the inceptions 
of both the ISO and the SEI models 
can be traced to initiatives by the 
United States government. 

Origins of the SE/ Model 
The development of the SEI 

model was sponsored by the United 

Section Title 

Stage Description 

V CERTAINTY Quality is an essential element in the company's business 
strategy. Almost all problems are prevented. Problems 
cost the company 2.5% of sales; 100% of the cost of 
problems is reported. 

IV WISDOM Senior management becomes involved in quality. Prob-
lems continue to be identified and resolved systematically. 
Prevention and improvement become the new focus. 
Problems cost the company 8% of sales; 78% of the cost 
of problems is reported. 

Ill ENLIGHTENMENT Senior management begins to understand the organiza-· 
tional scope of quality management. A Quality manager 
responsible for the whole organization reports to the high-
est level of management. Problems are identified, dis-
cussed, and systematically resolved without fear of 
retribution or blame. Problems cost the company 12% of 
sales; 66% of the cost of problems is reported. 

II AWAKENING The theme is nobody is perfect predominates. A quality 
leader is appointed for Manufacturing or Engineering, 
posters are printed and meetings are held. Inspection 
and appraisal continue. Teams are set up to solve major 
problems (as long as their solutions don't upset any 
schedules or affect any committed deliverables). Prob-
lems cost the company 18% of sales; 16% of the cost of 
problems is reported. 

I UNCERTAINTY Quality is the responsibility of the Quality Department. 
Appraisal and inspection create an adversarial environ-
ment; quality problems are unexpected, ad hoc fire fight-
ing drives up costs and adds to disruption. Problems cost 
the company 20% of sales; the cost of problems is 
unreported. 

Figure 2 The Crosby Quality Management Maturity Grid 

States Department of Defense (DoD) 
and includes contributions from The 
MITRE Corporation9

• The authors 
of the SEI Technical Reports, W.S. 
Humphrey and W. L. Sweet, focused 
on the capabilities of software engi
neering organizations to deliver qual
ity products. Their work was 
motivated by the increasing impor
tance of software in DoD procure
ments and the need of all the services 
to more effectively evaluate the abil-

ity of their software contractors to 
competently perform on software en
gineering contracts10

• It is no sur
prise that the Air Force, with its high 
degree of computerization, is identi
fied as the prime mover within the 
DoD. 

Number of Questions 

1 Organization and resource management 

The documentation for Version 
1.1 of the CMM continues to ac
knowledge the influence of the DoD. 
In addition, the authors of the SEI 
model identify the Crosby Quality 
Management Maturity Grid as the 
initial inspiration for the SE! levels 11

• 

The Crosby Quality Management 
Maturity Grid12 evaluates organiza
tions against a five-stage scale. Be
cause of its influence on the SEI 
model, and because of the informa
tion it contains regarding anticipated 
cost savings, the Crosby Grid is sum
marized in Figure 2 . 

1.1 

1.2 

1.3 

2 

2.1 

2.2 

2.3 

2.4 

3 

Page 2 

Organization structure 7 

Resources, personnel, and training 5 

Technology management 5 

Software engineering process and its management 

Documented standards and procedures 18 

Process metrics 19 

Data management and analysis 9 The Origins of the ISO Model 

Process control 22 

Tools and technology 16 

Figure 3 Sections in the SEI Questionnaire 

The origins of ISO 9001 are sum
marized by Donald W. Marquardt in 
the ISO 9000 Handbook13

. In 1959, 
the DoD published the MIL-Q-9858 
quality management program. This 
program was adopted in principal in 
1968 by the North Atlantic Treaty 
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Level Description 

5 OPTIMIZED Measurement data is captured automatically and continu-
ously. Process continuously improved. The few crises 
that occur are rigorously examined for future prevention. 

4 MANAGED Measurement forms the basis for significant quality im-
provement through the elimination of product nonconform-
ance. Significant expenditure for measurement. 

3 DEFINED Documented processes support organizational growth and 
provide a baseline for incorporating new technology and 
methods. 

2 REPEATABLE Processes are well understood by a critical mass of expe-
riences employees. The organization meets its 
commitments. 

1 INITIAL Ad hoc management. Processes are informal or non-
existent. Little measurement or prevention. 

Figure 4 The SEI Software Engineering Process Maturity Levels 

Organization (NATO) and published 
as the AQAPl , AQAP4, and AQAP9 
series of standards. In 1979, the 
British Standards Institution (BSI) 
released commercial versions of 
these standards as BS 5750 Parts 1, 
2, and 3. 

These three British documents 
significantly influenced the efforts of 
the International Organization · for 
Standardization in creating a single 
set of standards for the European 
Community. In 1987, when ISO re
leased ISO 9000, ISO 9001 , 
ISO 9002, and ISO 9003 , BSI 
adopted the text of the ISO standards, 
replacing the 1979 versions of the 
BSI standards. In the foreword of 
BS 5750 : Part I : 1987, BSI notes 
that the requirements of ISO 9001 
are very similar to those of 
BS 5750 : Part I : /979, but that a 
small number of quality system ele
ments have been included, and other 
elements enhanced.14 

In exploring the continuing US in
fluence on the ISO standards, it 
should also be noted that the stan
dards were drafted by ISO Technical 
Committee 176 (TC 176), with the 
participation of representatives from 
some 20 countries. US interests are 
represented to ISO by the American 
National Standards Institute (ANSI) . 
In addition, the American Society for 
Quality Control (ASQC) manages a 
US Technical Advisory Group 
(TAG) directly associated with TC 
176. 

internal process definitions on the 
model implied by the 1987 question
naire, this article views the SEI 
Model both from the perspective ~f 
the 1987 questionnaire and the Ver
sion 1.1 key practices. 

The 1987 SE/ Capability 
Assessment Questionnaire 

The SEI questionnaire is divided 
into three sections, summarized in 
Figure 3. 

The answers to the 85 questions in 
Sections 1 and 2 define the software 
development organization's software 
engineering process maturity level. 
The SEI maturity levels are summa
rized in Figure 4 .15 

For software engineering manage
ment, the process maturity level is an 
indicator of areas or functions that re-

·section 
of ISO Topic 
9001 

4.1 Management responsibility 

4.2 Quality system 

4.3 Contract review 

4.4 Design control 

4.5 Document control 

4.6 Purchasing 

4.7 Purchaser supplied product 

4.8 Product identification and 
traceability 

4.9 Process control 

4.10 Inspection and testing 

quire attention and improvement. 
For procurement organizations, the 
maturity level of a potential supplier's 
processes is an indicator of risk and, 
in competitive situations, of relative 
merit. The authors of the question
naire explicitly caution that the 
method should be used to augment 
the many steps currently involved in 
source selection16

• It is reasonable 
that internal users exercise this same 
caution in relying solely on the ques
tionnaire, especially as practices and 
technology evolve. 

Key Practices of the CMM 
Version 1. 1 - 1993 

Version 1 of the CMM was re
viewed and tested in 1991 and 1992. 
In 1993, Version 1.1 of the CMM 
was released with two documents 
containing approximately 450 pages 
of description17

• The questionnaire 
for Version 1.1 is not available out
side the community of companies 
that have been trained and licensed to 
perform SEI assessments. 

The two documents published in 
1993 describe 18 key process areas 
(KPAs) that characterize the four ad
vanced maturity levels: six KP As for 
Level 2, seven KPAs for Level 3, two 
KP As for Level 4, and three KP As 
for Level 5. Each KPA, in tum, is 
decomposed into five common fea
tures: goals, commitments, abilities, 
activities, measurement and verifica
tion. Each common feature contains 

Section 
of ISO Topic 
9001 

4.11 Inspection, measuring and test 
equipment 

4.12 Inspection and test status 

4.13 Control of nonconforming 
product 

4.14 Corrective action 

4.15 Handling, storage, packaging 
and delivery 

4.16 Quality records 

4.17 Internal quality audits 

4.18 Training 

4.19 Servicing 

4.20 Statistical techniques 
Content of the SEI Model 

Because many software develop

ment organizations have based their 
Figure 5 The Twenty Clauses in Section 4 of ISO 9001 
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key practices and associated subordi
nate key practices. This relationship 
is illustrated in Figure 1. The distri
bution of key practices and KP As 
among the levels is described in Fig
ure 6. 

The ISO 9001 Model 
In some 3,800 words spanning 

seven pages of small print, the 
authors of ISO 9001 define the mini
mum attributes of a company that can 
successfully meet its contractual 
commitments. These attributes are 
presented in the 20 clauses of Section 
4 of ISO 9001, listed in Figure 5. 

The intent of this model is that it 
apply to all industries and that it ad
dress all activities that affect the sup
plier's ability to meet contractual 

Key Process Areas 

LEVEL2-REPEATABLE 

Requirements Management 

Software Project Planning 

Software Project Tracking and Oversight 

Software Subcontract Management 

Software Quality Assurance 

Software Configuration Management 

requirements. The authors of 
ISO 9001 extracted the essential re
quirements that must be met by any 
company that provides any product 
or service. This wide applicability is 
also a weakness of the model. It is 
not always clear how the model ap
plies to a specific industry, particu
larly in the software and services 
sectors. To compensate for this 
weakness and to ensure a uniform in
terpretation of the model for soft
ware, ISO has published ISO 9000-3, 
Guidelines for the Application of 
ISO 9001 to the development, sup
ply and maintenance of software. 

Unlike the SEI model, the ISO 
model makes no provision for stages 
or phases of compliance. In applica
tion, any deviation from the ISO 

2 4 

3 2 4 

3 2 5 

4 2 3 

4 4 

4 5 

LEVEL 2 TOTAL 20 9 25 

LEVEL 3 - DEFINED 

Organization Process Focus 3 3 4 

Organization Process Definition 2 2 

Training Program 3 4 

Integrated Software Management 2 3 

Software Product Engineering 2 4 

Intergroup Coordination 3 5 

Peer Reviews 2 3 

LEVEL 3 TOTAL 17 9 25 

LEVEL 4 - MANAGED 

Quantitative Process Management 

Software Quality Management 

LEVEL 4 TOTAL 

LEVEL 5 - OPTIMIZING 

Defect Prevention 3 2 4 

Technology Change Management 3 3 5 

Process Change Management 3 2 4 

LEVEL 5 TOTAL 9 7 13 

C OT L 2 8 

model is recognized as a 
nonconformity. 

Comparing the Two Models 
Because both models are used in 

ways not originally intended, any 
comparison or interpretation of the 
two models is in some part subjec
tive. The ISO model, written for 
two-party contractual situations, is 
routinely consulted in situations in 
which no contract exists. For exam
ple, the ISO model is applied to com
panies that design, develop, and 
produce standard products sold with
out any direct contact with the pur
chaser (e.g., shrink-wrap software). 
The SEI model was created to evalu
ate the ability to perform large and 
complex software developments 

3 3 14 

15 3 28 

13 3 27 

13 3 26 

8 3 21 

10 1 4 25 

62 6 19 141 

7 19 

6 13 

6 2 3 19 

11 3 21 

10 2 3 22 

7 1 3 20 

3 1 11 

50 9 15 125 

8 3 21 

8 2 22 

10 2 22 

26 3 7 65 

7 8 

Figure 6 Key Practices in Version 1 .1 of the CMM 
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[sic]; therefore, the assessment proc
ess may not be fully applicable to 
small projects.18 The reader is left to 
distinguish large from small and, 
having made that distinction, to de
termine the parts of the assessment 
that do not apply. 

Level 

2 

3 

4 

5 

Number of Questions 

Critical Non-critical 

12 21 

13 19 

12 4 

5 0 

Per Cent YES 

Critical Non-critical 

50% 62% 

46% 63% 

33% 50% 

100% 

Comparing the SE/ Questionnaire 
to the ISO Model Figure 7 The Results of the Question-by-Question Analysis 

To correlate ISO 9001 and the 
SEI questionnaire, Software Systems 
Quality Consulting analyzed and con
structed a hypothetical response to 
each item in the SEI questionnaire 
from a company that had demon
strated its compliance with ISO 9001. 
The set of responses, documented in 
detail in a 60-page paper19

, provides 
a basis for comparing the require
ments of the two models. Because 
each question was considered inde
pendently, the collection of answers 
does not necessarily describe even a 
hypothetical organization. It should 
also be noted that while the question
naire is frequently misinterpreted as a 
definitive measure, it played only a 
small part in the full SEI assessment 
process. 

In addition to classifying ques
tions by level, the SEI rating scheme 
also distinguishes between critical 
and non-critical questions. To 
achieve a score indicating a particu
lar level, a software engineering or
ganization must be able to answer 
YES to 90% of the critical questions 
for that level and YES to 80% of the 
non-critical questions for that level. 
An organization cannot advance to a 
higher level until it has satisfied the 
requirements for the previous level. 

The results of the question-by
question analysis are summarized in 
Figure 7. 

Based on the content of Figure 7, 
it appears possible for an organiza
tion to be at Level 1 according to its 
answers to the SEI questionnaire and 
to comply with ISO 9001. 

The SEI questionnaire addresses 
several areas in significantly more 
detail than ISO 900 l. Among these 
areas are the following (items from 
the SEI questionnaire are identified 
by a number and level in 
parentheses). 
• Implementation of statistical meth-

ods for measurement of : memory 
(2.2.10, Level 2), throughput 

(2.2.11 , Level 2), I/0 channel utili
zation (2.2.12, Level 2), code and 
test errors (2.2.4 Level 2), test cov
erage (2.2.14 Level 4). The SEI 
questionnaire also requires a data 
base for process metrics across all 
projects (2.3.1 Level 4 ). 
ISO 9001 Clause 4.20 requires the 
use of statistics when appropriate 
for verifying process capability and 
product characteristics. Clause 
4.9. l also requires the monitoring 
and control of suitable process and 
product characteristics during pro
duction and installation. 

• Definition of standards for: coding 
(2.1.9 Level 2), unit test cases 
(2.1.10 Level 3), code maintain
ability (2.1.11 Level 3), human 
computer interface (2.1.18 Level 
3), design reviews (2.1.12 Level 4), 
and code reviews (2.1.13 Level 4). 
Clause 4.9.1 in ISO 9001 requires 
that criteria for workmanship ... be 
stipulated, to the greatest practica
ble extent, in written standards or 
by means of representative 
samples. 

• .Implementation of technology The 
SEI questionnaire requires mecha
nisms for evaluating technologies 
used by the organization against 
those externally available (1.3.2 
Level 3), for deciding when to in
sert new technology into the devel
opment process (1.3.3 Level 4), for 
managing and supporting the intro
duction of new technologies ( 1.3 .4 
Level 4 ), and for identifying and 
replacing obsolete technologies 
(1.3.5 Level 5). 
Clause 4.9.1 in ISO 9001 requires 
the approval of processes and 
equipment, as appropriate. A note 
in Clause 4.2 suggests that timely 
consideration be given to ... the 
identification and acquisition of 
any controls, processes, inspection 
e1uipment, fixtures, total produc-

tion resources ... that may be 
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needed to achieve the required 
quality. Clause 4.14 requires that 
the supplier establish, document, 
and maintain procedures for ... 
analyzing all processes, work op
erations, concessions, quality re
cords, service reports and 
customer complaints to detect and 
eliminate potential causes of non
conforming product. 

Comparing Version 1. 1 of the SE/ 
CMM to the ISO Model 

To compare Version 1. 1 of the 
CMM to ISO 9001, SSQC examined 
each of the 368 key practices indi
vidually to determine if it was: 
• Within the scope of ISO 9001 
• In conflict with the requirements of 

ISO 9001 
A number of practices were found 

to be beyond the scope of ISO 9001. 
These are similar to the areas identi
fied for the questionnaire. The fol
lowing lists some of the significant 
areas in which the CMM goes be
yond ISO 9001. Specific examples 
of line items in the CMM related to 
the topic are identified following 
each item20

• 

• Specific methods: risk management 
(304410.0600, 304410.0700); soft
ware architecture analysis 
(305403.0500); peer reviews 
(305409.0000); integration testing 
(305406.0200); software baselines 
(305407 .0500) 

• Process database (304603.0400) 
• Senior management involvement 

(305601.0000, 306601.0000, 
402601.0000, 501601.0000, 
503202.0000) 

• Process improvement 
(503000.0000) 

• Organization wide measurement 
program (401302.0200) 

• Standard software process 
(401407.0700) 

• Quality improvement 
(402201.0100) 
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Question Level Area of Impact 

2.2.1 6 2 Are software trouble reports resulting from testing tracked to closure? 

2.4.4 3 Is a mechanism used for independently calling integration and test issues to the attention of the project manager? 

2.2.15 3 Are the action items resulting from design reviews tracked to closure? 

2.2.17 3 Are the action items resulting from code reviews tracked to closure? 

2.3.3 4 Is the error data from code reviews and tests analyzed to determine the likely distribution and characteristics of 
the errors remaining in the product? 

2.3.4 4 Are analyses of errors conducted to determine their process related causes? 

2.3.5 5 Is a mechanism used for error cause analysis? 

2.3.7 5 Is a mechanism used for initiating error prevention actions? 

2.3.6 5 Are the error causes reviewed to determine the process changes required to prevent them? 

2.2.6 4 Are code and test errors projected and compared to actuals? 

2.4.2 4 Is a mechanism used for periodically assessing the software engineering process and implementing indicated 
improvements? 

• Technology change management 
(502000.0000) 
While some aspects of the CMM 

may be beyond the scope of ISO 
9001, no practices in the CMM 
were found to be in conflict with 
the requirements of ISO 9001. 

The 331 key practices that were 
within the scope of ISO 9001 were 
then scored based on whether an 
ISO 9001-compliant organization: 
• Would definitely have adopted the 

practice - score 3 
• Would probably have adopted the 

practice (e.g., if only a hypothetical 
alternative could be identified) -
score 2 

• Would possibly have adopted the 
practice (e.g., if an alternative prac
tice exists) - score 1 
When a key practice included sub

ordinate key practices, each subordi
nate key practice was evaluated 
independently and the results aver
aged to produce a score for the key 
practice. The results of this analysis 
are summarized in Figure 9 . 

Comparing the ISO Model to the 
1987 Questionnaire 

A number of areas critical to 
ISO 9001 compliance are not explic
itly addressed in the SEI question
naire. Among these areas are the 
following (clauses in ISO 9001 are 
identified in parentheses). 
• Acceptance criteria for each phase 

of the design and development 
process (4.4.4) 

• Document control (4.5) 
• Records (4.16) 

Figure 8 Items in the 1987 SEI Questionnaire Pertaining to Corrective Action 

• Post-release customer complaints 
(4.14 and 4.19) 

• Assignment of responsibility 
(4.1.2) and competent personnel 
(4.18) 

• Packaging, handling, storage, de
livery (4.15), installation (4.9.1), 
and servicing (4.19) 

• Responsibility for portions of the 
product that are subcontracted 
(4.6.2), that are purchased from 
another company (4.6.3, 4.6.4), or 
that are supplied by the original 
purchaser (4.7) 
Because of these omissions and 

because some questions may be an
swered NO, it is possible that an or
ganization demonstrating an 
advanced maturity level through its 
answers to the SEI questionnaire 
might not comply with ISO 9001. 

Comparing the ISO Model to 
Version 1. 1 of the CMM 

With the additional information 
contained in Version 1.1 of the 
CMM, several major areas remain 
unaddressed: 
• Post-release customer complaints 

(4.14 and 4.19) 
• Document control (4.5) 
• Records (4.16) 
• Production (4.9), Packaging, han

dling, storage, and delivery ( 4.15), 
Servicing (4.19) 
Because of these omissions and 

because some key practices may not 
be implemented, it is possible that an 
organization demonstrating an ad
vanced maturity level through assess
ment against Version 1.1 of the 

CMM might not comply with 
ISO 9001. 

Areas of Agreement 
While there are significant differ

ences between the requirements of 
the two models, they agree on a num
ber of critical success factors. 
• Audits The SEI questionnaire re

quires independent audits of each 
phase of the development process 
(2.1.7 Level 2). Version 1.1 of the 
CMM calls out in numerous places 
the requirements for audits of proc
ess and product. ISO 9001 re
quires a comprehensive system of 
planned and documented internal 
quality audits to verify whether 
quality activities comply with 
planned arrangements and to de
termine the effectiveness of the 
quality system. ( 4.17) 

• Corrective action Both models 
emphasize the importance of cor
rective action. The SEI question
naire addresses corrective action in 
the items listed in Figure 8 . Ver
sion 1.1 of the CMM contains simi
lar requirements for the systematic 
resolution of problems within the 
development cycle (203102.0000, 
203406.0000) . 
ISO 9001 addresses Corrective Ac
tion in Clause 4. 14: 
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Rating: O=Not addressed in ISO 1 =Possible 2=Probable 3=Definite 

Average 
Commit- Measure- Verifi- without Row 

Key Process Area Goals ments Abilities Activities ment cation Goals Average 

LEVEL 2 REPEATABLE 

REQUIREMENTS MANAGEMENT 3 2.7 3 2.4 1 1.9 2.2 2.3 

SOFTWARE PROJECT PLANNING 2.7 2.3 2.8 2.1 1 1.3 1.9 2 

SOFTWARE PROJECT TRACKING AND 2 2.2 3 1.4 1 0.9 1.7 1.8 
OVERSIGHT 

SOFTWARE SUBCONTRACT MANAGEMENT 2.8 2.8 3 1.7 1 1 1.9 2 

SOFTWARE QUALITY ASSURANCE 3 0.7 2.5 2.1 1 2 1.7 1.9 

SOFTWARE CONFIGURATION 3 2.4 2.7 1.9 1 1.5 1.9 2.1 
MANAGEMENT 

SUBTOTAL 2.7 2.1 2.8 1.9 1 1.3 1.8 2 

LEVEL 3 DEFINED 

ORGANIZATION PROCESS FOCUS 2.7 1.2 2.3 2.3 1 2 1.8 1.9 

ORGANIZATION PROCESS DEFINITION 2.5 2 2.8 1.6 1 2.5 2 2.1 

TRAINING PROGRAM 3 3 2.8 .2.4 0 0 1.6 1.9 

INTEGRATED SOFTWARE MANAGEMENT 3 2 3 1.7 1 1.6 1.9 2.1 

SOFTWARE PRODUCT ENGINEERING 1.5 3 3 2 3 1.9 2.6 2.4 

INTERGROUP COORDINATION 2.3 2.3 1.4 1.9 2 1.7 1.9 1.9 

PEER REVIEWS 1.5 1.8 3 3 2 3 2.6 2.4 

SUBTOTAL 2.4 2.2 2.6 2.1 1.4 1.8 2 2.1 

LEVEL 4 MANAGED 

QUANTITATIVE PROCESS MANAGEMENT 1.7 1.5 2.1 1.6 0 2 1.4 1.5 

SOFTWARE QUALITY MANAGEMENT 3 2.3 3 2.5 0 2 2 2.1 

SUBTOTAL 2.3 1.9 2.5 2.1 0 2 1.7 1.8 

LEVEL 5 OPTIMIZING 

DEFECT PREVENTION 3 3 2.8 2.5 2 2 2.5 2.6 

TECHNOLOGY CHANGE MANAGEMENT 1.7 0 2.6 1.8 0 0 0.9 1 

PROCESS CHANGE MANAGEMENT 3 2.4 3 2.2 0 1 1.7 1.9 

SUBTOTAL 2.6 1.8 2.8 2.1 0.7 1 1.7 1.8 

TOTAL 2.5 2 2.7 2.1 0.8 1.5 1.8 1.9 

Figure 9 Key Practices Implemented in an ISO 9001-Compliant Organization 

ISO 9001 

4.14 Corrective action 

The supplier shall establish, document 
and maintain procedures for 

a) investigating the cause of noncon
forming product and the corrective ac
tion needed to prevent recurrence; 
b) analysing all processes, work opera
tions, concessions, quality records, 
service reports and customer com
plaints to detect and eliminate potential 
causes of nonconfomiing product; 

• Prevention of problems The SEI 
questionnaire refers to a mecha-

. ~ , I I I ( 
msm ror m1t1atmg error prevennon 

activities (2.3.7). In Version 1.1 of 
the CMM, the KP A Defect Preven
tion (Level 5) explicitly requires 
problem prevention. ISO 9001 ad
dresses prevention both in Clause 
4.14, cited previously, and Clause 
1.1. 

ISO9001 

1.1 Scope 
The requirements specified in the Inter
national Standard are aimed primarily at 
preventing nonconfomiity at all stages 
from design through servicing. 

© 1993, 1994 SSQC All rights reserved. DO-06 (5.2) 

• Training of employees The 1987 
SEI questionnaire requires training 
of employees at all levels: newly
appointed development managers 
(1.2.2 Level 2), supervisors (1.2.4 
Level 3), design and code review 
leaders (1.2.5 Level 3), and soft
ware developers (1.2.3 Level 3). 
Version 1.1 of the CMM addresses 
employee training in the ABILI
TIES common feature, found in 
every KPA. ISO 9001 requires the 
assignment of trained personnel in 
numerous clauses, including 4.18: 
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ISO 9001 

4.18 Training 

The supplier shall establish and main
tain procedures for identifying the train
ing needs and provide for the training of 
all personnel performing activities af
fecting quality. Personnel performing 
specific assigned tasks shall be quali
fied on the basis of appropriate educa
tion, training and/or experience, as 
required. Appropriate records of train
ing shall be maintained (see 4.16). 

• Process and lifecycle definition 
The SEI questionnaire requires that 
the organization use a standard
ized and documented software de
velopment process on each project 
(2.1.1 Level 3). In Version 1,.1 of 
the CMM, the KP As Software Pro
ject Planning (Level 2) and Organi
zation Process Definition (Level 3) 
relate directly to lifecycle 

definition. 
In Clause 4.9.1, ISO 9001 requires 
that the supplier ... identify and 
plan the production ... processes 
which directly affect quality and 
shall ensure that these processes 
are carried out under controlled 
conditions. 

• Use as a panacea The authors of 
both ISO 9001 and the CMM rec
ognize the potential for misuse of 
their models as cook books for 
business practices. In characteriz
ing the CMM Version 1.1, TR-2421 

states that the CMM is not a silver 
bullet ... and does not address all 
of the issues that are important for 
successful projects. ISO 9000-322 

Clause 5 .1 contains a similar warn
ing couched in terms of lifecycle 
definition : This part of ISO 9000 
is intended for application irre
spective of the life-cycle model 
used. Should any description, 
guidance, requirement or structure 
be read differently, this is unin
tended and should not be read as 
indicating that the requirement or 
guidance is restricted to a specific 
life-cycle model only. 

The Questions 
At the beginning of this article, 

questions were presented as exam
ples of initial reactions to the two 
models . Based on the examination of 
the relationship of the two models 

described above, the authors propose 
the following as the answers. 

If I comply with Level 3 of the SE! 
model, do I have to do anything to 
comply with the ISO model? 

Probably. While an advanced 
maturity rating indicates that key 
software engineering practices are 
implemented, ISO 9001 requires 
business practices that are not ad
dressed in the SEI questionnaire or 
Version 1.1 of the CMM. 

If I comply with ISO 9001, does the 
SEJ model have anything to offer? 

Yes. Because of its focus on soft
ware engineering, the SEI model of
fers significant additional guidance 
particularly in the areas of technol
ogy, process definition, and metrics .. 

ls ISO 9001 just a bureaucratic stan
dard designed to keep US companies 
out of European markets? 

No. As demonstrated in the pre
ceding discussion, the ISO model 
contains a minimum set of common
sense business practices. However, 
when the model is used to define 
business systems, the result is inevi
tably ineffective and bureaucratic. 
When the model is used as a bench
mark to enhance systems created to 
meet a company's business needs, the 
result is dynamic and responsive, 
building the company's ability to 
compete. 
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Models for Software 
Quality: 
ISO 9001 and the SEI 
CMM 

11!1 

Objectives 

• Understand the content and relationship of 
the models 

• Apply the models to the practices in 
Software Engineering organizations 
• Recognize common requirements 
• Identify differences 
• Leverage knowledge and support 

OUNl3·1•1i15SSOCAf~•_.,.., 

Agenda 

• Part 1 
.1so 9001 

• Part 2 
• Software Engineering Institute (SEI) 

Capability Maturity Model (CMM) 

C1 "3-1905SSOCAl!lgfll1t'NMV11d 3 m 
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Models for Software 
Quality: 
Introduction to ISO 9001 

Objectives 

• Understand the content and relationship of 
ISO 9001 and ISO 9000-3 

• Apply the models to the practices in 
Software Engineering organizations 
• Recognize compliant practices 
• Recommend solutions, improvements 
• Derive the maximum business benefit 

from the ISO registration 

Agenda 

• ISO 9001 
• ISO 9000-3 

4 Quality system - Framework 
5 Quality system - Lifecycle activities 
6 Quality system - Supporting activities 

01N0-1 .. 5SSOCAll'lgl'lt.t__, 3 m 
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ISO 9001 

• Complex objectives 
• Framework for systems 
• All products, all processes, all industries, 

all countries 
• Consensus 

• Common sense and good business 
practices 

• Minimum business practices 
• The Quality System is the set of policies, 

procedures, standards, and business 
practices implemented in an organization 

• Shall and should 

0 199>1"5SSOCAIIIQIMa~ 

The three models 

5fl 

IS09002 
Production, lnstallaUon, 
and Servicing 

© 1993-1995 Software Systems Quality Consulting 
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Usage 

• A recognized, accepted benchmark 
• Market requirement 
• Competitive differentiation 
• No reference to registrars, registration 

• Basis for internal improvement 
• Quality 
.cost 
• Schedule 

Other ISO documents 

01113-1n5$SOCAI~,---, 

Audits and ISO 9001 

• Registrar's audits 
• Internal audits 

01111«1·1"5$SOCA111gf,1•~ 9 m 
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The registrar's view 

• Verify 
.comply 
• Effective 

• Preassessment 
• Initial assessment 
• Surveillance assessments 

0 1"3-1"5SSOCAlllgl'lee-.S 

I 
s 
0 
9 
0 
0 
1 -II-

The implementor's and internal 
auditor's view 
• Verify 

.comply 
• Effective 
• Efficient 
• Robust 

• Consider 
• Market requirements 
• Emerging and available technology 
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The objective 

ISO 9001 :1994 
1 Scope 
This American National Standard specifies quality-system 
requirements for use where a supplier s capability to design and 
supply conforming product needs to be demonstrated. 
The requirements specified are aimed primarily at achieving 
customer satisfaction by preventing nonconformrty at an stages 
from design through to servicing. 

• Customer satisfaction 

• Prevention 

The sections of ISO 9001 

1S0900M"4 1S0 9001·199.t 

' ·' MANAGEMENT RESPONSIBIUTY .. . 11 CONTROL OF NSPECTION MEASURING 
ANO TEST EQUIPMENT ,., OUALrTYSYSTEM 4.12 INSPECTION AMl TEST STATUS ,., CONTRACT REVIEW 4 .13 CON'TROt.Of NCJlfCONFORMING 
PAOOUCT 

'·' DESIGN CONT'ROl 4 ,1' CORRECTIVE ANO PREVENTIVE ACTK:N 

'·' DOCUMENT ANO DATA CONT'ROl. "4.15 HANDLNG. STa\A.GE. PACKAGING. 
PRESERVATICN. AND DB.NERY ,., P\JRCHASNG 4.16 CONTROl OF QUALITY RECORDS 

<.7 CONTROL OF CUSTOvtER· 4.17 INTERNAL OUAUTY AUDITS 
SUPPLIED PROOUCT , .. PROOUCT IOENT'IACATICN MO 4.18 TRANING 
TRACEASIUTY ·~ PROCESS o::iNTFIOl 4 .19 SERVIC1NG 

4.10 INSPECTx:>N ANO TESTNG <.20 STATISTICAL TECHNICIVES 

The sections of ISO 9000-3 

4 Quality system - Framework 
5 Quality system - Lifecycle activities 
6 Quality system - Supporting activities 

0 1903-1005 SSOCA1ftgflt1~ 
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4 Quality system - Framework 

ISO 9000-3 
4.1 Management responsibility 
4.2 Quality system 
4.3 Internal quality system audits 
4.4 Corrective and preventive action 

01093-lll95SSOCAl,tgNareMrY<td 

5 Quality system - Lifecycle activities 

ISO 9000-3 
5.2 Contract review 
5.3 Purchaser's requirements specification 
5.4 Development planning 
5.5 Quality planning 
5.6 Design and Implementation 
5.7 Testing and validation 
5.8 Acceptance 
5.9 Replication, delivery and installation 
5.1 O Maintenance 

6 Quality system - Supporting 
activities 
ISO 9000-3 
6.1 Configuration management 
6.2 Document control 
6.3 Quality records 
6.4 Measurement 
6.5 Rules, practices and conventions 
6.6 Tools and techniques 
6.7 Purchasing 
6.8 Included software product 
6.9 Training 

01fKl3..1"5SSOCAJ~-....S 18 m 
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4 Quality system - Framework 

ISO 9000-3 
4.1 Management responsibility 
4.2 Quality system 
4.3 Internal quality system audits 
4.4 Corrective and preventive action 

01NG-1"5SSOCAll\gflt1NMrV.cl 19 (I 

4.1 Management responsibility 

• Purpose: Define management 
requirements 

• Quality policy - implemented and 
maintained at all levels (9001 4.1 .1) 

• Responsibility, authority, interrelationship -
defined (9001 4.1.2.1) 

• Procedures • Organization charts 
• Project plans • Training 

0 1N3-199$SSQCA111ght,--, 20(1 

4.1 Management responsibility 
(cont.) 
• Representative - appointed, authority 

(9001 4.1.2.3) 
• Ensure 
• Report 

• Customer's management responsibility 
• Communicate (9001 4.3 and 4.7) 

• Joint reviews 
• Progress & results (9001 4.3 and 4.4) 

© 1993-1995 Software Systems Quality Consulting 
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4.1 Management responsibility 
(cont.) 
• Management review of the quality system 

(9001 4.1.3) 
• No mechanism is specified 
• Defined intervals are to be sufficient to 

ensure continuing suitability and 
effectiveness 

• Keep records 

C1"3-1tt5SSOCAl~r......~ 

Management review 

• Through normal management reporting 
mechanisms 
• Review audit progress and corrective 

action results (9001 4.17) 
• Review other corrective action activity -

problem reporting, call tracking, etc. 
(9001 4.14.2) 

• Review preventive action (9001 4.14.3) 

C18'93-1NSSSOCAl ... _....ci 23(1 

4.1 Management responsibility 
(cont.) 
• Resources - identify needs, assign 

adequate (9001 4.1 .2.2) 
• Job requirements 
• Individual capabilities 

01183·1•115SSOC All'lglhl•_. 
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6.9 Training 

• Training - identify needs, provide, keep 
records 

ISO 9001 :1994 

4.18 Training 

The supplier shall establish and maintain documented 
procedures for identilying training needs and provide for the 
training of all personnel pertorming activities affecting quality. 
Personnel pertorming specific assigned tasks shall be 
qualified on the basis of appropriate education, training and/or 
experience, as required. Appropriate records of training shall 
be maintained (see 4.16). 

Cl10SIG- l91115SSOCAlligtlt•_-, 

To identify training needs 

• Project plans 
• Annual review 
• Training records - useful, accessible 

• HR files 
• Matrix 
• Department files 
• Class lists 

01N0-19"$SOCAl!lghl•,-.ci 

4.2 Quality system 

• Quality manual 
• Documented procedures 
• Documented quality plan 

© 1993-1995 Software Systems Quality Consulting 
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Quality manual 

ISO 9001:1994 

4.2 Quality system 
4.2. 1 General 
The supplier shall establish. document. and maintain a quality 
system as a means of ensuring that product conforms to 
specified requirements. The supplier shall prepare a quality 
manual covering the requirements of this American National 
Standard. The quality manual shall indude or make 
reference to the quality-system procedures and oulline the 
structure of the documentation used in the quality system. 

01N3-1ti5SSOCAfllghl.tr.....-.d 

Quality manual (cont.) 

• 20 sections - for the registrar and 
customers 

• Operational - for the employees 
• Overview 
• Core procedures 
• Coverage matrix 

Documented procedures 

ISO 9001 :1 994 
4.2.2 Quality-system procedures 
The supplier shall 

a) prepare documented procedures consistent with the 
requirements of this American National Standard and the 
suppliefs stated quality policy. and 
b) effectively implement the quality system and its 
documented procedures. 

28fll!I 

For the purpose of this American National Standard the range 
and detail of the procedures that form part of the quality 
system depend on the l.2!I!ll!!:mY of the wor1<, the ~ 
used, and the ~ and training needed by personnel 
involved in carrying out the activity. 

© 1993-1995 Software Systems Quality Consulting 
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COMPLEXITY METHODS 

How much is enough? 

• Effective or ineffective? 
• Too little 

• Quality and process problems due to 
inconsistency and misunderstanding 

• Too much 
• Out of date - unmaintainable 
e Ignored - ignorance, inconvenience, time 

32(1 

How much is enough? (cont.) 

ISO 9000-1 
5.4 Documentation and training 
In each situation an appropriate balance between the extent 
of documentation and the extenl of skills and training should 
be sought, so as to keep dorumentation to a reasonable 1eve1 
that can be maintained at aoorooriate intervals 

ISO9001 
4.9 Process control 
... documented procedures defining the manner of production, 
installation, and servicing, where the absence of such 
procedures could adversely affect aualitv 

01n:>-IN$SSOCMflgll'll•~ 
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Planning 

• Plan 
• Results - objectives 
• Methods - life cycle, steps 
• Means - people, resources 

01'90·1"5SSOCAI...,,_._. 

Risk management 
Rllli:1- RllltllliM!l--1~ 

1 Panannalshor'tlalb Sllllng'lilhklp.,._ pb 11'111\dmg: ~~ ~ 

_.., ___ 
2 lhNlillJc~and~ O.lliled.l'l'llltisou'alco.land~-"""-lion;ck,ignW)eottno"lt!Wlhl 

~t;IOftwaret911N;rtqllftfl'lll'lblO'lbbing 

3 DwelopinglN..ongdWltll Organizallonanatym; ffilaion ll\lllysll; apHO!'IC:9PlklnnllaXII'( ~r IUM'/S: 

""'""" ;,moiypin;:..ty,~·ITWIUals . ~lt..cng,... ...... TUlanalJtls:~.......a&:UN'dlaradrizalion (blc:tlonaity,tl'(II. -5 .......... ~:icrubbrig;prolo~co»-blntlitntr,ls:de"!l"locoal 

' Coti~stumof~t 1-ighdllngltnshott;rllomllkln hong: n:nrnnl~tidlw ,_, c:M191lolllt,ri'lc:rwnlnt,) 

7 StmlahWI ~ lumitlled Blnc:flmatlq:: Ni*licN. rellr.-ic:. CNC~ ~tibiily analy• -• Shorilal1in.:llfflllyl*b'rntd&ub Rli.twadleculg; pr.......:IIUCitl; .-0.IN CG'ltactl;~tlM dal9" 
o,~~ 

• ANl·WMperionNnolthor1!als ~bslthmll1un;:mode~~~; lllll'l9 

10 Sll'MW,g~•-gpabiillel TICMQl...,.;°"l-blnllit1~~re1Mnc:9ehtditlg 

5.5 Quality planning 

• Identify, acquire (9001 , 4.2.3b) 

• Processes • Equipment 

• Controls • People, resources 

• Identify and clarify (9001, 4.2.3f,g) 
• Verification and validation at each 

stage 
• Standards of acceptability 

© 1993-1995 Software Systems Quality Consulting 
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5.5 Quality planning (cont.) 

• Measurable objectives for quality 
• IEEE "-ity"s 
• Input and output criteria for each phase 

• CM and change control 

5.5 Quality planning (cont.) 

• Defect control and corrective action 
• Documented in 

• Project development plan 
• Project design documentation 
• Procedures, lifecycle definition 

0111m-1NSSSOCA1flgfu_...., 3811 

Verification and validation 

ISO 9000-3 

3 Definitions 
3.6 Verification (for software): The process of evaluating the 
products of a given phase to ensure correctness and 
consistency with respect to the products and standards 
provided as input to that phase. 
3.7 Validation (for software): The process of evaluating 
software to ensure compliance with specified requirements. 

© 1993-1995 Software Systems OuaHty Consull1ng 
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Verification and validation 

4011 

4.3 Internal quality system audits 

• 9001 4.17 
• Planned, resourced, managed 
• Systematic - ensure coverage 

• Risk and impact 
eChange 
• Prior audit results 

0 1N0-1"5$SOCAlltgtllil ,__ac, 

4.3 Internal audits {cont.) 

• Results recorded and brought to 
management attention 

• Follow-up conducted and recorded 
• Verify 

• Compliance with planned activities 
• Effectiveness 
• Problem resolution 

41 fl 

O IN0-1"5SSOCAlrlghlt, .--S 42 m 
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4.3 Internal audits (cont.) 

• Sample across organization (9001, 4.2) 
• "Paper" 

- Process documentation 
- Records of activity 

• People 
- Understanding 
-Confirmation 

01093-19QSSSOCAl~a r..-.d 

4.4 Corrective and preventive 
action 
• Eliminate causes of actual and potential 

nonconformities (9001 , 4.14.1) 
• Magnitude and risk 

0 1883-1"'5SSOCAlrt,hCa_.,,.,s 44ll 

Corrective action 

• Reactive (9001 , 4.14.2) 
• Handle customer complaints and reports of 

product nonconformities 
• Investigate causes relating to product, 

process, and quality system 
• Determine and effectively implement 

corrective action 
• Keep records (9001, 4.16) 

Cl 1003-1005SSOCA111ghta~ 
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Preventive action 

• Preventive action - proactive 
• Detect, analyze, eliminate potential causes 

of nonconformities 
• Prevent reoccurrence of solved problems 
• Determine and effectively implement 

preventive action 
• Submit results for management review 

(9001, 4.1.3) 

01W.,.1NSSSOCAIIIGhtl -""' 

CORRECTIVE AND 
PREVENTIVE 

ACTION 

MANAGEMENT 
REVIEW 

, 
INTERNAL 

AUDITS 

Configuration management 

IEEE Standard 828-1990 
Software Configuration Management Plans 

SCM activities are traditionally grouped into four 
functions: (1 J configuration identification, [2] 
configuration control , [3] status accounting, and (4] 
configuration audits and reviews. 

01N0-1"5SSOCMl'igllt•,__ 
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, Configuration management 
(cont.) 
• [1] Identification (IEEE 828, '1]2,3.1) 

• Uniquely identify, name, and describe 
physical and functional characteristics of 
the 
-Code 
- Specifications 
-Design 
- Data elements 

C 11N).1"5 SSOC Al!lghl•,...,.,_ 49 P:I 

Configuration management 
(cont.) 
• [2] Control (IEEE 828, '112.3.2) 

• Request 
• Evaluate 
• Approve or disapprove 
• Implement changes 

Config-uration management 
(cont.) 

5011 

• [3] Status accounting (IEEE 828, 2.3.3) 
• Record and report the status of project 

configuration items 
- Initial approved version 
- Status of requested changes 
- Implementation status of approved 

changes 

011NG>l N5 SSOC Alllglll•~ 
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Configuration management 
(cont.} 
• [4] Audits and reviews (IEEE 828, 2.3.4) 

• Determine to what extent the actual 
configuration item reflects the required 
physical and functional characteristics 

Configuration management 
(cont.} 

5211 

Software configuration management is an umbrella 
activity ... developed to (1) identify change, (2) 
control change, (3) ensure that change is being 
properly implemented, and (4) report change to 
others who may have an interest. 

Pressman, A Manager's Guide to Software 
Engineering 

ITEM 1 ITEM 2 rTEM 3 ITEM • 

5311 

PRODUCT A 
VERSION 1 
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ITEM1 ITEM2 JTEM3 

ITEM1 ITEM2 ITEM3 

The SEI perspective 

SEl-92-TR-8 

ITEM4 

PRODUCT A 
VERSION 1 

PRODUCT A 
VERSJON2 

5511 

ITEM4 

PRODUCT A 
VERSION1 

PROOUCTA 
VERSION2 

5611 

[The IEEE] definition of CM ... needs to be broadened to encompass 

Manufacturing: managing the construction and building of the 
product 

Process management: ensuring the correct execution of the 
organization's procedures, policies, and life-cycle model 

Team work: controlling the work and interactions between multiple 
developers on a product. 
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In software development ... 

• Product occurs early in the design and 
development phase 

• Product is easy to proliferate 

01NJ..1"5SSOCAl!lghtt_.,.., 58(1 

6.1 Configuration management 

• Software product 
• Programs 
• Procedures 
• Documentation 
.oata 

• Software item 
• Any identifiable part 
• Final or intermediate step 

5911 

6.1 Configuration management 
(cont.) 
• Uniquely identify 

• Each version of each item 
• Content of each version of a product 

• Control and coordinate 
• Simultaneous updating of items 
• Updating multiple products 

• Identify and track actions and changes 
• From initiation to release 

01"3-1"5SSOCA1tlght.l_.., 
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5 Quality system - Life-cycle activities 

ISO 9000-3 
5.2 Contract review 
5.3 Purchaser's requirements specification 
5.4 Development planning 
v 5.5 Quality planning 
5.6 Design and Implementation 
5.7 Testing and validation 
5.8 Acceptance 
5.9 Replication, delivery and installation 
5.1 O Maintenance 

Lifecycle 

• The stages or phases in the process of 
transforming user requirements into 
delivered software. 

01-,.111i15SSOCAlllgflla~ 6211 
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The V Model 
l,,IARJ<tT ~ AEOUIAE-
WEHTS 0 

jFEAsaamj -------~ 
0 0L..'.'..'.'.... 
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The Spiral Model 

The Prototyping Model 
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5.2 Contract review 

• Define requirements adequately - for 
execution (9001 4.3.2) 

• Supplier capability 
• For standard products (COTS, shrink

wrap ), the sales order and specification are 
a contract 
• Features 
• Availability 

0 1tll0·1"5SSQC A1 11ghl•,...,..." 

5.2 Contract review (cont.) 

• Change control (9001 4.3.3) 
• Records of reviews (9001 4.3.4) 

• Consider technical interfaces 
-Customer 
- Within organization 

Ol(Nl:).INSSSOCAI~ ,__...._ 

Suggested for development 
contracts (9000-3 5.2) 
• Responsibility for subcontracted work 
• Contingencies and risks 
• Confidentiality 
• Replication requirements 

671!1 

• Requests for changes during development 
• Post-acceptance problem resolution 
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Development contracts (cont.) 

• Purchaser's responsibilities 
• Requirements 
• Installation 
• Acceptance 

• Acceptance criteria 

Cl1N:J.-1"5SSOCAlflPM•~ 70fl 

Acceptance criteria 

• Capacity 
• Number of records or fields , length of 

strings, lines of code, linked routines 
• Speed 
• Throughput 
• Number of simultaneous operators or 

operations 

C 19113-1N$SSOCAlfl!IN•r-...:I 

Acceptance criteria (cont.) 

• Reliability 
• Maintainability 

• Ability to patch 
• Link to Quality Planning 
• Robustness 

• Ability to deal with or recover from failure 
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Acceptance criteria (cont.) 

• Upgradeability 
• Flexibility to adapt to unanticipated 

changes in hardware and software 
technology, capacity, etc_ 

• Extend - encompass additional hardware 
• Enhance - add functionality 

5.3 Purchaser1s requirements 
specification 
• Stated in terms that can be verified (9001 , 

4.4) 
• Provided by purchaser 

• Part of the contract (9001 , 4.3) 
• Design input (9001 , 4.4) 

0 1N>-1"1$SSOCAIJION•~ 74 ffl 

5.3 Purchaser•s requirements 
specification (cont.) 
• Developed by supplier 

• Approved by purchaser prior to 
development 

• Controlled - approved and 
communicated 

• Document control 
• Configuration Management 
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5.4 Development planning 

• Ensure 
• On-time delivery 
• Availability of resources - qualified staff 
• Proper application of processes 

• Requires defined activities/phases in the 
design process (9001 , 4.4.2) 

0 1M0-1NSSSOC M llgl'll1, r--..cl 76 fl!ll 

5.4 Development planning (cont.) 

• Team structure and responsibilities (9001 , 
4.4.3) 

• Plan and changes defined, controlled, 
communicated (9001 , 4.4.9) 

• Execution monitored, plan updated (9001 , 
4.4.2) 

5.4 Development planning (cont.) 

• Phases with 
• Required inputs and outputs 
• Requirements and criteria 

• Verification and validation activities 
• Schedule and project management 

methods 
• Development methods and tools 
• Link to Quality Planning 
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5.6 Design and implementation 

• Transform requirements into products 
• Design 

• Rules, interface specifications 
• Methods and tools - consistent with type 

of product 
• Consider requirements for 

- Testability 
- Maintainability 
-Usability 

79 IMI 

5.6 Design and implementation 
(cont.} 
• Implementation 

• Rules 
-Coding and naming conventions 
-Comments 

• Methods and tools 

C 11A-1"5SSOCA111gt11:&...,...i 80ffl 

Controlled conditions (9001, 4.9} 

• (a) Documented procedures - where 
absence ... 

• (b) Suitable equipment, working 
environment 

• (c) Compliance with standards and plans 
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Controlled conditions (cont.) 

• (d) Monitor and control 
• Process and product 
• Link to Measurement (9000-3, 6.4) and 

Statistical Techniques (9001, 4.20) 
• ( e) Approval of processes and equipment 
• (f) Criteria for workmanship 
• (g) Maintain equipment - Maintenance logs 

5.7 Testing and validation 

• At all stages of implementation 

.unit 

.system 

eField test 

e Integration 

• Validation 

•Acceptance 

• Not necessarily separate or distinct 
stages 

82 ma 

O lllm-1095SSOCAl!lghl•~ 83 ~ 

5.7 Testing and validation (cont.) 

• Planning 
• Resources 
• Test cases, test data, expected results 
• Test environment 
• Include user documentation 

• Link to Quality Planning 
• Test plans and specifications 
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5.7 Testing and validation (cont.) 

• Problem tracking and resolution 
• Regression testing 

• Record results and test configuration 
• On-going activity - linked to Corrective 

Action and Maintenance 
• Confirm test adequacy 
• Update tests 

8511 

Inspection, measuring and test 
equipment 
• 9001 , 4.11 
• Assess the capability of measurement 

hardware and software (9001, 4.11.1) 
• (b) Calibrate and adjust inspection, 

measuring, and test equipment 

Inspection, measuring and test 
equipment (cont.) 
• (d) identify calibration status and (e) 

maintain records of calibration 
• (f) assess validity of previous results when 

a device is found to be out-of calibration 
• (g) safeguard 
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Inspection, measuring and test 
equipment (cont.) 
• Calibration is not applied to software 
• 9001, 4.9 requires that production 

equipment be maintained 

5.8 Acceptance 

• Custom development 
• Customization 
• Supplier installation/configuration 
• Specify criteria, methods in contract 
• Customer responsibilities 

• Resources 
• Evaluation procedures 
• Schedule 

01fK0.1I05SSOCAl~•IW.-..d 

5.9 Replication, delivery, 
installation 
• Replication and preservation 

• Licensing 
• Masters and back-up masters 

- May involve MIS/IS 
- CM disciplines 

• Documentation 
-User 

- Engineering 
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5.9 Replication, delivery, 
installation (cont.) 
• Delivery and installation 

• Schedules 
• Access and availability 
• Verification and validation 
• Approval and acceptance of installation 

011183·1t95$$0CAll,tgtlt• .--v..i 91 II 

5.10 Maintenance 

• Activities 
• Problem resolution - bugs 
• Extension - new interfaces, platforms 
• Enhancement 

- New features/functions 
- Performance improvement 

5.10 Maintenance (cont.) 

• Record and prioritize requests/problem 
reports 
• Track progress and report status 

• Release mechanism 
• Corrective Action 
• Configuration Management 
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6 Quality system - Supporting activities 

ISO 9000-3 
II' 6.1 Configuration management 
6.2 Document control 
6.3 Quality records 
6.4 Measurement 
6.5 Rules, practices and conventions 
6.6 Tools and techniques 
6.7 Purchasing 
6.8 Included software product 
II' 6.9 Training 

6.2 Document control 

• More than one procedure (9001, 4.5.1) 
• Project file control for reports and 

engineering documents 
• Local control for procedures 

• Approval and issue (9001 , 4.5.2) 
• Available, identified, correct 

o t.:t-1911$ $SOC Al IIIIM• _...... 

6.2 Document control (cont.) 

• Change control (9001, 4.5.3) 
• Review and approval 

941!!!1 

• Control/removal of obsolete documents -
prevent inadvertent use 

• Methods and media are not specified 
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6.2 Document control (cont.) 

• Approval by author 
• Media 

• Paper-based 
• Network-server and word-processor

based 
• CM and Document Control Systems 

• A master list or other document control 
procedure ... {9001, 4.5.2) 

6.3 Quality records 

IS09001 
4.16 Control of Quality records 

9711 

The supplier shall establish and maintain documented procedures 
for identification, collection, indexing, access, fil ing, storage, 
maintenance and disposijion of quality records. 

Quality records shall be maintained to demonstrate conformance to 
specified requirements and the effective operation of the quality 
system. Pertinent sub-contractor quality records shall be an 
element of these data. 

C1"3-1995$SOCAlnghl•r..wcl 

6.3 Quality records (cont.) 
ISO 9001 

4.1.3 
4 .34 

Of mana ......... ent reviews of the oualitv svstem 
Of contract revi....,., 

4 .4 .6 Of desinn reviews 
4 .4 .7 Of deUffi verification measures 

4.62 Of acceotable st.bcontraetors 
4.7 01,....,.fnmer _...___.tha i< In-ct dama--' ete. 
4.8 Of nroduct identification 

4.9 Of nimlified nrocesses 
4.10.2.3 Of incom....,. ............,,ct rektased foruroent use 
4 .10 .5 01th ..... r;tv---- ibl.,.tnrtherAIAa~nt----'· -

4.1 l .1 or checks of test hardware and software 

4.11 .2 Of calibration of test hardware 
4.13.2 Of noncontonnitv that has been a---ted and of reoairs 
4 .14.2 Of corrective action 
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4.17 I Of intemal oualitv audits and tonow-un and ~---ive ~ctinn 
4.18 01 traininn 
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6.4 Measurement 

• Product and process 
• Establish need, implement (9001, 4.20) 

• Performance against targets triggers 
corrective action 

• Minimum metrics 
.schedule 
• Field failures, customer complaints 
• Corrective and preventive action 
• Audit results and follow-up performance 

C10CIC),lw.5$SOCAllt;N•-.cl 100 ml 

6.5 Rules, practices and conventions 
6.6 Tools and techniques 

• Effective 
• Management and product development 

• Control of inspection, measuring, and 
test equipment (9001, 4.11) 

• Review periodically; revise or improve as 
appropriate 
• Management Review (9001, 4.2) 
• Process Control (9001, 4.9) 

0 1N0-1HSSSOCAlltgtlts,_..,,..;I 

6.7 Purchasing 

• Subcontractor selection and approval 
• Development 
• Replication 
• Fulfillment 
• Support 
• Employment agencies 

• Purchased product = subcontracted 
development 

D 1"3-1"5 SS0C Al ligMt .-ed 
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6.7 Purchasing (cont.) 

• Approval mechanism and approved vendor 
list (9001 , 4.6.2) 
• Based on type, impact, demonstrated 

capability 
• ISO 9000 registered subcontractors 
• Subcontractor assessment 
• Testimonials 
• Previous experience (grandfather) 

6.7 Purchasing (cont.) 

• Supplier responsibility 
• Validation of subcontracted work 
• Customer validation 

01N).1"5SSOCAl .. -.c! 104~ 

6.8 Included software product 

• Included in delivered product 
• Used in development 
• Supplied by customer 
• Specified by customer, supplied by third 

party 
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6.8 Included software product 
(cont.) 
• Supplier responsibility 

• Validate 
-Ensure capability (9001, 4.7) 

• Store 
• Protect 
• Maintain 
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Models for Software 
Quality: 
The SEI CMM 

1987: The maturity framework 
and questionnaire 
• Two technical reports 

• Software Engineering Institute (SEI) at 
Carnegie Mellon University (CMU) 

• MITRE Corporation 
• 5 level model - maturity framework 
• 101 questions, rating scheme 

• Large, complex projects 
• In the language of software engineering 
• Purpose: Provide a method for US DoD to 

more effectively evaluate the abilities of 
their software contractors to competently 
perform on software engineering contracts 
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The 1987 questionnaire 

• Small , optional step in the SEI assessment 
process 
• Often incorporated into companies' 

business processes as a cookbook for 
demonstrating improvement 

• Common - but incorrect and unintended 
use of the questionnaire 

C 1193-1"5 S.SOC AI rW* r...-.,.d 

1993 - CMM Version 1.1 

• Capability Maturity Model for Software, 
Version 1.1 , CMU/SEl-93-TR-24, 70 
pages 
• Overview, background, summary 

• Key Practices of the Capability Maturity 
Model for Software, Version 1.1, 
CMU/SEl-93-TR-25, 450 pages 
• Summary, detail 

1994 - Maturity questionnaire 

• 124 questions - no rating scheme 

... because MQ responses are only one of the 
sources of information considered in the 
[assessment]. MQ responses alone will not 
necessarily predict the outcome of these 
methods. 

(From MQ Cover Material) 
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Purpose 

• From TR-25 and The CMM Tutorial (April 
1993) 

• Software process improvement 
• A guide for evolving to a culture of 

engineering excellence 
• A model for organizational improvement 

Audits and the CMM 

• An underlying structure for reliable, 
consistent 
• Process assessment (first party) 
• Capability evaluation (second party) 

0191Q..1N5$SOCMl9Dr_,_. 

The five level framework 
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Key Process Areas (KP As) 
LEVE L 2 1 Requirements Management 

REPEATABLE 2 Software Pro;.cc Pl1Mlng 

3 Sottwa,. Project T111ddng • nd oversight 

4 Sottware Subcontract Management 

5 Sortwar. Quality Asannc.e 

• Software Configuration Mlnagement 

LEVEL3 7 Orgarbtion Process Focus 

DEFINED • OrganlZatlon Prooua Oeftnltion 

• Training Prog111m 

10 Integrated SoftWI,- Management 

11 Software Product Engineering 

12 Intergroup Coordination 

13 PHrRevlews 

LEVEL 4 ,. Ouantltatl\le Proc:eu Management 

MANAGED 15 Sof'twlt11 Quality Management 

LEVELS 16 OefedPfeventlon 

OPTIMIZING 17 Technology Change Management 

18 Process Change Management 

Key practices 

( ) 

E=, KEYPROCESS 
AREAS 

I KEY PRACT1CES 

I 
OOAU -- - AC1M1U - -= = = = = = = = = = = = = = = = = = = = 

Key practices (cont.) 

KEY PRACllCES 

COMM'T- ABIUT- ~TMT- MEASURE- VERJf'S 
LEVELS KPAS GOALS MENTS IES IES MENT CATION 

LEVEL 2 • • 20 • 2l " • " REPEATABLE 

LEVEL' . 1 11 • 2l .. • " OEJINED 

LEVEL 4 • 2 • 3 I 12 2 • MANAGED 

LEVEL I. ' . 1 ,, 
" 3 1 

OP11'-IZ1NG 

TOTAL ,. 52 28 7' '"° 20 '7 

Ot993,-1995SSOCAll,1ghl••....,._ 
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General requirements 

• Individuals are trained for the work they 
are required to perform 

• Adequate resources and funding for all 
required activities 

• Policies and procedures are both 
required 

• Activities are planned - plans are 
monitored 

• Activities are measured and verified 

Lifecycle requirements 

• Level 2 KPA Software Project Planning 
• Level 3 KPA Organizational Process 

Definition 

The key practices are not meant to limit the 
choice of a software life cycle . .. . there is 
no intent either to encourage or preclude 
the use of any particular software life cycle. 
(TR-25 4.3.5) 
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LEVEL2 

o tlltJ..199$ SSOC M ~ rn«Wd 

LEVEL2 

SUBCONTRACTED 
SOFTWARE PRODUCT 

DEVELOPMENT 
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Requirements management 

v'System requirements - allocated, used 
v'Requirements changes managed 
v A written organizational policy for 

managing system requirements 
v Project management activities are 

measured (e.g., rate of change, open, 
approved, incorporated) 

v Requirements management activities are 
reviewed by SQA 

LEVEL2 

-- ~ --~ 
~A ---~ --/NO 

!Oe<tS 

LEVEL 2 

Software project planning 
v'Documented estimates (e.g., size, cost, and 

schedule) 
v Activities and commitments documented 

( 

v Agreement by all affected groups and 
individuals to their commitments 

v A written organizational policy for planning 
v Adequate resources for planning 
v'Planning activities are measured (e.g., 

progress against plan) 
v Planning activities are reviewed on both a 

periodic and event-driven basis 

LEVEL2 

01~1"5SSQCAl,tgtc.r---S 
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LEVEL2 

Software project tracking & oversight 
t/ Actual results compared to plan estimates 
t/ Corrective action taken for significant deviation 
I/Changes are agreed to by all affected groups 

and individuals 

( 
t/ A written organizational policy for both tracking 

and controlling software development activities 
t/ Responsibilities assigned for tracking software 

work products and activities against plan 
t/ Activities for software tracking and oversight 

are measured (e.g ., effort) 
t/ Senior management review 

LEVEL2 

LEVEL2 
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Software quality assurance 

vSQAplans 
vObjective verification 
v Results of reviews and audits provided 

to affected groups and individuals 
vEscalation of noncompliance 
v A written organizational policy for SQA 
v SQA activities are measured 
v Senior management review 

LEVEL2 

SQA activities 

• Work with engineers to establish plans, 
standards, and procedures 
• Product testability 
• Test methodology 
• Efficacy of test cases 

• Reviews project activities 
• Test reports 
• Test results 

• Audits software work products throughout 
the life cycle 
• Phase audit 

• Provides management with visibility 
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LEVEL2 

Software configuration management 
t/ Plans for SCM activities 

2811 

t/Work products are controlled through SCM 
/ t/ Documented change control procedure 

t/ Standard reports on software baselines 

I 
(e.g., SCCB minutes, change request 
status) 

\ tl'Written organizational policy for 
implementing SCM activities 

t/SCM activities measured (e.g., effort) 
t/ Periodic audits verify that baselines conform D 

to the documentation that defines them 

LEVEL2 

LEVEL2 

Cl 1993-1995SSQCAllfghb,r.-v.d 
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Software subcontract management 
.., Documented procedure for selection 
..,Changes made with the agreement of both the 

prime contractor and the subcontractor 
I .., Periodic technical interchanges 
\ .., Performance tracked against commitments 

..,Written policy for managing subcontracts 

.., Activities measured (e.g., progress against 
planned delivery dates, effort expended for 
managing the subcontract) 

.., Activities reviewed on a periodic and event
driven basis 

LI=Vt:L < 

Subcontract management 

• Assess and monitor subcontractor 
• Technical 

- Product content 
-Effort 
- Process, methods 

• Business 
• Ensure commitments are met - on both 

sides 

~-------------------, 
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Level3 
v' Periodic process assessment 
v' Documented plan for developing and 

improving its software process 
v' Software Engineering Process Group 
v' Standard software process and written 

policies for developing, maintaining, using 
v' SQA review and audit 
v' Required training is planned and provided 
v' Software projects are planned and managed 

using the organization's standard software 
process and rules for tailoring 

LEVEL3 

~---------•-------~ 
v'Work products produced according to the 

project's defined process 
v'Consistency across work products 
v' A written organizational policy for performing 

the engineering activities 
v'Productfunctionality and quality are measured 
v' Intergroup agreement on commitments 
v' Resolution of intergroup issues 
v'Tools support communication and coordination 
v'Plans for peer reviews 
v' Defect elimination and follow-up activities for 

Q peer reviews 

LEVEL3 

3s m 

Software product engineering 

• Techniques are not specified 
• The organization is required to define 

the methods and provide standards as 
part of the process definition 
• Requirements definitions 
• Specifications 
• Plans 
.coding 
• Verification 

© 1993-1995 Software Systems Quality Consulting 
2269 Sunny Vista Drive, San Jose CA 95128 

2-12 

NOTES 

408-985-4476 deibs@shell.portal.com 
All rights reserved. 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

Ii 
ii 

wrmwmicriw.iiillUIWlen II 
,.._MXIUCT....-Cjj---j (§) 0 

LEVEL4 
019lD-1995SSOC~,vhl•,_....j 

--· Level4 
.,, Plan for quantitative process management 
.,, The performance of the project's defined 

software process controlled quantitatively 
.,, Quantified capability of the organization's 

standard software process 
.,, Measurable and prioritized goals for 

managing the quality of software products 
.,, Measurements compared to goals 

--- . 
LEVEL4 

Software metrics 
• Metrics are not specified 
• The organization must implement a 

metrics program 
• Identify meaningful metrics 
• Gather data 
• Establish baselines 
• Set goals 
• Publish results 
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• Examples of measurement data 
• Estimated/planned versus actual data 

on software size, cost, and schedule 
• Productivity (effort, KLOCs,etc.) 
• Peer review and SQA results 
• Test coverage and efficiency 
• Number and severity of defects found 

at each stage (density) 
• Closure rate 

Cl U193-1t9S SSOC M ri;f'ltl r..-d 

ISO 9000-3 

6.4 Measurement 

There are currently no universally accepted 
measures of software quality. However, at a 
minimum, some metrics should be used 
which represent reported field failures and/or 
defects from the customer's viewpoint. 
Selected metrics should be described such 
that results are comparable. 

~----~OUMIIMIIAQEIHf------~ 
1~----llCNQDOTCNA-..........r-------1 
llr------"""'---------,1 

IWWWi&W\iibi 

. 
~ 

LEVELS 
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I 
I 
I 
I 
I 
I 
I 
I 
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I ,, 
I 
I 

Levels 
v A plan for managing technology changes 
v New technologies evaluated to determine 

their effect on quality and productivity 
v A documented procedure for 

incorporating new technologies 
v Documented procedure for developing 

and maintaining plans for software 
process improvement 

II' Improvements 
v A written policy for implementing software 

process improvements 

LEVELS 

Levels 2 and 3 

• Audit scope 
• Implementation 

• Common activities 
• Impact of multiple tools and methods 
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Models for Software 
Quality: 
Comparing ISO 9001 
and the SEI CMM 

Comparing the models 

• Common purpose 
• ISO 9001 registered firm has strong 

foundation at all levels 
• Not necessarily achieve even Level 2 

• An advanced maturity level is no indicator 
of compliance with ISO 9001 
• Level 1 organizations with ISO 9001 

registration 

C1993-1995SSOCA1rlghl1r....,..;I 

• There are no Key Practices in the CMM 
that conflict with the requirements of ISO 
9001 

• Every Key Practice supports some 
requirement in ISO 9001 
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The comparison 

Rating: u•Noc adareued In 1:-o 1•~o•libte 2•Probab(e 3•uefinite 

Lrnls G C Ab Ac M V Tot 

LEVEL2· 20 2.7 • 2.1 25 2.a 62 1.9 6 1 19 1.3 141 2 
REPEATABLE 

LEVEL3- 17 2.4 9 2.2 25 2.6 50 2.1 9 1.4 15 1.8 125 2.1 

DEANED 
LEVEL4· 6 2.3 3 1.9 a 2.5 12 2.1 2 0 6 2 37 1.a 

MANAGED 
LEVELS- 9 2.6 7 ,.a 13 2.8 26 2.1 3 0.7 7 1 65 ,.a 

OPTIMIZING 
CMMTOTAL 52 2.5 20 2 71 2.7 150 2.1 20 o.a 47 1.5 361 1.9 

An ISO registered firm ... 

• Has a strong foundation at all levels 

0 1N3-11195SSOCA1~--' sm 

Areas in the CMM not addressed 
in ISO 
• Specific methods (3) 

• Software architecture analysis 
• Peer reviews 
• Integration testing 
• Software baselines 

• Senior management involvement (3-5) 
• Process database (3) 
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• Processes for development of internal 
training (3) 

• Organization-wide measurement (4) 
• Standard software process (4) 
• Quality improvement (4) 
• Process improvement (5) 
• Technology change management (5) 

In a Level 2 or Level 3 ... 

organization, the software engineering 
practices are probably ISO 9001 
compliant 

Areas critical to ISO 9001 not 
addressed in the CMM 
• Document control (4.5) 
• Records (4.16) 
• Post-release customer complaints (4.14) 
• Production (4.9), Packaging, handling, 

storage, and delivery (4.15), Servicing 
(4.19) 

C 11193.1"5 $SOC .-Ji,.,... ,_,,,.,.s 
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Areas of agreement 

• Audits 
• Corrective action 
• Prevention of problems 
• Training 
• Process and life cycle definition 
• Continuous improvement 
• Cook books and silver bullets 

• Audits 
• CMM: Level 2 KPA SQA 
e9001 : 4 .17 

• Corrective action 
• CMM: Level 2 KPA Software Project 

Tracking and Oversight, Goal 2 and 
Activity 6 

e9001 : 4.14 

01 "'3-1-5$SOCM,ightl,1---..d 

© 1993-1995 Software Systems Quality Consulting 
2269 Sunny Vista Drive, San Jose CA 95128 

3-4 

NOTES 

408-985-4476 deibs@shell.portal.com 
All rights reserved . 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I. 
I 
I 

• Prevention of problems 
• CMM: Level 5 KPA Defect Prevention 
e9001 : 4 .14 

• Training 
• CMM: Abilities common feature in 

every KPA 
e9001 : 4.18 

0 119).119SSSOCM ,ighla ,...,,.,,_ 

• Process and lifecycle definition 

• CMM: KPAs Software Project 
Planning (Level 2) and Organization 
Process Definition (Level 3) 

• 9001 : 4.4 and 4.9 

ISO 9000-3 

5 Quality system - Life-cycle activities 

A software development project should 
be organized according to a life-cycle 
model. (9000-3, 5.1) 

• Continuous improvement 

• CMM: Level 5 

Achieving higher levels of software process 
maturity is incremental and requires a l;:mg-term 
commitment to continuous process 
improvement. (TR-24, 1993) 

• 9001 : 4.14, 4 .17, SCOPE 
... but ... 
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• Cook books and silver bullets 

The CMM is not a silver bullet ... and does not address 
all of the issues that are important for successful 
projects. (TR-24, 1993) 

This part of ISO 9000 is intended for application 
irrespective of the life-cycle model used. (9000-3, 5.1) 

The quality system of an organization is influenced by 
the objectives of the organization, by the product or 
service, and by the practices specific to the 
organization, and, therefore, the quality system varies 
from one organization to another (9000-1) 
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An Integrated Solution to 

Specification-Based 
Testing 

I ....._ INTERACTIVE 
a DEVELOPMENT 

___________________ .....a ENVIRONMENTS 
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Automated specification-based software testing: 

Problem: Low software quality and productivity 

Solution: Automated specification-based software testing 

What is specification-based testing? 

Why use specification-based testing? 

How is specification-based testing performed? 

When is specification-based testing applied? 

Who uses specification-based testing? 

I ~ INTEUCTIVE 
• DEVELOPMENT 

_______________________ ___. ENVIRONMENTS 
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Problem: Low software quality and productivity 

No matter how well testing was performed 
on the last project, 
on the next project, it must be better. 

Why? Because 
customers demand fewer bugs 
financial managers demand less spending 
project managers need to shorten schedules 
developers want professional recognition 
competitors want your job and market share 

I ...._ INTERACTIVE 
a DEVELOPMENT 

________________________ ~ ENVIRONMENTS 
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Solution: Automated specification-based testing 
What is automated, specification-based testing? 

It is a defined, repeated, measured process 

that is performed with tools 

to demonstrate quantitatively 

that software 
functions as specified or 
fails to function as specified. 

I --,. INTEUCIIVE 
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What is specification-based testing? 
It is a process. 

Test-Ready Models 
StP/OMT 
St /SE 

t t 
Test 

Reports 
I 

I -,. INTERACTIVE 
a DEVELOPMENT 

___________________________ ~ ENVIRONMENTS 
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What is specification-based testing? 
It is a process with management and technical activities. 

Specification 

~ • Control flow 
~ • Data flow 

Make 

Manage 
Testing 

Test Cases Action, Input, 

and 
Scripts 

Test Scripts 

Instrumented 
& Compiled ----a"'-. 

Code 

Run 
Test Cases 

and 
Scripts Coverages 

Evaluate 
Test Quality 

(TQ) and 
Software 

Quality (SQ) 

I -,a INTEUCTIVE 
• DEVELOPMENT 

------------------------------ _..... ENVIRONMENTS 
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What is specification-based testing? 
It is a process that begins with specifying 
software behavior with text or graphics. 

Requ i rem en ts: 

Actions: 
Functions, transactions, features 
Processes, state transitions 
Operations, methods, services 

Information (data and relationships) 

Conditions (logical constraints) 

Events (time synchronizations) 

States (situations) 

I -,a INTEUCTIVE 
a DEVELOPMENT 

_______________________ .....- ENVIRONMENTS 
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What is specification-based testing? 
It is a process that begins with specifying 
software behavior with text or graphics models for 

Data Flow State Transitions Information 

DataT--. 
0Ata 

Oiclionary 

~···-, . ·~ 
State A Stato 8 " Validates 

' -"' -
Slal 

RelaUon1hlp1 

Fl,d! ~-F-ailu_re _ __, 

I -,a INTERACTIVE 
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What is specification-based testing? 
It is a process that begins with specifying software 
behavior with text or graphics such as object models. 

Dynamic Model 
Events and states define 

BEHAVIOR of 
functions in ob'ect 

Object Model 
Classes, attributes, values 
and relationships define 

STATIC STRUCTURE of object 

OMTModel 
Functional Model 

Functions with conditions 
define TRANSFORMATIONS 

of data in ob· ect 

I ....._ INIEUCTIVE 
• DEVELOPMENT 

-------------------------- .....a ENVIRONMENTS 
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What is specification-based testing? 
It is · a process that begins with specifying 
software behavior with tools like StP. 

Record Specification 

Edit Text 
in Text Editor 

Specification or Software 
Description File (SDF) 

Actions 
Information 
Logic 
Events 
States 

I -.... INTERACTIVE 
a DEVELOPMENT 
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What is specification-based testing? 
It is a process in which test cases are generated from 

specifications by tools . 

Specification 
(SDF) 

.. _..,. Control flow 
11111 '1ill Data flow 

Manage 
Testing 

Action, Input, 

Test Scripts 

Instrumented 
& Compiled -----~ 

Code 

Run 
Test Cases 

and 
Scripts Coverages 

Evaluate 
Test Quality 

(TQ) and 
Software 

Quality (SQ) 

I ...,. INTERACTIVE 
• DEVELOPMENT 

------------------------------ .....- ENVIRONMENTS 
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How do specification-based TGs work? 

Specification-based test case generators work like compilers. 

They read and check specifications 

just as compilers read source code. 

They apply test design techniques (rules) 

just as compilers apply algorithms. 

They format and write test cases 

just as compilers print source listings. 

1-,. INTERACTIVE 
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How do specification-based TGs work? 

Read and 
Check 

Specification 

Design and 
Generate 

Test Cases 

Format 
Test Case 
Listings 

Test Case 
Files 

Test Cases 

I ....._ INTERACTIVE 
• DEVELOPMENT 
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How do specification-based TGs work? 

Specification 
Actions 
Information 
Logic 
Events 
States 

Action- or Function-Driven Testing 

Rule: Select valid and invalid 
data samples for each 
input that is used by 
an action. 

Reason: To find defects of 
missing functions and 
improper error handling. 

Out-of-Type 
or Not-in-List 

Sample 

~ 

Invalid Subdomain 
(20% of Inputs 

are lnvahd) 

Average or 
Reference 

Sample 

Valid Subdomain 
(80% of Inputs 

are Valid) 
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How do specification-based TGs work? 

Data-Driven Testing Part 1 - Boundary Value Analysis 

Specification 
Actions 
Information 
Logic 
Events 
States 

Rule 1: Select boundary value ~--~~ Data Samples 
samples for each input 
that is used by an 
action (i.e., first & last, 
fastest & slowest, or 
highest & lowest). 

Reason: To find defects of 
boundary handling. 

Rule 2: Select adjacent samples 
for each input just 
above and just below 
its boundaries. 

Reason: To speed debugging. 

Adjacent or 
Debugging 
Samples 
~~~ 

Boundary 
Value 

Samples 

I ..,. INHUCTIVE 
• DEVELOPMENT __________________________ .....a ENVIRONMENTS 
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How do specification-based TGs work? 

Data-Driven Testing Part 2 - Equivalent Class Analysis 

Specification 
Actions 
Information 
Logic 
Events 
States 

I ..,_ INTEUCTIVE 
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How do specification-based TGs work? 

Logic-Driven Testing (Cause-effect graphing) 

Specification 
Actions 
Information 
Logic .. ,., 
Events 
States 

Rule 1: Select data samples ---.,~-•--~ Data Samples 
that will cause each 
logical expression to be 
exercised with a true and 
a false evaluation. 

Reason: To find defects of 
incorrect logic. 

Room_temp 

High_temp 
? 

True 

False 
Watch video. 

Go swimming. 
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How do specification-based TGs work? 

Specification 
Actions 
Information 
Logic 
Events 
States 

Event-Driven Testing 
~-~~ Data Samples 

Rule 1 : Sample each event as two,,,,... 
data items; a Boolean to 
indicate that the event has 
or has not occurred and, if 
necessary, a message to 
carry the information content 
for the event. 

Reason: To find defects of incorrect 
synchronizations of software 
actions with user actions. 

I ....._ INIEUCTIVE 
• DEVELOPMENT ______ _ __________________ .....a ENVIRONMENTS 
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How do specification-based TGs work? 

Specification 
Actions 
Information 
Logic 
Events 
States 

State-Driven Testing 

, Rule: Select input data samples P 
that will cause each state 
transition to occur in every 
state where the transition 
should occur and in one 
state where the transition 
should not occur. 

Reason: To find defects of 
incorrect sequences of 
software actions. 

Jr Data Samples 

( Open H Edit f'·---•~(c1ose) 

Open Edit Save Close 
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How do specification-based TGs work? 

Combining Data Samples to Make Test Cases 

Specification 
Actions ~ · 
Information ~ , 
Logic + . 
Events ~ . 
States ~ 

onstruct the "Testing Space." 
- One axis per each input 
- Label samples like HB 

Reason: To visualize test cases. 
Each test case will probe 
one point in the testing 
space. 

Valid Region 

Invalid Region 

Testing Space 

I ~ INTERACTIVE 
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How do specification-based TGs work? 

Combining Data Samples to Make Test Cases 

Specification 
Actions cS> · 
Information ~ 
Logic + · 
Events 
States cooc 

Rule 1 -The Screening Vector: 
Combine one sample 
from each input so that 
all inputs are held at their 

1. Reference values 
2. Low Boundaries 
3. High Boundaries 

Reason: To demonstrate expected 
behavor and to find likely 
failures. 

Testing Space 
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How. do specification-based TGs work? 

Combining Data Samples to Make Test Cases 

Specification 
Actions ~ 
Information ~ 
Logic + 
Events ~ 
States oooc 

Rule 2 • The Debugging Vector: 
Combine the reference 
sample from all inputs 
except one, and vary 
that one input through 
all of its sample values. 

Reason: To speed debugging. 

Testing Space 

I ...._ INIEUCJIVE 
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How do specification-based TGs work? 

Combining Data Samples to Make Test Cases 

Specification 
Actions ~ 
Information ~ . 
Logic + . 
Events ~ 
States r:,,ooc -

Rule 3: Exhaustive Combinations -
Combine the few samples 
in all combinations. 

Reason:Toincrease 
coverage for special 
situations. 

Testing Space 

I -,. INTERACTIVE 
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How do specification-based TGs work? 
Each test design technique probes a particular defect group. 

Primary 
Specification-Based 

Test Design 
Strategies 

t 
Action-Driven 

Data-Driven 

Logic-Driven 

Event-Driven 

Software Defect Groups 

Missing Wrong actions caused by Extra 
actions 

Incorrect Incorrect Incorrect Incorrect 
actions 

data logic event state 
processing handling timing sequencing 

~s 
................. ·t:=h-a-® 

······ ·· ..... ···················~ 

.... .... -·. ---······· . . . . . . . . . . . . . . . ······ · ·· tr==-e .... --·· ....... --- ... -- . • 
............... ... ........... ············· ··· ······ . ........... ····· ·· -~e ... . ... . -· ...... ... -- . ···- ..... 

.... . . . . . . . . . . 

..... .................. -··················· .. .. ············ ........ .......... . -~~s 
Run specification-based test cases and measure resulting code coverage. Any code not exercised is extra. 
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What is specification-based testing? 

It is a process in which test cases are executed with 
t~st execution tools. 

Specification 
(SDF) 

~ Control flow 
• • Data flow 

Make 

Manage 
Testing 

Test Cases Action, Input, 

and 
Scripts 

Test Scripts 

Instrumented 
& Compiled ----

Code 

Evaluate 
Test Quality 

(TQ) and 
Software 

Quality (SQ) 
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What are test execution tools? 

Tools that run test cases on software under test. 

ij D = 

r:;l1 
~ Test 

Cases 
0 

Software 

lr-'11 
Under 

D Test 
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How do test execution tools work? 

Test execution tools work like a VCR. 

Screen-Driven 
Test Execution 

Tool 

CJ 

Tested Program A 

Communication 

System 
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How do test execution tools work? 

Test execution tools work in two modes: 
Capture/playback mode 

Capture - Given a test case 
the tester provides inputs; 
the tool produces a test script. 

Playback - Given a test script 
the tool acts as the tester; 
the tool provides inputs to software under test. 

Script mode 
The tester writes a new script 
or modifies an old script. 
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-------------------
How do test execution tools work? 

Different applications or platforms mean different test execution tools. 

For Unit testing use 
shell scripts, 
debuggers, ... 

For Embedded system testing use 
custom test harness, 
test bed, ... 

For GUI testing use 
XRUNNER, 
STW/Regression, ... 
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What is specification-based testing? 
It is a process in which Software Quality and 
Test Quality are evaluated quantitatively with tools. 
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What are quality evaluations? 

Evaluations are made at two levels. 

Evaluations of each test case: 

Pass/Fail 

Evaluations of all test cases: 

Coverage measurements 
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What are quality evaluations? 
Evaluations of each test case: Pass/Fail 

Manually: 
Predicting 
Checking allowed ranges (Range Testing) 
Referencing expert judgment (Reference Testing) 

Automatically: 
Oracles 
Reversers 
Ref erencers 
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-------------------
What are quality evaluations? 

Automatic evaluations of test case Pass/Fail: 
Oracles 
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What are quality evaluations? 
Automatic evaluations of test case Pass/Fail: 
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-------------------
What are quality evaluations? 

Automatic evaluations of test case Pass/Fail: 
Referencers 
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What are quality evaluations? 
Evaluations of all test cases: Coverage measurements 

Did the test cases demonstrate specified behavior? 
-- Requirements Coverage 

Did the test cases find failures? 
-- Defect Coverage 

Did the test cases exercise the code? 
-- Code Coverage 

Quality evaluation tools help find answers. 
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What are quality evaluation tools? 

Software quality evaluation tools answer quality questions. 

Static Evaluation tools tell us if software looks like it should. 

Does software conform to complexity limits? 
Does software conform to format standards? 
Does software contain set/reset problems? 

Dynamic Evaluation tools tell us if software acts like it should. 

Did the software pass all test cases? 

Does software behave as specified? (Requirements Coverage) 
Is all the software exercised? (Code Coverage) 
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What are quality evaluation tools? 

Test quality evaluation tools answer quality questions. 

Static Evaluation tools tell us if tests look like they should. 

Do tests conform to complexity limits? 
Do tests conform to format standards? 
Do tests contain setup/cleanup problems? 

Dynamic Evaluation tools tell us if tests act like they should. 

Do tests cover specified behavior? (Requirements Coverage) 
Do tests cover actual behavior? (Code Coverage) 

Do tests cover all software defect groups? (Defect Coverage) 
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lloW do qualitJ ev-a\uation tools work'? 
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W-hen is specification-based testing applied? 

Requirements and System Tests 
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-------------------
Who uses specification-based testing? 
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Automated Specification-Based Testing 

A defined, repeated, and measured process optimized through the 
use of tools. 
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