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EDITORIAL: The lntroduc tory Issue ,.;· 

·This is the first issue of Quality Management Monthly (QMM) and we hope you 
enjoy it. 

The goal of "QMM" is to provide timely information relating to the issue of 
Quality of compute!' systems. By "quality'' we mean attributes of a system 
that affect its utility fo,r service, or influences its capa,bilities . Most
ly, this is. re lated to software, but may be extended to inc 1-ude fiardware 
when a "sys-tem" - includes hardware and so·ftware. ~-.-' 

Quality, as we all know, is an elusive item. In many ways, "quality" 
eludes definition. There is an old story about "quality" that goes like 
this. ,. 

"Quality is like oats. 
you have to pay a fair 
tl~ for oats tRat have 
a much lower price!" 

If you want a good, clean kind of oats 
price for it. If you are willing to set
been p oces~ed by the horse, you can get 

While a little crude, the story gets the point acr..9ss: Quality of the kind 
we want at any particular instant 1.s difficu.lt to obtain a·t very ·much less 
than its actu.trl cost. 

Quality in sqftware and in systems is an important issue as the computer 
industry moves through the 1980's. In fact, some s_ay:_i.t will be the KEY 
issue. l 

We hope that, QMM ·"WiLl ser,ve. "Quality" by continuing t_o define it~ by dis
cussing the controversies that (almost inevitably) sur,:round it, .and by cnn
tributing practical information on how it can be achieve_-0. 

The articles in the current issue are examples of what we think should be 
"O f importance_. 'They deal with practical and theoretical issues, and . they 
try to · keep the line between the .conce.ptuaf.ly interesting and the pragmati
cally import~nt well defined. 

Prof. Kano's excerpted piece shows something of the thinking of the 
Japanese about quality, yet strikes close to home about the questions of 
true "quality." 

Opperman's article describing a practical set of tests for a word process
ing system shows what can be done, and the paper by Gustafson that we've 
rev.:·ewed shows what can happen to an otherwise £ine concept! 

Gerhart's piece on "expert systems" tries t-o address questions sure to be 
of great impo~tance in the future and, Erickson's assessment of the HOS 
system gives some key data you may find useful in long-range planning. 

Coming issues will expand on some of these themes, introduce new ones, and 
let yo~ know "what's happening" in the world of Qualit y Management. 

-EFM 
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QUALITY CONTROL CIRCLES ••• KANO'~ VIEW 

KEY IDEAS: Quality Control Circles (QCCs) are potentially a 
powerful productivity tool. However, they can work only if 
strongly supported by top management. 

The following is an excerpt from the December 1981 letter SRA received from 
Prof. Noriaki Kano, a distinuished professor at the University of Electro
Connnunications (mailing address: 1-5-1, Chofugaoka, Chofu-shi, Tokyo, 
Japan). (With due respect to Prof. Kano, some minor editing has bee,n done 
to smooth his excellent English prose.) 

"(On my recent trip) ••• I saw and heard that many ·plants in the world are 
now implementing (Quality Control Circles) QCC. I highly appreciat this 
phenomenon. At the same time, I'm concerned that many executives and 
managers might have the serious illusion that, if they succeed in estab
lishing QCCs, they will solve the major quality problems in their plan~s. 

} 

"Then, (my worry) is that they would not begin any management improvement 
activities aimed at quality by themselves. It is no doubt that a QCC is a 
very powerful activity to solve quality and prOdtJCtivity problems (at the) 
operational level, but it should be well understood that (a) QCC is not a 
cure-all. Unfitness for use (of any produced object) is caused not only by 
workers' misoperation, but also usually more seriously and frequently by 
poor design, poor work standards, poor education and training, poor ar
rangement and maintenance of machines, poor information systems, and so on. 
(These) are all management problems which qcc· cannot solve. 

"Nevertheless, i£ executives and managers continue to sit down (at) their 
desks without evolving their management system, I'm very much afraid that 
they fail in both quality and QCC development from the long range ~ 
viewpoint. (For) many leading industries in Japan, which have obtained or 
are obtaining (a) quality ~eputation in the world, this problem has been 
recognized as (a) very important one, (and) then they try t~ evolve (the 
attributes of) company quality through ( ~ •• various) activities of the 
strong leadership of top management, especially (the) president. 

-EFM 

This memorable quote is from a paper entitled "Testing and Debugging 
Integrated Circuits," Computing Surveys, December 1981: 

"The problem, therefore, is how to make testing and debugging custom 
integrated circuits as easy as testing and debugging programs." 
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A CANDID ASSESSMENT OF THE "HIGHER ORDER SOFTWARE" (HOS) METHODOLOGY 

by Roddy W. Erickson 

KEY IDEAS: Higher Order Software (HOS) constructs software 
modules in accordance with general principles which are thought 
to improve understandability and reliability. 

Summary 

HOS is a methodoiogy for the definition of software systems. It includes a 
specification language (AXES) which can describe a system either: (1) by a 
functional decomposition into known modules; or, (2) by algebraic axioms 
which give its input-output behavior. 

A set of tools is able to analyze AXES specifications to ensure that they 
are legal according to HOS. An AXES compiler can then generate executable 
code from the functional decompositions. 

The developers of HOS (Margaret Hamilton and Saydean Zeldin) were strongly 
influenced by their experience with the Apollo Guidance Computer. They 
found that a number of errors arose because of improper interactionr
between modules. There were timing problems in the modificatio:, of shared 
data, it was easy for the relative priorities of modules in this real-time 
system to become confused, and it was difficult to ascertain which func
tions produced and use~ which data. 

As a result, they devised a methodology which seeks to prevent such prob
lems from ever occurring. HOS includes a number of laws which all routines 
must obey. Functions have no side effects; they return tuples of results. 
Each variable may be assigned a value only once, and that value must be 
used in exactly one place each time the function is called. 

Functions may be composed by a set of structural operators which denote 
selection, functional dependency, and independent (possibly parallel) com
putation. Additional operators may be defined in terms of these. For ex
ample, a series of connectives, parallel to the above three, allow the 
single-reference law to be softened (e.g., "coor" permits the alternate 
branches of a selection to reference different sets of variables). 

Evaluation 

There are clearly some useful aspects of this methodology. My work with 
the AFFIRM verification system has convinced me that equational axioms are 
well-suited to high-level descriptions, and for the specification of data 
types. The hierarchical decomposition of modules using a library of con
trol relations is indeed probably a suitable method for the definition of 
large systems. HOS's graphical representation may be useful here. And the 
automatic tools, simple as they may be, are important: a formal specifica
tion which cannot be mechanically analyzed is worthless. 

However, there are some reservations. 

The first area to question is HOS's mathematical basis, the particular se-
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mantics which were chosen, and some of the claims made by the developers. 

First of all, it is imperative that any formal specification language be 
clearly defined. Otherwise, there is the danger that different readers 
will arrive at different interpretations. Also, comprehensive automatic 
analysis depends on a formal description of the language's semantics. Un
fortunately, no formal definition of AXES is ever given; instead, the 
developers introduce a body of formalism describing the methodology in gen
eral. They define "axioms", and prove "theorems". These axioms are really 
constraints which HOS specifications must meet, and the theorems are 
derived properties. But these do not say what the constructs in AXES mean! 
For certain operations, such as selection, we presumably have a clear in
tuitive notion of what must be intended. But the language also includes 
properties like "priority", which are not explained. 

Because of this lack of a formal definition, the automatic analysis of AXES 
specifications is limited. In order for a statement in AXES to be legal, 
functions may need to be proven consistent; yet a mechanical theorem prover 
is unavailable. 

There seem to be some unfortunate choices in the semantics which are asso
ciated with HOS/AXES. For example, the single-reference property was in
tended to make the flow of data clear, and programs probably would be 
easier to understand if each result only needed to be used in one place. 
But this is often not the case, and HOS forces such exceptions to use awk
ward escape mechanisms. For example, different branches of a computation 
often will use different subsets of the available variables. To allow 
this, special control structures are defined which hide the variable refer
ences inside special (and awkward) function calls. The function "Clone" is 
used in this context to make copies of a variable, so its value can be used 
in several places. 

The HOS staff makes several claims which are questionable. In a press 
release, they assert that HOS eliminates the step of coding, since AXES 
specifications are executable. This is only true of functional decomposi
tions, however, and these are so highly procedural as to really be a form 
of programming language. HOS is intended for use in large systems, but 
even their small examples manage to be confusing. 

References: 

M. Hamilton and S. Zeldin, "Higher Order Software -- A Methodology for De
fining Software", IEEE Transactions on Software Engineering, Volume SE-2, 
Number 1, pp 9-32, 1976. 

M. Hamilton and S. Zeldin, "The Relationship between Design and Verifica
tion", The Journal of Systems and Software, Volume 1, pp 29-56, 1979. 

Contact: 
Higher Order Software 
806 Massachusetts Ave 

Cambridge, MA 02139 
(617) 661-8900 
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TESTING A WORD PROCESSOR -- AN EXAMPLE OF FUNCTIONAL TESTING 

by Mark R. Opperman 

KEY IDEAS: Use of interactive test controller software, use of 
formal natural-language specifications as bas.is for test plan
ning, automatic regression testing, typical error statistics. 

SRA has recently completed dynamic functional testing of a word processor 
software system. The functional tests were developed on a ONYX Computer 
System running under the UNIX operating system. A test driver running on 
the ONYX controlled the testing process and handled the communications with 
the software system's host computer. The testing environment permitted 
both interactive testing of the initial version of the WP and automated re
gression testing of future implementations of the software. The results of 
the initia-1 t-esting exposed numerous deficiencies in the software, includ
ing several which resulted in fatal errors to the word processor. 

Software Described 

The word processor software system was developed for an 8086 based micro
computer system. All of the hardware, software, software development 
tools, and object code for the WP, were supplied by the client. The source 
code was needed to develop a control program which interfaced with the test 
driver on the ONYX. This program was developed in PASCAL • 

The control program received data from the ONYX via an RS-232C serial I/0 
pnrt on the host computer. The data represented either commands to the 
control program or a stream . of keystrokes t ·o be passed to the WP. This 
collection of keystrokes and commands (which cnmprised a functional test) 
was first created in an "off-line" process ·on the ONYX. 

Testing Process Described 

The initial testing process may be summarized as follows: 

(1) Using the M4 macro processor language, test scripts are written which 
produce a combination of commands and keystrokes to be sent to ~he 
WP. 

(2) In an off-line mode, files to be transmitted to the WP are generated. 

(3) The on-line test process for a series of test scripts in the interac
tive mode is invoked. 

(4) After each series of keystrokes is sent, the representation of all or 
part of the WP's video display is transmitted to the ONYX and saved. 

(5) The correctness of the WP's behavior is evaluated and recorded by 
responding to a prompt from the ONYX • 
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(6) The screen representation is catalogued appropriately on the ONYX. 

In the regression testing mode, the user is not prompted to evaluate the 
behavior of the WP after each functional test. Instead, the newly generat
ed screen representation is co~pijred with the one which was created from 
the initial test run. Any discrepancy between the two is recorded for 
later analysis. 

A third mode of operation, reverification, was implemented when it became 
clear that many of the initial tests were failing. In this mode, comparis
ons were again made between the initial screen representation and the newly 
generated on~. When a discrepancy was found with an initial screen which 
had been judged incorrect, the user was prompted to evaluate the new 
display. If the user found the new display to be correct, it would replace 
the initial screen representation. In this manner, the baseline for re
gression tests could be updated as corrections were made to the software. 

Test Script Description 

For this particular WP, SRA developed over 1000 functional test scripts us
ing the M4 macro language. After defining a few macros for each WP func
tion, the M4 language made it possible to develop a wide range of tests 
with minimal effort. Several utility macros were also developed, some to 
interface with UNIX, which formed the basis of the testing environment. 
Implementation of other functional tests will be facilitated by this basis. 

The functional testing of this WP software system resulted in a failure 
rate of over 25% of the operational tests: Because of fatal errors occur
ring during many of the functional tests, only one third of the tests which 
were written could be executed, The failure rate became 75% when all of 
the functional tests were considered. The 1000+ tests which were written 
covered approximately 20-25% of the WP's functional s_J>ecifications. The 
testing has been suspended until a new version of the software is released. 

Editor's Note: A shorter but similar article on this same test system ap
peared in the February 1982 issue of Testing Techniques Newsletter. 

REVIEW: "Some Practical Experience with a 
Software Quality Assurance Program" 

Citation: G. C. Gustafson and Roberta J. Kerr, CommunicatLons of the ACM, 
January 1982 (pages 4-12). 

"SUMMARY: Within a production programming environment a 
software Quality Assurance Program (QAP) was instituted LO pro
duce standards, conventions, a~d methodologies for all phas~s 
of the software development process. Software language stan
dards and several support processors, in turn, (were) 
developed. The authors offer a plan which may help others 
avoid some of the pitfalls they exp~rienced while attempting to 
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construct a meaningful QAP." \ 

Goals of 3! QAP Program 

This paper describes how the two authors (tried to?) establish a Quality 
Assurance Program (QAP). They started with (they say): 

o Personnel of varying skill levels, plus a high turnover rate 

o Software naive customers, with high expectations 

o Complex and difficult to use hardware, and poor quality existing 
software 

They then established the role of a "Chief of Software Quality Assurance" 
who has to have: (i) Technical Experience, (ii) Technical Currency, (iii) 
Willingness, and (iv) Commun ication Skills. He is charged with responsi
bility for program development AND management. 

Next, they argue, there should be a Technical Review Group (TRG) and a 
Management Review Group (MRG). These adjunct organizations establish pro
cedures for software review and programming standards. The TRG may over
rule the MRG, but the Chief of Software Quality Assurance serves au tomati
cally on the MRG. 

The Experiment 

The experimental QAP activity (on which the paper is based) involved work
ing with a research-oriented organizatin which had varying degrees of re
quirements for "quality" and for which most of the time was spent 
" ••• rewriting o1d programs to support new customer research." A goal was to 
minimize the cost(s) of maintenance. 

The QAP management structure was installed, and charged forward revie-wing 
standards and defining language subsets, etc. FORTRAN 77 was one of the 
languages involved. Little quantitative data got collected, however. The 
only statement is that " ••• when these recommendations weFe effected, the 
cost of executing the model was reducted by 60% and the execution time 
slashed by 77%. 

As a result of these significant savings, the customer is now considering a 
redesign of its system. Furthermore, the customer purchased a softwal e 
configuration management tool to assure that uncontrolled modification is 
not repeated in the future. This indicates how 3! QAP, although merely mon
itoring 3! technical audit,~ generate revenue." (Emphasis added.) 

' Assessment 

Read this paper to learn the jargon. 
ganized development might proceed! 

Read this paper to see how a disor
Caveat emptor! 
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EXPERT SYSTEM TECHNOLOGY 

Dr. Susan L. erhart, 
Director, Soft;are Rese~rch Associates 

KEY IDEAS: Artificial~ rntelligence concep~s may l~ad ~o u1tra
high quality in systems and applications. _ 

Artificial Intelligence (AI) Lesearch from univer~ities ad research 
centers is now moving into a var_iety of appl-ications in the form of e;xpert • 
systems. An expert system employs programming techniques and tools for or
ganizing and manipula ing Rnowledge in the form of rules. The knowledge 
extracted from human experts ~nan area and codified by "knowledge en
gineers". (See the article "Expert Systems" in the January/February 1982 
issue of Technology magazine for a good- overvie-w of,.,. the subj e ct.) 

Areas of significant application to date include structural analysis con
sultation, geological exploration for potential mineral sites, medical dj
agnosis, and genetic experiment planning. Of cour~e , there are also appli
cations to programming and sys fems analysis, e,g. configµration oL comput
ers for sales and assembly. 

.cl 
Also descrioed in the January issue of Datama·tion, is tbe · plan for a 1990 
vint~ge Japanese computer sy tem specially designed for knowledge based 
systems. 

How far off 1s increa sed automation of the progra'.mining protess? As comput
er scientists, will we be the first or last to be automated? Are expert 
systems for programming in use right now, or on Lbe horizon? 

Two research projects indicate exper systems are taking 
programming. 

The PECOS proj&ct ~ the Stanford AI Laboratory is described in the ,Volume 
6 of the Programming Language Series of the North-Holla11.9 Publishing Com
purer Science Library, "Knowl-edge-Based Program Construction" by Dr. David 
R. ~arstow (formerly oE Yale University, now- at S£filumbe ger). As an exam
ple Qf the rules, consider the data structure COLLECTION. Its basic opera-

~ tions are : create a new colle_ction, add and emove aQ element from a col
lection,, tt>St whether a co1.lection is empty and whethe r a given element is 

' in a given collection, and selec any C:unspecifie'd) e.lemen from a coll-ec
tion. There are also operations f.olic several cQllections · apd control 
tures for- operating o 01lections. 

As described so far, this follows the "data abstraction,.. appr:oac.h to pro
gramming. In PECOS there ar rules for mani.pulating crollections, ~.g. "A 
collection may be represe.rrted as a mapping of elements to Boolean values", 
"a ..colJection may be represented explic ' t:ly"_, and '"an ..expl, · cit collection
may be stored in a single structure". Such rules are used by a pattern 
mate.her guided by~ separate efficiency expert to actually refine programs, 
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e.g. taking an abstract program written using collections and producing one 
using arrays or lists to represent collections. Several sample programs 
have been produced automatically by the system using these encoded rules 
and search strategies. 

The approach used in PECOS is to automatically apply stored rules to pro
duce programs. Another approach explored by the SAFE project at USC Infor
mation Sciences Institute under Dr. Robert Balzer, assumes that the 
transformation process will be performed interactively using a sophisticat
ed program development system. This project would ultimately start from 
natural language specifications, check them for consistency, interactively 
apply stored transformations until sufficient efficiency and/or the code 
level was reached. 

Assessment 

The significance of such systems is: 

(1) Assuming the transformations are correct and correctly applied, 
only correct programs will be produced in the sense that they are 
consistent with their original specification5. Testing may be neces
sary to check the specification and the performance of the generated 
program, but not its correctness! 

(2) The "programming knowledge" currently locked inside experts' 
heads will be "liberated", codified, and made more generally usable • 
A programmer's role in this new paradigm would be to select transfor
mations following optimization strategies and external constraints. 

(3) The maintenance task changes. No longer is the final program, 
with all its optimizations and decision decisions, modified. Instead 
the development sequence for the program is maintained and modified 
or the specifications are modified and the program is produced again 
(more automatically). 

Such systems are estimated to be coming out of the laboratories into seri
ous experimental use in the 3-5 year time frame. There are many problems 
facing such a paradigm: building the library of transformations, indexing 
and maintaining it in usable form, proving the correctness of the transfor
mations and of their applications, automating the transformation process in 
a human-usable way, describing design decisions. 

Just as robots are influencing the manufacturing process, so could such 
transformation systems influence the programming process. And similar hu
man consequences should be expected were this paradigm to be successful: 
programmers would need to be re-trained, no longer would there be the joy 
of debugging, the mystique of progrannning would be replaced by texts of 
rules that were machine-processable, and the basic question of software re
liability would be "Is the specification correct and complete?" rather than 
"does the program work?" • 
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CALENDAR OF EVENTS 

The events listed below are selected from various sources. Con
tacts for each event are given when known. To have your event 
included please send your announcement to the Editor, Quality 
Management Monthly, at Software Research Associates. 

_!2.-11.. April 1982: ACM SIGSOFT Second Software Engineering Sympo
sium, Columbia, Maryland. Contact: Marvin Zelkowitz, Dept. of 
Computer Science, University of Maryland, College Park, MD 20742. 

l!_-28 April 1982: Hanover Fair, Hanover, West Germany. "Software 
Testing and Validation (27 April 1982)", and "Automated Software 
Tools (28 April 1982)" presented by Dr. Edward Miller. Contact: 
Hanover Fairs Information Center, P.O. Box 338, Whitehouse, NJ 
08888, (201) 534-9044. 

Q-]1 May 1981 Workshop on Effectiveness of Testing and Proving 
Methods, Avalon, California, Contact: William E, Howden, Univer
sity of California, San Diego, (714) 452-2723 or Susan Gerhart, 
Software Research Associates (213) 642-0191. 

Z-.!.Q June 1982: National Computer Conference, Houston, Texas. 
Contact: AFIPS, 1815 N. Lynn, Arlington, VA 22209 

Software Research Associates 
P.O. Box 2432 
San Francisco, CA 94126 
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Editor in duplicate; an honorarium is paid for all material that is used. 
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EDITORIAL: What'~ "Quality" Good For, Anyway? 

In this issue of Quality Management Monthly there's an article about a bug in 
a BASIC interpreter system that may be a rather unfortunate, and potentially 
expensive, one. The article gives the technical details, and describes some 
of the consequences, technical as well as non-technical. It's a typical si
tuation, and one wort_h some more analysis. 

Technology'~ Limits ••• 

We know -- or at least claim to think we know -- how we might have detected or 
even prevented that bug. We can even establish a pretty strong post-discovery 
argument based on cost analysis that shows that it would have been a lot 
better to apply some quality enhancement method to this particular piece of 
software. But, we don't seem to be getting through; or, at least, we didn't 
get through to this particular supplier early enough. It is, to be honest, 
doubtful if we would have gotten through in any case. 

The problem is: Quality seems to be~ feature of~ software system that is 
only important when somebody else discovers it isn'! there! 

What this means is that we are too often accustomed to accept software in
dependent of the quality, or in spite of the lack of it, for other compelling 
reasons. For example, it "works well enough to be useful" or "it isn't in a 
critical application" or 

This kind of thinking is what leads to the present-day situation: when the 
techniques to provide for assuring quality are known but not used, except in 
those rare circumstances when enlightened organizations which truly care take 
the right steps at the right time. 

Needed: A Change of Perspective ••• 

One of the causes of this is in the point of view: techniques for attaining 
"quality" in a software system are not always seen as cost-effective except 
after the fact, when it's too late to do anything anyway. In effect, the 
analysis methods are seen as non-contributing or (worse yet) interfering with 
the software production process. So, they aren't used at the right time and 
in the right way. 

Instead (and this is something which happens too often to be funny) quality is 
given lip service until there is a problem. It is then blamed for failure, 
(and since discredited, discarded), or cut from the budget too early to have 
any effect. We all know about this kind of behavior. These outcomes are, to 
be sure, correct in the short-term view: it certainly is better in most cases 
to have some product rather than no product, and this effectively puts quality 
in second place. 

It may be that quality analysis techniques assess the wrong thing: a too
complete product. Instead, it may be better to think of quality assessment as 
a way of assuring that samples of the "software production process" meet esta
blished criteria as the process continues. This avoids much of the political 
and inter-organizational conflict that we see often enough to have to be very, 
very cautious about it • 
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Questions Raised ••• 

Some questions this raises are: How should we present "Quality Management" so 
that it "works"? When should each discipline be used and on what product? 
How should be costing be done? 

These are some of the issues that will be addressed in coming issues of Quali
!Y Management Monthly. -EFM 

1982 INTERNATIONAL SYMPOSIUM ON FAULT-TOLERANT COMPUTING 

The 1982 International Symposium~ Fault-Tolerant Computing is being held at 
the Miramar-Sheraton Hotel, Santa Monica, California from 21 to 24 June 1982. 
This annual conference is sponsored by the IEEE Computer Society-.; Technical 
Committee on Fault Tolerant Computing in cooperation with IFIP's Working Group 
10.4 on "Reliable Computing," and with the Computer Science Department of 
UCLA. 

Sessions run Monday evening, 21 June 1982, through Thursday afternoon, 24 June 
1982. Session titles include such subjects as: Architecture, Algorithms for 
Distributed Systems, Design for Testability, Recovery, Test Generation, Com
puter Networks, Interconnection Networks, System Level Techniques, On-Line 
Monitoring, Analytical Evaluation, Self Test, Redundancy Techniques, Multicom
puter System Diagnosis, Experimental Evaluation, and VLSI Design Issues. 

The keynote session will present various perspectives on the State of the Art. 
The speakers will be: Dr. William C. Carter (IBM, Yorktown Heights, New York), 
Dr. Jack Goldberg (SRIInternational, Menlo Park, California) Dr. Edward J. 
McCluskey (Stanford University, Palo Alto, California), and Prof. A. Avizienis 
(UCLA). 

The opening panel discussion is expected to set the theme for the event: "Fun
damental Concepts of Fault Tolerance". Participants will include: Q• Morgan 
(DEC, Maynard, Mass.), T. Anderson (University of Newcastle Upon Tyne, UK), A. 
Avizienis (UCLA),~- Koptetz (Technical University of Berlin),~-£• Laprie 
(LAA-CNRS, Toulouse~ France), and, A. Robinson (System Technology Planning, 
Washington, D.C.). 

For further information, contact: Ms. Leslie Hinman 3732 Boelter Hall Univer
sity of California, Los Angeles, CA 90024. Attendance is $125 for IEEE 
members, $150 otherwise, and includes conference proceedings and three 
lunches. 

SOFTWARE ERRORS IN HARDWARE: AN EXAMPLE OF THE IMPACT 

Key Ideas: Insufficient quality analysis can "quick freeze" 
software defects into a ROM, making it expensive to replace and 
possibly even more difficult to explain. 

The Situation ••• 
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The situation is a typical one. Well after the introduction of a new product, 
a non-trivial defect is found by a user, who may not have been trying to find 
one but did discover something that his common sense just wouldn't accept. 
Now the problem is: What to say about it and what to do about it? 

This is what (according to Infoworld, see citation below) happened: When, on a 
version of your IBM Personal Computer (PC), you attempt the following calcula
tion: If you ask for Q-!/.!Q you actually~ .Q_.001 rather than .Q_.Q!_. 

A reasonable person would look at this defect and suspect something in error 
either with the"/" operator or with the formatters used to display values. 
Whatever the cause, this kind of simple arithmetic mistake is not acceptable. 

The Response ••• 

Bill Gates, president of Microsoft (the company that developed this inter
preter) downplayed the problem by saying "It's one of the typically minor 
problems that show up. The error has nothing to do with the calculations and 
will only occur in one out of every 2**30 cases." 

IBM, when asked asked about the bug, said that they would neither recall the 
PCs or send corrected ROM chips. They asserted that the error was a minor one 
and existed only on some early versions of the hardware. 

Citation: InfoWorld, 26 April 1982, "Programmers Discover Bug in IBM PC's ROM 
Chip," by Deborah Wise (IW Staff Writer) • 

ANNOTATED LIST OF COMPILER TEST SUITES 

A recent paper by H.K. Seyfer (see citation below) lists 21 Compiler Test 
Suites for the following languages: Ada, Algol, Basic, Cobol, Fortran, Jovial, 
Pascal, PL/1, and RPG. Dialects covered are Algol-60 and -68; Cobol ANS 1968, 
ANSI 1974, and Hypo-Cobol; Fortran ANSI 1966 and ANSI 1978. 

In addition, the paper provides contact points for each of the 21 test suites. 
The Government contact points are: (1) National Technical Information Service 
(NTIS): (703) 557- 4650; (2) Federal Compiler Testing Center (FCTC): (703) 
756-6153 

Citation: H.K. Seyfer, "Compiler Test Sets," SIGPLAN Notices, Vol. 17, No. 5, 
Pages 90-97, May 1982. 
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PAPER REVIEW: Independent Verification and Validation Teams 

Citation: Mr. Jerry Page, "Evaluating the Effects of an Independent Verifica
tion and Validation Team" Proceedings of ·the Sixth Annual Software Engineering 
Workshop, Session No. 1: Evaluating Software Development Characteristics, 
NASA, Proceedings of the Sixth Annual Software Engineering Workshop, Dec. 
1981. 

KEY IDEAS: Software projects with and without the use of an in
dependent team of validation and integration (V&I) were compared. 
It was found that the only favorable effect of V&I on the projects 
was a reduction of the number of requirements errors. More exper
imentation with V&I was felt to be warranted. 

The purpose of Mr. Page's presentation was to offer an evaluation of Software 
projects using an independent verification and validation team. The evalua
tion was formulated on the basis of an experiment in which two ground-based 
software projects using an independent Validation and Integration (V&I) team 
were compared with two other projects for which V&I had not been applied. 

Seven measures were used in comparing the results of the experiment and only 
one area reflected a. clearly favorable effect due to the use of the V&I team; 
there was a definite reduction in the number of errors arising from misin
terpretions of the requirement~. The projects using V&I were also found to be 
more costly and the level of error occurrence was as high in the software to 
which V&I had been applied than in the control projects. 

Despite these results, it was noted in the paper that through further applica
tion, this relatively new methodology could be expected to become more effec
tive and therefore deserved more experimentation, particularly with larger 
projects. 

Assessement: Some interesting results from a thin experiment. 

BOOK REVIEW: Quality Assurance Survey 

This new book (see the complete citation below) is a competently written and 
carefully edited compendium of "independent verification .and validation" tech
niques developed primarily from the "aerospace industry" point of view (both 
authors are with ITT's Avionics Division). The book begins with a chapter 
(the only one in Part 1) titled "How Did a Nice Discipline Like Quality Get 
Mixed Up with Computer Software?" which traces the history of Quality Control 
-- of many things, not just computer software and establishes the "need". 

The next three chapters (which make up Part 2 of the book) deal with the fun
damental nature of computer software, and provide a basic introduction to the 
notions of life-cycle management and how Quality interacts and intertwines 
these methodologies. 

"The Quality Solution," is the name given to Part 3, which addresses the key 
topics of Defect Prevention (Chapter 5), Configuration Management (Chapter 6), 
Testing (Chapter 7), Tools (Chapter 8), and The Quality Program (Chapter 9). 
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An ounce of prevention is worth a pound of cure, so defect prevention comes 
first and is given heavy emphasis. There is management level discussion of 
the main ideas of setting requirements accurately, inspections and reviews, 
and the need for structure both for simplicity and testability in the imple
mented code. While the points made are not backed up with quantitative esti
mates, cogent arguments are made from an intuitive perspective. 

Configuration Management is well treated, in a conventional way. Testing, the 
next chapter, is lightly covered. There seems to be too much platitude and 
too little technique. Approximately one page is devoted to the important 
technique of proving correctness. The tools to do the work, described in the 
next chapter, are the "conventional ones;" no new functionality or features 
here. The integration of the methods into a "Quality Program" is described -
but the discussion is long on philosophy and short on specifics. 

Parts 4 and 5 continue the issues of "Selling and Staffing" (Chapter 10), 
"Standards, Policies, and Plans," (Chapter 11), and "Reliability and the Meas
urement of Goodness," (Chapter 12). Except for Chapter 12 most of this matter 
is verbal rather than quantitative argumentation. There is a concise explana
tion of the various models for defect discovery in Chapter 12, the only place 
where the book gets technical. 

The chapters are fairly well supported by citations to the literature and the 
cross-referencing in the Index is thorough. 

Assessment: The technical level is somewhere in the middle -- you have to know 
what a computer is but you're pretty well protected from any "heavy" thinking. 
Overall, the book is worth putting on the shelf as a handy reference for "mid
dle of the road" methods for managing Quality when budget is not as big a 
problem as it sometimes can be. Nothing new or spectacular; but nothing that 
won't help, somehow, somewhere, along the road to Quality. 

Citation:!• Dunn and!· Ullman: Quality Assurance for Computer Software, 
(McGraw Hill, $24.50, ISBN 0-07-018312-0, 351 Pages, 1982) 

IFIP WORKING GROUP 10.4: RELIABLE COMPUTING AND FAULT TOLERANCE 

This IFIP Working Group's activities focus on the gamut of technical methods 
for making a system tolerate faults, ranging from pure-software methods to 
pure-hardware methods. From time to time WG 10.4 sponsors workshops and sym
posia. You can get more data from: Prof. A. Avizienis, Computer Science 
Department, School of Engineering and Applied Science Room 3731 D, Boelter 
Hall University of California Los Angeles, CA 90024 
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TOOLS INDEX CONTENTS -- SOME STATISTICS 

SRA has recently published The Software Engineering Automated Tools Index 
which will, from time to time, act as the oasis for articles in Quality 
Management Monthly. The index contains data on more than 500 tools and will 
be periodically updated to include new tools and modifications of existing 
ones. 

The tools in the index are classified according to a scheme that provides a 
special "category number" for each major class of tool. Generally, the organ
ization of the categories reflect the position in which a software tool would 
be used in the software life cycle. Here is the breakdown of the tools by 
category and sub-category as they appear in ·the Index: 

Category 1 : 
REQUIREMENTS/SPECIFICATION TOOLS 
Total for category 1 : 20 

Sub-Categories: 
1.0 Requirements/Specification: 2 
1.1 Pure Manual 1 
1.2 Manual/Forms Based 2 
1.3 Manual/Automated Assistance: 7 
1.4 Automated 4 
1.5 Interactive 2 

Category 3: 
SOFTWARE IMPLEMENTATION TOOLS 
Total for category 3: 210 

Sub-Categories .: 
3.0 Software Implementation 
3.1 Debugging Package 
3.2 Performance Tuner 
3.3 Program Generator 
3.4 Structured Programming 

Preprocessor 
3.5 Macro Generator 
3.6 Standards Enforcer 
3.7 Text Editor 
3.8 Trace Program 

Category 5: 
SOFTWARE MAINTENANCE TOOLS 
Total for category 5: 119 

Sub-Categories : 

64 
21 

: 37 
23 

27 
1 
9 

: 13 
3 

Category 2: 
SOFTWARE DESIGN TOOLS 
Total for category 2: 47 

Sub-Categories : 
2.0 Software Design tools 
2 .1 Pure Manual 
2.2 Manual/Forms Based 
2.3 Man/Automated Asst. 
2.4 Automated 
2.5 Interactive 
2.6 Verification/ 

Confirmation Aid 

Category 4: 
SOFTWARE TESTING TOOLS 
Total for category 4: 132 

Sub-Categories : 

: 19 
: 3 
: 3 
: 3 
: 7 

.: 9 

: 3 

4.0 Software Testing Tools 33 
4.1 Static Analyzer 31 
4.2 Execution Verifier 30 
4.3 Test File Generator 4 
4.4 Test Data Generator 6 
4.5 File Comparator : 8 
4.6 Test Pattern Processor : 0 
4.7 Test Bed System 7 
4.8 Compiler Validation 

System 4 
4.9 EDP Auditing Package : 9 
4.10 Program Proving System 1 
4.11 Mutation System 0 
4.12 Symbolic Evaluation 

System 3 

Category 6: 
SOFTWARE PROJECT MANAGEMENT TOOLS 
Total for category 6: 57 

Sub-Categories : 

'( . 
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5.0 Software Maintenance tools 
5.1 Flowchart Generator 
5.2 Cross-reference Generator 
5.3 Data Dictionary 
5.4 Source Code Control 
5.5 Automated Restructuring 
5.6 Decompiler 
5.7 Interface Analyzer/Checker 
5.8 File Maintenance System 
5.9 Conversion System 

Category 7 : 
LANGUAGES AND LANGUAGE PROCESSING 
SYTEMS 
Total for category 7 

(No Sub-Categories) 

Category 10: 

16 

RESEARCH AND DEVELOPMENT SYSTEMS 
Total for category 10: 7 

Sub-Categories : 

33 
20 
23 
14 
16 
6 
2 
7 
4 
3 

10.0 Research and Development Systems 
10.1 Requirements/Specifications 
10.2 Software Design 
10.3 Software Implementation 
10.4 Software Testing 
10.5 Software Maintenance 
10.6 Project Management 

6 
0 
1 
0 
0 
0 
2 

6.0 Software Project 
Management Tools 

6 .1 Pure Manual 
6.2 Manual/Forms 
6.3 Manual/Automated Asst. 
6.4 Automated 
6.5 Interactive 

Category 8: 
UTILITY PACKAGES 

Total for category 8 

(No Sub-Categories) 

40 

13 
1 
6 
21 
8 
6 

CATALINA WORKSHOP ON THE EFFECTIVENESS OF TESTING AND PROVING METHODS 

KEY IDEAS: History of Quality Management, How to Locate Errors, 
Theoretical Limitations on Testing and Proving Methods, Technology 

The History of Proving/Testing 

The origin of the software quality management area can be traced to a 1950's 
A. Turing paper, "Checking a Large Routine," which identified two routes for 
assuring the error-freeness of software: the theoretical route of treating the 
program as a mathematical theorem and "proving it correct" and the empirical 
route of "testing the program." 

Since that time, the field of quality assurance has largely kept itself organ
ized along these two disparate lines. The proof of correctness people organ
ized the "Conference on Proving Assertions About Programs," at Las Cruces, New 
Mexico, in late 1971. The other group organized the Chapel Hill (North Caro
lina) "Program Test Methods" meeting in June 1972. 

Both those meetings led to a far better understanding of the extent of the 
problem -- even if they offered no clear-cut solution. Since the early 1970's 
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there have been many meetings on the proof of correctness method. For exam
ple, there was a recent series of workshops held at SRA described under the 
title "Verkshop" (for Verification Workshop). 

The testing people also had a big meeting in December 1978 at Ft. Lauderdale, 
under IEEE and NBS sponsorship. At that workshop some 65 people discussed the 
main issues of software testing for 2-1/2 days. The unofficial "proceedings" 
(preprints of the attendees' position papers) was widely distributed after the 
workshop. 

All of this is background to a description of the "Workshop on Effectiveness 
of Testing and Proving Methods", held at the Mt. Ada conference center on Ca
talina Island, California, 11-13 May 1982. 

The Catalina Workshop and Its Attendees 

Below is a list of the speakers and their titles for the Catalina Workshop. 

Prof. Paul Eggert (UCSB), "An Example of Detecting Software Errors Be
fore Execution;" 

Prof. Larry Morell and Prof. Richard Hamlet (University of Maryland), 
"An Error Elimination Testing Strategy;" 

Dr. Henry Lieberman (MIT), "Testing Your Program While You Write It;" 

Dr. Herb Hecht and Mr. Myron Hecht, (SoHaR, Inc.), "Limitations of Pro
gram Verification;"-.-

Prof. Robert Probert and Prof. Hasan Ural (Univ. Ottawa), "Incremental 
Improvements in Specifications by Testing;" 

Prof. Tim B~dd, (University of Arizona), "Mulitilevel Approach to Muta
tion Testing;" 

Prof. Paul McMullin and P~of. John Gannon (University of Maryland), 
"Combining Testing With Formal Specifications -- A Case Study;" 

Prof. John Gourlay (Ohio State University), "Specification Testing;" 

Prof. Richard Hamlett (University of Maryland), "Determining Tests;" 

Prof. Richard Kenunerer (University of California, Santa Barbara), "Find
ing Errors Using Formal Specification and Verification;" 

Prof. Elaine Weyuker and Prof. Sandra Rapps (Courant Institute), "Gen
eration of Test Data Using Data Flow Information;" 

Dr. Tom Ostrand (Sperry-Univac) and Prof. Elaine Weyuker (Courant Insti
tute),"The Use of Revealing Subdomains;" 

Prof.~- Hennel, Prof.~- Woodward, Prof.~- Hedley, and Prof. I. Rid
dell (Liverpool University), "A Brick Wall for a Software Tester;" 
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Dr. Susan L. Gerhart (Software Research), "A High Level Distributed Sys
tem Error Detected by the AFFIRM Method;" 

Prof. Tim Budd, (University of Arizona), "A Mutation Analysis Case 
Study;_"_ --

Prof. Allen Halley and Prof. Stuart Zweben (Ohio State University), 
"Development and Application of a White Box Approach to Integration 
Testing;" 

Prof. Michael Malkanoff and Prof. Qiming Chen (University of California, 
Los Angeles), "Functional Specification and Software Validation;" 

Prof. Steven Zeil (University of Massachusetts), "Blindness Expressions 
as a Measure of Testing Effectiveness;" 

Prof. Lee White (Ohio State University), "Some Research Approaches 
Motivated by the Domain Testing Strategy;" 

Prof. Debra Richardson and Prof. Lori Clarke (University of Mas
sachusetts), "On the E_ffectiveness of the Partition Analysis Method." 

In future issues we'll examine each of these papers and try to put them in 
perspective vis. a vis the general direction being taken by software quality 
management technology • 

PEOPLE: ITT'S PROGRAMMING TECHNOLOGY CENTER 

Recently some top software engineering researchers have been converging on 
ITT's newly created "Programming Technology Center," located in the Stamford, 
Connecticut, area. Among them have been such experts as: Dr. Jack Grimes 
(formerly with Tektronix in Beaverton, Oregon, who is notedfo;-;;;rk in the 
human interface area); Mr. Capers Jones (formerly with IBM, noted for work in 
the effectiveness of quality assurance effectiveness assessment); Dr. Ray 
Wolverton (formerly with TRW, and an expert in software cost modelling); Dr. 
Tom Love (formerly with GE, an experienced in human factors and software sci-
ence_) __ _ 

CALL FOR PARTICIPATION 

ACM SIGSOFT/SIGPLAN Software Engineering Symposium on High-Level Debugging, 
20-23 March 1983, Pacific Grove, California. 

Attendance at this workshop is limited, based on submitting a working paper or 
short (four-page limit) position statement. Material should be sent to: Dr. 
Marks. Johnson HP Laboratories 1501 Page Mill Road, Building 28B Palo Alto, 
CA 94304 
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CALENDAR OF EVENTS -- May 1982 

The events listed below are selected from ·various source~. Contacts for each 
event are given when known. To -have your event included please send your an
nouncement to the Editor, Quality Management Monthly, at Software- Research As
sociates. 

7-10 June 1982: National Computer Conference, Houston, Texas. Contact: AFIPS, 
18l5 N. Lynn, Arlington, VA 22209. 

21-24 June 1982: FTCS-12, 1982 International Symposium on Fault-Tolerant Com
puting, Santa Monica, California. Contact: Prof. David A. Rennels, UCLA, 3743 
Boelter Hall, Los- Angeles, CA 90024, (213) 825-2660. 

20-21 July 1982: Symposium on Reliability in Distributed Software and Data 
Base Systems, Pittsburgh, Pennsylvania. Contact: Prof.~- Bhargava, Dept. of 
Computer Science, !-319, University of Pittsburgh, Pittsburgh, PA 15260. 

8-10 September 1982: Practic_al Approaches to High Availability Computer Sys
tems, IEEE Computer Society Western Area Committee 21st Annual Lake Arrowhead 
Workshop. A_ttendance by invitation. Contact: Mr. Jim Gray, Tandem Computers, 
19333 Vallco Parkway, Cupertino, CA, 95014, (408) 725-6212. 

13-~ September 1982: Sixth International Conference on Software Engineering, 
Tokyo, Japan. Contact: Sixth International Conference~ Software Engineer
ing, _P.O. Box 639, Silver Spring, MD 20901, (301) 589-3386. 

11-14 October 1982: Safe-Comp '82, Purdue University, West Lafayette, Indiana 
(byinvitation only). Contact: Mr. Roy~- Yunker, Chairman, Safe-Comp '82, 
PPG Industries, Inc., One Gateway Center, Pittsburgh, PA 15222. 

18-21 October 1982: Fourth Israeli Qual~t_f-, Assurance Conference, Hetzliyah, 
Israel. Contact: Mr. Ben Livson, Dept. 4540, Israel Aircraft Industries, Is
rav, Israel. Papers due: 31 March 1982. 

18-22 October 1982: 3rd International Conference on Distributed Computing Sys
tems"; Miami/Ft. Lauderdale, Florida. Contact: Dr. Carl Q• Davis BMDATC, P.O. 
Box 1500, Huntsville, AL 35807. 

,2.-l January 1982: 16th Annual Hawaii International Conference on System Sci
ences, Honolulu, Hawaii. Contact: Dr. Bruce Shriver, Computer Science Dept., 
University of Southwestern Louisiana, P.O. Box 44330, Lafayette, LA 70504. 

20-23 March 1983, Software Engineering Symposium on High-Level Debugging, Pa
cific 'Grove, California. Contact: Dr. Mark~- Johnson HP Laboratories 1501 
Page Mill Road, Building 28B Palo Alto, CA 94304 

28-30 June 1983: FTCS-13, 1983 International Conference on Fault-Tolerant Com
puting, Mil'ano"; Italy. Contact: Dr. Daniel P. Siewiorek, Carnegie-Mellon 
Univ., Dept. of Computer Science and EE, Schenley Park, PA, 15213. 
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Editor in duplicate; an honorarium is paid for all material that is used. 
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EDITORIAL: Selling "Quality" (Part .!!_) 

As we all know, the relation between cost and quality is an indirect one. 
Generally, quality in a software system is not a feature that you can measure 
like you can system size or system complexity. Sad as it may be, at least for 
the present, quality is often (some say, too often) meas.ured by its absence! 
You know when your system doesn'!_ meet quality goals, but you may not know how 
to change that! 

The "Negative Sell Problem" 

This"negative sell" attribute of achieving quality is one where we all stub 
our toes from time to time. The problem is, we confuse the need to "instill" 
or "install" quality somewhere along the line with the corresponding compul
sion to suggest, sometimes even in the softest tones, that what has already 
been done or is about to be done is less than "perfect," or could be improved • 

. I nevitably, this request is heard as a complaint, just as inevitably, the com-
plaint produces a set of problems that may, in fact, be worse than the quality 
problem they were intended to offset. 

Cost Estimating 

One might think of this as a kind of "negative gain feedback loop," in which 
the more one tries to achieve quality the less quality is achieved. The les s 
the attempt will be heard as a "real" one. So, the argument goes, one can es
t i mate how much to put into the quality preservation activity during the pro
duction of a software system by assessing the "cost" (i.e. the global sense 
all-factors cost, see below) of failing to have a "perfect" product. Maybe it 
will be helpful to look into how these "costs" arise. It turns out that these 
costs have some straightforward names. 

Appraisal Costs 

These are the expenses of assessing quality during "production," 
whatever might be produced. A lot of the costs of Quality Manage
ment may appear in this category, particularly when the activity 
is one that addresses the Quality issue directly (analytically). 

Failure Costs 

These are the costs that are the consequence of inferior quality. 
This includes the costs of rework, the costs of honoring any pro
duct warranty that applies, and the "cost" of lost profit because 
of dissatisfied customers. 

Preventive Costs 

These are the costs incurred to eliminate or reduce appraisal 
costs or the occurrence of failure costs. Lumped in preventive 
costs are those for training, for education, and for the material 
needed to install improved systems that can reduce failures • 
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Even if we know all of this cost data (and that is certainly a complicated 
problem in its own right), how do we get the "right" budget allocations? That 
is, how do we get anyone to listen! 

One way around this is to take the "long view" and argue (we hope, successful
ly) that the short-term disadvantages and costs of doing things in a particu
lar way will be paid back in the long run by a "higher quality" system. This 
requires resolute management -- management that can decide to make a short
term choice that may, in fact, be a little painful, to achieve a long-term end 
that certainly will be the opposite! 

This is one of the issues that will be addressed in coming issues of Quality 
Management Monthly. -EFM 

SOFTWARE QUALITY ASSURANCE INSTITUTE 

KEY IDEAS: A source for Ma·nagement and Technical information about 
Quality Assurance. Founded by William E. Perry in 1981. 

Address: Quality Assurance Institute, 9222 Bay Point Drive, Orlando, Florida 
32811. (305) 876-4292. 

Quality Assurance Ins titute provides the following member benefits: a Quality 
Assurance Practices Manual (which is currently 280 pages of experience shar
i ng), updated twi ce a year; organization of local Quality Assurance chapters; 
a monthly news letter; a membership directory; telephone consulting service. • 

QAI conducts and issues semiannual surveys; members also have discounts for 
sponsored conferences, educational seminars, and related publications. Recent 
semi nar topics include: "Hatching The EDP Quality Assurance Function," "Quali
ty Circles in Information Systems," and "Building Quality into Application 
Systems." 

QAI was founded in ~pril 1981 by William!· Perry, who is currently the 
President, as a f-0r-profit corporation. Mr. Perry was previously with Eastman 
Kodak and with IBM, where be had a variety of roles in the quality assurance 
area. During that time Mr. Perry taught a number of courses dealing with many 
facets of quality assurance. 

QAI has a group of non-paid advisers who assist in the activities of the In
stitute. According to Mr. Perry, QAI is involved in neither consulting nor 
employment, but is an educational and research organization only. 
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WHY IS SOFTWARE VERIFICATION SO DIFFICULT? -- -- ----- -------
Edward Miller 

Why is computer software verification so difficult? In fact, why is verifica
tion of anything so difficult? 

One source of understanding of this question is to try to make a direct com
parison between the problems of analysis of hardware and software systems. 
The advantage is that one can then take advantage of the significant body of 
past experience with hardware, and possibly make some inference about 
software. The table below shows a likely set of comparisons. 

1 

2 

3 

Comparison of Hardware and Software Complexity 

Software 

Simple "tr" (translate 
function) 

Some mathematical operation 
like matrix multiply 

Language Compiler 

Hardware 

A PLA or combinational circuit 

Memory address computation 
logic and arithmetic 

Complete CPU (instruction 
interpreter & executer) 

4 Operating system Complete Computer System (CPU, 
memory, input/output controllers) 

Example _! ••• Simple Enough So Everything (Anything?) Works 

Some explanations are in order. First, consider the "tr" function. "tr" 
function maps 8-bit characters onto 8-bit characters with a simple algorithm 
that looks at the 8-bit character as an "address" into a table, the entries in 
which are the desired output for the "tr" function. One would fully test this 
function with a set of 2 ** 8 tests, one for each of the possible input/output 
pairs. The "pla" is about the same level of complexity, except that (of 
course) the logic is implemented "in the silicon." Testing it requires about 
the same amount of effort:.! set of all inputs and the results tried and veri
fied. Note that the effort required to do the verification is proportional to 
the number of input/output combinations. In practice, we don't really do them 
all; instead, one would choose a representative subset and rely on partial 
"execution results" to reach the conclusion that the "part" is OK. 

Example !•••At the Edge of Reality 

With the next example the situation becomes clearer. It is practically impos
sible to try all of the inputs in a matrix multiply operation, just as it is 
impossible to run sample addresses for all of the address/offset combinations • 
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The way one circumvents the otherwise critical combinatoric problem is to take 
advantage of the "structure" in the object that is analyzed. At this point 
one begins to look at program objects like loops and branches. Even though 
all combinations can't be tried, all of the program-important situations can 
be. This is called structural testing by various different people. 

Example 1 Functional Testing(_!!_!!! Approximation) 

By the time we get to the level of part complexity represented by a compiler 
(software) or a CPU-chip (hardware) the situation is getting quite out of 
hand. Exhaustive testing is out of the question, and so, very likely is 
structural testing! What to · do? Look around at the functions, and test them, 
is the only answer. At this level, now, we would be running tests that show 
the function'al performance of the "system," but without any sure knowledge of 
the degree to which functional tests exercise (or don't exercise) the struc
ture. (Here, "all possible input/output cases" is already tossed!) You can 
take advantage of the structure of the inputs, however; for the compiler, you 
can assure that all of the language constructs are tried, and for the CPU you 
can try all of the instructions. How reliable~ compilers, anyway? 

Example 4: Off the Scale! 

Putting systems of software together multiplies the complexity, not just adds 
it. This means as you add components, it gets even worse than worse! Stabs 
in the dark and tests that exercise the functions of subsystems are what one 
does. There's no theory for this, anyway, so there's nobody to tell you 
something's been left undone. Somehow, systems are put together and eventual
ly they work; how and why? The locality of functionality present in any com
plex system saves the d~y: testing analysis of individual functions ma~ipulat
ed through a narrow (well-defined) interface is nearly as effective as 
analysis of the objects independently. Sometimes this is called the decompo
sition principle. 

Summary 

Verification of a complex object is difficult because (1) objects of interest 
get very complex very quickly, and (2) the difficulty of analyzing all of the 
interactions grows faster than the number of interactions. Moral of the qual
ity story: divide systems into manageable pieces and make sure they are as
sembled perfectly. 
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CASE HISTORY OF A USER-DISCOVERED SOFTWARE DEFECT 

Mark R. Opperman 

KEY IDEAS: An example of a hardware defect, how it was found, and 
a brief remark about how it was "fixed." 

This is a description of the bug which was found in the SO-column card for an 
Apple (see Note). The card is manufactured by Advanced Logic Systems in Sun
nyvale. 

The ALS version 1.0 "Smarterm" board contains a 24 x 80 character display of 5 
x 7 pixels per characte~. The characters are somewhat small and do not pos
sess true descenders. The card also provides an intermediate block graphics 
mode of 72 x 160. 

ALS subsequently came out with a version 2.0 upgrade kit for the Smarterm 
board. The upgrade kit adds the capability to display 7 x 11 dot characters 
with true descenders and expands the block graphics mode to 96 x 160. The bug 
I found was in the 2.0 graphics mode. 

The plotting of either points or lines in the graphics mode is made possible 
by sending certain escape sequences to the terminal after loading the (x, y) 
values into specified memory locations (the assembly language routine to do 
this ((doxy)) is provided by ALS). 

The coordinate system of the graphics display looks like this: 
0,95 159,95 

+ + 
+ + 
+ + 
+b a + 
+ ba + 
+ ab + 
+a b + 

o,o 159,0 
To plot a point at (xl, yl) one would first call doxy (xl, yl) and 

then send the appropriate escape characters to the terminal. The problem is 
that they coordinate is not interpreted properly. For example, in attempting 
to plot the points (O,O), (1,1), (2,2), (3,3) (the "a"s above), the following 
points were displayed: (3,0), (2,1), (1,2), and (0,3) (the "b"s above). 

After some experimentation, I discovered that in general, plotting a point at 
(xl,yl) would cause a block to appear at: (xl, ((yl div 4) * 4) + 3 - (yl 
modulo 4)), a rather awkward formula to compute. 

After the initial purchase of the version 2.0 upgrade kit and discovery of the 
bug, 3 more EPROMS were received before the bug was finally resolved. 

Note: The names of computers and suppliers have been included without altera
tion. No discrediting of any kind is intended. 
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AMERICAN ASSOCIATION FOR ARTIFICIAL INTELLIGENCE MEETING 

KEY IDEAS: A "high-technology" update conference that focuses on 
the notions of Artificial Intelligence (AI) applied to a range of 
problems. A useful set of tutorials about AI topics is presented. 

The American Association for Artificial Intelligence (AAAI) is sponsoring the 
National Conference on Artificial Intelligence from 16-20 August 1982. The 
conference will be held at Carnegie-Mellon University and the University of 
Pittsburgh, Pittsburgh, PA. 

Contact: Dr. Louis G. Robinson, AAAI, 445 Burgess Drive, Menlo Park, CA 94025 
(415) 328-3123. 

The Conference at a Glance: 

~-.!Z August 1982: Tutorial Program: one-half and full-day (as indi
cated) programs introducing the notions of Artificial Intelligence. 

Tutorial topics: "An Introductory Tutorial on Artificial Intelli
gence," by Dr. Patrick H. Winston; "AI Programming Technology: 
Languages and Machines," Dr . Scott Fahlman and Dr. Guy Steele, Jr.; "A 
Tutorial on Robotics: Introduction, Machine Manipulation, Machine Vi
sion, (Full-day)" Dr. Thomas Lazano-Perez and Dr. Steven Zucker; "Na
tural Language Interf aces: Basic Theory and Practice, Speech (Full
day)", Dr. Bonnie Webbert Dr. Timothy Finin, & Dr. Victor Zue; "A Tu
torial on Expert Systems: Fundamentals, Application Areas (Full-day)," 
by Dr. Randall Davis & Dr. Charles Rich. 

~-20 August 1982: Research and Development Exhibit Program: There 
will be a series of exhibits and demonstrations by some 25 manufactur
ers and institutions. 

~-20 August 1982: Technical Program: Subjects to include: Knowledge 
Representation, Knowledge Acquisition, AI Languages and Software, Cog
nitive Modeling, Problem Solving and Search, Robotics, Applications 
Systems, Program Synthesis and Understanding, Vision, Theorem Proving, 
Natural Language, Specialized Architectures for AI, Theoretical Foun
dations, Game Playing. Details of speakers and topics to be announced 
later. 

REVIEW AND ASSESSMENT: Quality Assurance Systems Development Review 

Citation: W. E. Perry, "Quality Assurance Systems Development Review," Quality 
Assurance Institute, 115 pages, 1981. (Write to Dr. Perry, QAI, 9222 Bay 
Point Drive, Orlando, Florida 32811 for details on how to order this book.) 

KEY IDEAS: A basis for general life-cycle Quality Management plan
ning. Useful source of low-cost, high payoff review-oriented 
techniques. 
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This offering by a well-known author in the QM field (author P~rry is Execu
tive Director of the Quality Assurance Institute in Orlando, Florida--see ar
ticle below) provides a good general overview of all of the life-cycle func
tions of the "quality assurance" function. The book layout, chapter by 
chapter, matches the points in the life cycle where each of the different 
technologies can be "inserted" most effectively. Here's a summary of the con
tents, on that same logical basi~. 

Chapter_!: Systems Development Quality Assurance Issues focuses on the need 
to separate the management function into three areas: data issues (the infor
mation the system uses), operational issues (what the system does), and pro
gram issues (how the users accept the product). 

Chapter~: Role of the Quality Assurance Analyst During Systems Development 
continues that thrust with explanations of the "role" to be played by the 
quality assurance analyst, generally taken to be a 3rd party "reviewer" whose 
responsibility is the quality of the resultant product. Perry argues for a 
systematic, phased approach -- not unlike the AF 800-14 model -- with QA func
tions intermixed throughout. 

Chapter 3: Planning for the Systems Development Review and Chapter~: 
Methods for Conducting the Review both focus on this review process in more 
detail. There is a detailed table showing development phases and QA issues, 
and there is a good review of the relative payoffs of each of the methods. 

Chapter 2_: Building~ Good Working Relationship with System People is short 
and sweet -- it emphasizes respect and good human relations. Considering its 
importance, the subject headings used to outline the material in this chapter 
may be wor th relating: QA Analyst Preparations; Adequate Time to Satisfy Re
quests; Well-defined Findings/Recommendations; Ignoring Minor Items in Re
ports; Concentrating on Issues; Structured Review; Consistent Reviews; Say 
Something Posit i ve Sometimes; Reviewing Report Drafts; Explaining the Review 
Process; Counsell i ng on Control; Invite Project Personnel to Participate; and, 
Respecting the Data Pr ocessor as a Professional. 

Chapters~ through 10: Reviewing the Requirements Phase, Reviewing the Design 
Phase, Reviewing the Programming Phase, Reviewing the Acceptance Test Phase, 
Reviewing the Conversion Phase all concern the review process, and all give 
lengthly checklists for various kinds of software defect, matched to evalua
tion criteria and review questions. A rating scheme for the responses is an 
integral part of this presentation. Each phase's review procedures are 
described in a guideline-like section in addition. Chapter _!1: Reporting 
During the Development Cycle, the last chapter in the book, hits the issue of 
reporting procedures. 

Chapter.!!.= Evaluating the Adequacy of the System, which may be considered 
the "payoff section" of the book, discusses the relative advantages of and 
results from all of the review processes just discussed. It introduces a 
scoring method for assessing "Quality" achievements, and suggests putting 
scores on these 10 attributes: Accuracy and Completeness, Authorization, File 
Integrity, Reconstruction, Continuity of Processing, Service Level, Security, 
Cost-effectiveness, Satisfaction, and, Compliance. The weighted outcome is a 
"quality rating" for the system reviewed. 
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IMPRESSIONS FROM THE HANOVER FAIR -- APRIL 1982 

As part of the IEEE's effort to present technical seminars in Europe we had 
the chance to travel to Hanover, West Germany, to give lectures and to attend 
what they say is the biggest trade fair of them all (in ~est Germany). 

The Hanover Fair is indeed a big one! The fair itself was held at the Hanover 
conference facility (Hanover Mease), a complex of some 25-30 exhibition halls 
located on the outskirts of the old Saxon city of Hanover. Virtually every 
part of modern industry production is represented -- from tractors to transis
tors. 

The parts of the Fair that related to "data processing" filled about four 
buildings, including (not surprisingly) the largest one they had. 

It was just like the "Fall Joint Computer Conferences" of old. Does anyone 
remember these? Exhibits and salesmen. Hostesses and the offer of drinks or 
snacks. Stage shows here and there. A lot of salesmen and wonderful piles of 
free literature they would give away from time to time. Bags to carry the 
liter ature away in. A lot of salesmen. Very many salesmen! 

What _!!! ~ display? 

The main kind of computer oriented product was, not a little surprisingly, 
word processing equipment . While there were various mainframes and a bevy of 
minicomputers and even an IBM personal computer on exhibit, mo~tly what we saw 
were a thousand and one variations of word processing work stations and their 
associated peripherals of every conceivable description. It seems word pro
cessing has caught on in a very big way in Europe. 

Stashed amid the envelope stuffer exhibits, the paper shredder exhibits, and 
the punched paper tape (yes, punched paper tape) exhibits was a small (but ap
parently healthy) contingent of software and services sector companies. 
These, in the main, fitted the European mold rather more than the American. 
There were no system demonstrations or on-line processing activity; no hands
on demonstrations, at least none we could find of software that actually 
"worked!". (DEC, from the USA, was demonstrating the VAX 11/730, just newly 
announced, and "selling" VMS.) 

Instead, well-dressed confidence-inspiring salesmen willing to discuss this 
and that methodology. When a firm is built around the approach to DP design 
and implementation inspired by (say) Dr. Who, the European way seems to be to 
name the firm "Dr. Who, Inc." and just follow through from there. It was in
teresting to talk to these people -- they were so convinced and such strong 
believers. And, this is not to say that the methodologies don't work; it's 
just that they aren't automated and that the "sell" seems rather strongly put. 
Many of the "example" application were of, you guessed it, word processing 
systems! An exception: USA's Digital Research (Pacific Grove, California) had 
a booth and was distributing literature on CP/M. A refreshingly low-key 
presentation. 

Overall impression: It may be that word processing will, at least in the short 
term, be the biggest application of computers the world has ever seen. The 
Europeans may have some kind of a corner on it. 
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SHORT TAKES 

(Note: This new section of Quality Management Monthly will present short and 
timely data about new products, new techniques, new information, and other 
"news" we think our readers will want to be aware of. To have your item in
cluded here please address it to the QMM Editor at SRA.) 

COMPUTER STORES: This new report, "Analysis of Computer Stores," claims to be 
the result of the " ••• most extensive survey ever done of computer dealers ••• " 
and is claimed to represent data from over 340 store locations (including over 
30 ComputerLand stores). Priced at $1195 and available after 15 May 1982, it 
is available from Dr. Portia Isaacson, Future Computing, Inc., 900 Canyon 
Creek Square, Richardson, TX 75080. 

FIRST FORTRAN CODING GUIDE RELEASED 

A FORTRAN coding guide has been introduced as an aid to software departments 
in formalizing their own standard practices for software systems. The 40-page 
guide provides a comprehensive set of company standards and examples of their 
application. The guide provides an easily applied methodology which insures 
the construction of top-down programs that are structured, testable and easy 
to maintain. The guide will be of value to software managers, software 
designers, software quality assurance departments and software publications 
departments. 

The guide is available for $20.00 from Associated Technology, Route#~, Box 
448, Esthill Springs, TN 37330. 

Note: This information was taken from a recent press release. 

GSA'S "OFFICE OF SOFTWARE" DEVELOPMENT ISSUES TOOLS REPORT 

A recently arrived report by the GSA Office of Software Development is the 
following: "A Software Tools Project: A Means of Capturing Technology and Im
proving Engineering," Report OSD-82-101, February 1982. 

The report gives a general introduction to software engineering tools, sug
gests a range of categories for determining how to get the most out of a tool 
system, and describes a number of different tools. An interesting feature of 
the report is that it references many government owned software tools. 

For information about copies: GSA, Office of Software Development, Two Skyline 
Place, Suite 1100, 5203 Leesburg Pike, Falls Church, VA 22041 • 
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IN COMING ISSUES ••• 

Here are the titles and 1ubject1 of articles scheduled for coming months: 

~ Quality Manager'.!. Bookshelf. What the well-equipp~d Quality Manager ought 
to have on his bookshelf. 

Verification Technology: Wonderland or Wasteland? An assessment of the real 
impact of applied Al research. 

The Payoffs From Systematic Testing. An analysis of the costs and benefits of 
using systematic testing as the means to achieve "heavy duty" software. 

CALENDAR OF EVENTS - June 1982 

The events listed below are selected from various sources. Contacts for each 
event are given when known. To have your event included please send your an
nouncement to the Editor, Quality Management Monthly, at Software Research As
sociates. 

lQ-21 July 1982: Symposium on Reliability in Distributed Software and Data 
Base Systems, Pittsburgh, Pennsylvania. Contact: Prof.!· Bhargava, Dept. of 
Computer Science, A-319, University of Pittsburgh, Pittsburgh, PA 15260. 

!-10 September 1982: Practical Approaches to High Availability Computer Sys
tems, IEEE Computer Society Western Area Committee 21st Annual Lake Arrowhead 
Workshop. Attendance by invitation. Contact:!!!:• Jim Gray, Tandem Computers, 
19333 Vallco Parkway, Cupertino, CA, 95014, (408) 725-6212. 

13-16 September 1982: Sixth International Conference on Software Engineering, 
Tokyo, Japan. Contact: Sixth International Conference on Software Engineer
ing, P.O. Box 639, Silver Spring, MD 20901, {301) 589-3386. 

1.-! October 1982: VLSI and Software Engineering Workshop, Port Chester, New 
York. Contact: Dr. Jock Rader, 7372 West 83 Street, Los Angeles, CA 90045, 
(213) 616-2220. - --

!-! October 1982: 3rd International Conference on Entity-Relationship Ap
proach, Anaheim, California. Contact: Dr. Carl G. Davis, BMDATC, Technology 
Center, P.O. Box 1500, Huntsville, AL 35807. - ---

!!-14 October 1982: Safe-Comp '82, Purdue University, West Lafayette, Indiana 
(by invitation only). Contact: Mr. Roy~- Yunker, Chairman, Safe-Comp '82, 
PPG Industries, Inc., One Gateway Center, Pittsburgh, PA 15222. 

18-21 October 1982: Fourth Israeli Quality Assurance Conference, Hetzliyah, 
Israel. Contact: Mr. Ben Livson, Dept. 4540, Israel Aircraft Industries, ls
rav, Israel. Papers due: 31 March 1982. 
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Qualit~ Management Monthly is available within the United States by regular 
First Class Mail for $225 per year; foreign subscriptions by International 
Airmail are $275 per year. Please write to SRA for special rates for multiple 
subscriptions within one Company, or for special delivery modes (including 
computer-to-computer transmission). 

Single copies are $25 eacb postage paid. Sample issues can be sent on request 
to qualified individuals who write on their Company Letterhead and indicate 
their role in Quality Management. 

CHANGE OF ADDRESS INFORMATION 

To change the address on your subscription to Quality Ml:inagement Monthly 
please forw-ard the NEW mailing address and a copy of the OLD mailing label; 
the address will be changed on the next issue after we receive your request. 
Quali!:.X_ Management Monthly is published on the 15th of each month by Software 
Research, Inc., 580 Market Street, San Francisco, California, USA. Unless 
otherwise stated, bylined articles as well as products and services described 
reflect the author's or firm's opinion. 

COMMUNICATIONS TO THE EDITOR 

All communications should be addressed to The Editor, Quality Management 
Monthly . Letters from readers and commentary about current events are partic
ularly desirable. Articles considered for publication should be sent to the 
Editor in duplicate; an honorarium is paid for all material that is used. 
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EDITORIAL: Selling "Quality" (Part III) 

Prior comments in this short editorial series on selling "quality" have 
focused on how the attitude toward 11quality" affects producing a system that 
has this sometimes elusive characteristic, and on how to assess the "costs" of 
the absence of "quality" by itemizing the dir·ect and indirect value lost when 
a system is of low "quality." In this installment7ur goal will be to try to 
assess how some of the standard recommendations about quality assurance can 
affect planning in a software system life cycle, and to indicate what the most 
"cost beneficial" methodologies are. 

To begin with, we have to classify the "exposure cost" of a software project 
according to the extent a defect would induce additional costs during distri
bution, maintenance, or upgrade. This is the "failure cost" discussed in the 
last issue. Once that's determined;it is an easier task to estimate an ap
propriate "preventive" cost. 

Classes of Costs 

Suppose we estimate the failure cost as a percentage of the development costs. 
Three values (really, value ranges) come to mind: 

(_!, Low) Less than 10% of the development cost; 

(_~, Middle) Approximately the same as the development cost; 

(l, High) More than 1000% of the development cost. 

These ranges are indeed meant to contain 3 orders of magnitude in costs, be
cause this seems to be the range that's required. 

For the first class, when the failure cost is less than 10%, the best move 
would be to do "nothing." (If it works, don't try to repair it!) Here, qual
ity either exists in the initial product or it doesn't. If it doesn't, repair 
(really, modification) is not an expensive item. Notice that this assumes 
there are a very few copies of the "software system" extant; otherwise, the 
repair cost would be larger. In other words, for one-of-a-kind systems, un
less there is a secondary cost of failure that is very high, modification 
costs are so low as to preclude the need for explicit Quality Assurance. 

The last class is the the easiest one to address: 
high, anything that will minimize the possibility 
costs would be appropriate, almost without regard 

The Common Situation 

when the costs are THAT 
of incurring these very high 
to the preventive costs! 

The middle cas,e -- the most common one -- is much more difficult. Now, this 
is where tough engineering decisions are needed. 

Unfortunately, there aren't any general, ironclad rules. Suppose you have a 
"conventional" software development environment: Informal requirements, some 
pre-production design, and structured programming in a high-level language are 
three features that might describe a "conventional" environment. In this case 
a 11gooci bet 11 is t:o apply two high payoff QA t@chniqueai ay13temat i tr design/code 
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inspection and dynamic coverage analysis. This is likely to cost something 
like 20%-40% of the basic production costs incurred directly. The payoff is 
harder to estimate. Experience suggests that so-called "conyentional" 
development environments have a 0.5% to· 8% latent defect rate, measured as a 
percentage of the number of line-; of code (declarations plus action state
ments). 

You'll probably (and, remember, this is an estimate) catch 60% of the defects 
through inspection, and almost all of the rest through dynamic evaluation. 
That'll leave about 1% of the defects remaining, i.e. anywhere from .005% to 
.08% residue. About two orders of magnitude improvement for 20%-40% cost in
crease. (The caveats: Everything's an approximation, it's assumed you know 
how to do the inspections and have the tools in place to measure coverage, 
and, of course, we don't really know how many defects remain undiscovered in a 
software system.) 

Toward the higher side of the failure cost regime this begins to sound like a 
pretty good deal. -EFM 

IEEE SOFTWARE QUALITY ASSURANCE GUIDE MEETING 

Contact: George D. Tice, Jr., Chair, _SQA Guide Working Group, PO Box 392, Wil
sonville, OR 97070, telephone: (503) 685-3778. 

The purpose of this Working Group is to develop a guide for IEEE Standard 
730-1987, Soft~are Quality Assurance Plans. This is done through discussion 
and identification of major software quality accurance activities, and sorting 
these into an outline for the · SQA Guide. 

The Working Group met 13-15 July in Piscataway, NJ and presently hopes to move 
the 14-16 September meeting from San Diego, CA to the Washington DC area. The 
18-20 January 1983 meeting is planned for San Diego, CA. 

NBS SPECIAL CONFERENCE: Computer Security Certification 

The· National Bureau of Standards (NBS) has scheduled a special workshop, "Com
puter Security Certification in Federal Agencies," for 12 July 1982. 

~ Contact: Mrs. Zella G. Rothberg, Bldg. 225, Room B266, National Bureau of 
Standards, Washington, DC 20234, for advance payment of $15 registration fee 
or further information. 

The scheduled speakers and titles include· two . NBS representatives who will 
give an overview to the "security game": Dr. James H. Burrows, Director, 
ICST/NBS; and, Dr. Zella Q• Ruthberg, ICSGNBS Certification Project Manager, 
"Our View of Certification." 

Others who will relate their own organization's points of view include: Willi
~ Neugent, Principal Investigator, System Development Corp., ''.DoD Certifica-
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tion Experience;" Edwardo. Joslin, Dept. of Agriculture, "Certification at 
the Department of Agriculture;" Duane!·~, Naval Data Automation Center, 
"Certification at the Department of Navy;" Stephen f.• Barnett, Chief -- Appli
cations Evaluation, DoD Computer Security Center, "Computer Application 
Evaluation -- Science Out of Art;" and, James Studer, Department of Defense, 
"Accreditation Process in Department of Army." 

SOME SOURCES OF INFORMATION ON COMPUTER ETHICS 

From time to time this question comes up: "Where can I learn more about eth
ics and computers?" 

Here are some sources of information we have uncovered lately about ethics ap
plied in the data processing field. While by no means a complete list, each 
citation has the advantage of focusing specifically on computer related is
sues. (Some comments about each are also provided.) 

1. D. B. Parker, "Rules of Ethics in Information Processing," Communi
cations of _the ACM, Vol. 11, No. 3, March 1968. 

This is an early article that outlines where computers and problems 
of ethics overlaps. 

2. "Part V, Panel Responses to Scenarios," Communications of the ACM, 
Vol. 25, No. 3, March 1982. 

This is an interesting piece because it analyzes several situations 
and discusses alternative responses from a panel of experts. Dis
cussed are such situations as (1) a programmer infiltrating a rival 
company's computer service, (2) a programmer taking a personal pro
gram to a new position, (3) a programmer using government-owned per
sonnel data for business purposes, and (4) a programmer selecting 
favorable computer output in a feasibility study. 

3. "Uniform Code of Ethics," IEEE Spectrum, March 1982. 

This is part of the IEEE's Code of Professional Behavior. 

4. "Rules of Conduct of the Code of Professional Ethics," American In
stitute of Certified Public Accountants (AICPA), March 1979. 

This book is published by the AICPA as a general 
membership. The Rules of Conduct, amended as of 
comprehensively with a professional's behavior. 
everyone. 

guide to its 
31 March 1978, deal 
Good teading for 

One suspects this list will grow as, more and more, the range of possibility 
for serious crime involving the computer grows • 
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RELIABLE APPLICATIONS DEVELOPMENT SYSTEM DESCRIBED 

!,g IDEAS: A system for production of very reliable telephone 
switching software using sophisticated conventional techniques and 
increasingly widely available software shows very good results 
(low error rate and acceptable cost) when put in practice. 

The telephone company certainly has the need for very reliable systems. In a 
telephone switch, which might handle up to 240,000 calls per day, the impact 
of a failure due to a hardware defect, software defect, or error would be sig
nificant. The Bell System's family of Electronic Switching Systems (ESSs) in
cludes the No. 2B ESS, for which the software was developed using a system 
described in White and Feay's paper (see Citation). Some of the criteria for 
this system's creation and maintenance that make it different are the follow
ing: (1) the system must continue processing telephone calls when · software up
dates are applied; (2) software problems have to be fixed promptly when they 
are discovered. 

The way Bell System engineers met these two goals was through the use of a 
Software Development System (SDS) that was " ••• introduced to reduce the 
development costs and to improve the '.quality' of ((the)) software ••• " In ad
dition, the Bell System defined "quality" as " ••• reducing the change rate due 
to errors in the softwar~." Hence, the payoff to Bell System thinkers was to 
minimize the number of changes needed from version to version of the software 
system while still allowing it to change to meet needs. 

Software Test Team 

A main element of their approach was to hold th·e Software Test Team responsi
ble for certifying the quality of the ESS software, and to give them control 
over all of the software modifications .that would be proposed for inclusion in 
the next "release" of the system. This means that both changes to correct 
current problems and changes which are feature changes fall within the 
Software Test Team's domain. 

The Software Development System 

The Software Development System runs under the UNIX (tm) operating system and 
is constructed of components of UNIX's Source Code Control System and Change 
Management System. The SDS' s other two m~iin facilities are the compile"/load 
complex, and the software testing subsystem. 

The Modification Request (MR) system tracks and coordinates all changes to the 
system by keeping a complete database of information about the various ver
sions of the code. Carefully predetermined sequences of state changes force a 
high degree of discipline into the change process. Whenever a change is under 
consideration the programmer has to record the reason for the change, any spe
cial field-dependent information about the change, and assure that the modi
fied code achieves a certain level of " •• code covera·ge, ((which)) means the 
percentage of instructions executed during debugging." 

The Testing Subsystem 

What all of this means is that for any modification to a system that is al-
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ready working the progrannners know fully and completely that the change solves 
the problem it was supposed to, and that the change is thoroughly tested in 
situ. Thorough life-like testing is accomplished with a minicomputer-driven 
simulation that can load up the ESS candidate software system with a simulated 
calling traffic pattern. The simulation can adapt the ESS software to any of 
the allowable system configurations, and it can instrument and collect a range 
of data from the candidate system. Data that can be collected includes in
struction coverage, values of variables or ranges of addresses, and a full 
"transfer trace" capability (used also for coverage analysis). 

The simulation system is driven by a Call Simulation Language that employs 
simple telephony-oriented verbs within a highly structured control language 
(WHILE, CASE, IF, and DO statements). 

Sunnnary 

In operation since October 1979, the SDS has shown 
crease; one release " ••• had approximately one half 
tivity seen in earlier releases" (emphasis added). 
goes on to point out that " ••• none of the software 
operating telephone companies contained additional 
the original error." 

a clear productivity in-
of the software change ac
Furthermore, the paper 

changes released to the 
errors or failed to correct 

Citation: P. E. White and M. R. Feay, "A Software Development System for Reli
able Applications," IEEE Trans. Connnunications, Vol. COM-30, No. 6, June 1982; 
UNIX is a trademark of Bell Laboratories. 

SOFTWARE DEBUGGING GLOSSARY AVAILABLE 

"A Software Debugging Glossary," is the title of a new report by Mr. Mark 2_• 
Johnson at H-P's Computer Research Center. Available since September of 1981, 
and already published in part in the ACM's SIGPLAN Notices, this report pro
vides nearly 30 pages of carefully defined terms that pertain to the area of 
debµgging as a quality. enhancement -process. 

You can request copies by contacting Mr. Johnson directly at Hewlett-Packard, 
Computer Research Center, 1501 Page Mill Road, Palo Alto, CA 94304. -
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AN OVERVIEW OF THE AFFIRM VERIFICATION SYSTEM 

By: James B. Henderson 

KEY IDEAS: The AFFIRM system is a collection of InterLisp programs 
used to . specify requirements and verify these specifications using 
an interactive theorem prover. 

Verification technology has produced four distinct systems which currently ex
press the state of the verification art. These are HDM, FDM (formerly InaJo), 
Gypsy and AFFIRM (see below for references). Each of these attacks the prob
lem of verifying properties of computer systems in different ways: 

HDM (a mnemonic for Hierarchical Design Methodology) applies to the 
design, implementation and verification of software systems. It comes 
complete with several tools and languages capable of supporting these 
various steps of software development. The core of HDM is an automatic 
theorem prover, This was originally a well-known prover developed by 
Boyer and Moore. Recently another theorem prover has been substituted. 

~ is a very high-level language which is both a formal specification 
language and a verifiable language for programming systems. This system 
supports verification by means of automated proofs capable of using data 
abstraction, exception handling and concurrency. 

FDM provides support for the specification and subsequent verification 
of software. The tools provided for these tasks include a specification 
language, syntax check and theorem generator, an interactive theorem 
prover and a verification condition generator (VCG) for a MODULA-like 
language. 

AFFIRM, like FDM and Gypsy, allows the combined technologies of verifi
cation and specification. AFFIRM permits interactive sessions for 
specifying systems in a variant of PASCAL and includes a highly interac
tive theorem prover based on abstract data types. 

All four of these systems are currently under investigation in an effort to 
produce a verification system suitable for commercial application. 

The remainder of this article delves into the specifics of the AFFIRM system 
to give the reader an idea of the functions of a verification system in gen
eral. This should also present an understanding of the current promises and 
limits of this technology. 

AFFIRM was developed under the Program Verification Project at USC Information 
Sciences Institute. Since late 1981, AFFIRM support and development has been 
undertaken by Software Research Associates, a Sart Francisco based software 
technology company. The AFFIRM program is written in Interlisp. It was im
plemented on a PDP-1O and currently runs also on the Interlisp system avail
able on VAX under Unix. 

The under.lying methodology is derived from the use of abstract data types 
(adt's). The benefit of this method is that specifications are given by means 
ofab-;tract definitions as opposed to concrete implementation level specifics. 
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Properties of the defined abstract data types can be proved using a user
driven natural deduction theorem prover. The prover relies heavily on the use 
of induction. This theorem prover allows the human user to establish a path 
toward a proof, the system follows the path, and the proof is discovered with 
the combination of intellectual and symbolic manipulation power. 

As a complement to the theorem prover, AFFIRM provides a variant of PASCAL to 
support the essential control structure and modularization features that dis
tinguish the abstract data specifications from an implementation of them. To
gether with the abstract data types proofs of a system can be undertaken. 

AFFIRM has been applied to a variety of simple algorithms and to several sys
tems of noteworthy size (size in relation to typical limits of verification 
systems) and practicality. The largest of these systems is the Delta Experi
ment. This involved specifying a message handling component of a system and 
proving that a 1000-line program written in DECs BLISS language properly im
plemented the specification. A program of ·this size is considered quite large 
in relation to the difficulty involved in its verification. 

In another instance, AFFIRM was used to verify a communication network proto
col deemed correct. In carrying out the proof session a design error in the 
protocol was discovered. This type of discovery makes the future of systems 
like AFFIRM seem very bright. 

REFERENCES FOR VERIFICATION SYSTEMS: 

HDM: K. Levitt, et.-al., "The HDM handbook," Vols. 1-3, Computer Science Lab., · 
SRI International, Menlo Park, Calif., 1979. 

FDM: R. Kemmerer, "FDM - a specification and verification methodology," in 
Proc. 3rd Seminar~ DOD Computer Security Initiative Program, National Bureau 
of Standards, 1980. 

Gypsy: D. I. Good, et.al., "Gypsy 2.0 Programming System 6.0 User's Manual," 
Certifiable Minicomputer Project, University of Texas, Austin, 1979. 

AFFIRM: AFFIRM System Documentation, USC Information Sciences Institute, Mari
na Del Ray, California, 1981. 

Comparison of the four systems for verifying system security: Cheheyl, et. 
al., "Verifying Security," in~ Computing Surveys, Vol.13, No. 3 • 
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IEEE COMPCON FALL (WASHINGTON, Q•f•) PROGRAM ANNOUNCED 

The IEEE has announced the final program for the annual CompCon· Fall-82 meet
ing, to be held at the Capital Hilton Hotel, 20-23 September 1982. 

Contact: COMPCON Fall-82, PO Box 639, Silver Spring, MD 20901; Telephone: 
(301) 589-3386. 

Papers that deal with quality management issues or are otherwise of interest 
to Quality Management Monthly readers are the following: 

R. D. Joshi, ITT, "An ·overview of a Facility used for Testing a Switch
ing-System;" 

!• Takefuji, !• Adachi, and!!• Aiso, Keio University, Japan, "A Novel 
Approach to Fault Tolerant Logic and Yield Enchancement;" 

~- Me·asut'es and P. Carr, University of Southwest Louisiana, "The Distri
buted Operating Sys~ Kernel;" 

T. Kalin, E.E.C., Italy, "Cost II BIS: Concerted Action · Research Project 
in the Field of Teleinformatics;" 

K. Thurber, Architecture Technology Corp., "Local Networks: Developments 
& New Offerings;" 

f• Karlgaard,!• Mowafi, and B. Rice, Computer Sciences Corporation, 
"Asset -- A Set of Automated Network Design and Management· Tools;" 

T. Raleigh, Bell Labs, "Large Software Development Using Hyperchannel;" 

A. Goyal, University of Texas, "Reliability in Ring Networks;" 

!!•!• Pennybacker, IBM, "A New Freezeframe Teleconferencing System;" 

C. Shaw, Director, Postal Service ·Development Labs., "Electronic Comput
er Originated Mail;" 

H. Yamazaki, and I. Yoshida, OKI Electric (Japan), "A Pre-analysis 
Scheme for Execution of Transactions on a Distributed Database;" 

~. Miyaguchi, NTT (Japan), "Fast Encryption Algorithm for the · RSA Cryp
tographic System." 
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DEPARTMENT OF DEFENSE (DoD) SOFTWARE QUALITY ASSURANCE (SQA) HANDBOOK 

KEY IDEAS: Government developed guidelines can prqvtde a good 
starting point for quality management activity. 

The supporting handbook for Military Specification MIL-S-52779A has been pub
lished as MIL-HDBK-334, "Evaluation of a Contractor's Software Quality As
surance Program." The handbook was developed by the Department of Defense 
(DoD) to provide information and guidance to personnel responsible for the 
evaluation, planning, and execution of a contractor's software quality program 
when MIL-S-52779A is invoked in the contract. 

MIL-S-52779A, "Software Quality Assurance Program ·Requirements," requires con
tractors to establish a Software Quality Assurance (SQA) Program which will 
assure compliance with the requirements of their contract. 

The specification and handbook are applicable to the acquisition of computer 
programs (including those programs that are or will be contained in firmware), 
software systems, and related data and documentation. The purpose of the do
cuments is to assure conformance to contractual requirements through co~trol 
of the design, implementation, and testing of the software. 

The documents also apply to non-deliverable software developed under the con
tract, unless specifically exempted in the contract. The United States Army 
Computer Systems Command (USACSC) at Ft. Belvoir has been maintaining the 
handbook, and during the next several months the USACSC will be actively soli
citing comments and suggestions for improvement of both the handbook and the 
military standard which it supports as input to a planned revision of both do

_cuments. Comments or recommendations concerning MIL-HDBK-334 or MIL-S-52779A 
should be addressed to the following: Commander, U.S. Army Computer Syst~ms 
Command, ACSC-QAA-A (STOP H-5), Ft. Belvoir, VA 22060, Attn: Mr. Roseberry. 

Copies of MIL-HDBK-334 and MIL-S-52779A may be obtained by contacting the fol
lowing: Commanding Officer, Naval Publications and Forms Center, 5801 Tabor 
Ave., Philadelphia, PA 19120. 

(Reprinted in part from the DACS Newsletter, V. 3, No. S, June 1982.) 
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CALENDAR OF EVENTS -- July 1982 

The events listed below are selected from various sources. Con
tacts for each event are given when known. To have your event in
cluded please send your announcement to the Editor, Quality 
Management Monthly, at Software' Research Associates. 

20-ll July 1982: Symposium qn· Reliability in Distributed Software and Data 
Base Systems, Pittsburgh, Pennsylvania. Contact: Prof.~- Bhargava, Dept. of 
Computer Science, A-319, University of Pittsburgh, Pittsburgh, PA 15260. 

~-.!Q September 1982: Practical Approaches to High Availability Computer Sys
tems, IEEE Computer Society Western Area Committee 21st Annual Lake Arrowhead 
Workshop. Attendance by invitation. Contact: Mr. Jim Gray, Tandem Computers, 
19333 Vallco Parkway, Cupertino, CA, 95014, (408) 725-6212. 

Q-16 September 1982: Sixth International Conference on · Software Engineering, 
Tokyo, Japan. Contact: Sixth Internati·onal Conference 'on ·Software Engineer
ing, P.O. Box 639, Silver Spring, MD 20901, (301) 589-3386. 

~-~ October 1982: VLSI and Software Engineering Workshop, Port Chester, New 
York. Contact: Dr. Jock Itader, 7372 West 83 Street, Los Angeles, CA 90045, 
(213) 616-2220. - --

6-8 October 1982: 3rd· International Conference on: Entity-Relationship Ap
proach, Anaheim, California. Contact: Dr. Carl G. Davis, BMDATC, Technology 
Center, P. o. · Box 1500, Huntsville, AL 358~ -

11- 4 October 1982: Safe-Comp '82, Purdue University, West Lafayette, Indiana 
(byinvitation only). Contact: Mr. Roy!!• Yunker, Chairman, Safe-Comp '82, 
PPG Industries, Inc., One Gateway Center, Pittsb~rgh, PA 15222 • 

.!.!!,-ll October 1982: Fourth Israeli Quality Assurance Conference, Hetzliyah, 
Israel. Contact: Mr. Befi Livson, Dept. 4540, Israel Aircraft Industries, Is
rav, Israel. Papers due: 31 March 1982. 

18-22 October 1982: 3rd International Conference on Distributed Computing Sys
t";m-;:- Miami/Ft. Lauderdale, Florida. Contact: Dr. £!El£· Davis BMDATC, P.O. 
Box 1500, Huntsville, AL 35807. 

8-12 November 1982: COMPSAC '82 (exhibits), Palmer House, Chicago, Illinois. 
Contact: COMPSAC'82, PO Box 639, Silver Spring, MD 20901. 

2-l January 1983: 16th Annual Hawaii International Conference on· System Sci
ences, Honolulu, Hawaii. Contact: Dr. Bruce Shriver, Computer Science Dept., 
University of Southwestern Louisi_an-;:- J?. O. Box 44330, Lafayette, LA 70504. 

20-23 March 1983: Software Engineering Symposium on High-Level Debugging, Pa
cific Grove, California. Gontact: Dr. Mark S. Jonnson, HP Laboratories, 1501 
Page Mill Road, Building 28B, Palo Alto, CA -94304. ]2-27 April 1983: 
Workshop on Software Engineering Technology Transfer, Miami Beach, Florida. 
Contact: Mr. Richard Mbrt·on, G. E. I. S. Co. 401 North Washington St., Rock
ville, MD-20850, (301) 340-5278. 
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READER COMMENT FORM QUALITY MANAGEMENT MONTHLY 

Note: Use this form to connnent about an article in Quality Management Monthly, 
to ask a question, or to make a suggestion. We'll do our best to be back to 
you with the data you need as quickly as possible. 

WHAT DID YOU LIKE BEST ABOUT THIS ISSUE? 

WHAT SUBJECT(S) DO YOU WANT TO SEE MORE ARTICLES ON? 

COMMENTS: 

NAME: 

ADDRESS: 

CITY/STATE: 

ZIPCODE: 

PHONE: ( ___ ) 
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EDITORIAL: Selling "Quality" (Part IV) 

Prior comments in this editorial series on Selling "Quality" have focused on 
how one's attitude toward "quality" affects producing a system that has this 
elusive characteristic, on how to assess the costs of "quality" by itemizing 
the direct and indirect value lost when a system is of low "quality," and what 
the high payoff approaches to assuring quality are for a "typical" problem en
vironment. 

If the methods work (and we know quite well that they do), then the prime 
question becomes: Why don'.!_~ people~ known quality management methods? 
To answer this requires looking at the nature of the quality of the work in
volved, and studying some of the effects of the "popular mentality" allied 
with quality management effort. 

Getting Away with Something for Nothing ••• 

To begin with, when the cost of a failure is in the Middle or Low Cost Range 
(see Quality Management Monthly for July 1982, Page 3) the motivation may not 
be strong enough in the short term to justify taking extraordinary steps, even 
though it may be present in the long term. Then too, history is on the side 
of neglect of quality: it is well known that an almost-perfect system with ac
ceptable (but low) quality can be "hacked" together in most cases. (The ex
ceptions are when the system is large, involves any new progrannning tech
niques, or is supposed to run in real time.) An explanation for this may be 
that 75%-85% of the "functionality" of a software system can be obtained 
without resort to ANY quality management methods; getting the last 15%-25% is 
rather more difficult, of course. Hence, in the Low Cost Range (and sometimes 
in the Middle Cost Range), you can "get away with" low cost production tech
niques. In the long term, of course, these half-way measures turn out to be 
what they are: half-way measures! 

The Attitudinal Point ••• 

Another factor is the perception of "quality control work." It is like that 
of software maintenance as described by Barbara Schwartz in the August issue 
of DATAMATION: no one wants to do maintenance, least of all the experts the 
job requires. I;-other words-,-quality management draws less well than the 
more glamorous system specification, system design, and system implementation 
roles. 

A reason for this may be the analysis/synthesis split: Quality Management is 
generally an analysis activity more than it is a synthesis activity. Consider 
the payoffs: in synthesis you get to "see" something being built, but in 
analysis you only learn about its properties. Some people get much more rein
forcement from the synthesis than from the analysis, and are thus attracted to 
those activities. The result may be that Quality Management work is seen, 
however incorrectly, as less desirable. You can imagine what impact that has 
on quality. 

The way out is twofold: (i) to "grow up" and see the long-term effects and 
importance of quality management; and/or (ii) to examine the difficulties and 
frustrations of requirements analysis, design, and implementation work for 
what they are, and for how they affect system quality. -EFM 
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SOME INTERESTING THEORETICAL PREDICTIONS ON SOFTWARE DEFECT RATES -- . -
Citation: M, Lipow, "Number of Faults Per Line of Code," IEEE Trans. Software 
Engineering, Vol. SE-8, No~ 4, July 1982. 

KEY IDEAS: Theoretically predicted software defect rates for pro
gram~ge from 1.75% to 3. 17%, for FORTRAN coded software, 
depending in part on the degree of program modularity. The defect 
rate is not constant with program size; instead, it incr eases with 
increasing program size. 

This paper by Lipow provides some interesting and, in some cases, new insights 
into the "average" defect rates in software. Previously, it was surmized that 
the defect rate for software was independent of the module size. That is, 
that the relative percentage of defects was constant as a function of the 
number of lines of code. While that would make the world simpler, Lipow's new 
result s_ s~ggest this rate varies differently. 

Background 

The Halstead "software physics" work sought to define a ge~eral theory of 
software properties that could interrelate a range of different parameters. 
As the theoretical sunnnary in Lipow's paper indicates, the number of faults in 
a program is given by the formula B = V/3000, where V is the "program 
voluJ11e," and where B is the absolute number of faults. 

Here, Vis the Halstead version of "volume", computed as N log2 n, where N 
is the total number of usages of both operators and operands (called the 
"length"), and where n = nl + n2, i.e. the number of unique operators and the 
number of unique operands, respectively. (See M. Halstead, Elements of 
Software Science, New York: North American Elsevier, 1977.) 

Practical Predictions and Empirics 

The number 3000 in the formula above is predicted wholly from analyses made 
with the Halstead theory. It is the approximate number of "mental discrimina
tions" made by a programmer between "errors." This figure is derived from 
many careful empirical observations and calibrated into the formula, rather 
than measured by any direct means. 

Computing B, the software defect count, requires factoring the program's so
called "language level" into the formula. In the Halstead theory the language 
level, K, for FORTRAN programs is about 7.5; for assembly language programs it 
is around 3.0. With this value it is possible to calculate the theoretically 
predicted number of defects in programs as a function of their length. 

Effect of Size of Software 

In fact, according to Lipow's computations, the defect rate also varies ac
cording to the number of sub-programs into which the software is divided. For 
example, here are the predicted defect rates as a function of program size and 
number of subroutines: 
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Effect of Modularization on Error Rates 

Number of Modules 
Number of Lines 
of Executable Code 1 2 5 
------------------

100 1. 75% 1.60% 1.30% 

1000 2.43% 2.22% 1.95% 

10000 3. 17% 2.94% 2.65% 

To back up these predictions, Lipow and others analyzed software defect rates 
in some 25 programs ranging in size from 440 executable statements to slightly 
over 12500 executable statements. The overall defect count, according to pro
jection, should have been 2155; the actual count was 2006. 

Implications 

It should be clear that: (i) more modularization will reduce the defect rate; 
(ii) avoidance of assembly la~ge coding will cut the defect rate down on a 
per-program basis (since assembly language programs are about four times 
longer for the same algorithmic content); and, (iii) it is possible to 
predict, within narrow percentages, what defect rates~ likely to be. 

SOFTWARE DOCUMENTATION MANAGEMENT GUIDE 

To help remedy common complaints about software documentation, the Management 
Guide for Software Documentation, (SP500-87, 1/:003-003-02384-l) discusses the 
manage~t support, resources and facilities required t 6 apply and tailor do
cumentation techniques. After a general overview of software documentation 
and a list of references, the guide covers definitions of documentation, prob
lems with their causes and solutions, and required resources. The guide is 
available for $3.00 from the Superintendent of Documents, US Government Print
ing Office, Washington, DC 20234. 

!_ "Quality Management" Fortune Cookie ••• 

In Quality Assurance: 
Good news is good news, and 
Bad news is good new~. 
But no news at all is very bad news indeed. 
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FEATURED SOFTWARE TOOL: Micro-Focus' COBOL Animator System 

KEY -:..IDEAS: COBOL programs can be "debuggedf' using a system that 
can report execution traces at the sour~e-code level. 

The Micro-Focus ANIMATOR system displays the source listing of the user's 
COBOL program on the user's screen and moves the screen cursor from statement 
to statement as each COBOL program statement is executed. This movement of 
the cursor as the program executes effectively "animates" the program. When
ever control passes to a program statement not shown on the screen, the "win
dow" shifts automatically to include the relevant text passage on the screen. 

The programmer is able to run the program either statement by statement, or 
continuously, and can watch the cursor showing the exact execution path taken 
in the COBOL progra~. In the continuous animation mode, the user can vary the 
speed at which statements are executed to select a comfortable pace for read
ing and comprehending the source program. The programmer can also specify~ 
ecution ~ to the next.!! statement, at which point he is able to vary data 
items in order to cause the program to follow a different path. 

The program can also be~ normally -- in which case only the user displays 
are shown as they would normally be generated by the program -- then switched 
back into animation mode at any time; for example, to examine the program's 
operation with a particular set of data. 

ANIMATOR allows the programmer to view execution of a complete application, 
consisting of a hierarchy of CALLED programs. The animation process continues 
to trace the execution path through the hierarchy just as it does in a single 
program. 

Contained within ANIMATOR is a set of interactive debugging capabilities which 
comply with and exceed the published GAS \ certification standard. During de
bugging, the programmer can set execution breakpoints and change the path of 
execution at will, in order to omit or repeat parts of the program. At any 
time that he has halted the program's execution, the programmer can 'query' 
the value of a data item simply by moving the cursor onto an occurrence of it 
-- anywhere in the program -- and issuing a simple command. At that point, 
the value can be changed if desired by keying in a new value. The value of an 
item can also be continuously 'monitored' so that its value is displayed after 
executing each program statement. 

When a program is running under the control of ANIMATOR, execution halts when
ever: 

--the programmer presses the SPACE bar, 
--the flow of control reaches a break point previously marked by the 

programmer 
--a run-time error arises, such as a subscript out-of-range. 

In addition, execution can be halted conditionally whenever: 

,-

--control flows through a breakpoint previously marked by the pro
grammer and a specified condition is true 

--a condition previously specified by the programmer becomes true, -~ 

@ 1982 by Software Research Associates, San Francisco, California Page 6 

·- " 



-

-

•• 

Qua l i ty Managemen t Monthly August 1982 . 

without regard to the current cursor position. 

ANIMATOR can be used on COBOL source programs which conform to the ANSI'74 
standard, regardless of the original compiler. Programs to be animated must 
first be recompiled using Micro-Focus' CIS COBOL or Level II COBOL compiler. 
The system runs under CP/M and CP/M-86 systems, and under UNIX. 

Contact: Mr. Paul O'Grady, President, Micro-Focus, Inc., 1601 Civic Center 
Dr., Santa Clara, CA, 95050. 

Notes: CP/M and CP/M-86 are trademarks of Digital Research; UNIX is a trade
mark of Bell Laboratories. Most of the above article is taken from Micro
Focus' Technical Product description. 

IEEE'S COMPUTER STANDARDS ACTIVITY -- SOURCES 

The IEEE Computer Society has an active program focuse.d on developing working 
standards of various kinds. Here is a list of Standards groups and their con
tacts. The IEEE Computer Society order ~umber and non-member price is given 
when the group has produced a document. You can contact them directly to be 
put on their mailing lists. 

Software Engineering Terminology, Ms. Shirley Gloss-Soler, IITRE, P.O. 
Box 180, Rome, NY 13440. 

Software Quality Assurance Plans, Mr. Fletcher Buckley, RCA, MS 101-229, 
Moorestown, NJ 08057. (IEEE Computer Society Order No. 915, $4.00) 

Software Configuration Management Plans, Mr. R. Frederick, Texas Instru
ments, MS 8, ?.O. Box 5012, Dallas, Texas 75067. 

Software Test Documentation, Mr. Dave Gelperin, Super Value Corp., 2425 
Zealand Avenue North, Golden Valley, MN 55427. 

Software Requirements Specification, Mr. A. Davis, GTE Laboratories, 
Inc., 40 Sylvan Rd., Waltham, MA 02254. 

Software Quality Assurance Guidebook, Mr. G. Tice, Tektronix, Inc., P.O. 
Box 392, Wilsonville, OR 97070. 

Software Engineering Standards Taxonomy Dr. Leonard L. Tripp, Boeing 
Computer Services, P.O. Box 24346, Seattle, WA 98124. 

Software Reliability Measurement, Mr. James Dobbins, IBM FSD, MS 105-
913, 9500 Goodwin Dr., Manassas, VA 22110 • 
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SOFTWARE TOOLS USAGE: An NBS Sponsored Study 

KEY IDEAS: Software Tools are surveyed for their "real" use at 23 
sites; some trends are identified; future increased use of au
tomated tools is -projected. 

The National Bureau of Standards (NBS), as part of its responsibilities under 
the Books Act, contracted with Dr. Herb Hecht, SoHaR, Inc., to produce a study 
to " ••• determine how different programming environment-;-"affect the us~ of and 
direct the development of tools for quality software ••• " (Reference 1, p. 5). 

Hecht contacted 23 organizations (8 in the ·private sector, · 5 in Goverment
supported organizations, and 10 Government agencies) to find out how they used 
-- or didn't use -- software tool~. A total of 29 interviews were conducted; 
Reference 2 contains the details of each of the interviews. While too small a 
numerical sample to justify drawing statistical conclusions, there were some 
interesting trends and partial conclusions discernible in the study. Of the 
29 interviews, three were with minimal tools users (i.e. users who only em
ployed tools supplied with their operating system), seven were intermediate 
tool users (some special-purpose t ools), and 19 general-purpose tool users 
(where general-purpose software tools were in use). 

In all, the most commonly used tools (and the ones that drew the most favor
able comments from the users) were: editors, preprocessors of various kinds, 
and general-purpose software development tools. Management tended to favor 
use of_tools, particularly where cost-effectiveness could be demonstrated; 
programmers were less sure, as the payoff of tool use was not always self
evident to them. 

Tool usage in the future is projected to grow as current tools become accepted 
in the connnunity; and, new software engineering practices generate a demand 
for new tools. For example, it was felt that the evaluation of software qual~ 
ity metrics -- which are beginning to be accepted as contractual requirements 
-- are easier to measure with special software tools. Similarly, checking the 
uniqueness of names and verification that programming conventions are accu
rately followed can also be carried out easily by t:ools. 

Lack of portability and the degree of training required in the use of a tool 
(or tool system) were most often cited as obstacles to tool use. How to fost
er the growth of such tools remains an unsolved question, but Hecht's conclu
sion suggests " ••• an interest by high level management in software, and a com
mitment to control software development, will be the most significant motiva
tion for tool usage." 

References: 

(1) H. Hecht, "Final Report: A Survey of Software Tools Usage," NBS Special 
Publication 500-82, Institute for Computer Science and Technology, National 
Bureau of Standaras, November 1981. 

(2) H. 1:iecht, "Synopsis of Interviews from Survey of Software Tool Usage," 
NBSIR-81-2388, Institute for Computer Science and Technology, National Bureau 
of Standards, November 1981. 

CATALINA WORKSHOP PAPER REVIEW: Multilevel Mutations 
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Prof. Tim Budd, (University of Arizona), "A Multi-level Approach to Mutation 
Testing;" Proc. Mt. Ada Workshop on Effectiveness of Testing and Proving 
Methods, 11-13 May 1982. 

KEY IDEAS: Save work by running mutations in staged levels rather 
than in one comprehensive unit. 

Prof. Budd, who was part of the original "mutation group" at Gerogia Tech. 
that developed the first automated mutation system, used this paper to intro
duce the idea of multi-level mutations. Briefly, a program mutation is a 
method for evaluating the effectiveness of a set of tests by checking whether 
they are "strong" enough to detect small errors introduced into a program. 
Such "mutated" programs are "killed" if the set of tests detects the defect; 
when a mutant remains alive after the set of tests is run, then more tests 
have to be added. 

Normally, mutations are done on whole programs -- essentially on an all or 
nothing basis. Budd's multilevel idea is to organize the mutation tests in a 
more cost-effective sequence, but one that still preserves the power of the 
mutation idea. The levels proposed tell the story: statement analysis, predi
cate analysis, domain analysis, and coincidental correctness analysis. These 
correspond to four levels of internal (path oriented) program analysis. 

Budd develops formulas for one critical factor in mutation analysis: the 
growth rate of mutations as a function of common program properties. From 
this, he makes a beginning cost-benefit analysis that suggests organizing a 
series of mutation analyses in the life cycle in a phased manner, rather than 
an "all or nothing" single step. 

A "Quality Management" Fortune Cookie ••• 

H. S. Geneen's Rule: 

Quality is not only right and it is not only free -- it is the most 
profitable product line we hav~. 

* * * * * * * * * * ~ * * * * * * 
* * * * * * * * * * * * * * * 

* * * * * * * * * * * * * 
* * * * * * * * * * * ., 

* * * * * * * * * 
* * * * * * * 

* * * * * 
* * * 

* 

@ 1982 by Software Research Associates, San Francisco, California Page 9 



r 

Quality Management Monthly August 1982 

BRITISH STANDARDS INSTITUTION: Testing Computer Based Systems 

KEY IDEAS: Standards for Software Testing~ Recommended Software 
Test Plans. 

This standard (BS 5887:1980) addresses the code of practice for testing of 
computer-based systems testing. There is a a complimentary code of practice 
(BS 5515) which addresses the documentation of testing. The goal of the stan
dard is well described in this initial statement: "This code of practice 
represents a standard of good practice and takes the form of recommendations. 
Compliance with it does not confer immunity from relevant statutory and legal 
requirements." 

Translated into practical terms the BS 5887 Standard goals are to demonstrate 
with an acceptable degree of confidence that the computer-based system: 
" ••• (a) does what it is supposed to do; (b) does not do what it is clearly not 
supposed to do; (c) is physically and operationally secure; (d) is reliable; 
(e) is maintainable and modifiable; (f) continues in service to do what it was 
designed to do." 

Structure of the Standard 

The main part of the standard is organized into seven major subject headings: 
Test strategy, Test procedures, Test criteria, Test plan, Test specification, 
Test summary, and Test Monitoring. 

-

In the main, these areas are addressed in general terms, avoiding too-hard 
specifications (which would constrain the user), but keeping enough concrete A 
suggestions to be the basis for practical application. W, 

For example, under "Test Criteria" the standard enumerates a number of design 
criteria that could be the basis of comparison: design testability; accuracy; 
deadline; priority structure; response time; backup; recovery; reconfigura-
tion; security; privacy; reliability; robustness; modularity; portability; 
maintainability; modificability; enhanceability; interfaces; documentation. 

What is interesting about this list is its breadth, and the fact that it is 
appended with the additional proviso that the criteria have to be specified 
within agreed constraints of: " ••• development time; development costs; run-
ning costs; maintenance costs; operating efficiency; and capacity." 

Test Specification Excerpt 

Here is an excerpt from the standard that deals with the typical contents of a 
test specification (emphasis added): 

(1) What is_!£ be tested, e.g. a test, an interface, a system, a 
function, a program, a component of a program, elements of data, 
documents. 

(2) What the test needs to establish, i.e. that what is to be tested 
does what--r;-is supp~ed to do and maintains its integrity 
against attempts to make it do what it is not supposed to do. 
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(3) Whether the test is to stand alone. 

(4) What related tests are to precede, to be made concurrently with 
or to follow the test. 

(1) ~ conditions in which !he~ is to take place, i.e. normal 
or abnormal, and, if abnormal, the degree of abnormality. 

(6) When the test is to take place, e.g. in what month, week, day 
shift, hours; in a normal test period, in real scheduled time. 

(l) The data and the files to be used; the 'before and after' condi
tions of the files; all~fthe possible system input and output 
media; and the formats, values, limits and tolerances to be al
lowed. 

(8) The test method to be used, with an explanation of how it will 
provide the required level of confidence. 

(9) The version numbers of the test aids or diagnostics that are to 
be used in the test. 

(10) What configuration(s) are to be used and where, e.g. own equip
ment or other; on-site or elsewhere. All hardware, software 
versions and people should be listed together with the environ
mental conditions in which the test is to be conducted. 

(11) The cooperating (console) messages expected. 

(12) 

(_!1) 

What analyses of results~ to be made, and by whom. 

What traces of the test route and what records of the test are 
to be kept, ~d for what period of tim~. 

(14) Whether it is necessary to repeat a test (a) if it fails; (b) in 
different specified conditions; and how many repetitions are 
considered necessary, together with the actions to be taken if 
these repetitions fail to produce the required results. 

(15) Significance of the test for the system as a whole. 

This seems like a pretty complete list, indee~! 

Citation: British Standard BS 5887:1980, order copies from British Standards 
Institution, 2 Park Street,London WlA 2BS. Telephone: (01) 629-9000, 
Telex: 266933 • 
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CALENDAR OF EVENTS August 1982 

The events liste~ below are selected from various sources. Con
tacts for each event are given when known. To have your event 
included please send your announcement to the Editor, Quality 
Management l1onthly, at Software Research Associates. 

~-10 September 1982: Practical Approaches to High Availability Computer Sys
tems, IEEE Computer Society Western Area Committee 21st Annual L~ke Arrow
head Workshop. Attendance by invitation. Contact: Mr. Jim Gray, Tandem 
Computers, 19333 Vallco Parkway, Cupertino, CA, 95014, (408) 725-62_12. 

Q~l6 September 1982: Sixth International Conference on Software Engineer
ing, Tokyo, Japan. Contact: Sixth International Conference~ Software En
gineering, P.O. Box 639, Silve~ Spring, MD .20901, (301) 589-3386. 

4-6 October 1982: VLSI and Software Engineering Workshop, Port Chester, New 
Yo;k. Contact: Dr. Jock Rader, 7372 West 83 Street, Los Angeles, CA 90045, 
(213) 616-2220. ....,.......... 

6-8 October 1,982: 3rd International -Conference on Entity-Relationship Ap
proach, Anaheim, California. Contact: Dr. Carl G. Davis, BMDATC, Technology 
Center, P. O. Box 1500, Hun'tsville, AL 358~ -

11-14 October 1982: Safe-Comp '82, Purdue University, West Lafayette, India
na (by invitation only). Contact:~- Roy~- Yunker, Chairma~, Safe-Comp 
'82, PPG Industries, Inc., One~Gateway Center, Pittsburgh, PA 1~222. 

18-21 October 1982: Fourth Israeli Quality Assurance Conference, Hetzliyah, 
Israel. Contact; Mr. ~en Livson, Dept. 4540, Israel Aircraft Industries, 
Israv, Israel. Papers due: 31 March 1982. 

18-22 October 1982: 3rd International Conference on Distributed Computing 
Systems, Miami/Ft. Lauderdale, Florida. Contact: Dr. Carl Q• Davis BMDATC, 
P.O. Box 1500, Huntsville, AL 35807. 

8-12 November 1982: COMPSAC '82 (exhibits), Palmer House, Chicago, Illinois. 
Co~act: COMPSAC'82, PO Box 639, Silver Spring, MD 20901. 

5-7 January 1983: 16th Annual Hawaii International Conference on System -Sci
ences, Honolulu, Hawaii. Contact: Dr. Bruce Shriver, ·Computer Science 
Dept., University of Southwestern Louis~ana, P. 0. Box 44330, Lafayette, LA 
70504. 

20-23 March 1983: Software Engineering Symposium on High-Level Debugging, 
Pacific Grove;california. Contac~: Dr. Mark~- Johnson, HP Laboratories, 
1501 Page Mill Road, Building 28B, Palo Alto, CA 94304. ~ 

25-27 April~: Workshop on Software Engineering Technology Transfer, 
Miami Beach, Florida. Contact: Mr. Richard Morton, G. E. I. S. Co. 401 
North Washington St., Rockville,MD 20850, (301) 340-5278. 
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Quality Management Monthly is published on the 15th of each month by Software 
Research, Inc., 580 Market Street, San Francisco, California, USA. Unless 
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Editor in duplicate; an honorarium is paid for all material that is used. 
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EDITORIAL: THE INTERNATIONAL SOFTWARE CONFERENCE 

(Note: For two issues we are suspending our series on "Selling Quality" to 
provide coverage of the 1982 International Software Engineering Conference, 
being held this September in Tokyo, Japan. The "Selling Quality" series will 
resume in November 1982.) 

About the Conference 

Every 18 months the IEEE and a range of other professional societies meets to 
discuss progress in the young field of Software Engineering. Past conferences 
have been held in Washington, Los Angeles, San Francisco, Atlanta, and Munich. 
The conference this year will be in Toky0. 

The future directions of the Software Engineering field can be seen by analyz
ing the Conference plan, and studying what the papers presented actually said. 
Of course, like any Conference, much of what is important occurs outside the 
formal sessions -- in the hallways and back-room discussions of the "in" 
groups that control the current and future Conferences. 

Papers Presented 

According to reliable sources on the Program Committee there were many more 
papers proposed this year than ever before, but about the same number were 
selected. This should make the technical content even "better" than the pre
vious conferences in San Francisco or Munich. There are 14 main sessions (ex
cluding invited papers and presentations and some "short paper" sessions). 
The titles will be revealing. In order: Software Maintenance, Language Pro
cessing Issues, Configuration Management, Quantitative Aspects of Software, 
Requirement Techniques, Programming Environments, Perspectives in Software En
gineering, Specification Techniques, Tools for Program Design and Construc
tion, Testing and Tools, Software Notations, Interactive sy'stems, Case Stu
dies, Program Analysis and Synthesis. 

This is a mighty impressive list, but on study it reflects exactly the 
processes of producing software. In a sense, this narrow focus strongly de
fines what "software engineering" is and is not. Perhaps some of the topics 
NOT mentioned in the Conference plan would be of interest: Artificial Intelli
gence, Databases, Networking, Graphics, Microprocessors, et~. Maybe these are 
just (just?) application areas? 

Quality Management Papers 

Here are some of the paper titles of direct interest to Quality Management 
(except the "Testing and Tools" session, (see below): D. Potier, "Experiment
ing with Computer Software Complexity and Reliability;" K. Agusa and A. 
Ohnishi, "Verification System for Formal Requirements Description;" A. Rudmik, 
et. al., "Consistency Checking within Embedded Design Languages;" 

In the "Testing and Tools" session: S. Rapp & E. Weyuker, "Data Flow Analysis 
Techniques for Test Data Selection;" D. V. Buyansky and J. S. Schatz, "No. lA 
ESS Laboratory Support System -- Erasable Flag Facility;" M. Ohba, "Software 
Quality= Test Covera~e x Test Accuracy;" 
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Analysis of Content 

These represent some 6 of the 39 papers being presented , at the conference; 
this is approximately the normal proportion for Quality Management compared 
with other life-cycle phases. While these particular titles sound interest
ing, it would not be unfair to say that they really don't appear to offer any
thing new in technique, or startling new results. 

Normally, the ICSE is a mix of heavy~duty research papers and applications pa
pers. But not the current - one. The most evident absence is that the Japanese 
don't have papers describing their (i) Software Engineering project, (ii) 
their Fifth Generation Computer project, or (iii) their Supercomputer project. 
While the latter is probably "hardware", the first two certainly are not. In 
summary, from my review of the Conference plan it appears that the main issues 
of Software Engineering -- productivity, quality, capability -- have been 
neatly side-steppl:!d once again in _favor of "safer" papers dealing with items 
probably only peripheral to the main events. 

Next month, a report on how it actually was. 

-EFM 

MORE ON ETHICS 

-

The last issue of QMM- (Vol. 1, No. 4) related some sources of information -
· about the ethics of computing. The current issue of the IEEE's Spectrum maga
' zine contains a nice article on the subject by S. C. Florman ("A Skeptic Views 
Ethics in Engineering," IEEE Spectrum, August 1982), which itself gives some 
further sources, as follows: 

R. J. Saum Ethics and Engineering Curricula, Hastings Center of the In
stitute of Society, Ethics and Life Sciences, 360 Broadway, Hastings
on-Hudson, NY 10706. 

S. Bok and D. Callahan (Editors), Ethics Teaching in Higher Education, 
Plenum Press, 233 Spring Street, New York, NY 10013. 

R. J. Baum and A. Flores, Ethical Problems in Engineering, Rensselaer 
Polytechnic Institute, Center for the Study of the Human Dimensions of 
Science and Technology, Troy, NY. 

S. C. Florman, "Moral Blueprints," (Chapter 15 in Blaming Technology) 
St. Martin's Press, 175 Fifth Avenue, New York, NY 10010. 

You might say we felt ethically bound to pass these on. 
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MAZE -- A TESTING SYSTEM 

By: Michel P. Morice 

KEY IDEAS: To know and measure both the qualification effort and 
the quality of the product delivered, the GCOS64 qualification 
team engaged in using the "Sl" level test coverage metrics to the 
complete Operating System, based on ideas presented by SRA. 

Our GCOS64 system software development is organized so that development and 
debugging is done in one place; after integration into a product or set of 
products, the software is handed over to a separate team to qualify (i.e. ver
ify and validate) what will eventually be delivered to an over-200O and grow
ing customer base. 

The qualification team felt the 
of the resulting product(s) and 
the often used yardstick, i.e. 
existing specifications, is not 
able metrics. 

need to measure the quality of either or both 
of the testing effort. It was recognized that 
the thickness of a testplan/testlist based on 
objective enough and does not lead to compar-

Looking around for ideas we decided to experiment with the test coverage meas
urements advocated by SRA (San Francisco, California) and particularly focused 
on its so-called ·11sl 11 level coverage measure. This is to be applied to the 
operating system GCOS64 including its related components, compilers, and util
ities. 

Justification 

We would like to consider that a software product as implemented 
could be divided into three main virtual portions: 

(1) One representing the externally accessible functionalities; 

(2) One representing internal services to the first portion (i.e. 
buffer overflow management within a compiler); 

(3) One representing functionalities implemented to react in some 
way to external events depending on the environment of the product 
(i.e. bad I/O status return ••• ). 

As testing is often designed from the functional specifications one can expect 
that the area of code "one" is well-tested but it will be very difficult to 
estimate how much of areas "two" and "three" is properly exercised. Further
more test design is largely dependent on experience and goodwill of the test
ing personnel. 

If one admits that code represents accurately a product (not forgetting docu
mentation, ••• ) and that more of the code is exercised, better the testing ef
fort and better the chances of getting a quality product, then we need some 
metered indications of how much of the code is or is not exercised during 
testing. 
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Technical Goals 

We considered that what corresponds most to our qualification organization is 
to detect how many vectors between procedures (modules) are not exercised dur
ing functional testing. A vector is the virtual trail between a specific CALL 
instruction and its corresponding specific ENTRY in a called procedure. A 
vector is as well a RETURN trail. 

The implementation of the necessary tooling can be broken down into 4 major 
groups: 

(1) Instrumentation of vectors 

For whatever group of modules under scrutiny, we have to find the vectors of 
interest (incoming to the group, internal and outgoing from the group) estab
lish their list, instrument the vectors such that an event will be signaled 
when the vectors will be exercised later under testing. 

(~) Tracing of events: 

Under dynamic testing, each time an instrumented and activated vector is exer
cised the event has to be recorded and eventually saved on an external media 
for later analysis. 

(_~) Centralization of events trace: 

,~~ As a qualification campaign is usually broken down into a number of machine 
'.l; time sessions probably using different systems, we have to be able to tran

sport partial results and concatenate them for a given product under test. 

We also have to congregate that "by-product" information into a global base to 
have reporting at a more global level such as complete software re_lease. 

(~) Data reduction and reporting: 

Reduction is done to allow for the following types of reports: 

--list of vectors not exercised, ratio of those among all vectors 
under scrutiny. 

--list of vectors exercised only a few times or by a few tests and 
list of all corresponding tests which are probably precious for 
future reuse. 

--list of vectors well exercised. 

--list of vectors exercised by a given test job. 

The generic name given to the above set of tools is "MAZE" which would prob
ably stand for "Module Analyzer," but corresponds quite accurately and 
literally to the image we obtained of an Operating System. 

Implementation 
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(l) Instrumentation of vectors 

The image of executable software code, as installed on a ready to run system, 
is taken as input and scanned to reconstruct the possible flow of processing. 
Each entry point of each module is used in turn as a starting point, looking 
for CALL instructions (any transfer of control outside of the module). This 
allows to build the file of possible Call vectors, recording the name of the 
caller, the offset of the CALL instruction, the name of the callee and entry 
point. 

We have found no easy way to record the same types of information for RETURN. 
Another difficulty are the cases where the CALL is indirect with the indirect 
address being set dynamically. On the other hand, the method allows us a fal
lout advantage of being able to locate dead code. Then trace can be installed 
(but not activated by) building a table identifying each ENTRY. 

(~) Tracing of events 

The person responsible for testing a given set of modules activates vectors by 
saving the initial content of ENTRY instructions in the table built and re
placing it by a transfer to a trap -- tools are provided and mostly symbolic 
names are used. 

During actual execution of test jobs, triggering of an entry activated for 
tracing is recorded and caller identification, callee identification and job 
under control are saved. 

- There exists a collector to empty the trace circular buffer fast enough onto 
an external medi~. It is acceptable to loose some information once in a while 
as long as we know how much. 

• 

(l) Centralization of event trace 

Trace is reduced normally at the end of each testing session. Reduced partial 
data is added if necessary to a local base. Reports can be extracted fortes
ter information. Accumulated infos can be entered into a central base at any 
time for consolidation across people and products. 

(4) Data reduction and reporting 

At a test session level one can extract: 

--per job just executed, the list of vectors exercised and the 
number of time each vector has been exercised. 

--the list of vectors exercised or not and how many times each 
have been exercised, sorted in different ways. 

--various ratios. 

At the consolidation level one can extract: 

--list of vectors exercised by so many jobs or so many times that 
th~y ~ith~r gre Of little interest beCdUfiC What~v~r is done they 
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are executed, or are of great interest for optimization or for 
testing with a large~ choice of parameter values. 

--list of vectors exercised frequently or by a reasonable numbeJ" 
of jobs. 

--list ' of vectors exercised only a few times or by a small number 
of jobs, along with the list of jobs per vectors probably for 
selection for · non-regression campaigns. 

--list of vectors not exercised. 

Scenario 

The QA team is essentially organized into: 

--a support team providing to testers a copy of the system to be 
exercised and centralizing all global information. 

--testers with specific product/functions responsibilities, 

Support dist~ibutes the system disc instrumented for later activation of trace 
and keeps the base of all possible vectors. 

Each individual tester prepares its list of concerned vectors and activates 
them when running test jobs. He keeps its historical data across test ses-
sions and includes in its final report the MAZE reports. The necessary files A 
are kept on his t~s~ jobs disc. • 

, 
Whenever needed the reduced information kept by individuals are transmitted 
back to the sun Based on 
individual and global results, goals can be set and controlled from release to 
release both for quality of testing and product quality. 

Actual Experience 

The above described set of tools has now been used during qualification of 
GCOS64 Unified File Transfer. Here are some figures obtained as of 31 January 
1982: 

Total number of vectors in system 

Vectors for UFT 

UFT exercised vectors 

Different test jobs 

Events collected during test 

Events by test jobs 

Processor time overhead 

40,000 

350 or 200 

103 

200 

1,200,000 

400,000 

8% 
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Modules under test 35 

Remarks 

350 is the total number of vectors concerning UFT modules, however, they were 
reduced to 200 by subtracting vectors left in that delt with development de
bugging tools (trace, dumps, displays). Among the 400,000 events, one single 
job accounts for 148,000. 

Thirty-one of the modules account each for 1 percent or less of the 200 vec
tors while one module accounts for 45 percent. 

We obtained a best figure of 52 percent test coverage even though the 
testplan/testlist issued before start of actual qualification was considered 
quite exhaustive and some work is now budgeted to raise the ratio of coverage. 

Conclusion 

We expect that this set of tools and the methodology will 

--allow us to better know how good testing is in addition to how 
much. 

--allow us to attain a better and in some way measurable quality. 

--permit comparison of quality levels between products implemented 
and tested in different locations, before attempting to have them 
work cooperatively (D.S.A.). 

More information or documented actual test reports can be obtained from Jean
Francois Reinert, who implemented this not-so-easy set of tools, or the author 
at: CII - Honeywell Bull, 94 Avenue Gambetta - 11131d, 75020 Paris, France. 

Editor's Note: This version of Mr. Marice's paper has been edited slightly to 
improve-the terminology and English usage. -EFM 
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CATALINA WORKSHOP PAPER REVIEW: Mutation Experiments 

Prof. Tim Budd, (University of Arizona), "A Mutation 
Proceedings of the Mt. Ada Workshop on Effectiveness 
Methods, 11-13 May 1982. 

Analysis Case Study;" 
of Testing and Proving 

KEY IDEAS: In a working version of a mutation system, some new in
sights are gained about the error discovery process. 

Program mutation analysis is a method £pr evaluating tha effectiveness of a 
set of tests by checking whether they are "strong" enough to detect small er
rors introduced into a program. Such "mutated" programs are "killed" if the 
set of tests detects the defect; when a mutant remains alive after the set of 
tests is run, then more tests have to be added. 

This paper, written by one of the original members of the "mutation group" 
that built the first mutation testing systems, presents some results from some 
experiments done using the experimental mutation system on the "triag" pro
gram, about SO FORTRAN statements long. The results demonstrate a number of 
different error types that are not detected by the set of known tests: some 
"hidden branches," which are obscured by other data; some "off-by-one" errors, 
etc. 

The overall results of the run were revealing. There were 897 mutants overall 
were 98.1% killed (880 mutants). Some 17 equivalent mutants were discovered 
in the testing process (1.9% of the total). For the 43 mutatable statements 
in the program, an average -of 20.86 mutants per statement was achieved. 

PAPER REVIEW:~- Weyuker, "On Testing Non-Testable Programs." 

KEY IDEAS: An "oracle" is sometimes necessary as a way to decide 
if program output is or is not correct on some test. Even when an 
oracle is present, complete testing may not be possible. Testing 
a program independent of an oracle is possible, and practical, and 
some guidelines for assessing completeness of analysis are given. 

It is widely accepted that a basic limit of program testing methods in assur
ing the quality of software is the inability to conc1ude from a few simple 
tests whether a program would work correctly on a wide range of tests. This 
narrative and investigatory paper by Prof. Weyuker addresses that question, 
and asks if there are any alternatives to a program "oracle" that knows in
dependently if the program output is or isn't correct. 

Theoretically speaking, a program is considered non-testable if either there 
is no oracle (i.e. ~o way to say what's right or not), or if it's too diffi
cult to tell whether the output's correct. 

Imagine a lengthly accounting computation that produces a "net worth" for a 
company of $11,345,782,789.21, a not-unlikely sum in this day and age. Ac
countants could tell if this is right or not, but can we conclude from a sin
~ value that the program won't produce other answers under other conditions 
-- incorrectly? What if the number if $11,435,782,729.22? 

@ 198, by Software Research Associates, San Francisco, California Page 10 

--



-

-

• 

Quality Management Monthly September 1982 

The point is that output data confirms suspicions, but doesn't guarantee 
rules. In general, whenever non-comprehensive testing is done -- with or 
without an oracle -- there remains some chance for an error to stay with a 
program. A way around this is to recognize, from the outset, that testing 
analysis will have to be done without an oracle and that as a result a great 
deal of judge~ent will be needed in its absenc~. 

Weyuker urges that the following five items be considered as an absolute 
minimum standard part of test documentation: 

"(1) The criteria used to select the test data. For example, were they 
selected to cause the traversal of each program branch, were they cases that 
proved troublesome in previous versions of the software, were data selected to 
test each program function, or were the test cases simply chosen at random? 

"(2) The degree to which the criteria ·were fulfilled. Were 100% of the 
branches traversed or 30%? 

"(3) The test data the program was run on. 

"(4) The output produced for each test run. 

"(S) How the test results were determined to be correct or acceptable." 

Citation: Elaine J. Weyuker, "On Testing Non-Testable Programs", The Computer 
Journal (British Computer Society), Vol. 4, No. 25, 1982. 

A "Quality Management" Fortune Cookie ••• 

MAY'S LAW: The quality of the correlation is inversely proportional to 
the density of the control (or -- the fewer_ the facts, the smoother the 
curves). 

/ 

@ 1982 by Software Research Associates, San Francisco, California Page 11 



Quality Management Monthly September 1982 

CALENDAR OF EVENTS -- August 1982 

The events listed below are selected from various sources. Con
tacts for each eve~t are given when known. To have your event in
cluded please send your announcement to the Editor, Quality 
Management Monthly, at Software Research Associates. 

~-.!Q September 1982: Practical Approaches to High Availability Computer Sys
tems, IEEE Computer Society Western Area Committee 21st Annual Lake Arrowhead 
Workshop. Attendance hy invitation. Contact: Mr. Jim Gray, Tandem Computers, 
19333 Vallco Parkway, Cupertino, CA, 95014, (408) 725-6212. 

13-16 September 1982: Sixth International Conference on Software Engineering, 
Tokyo, Japan. Contact: Sixth International Conference on Software Engineer
ing, PO. Box 639, Silver Spring, MD 20901, (301) 589-3386. ' 

4-6 October 1982: VLSI and Software Engineering Workshop, Port Chester, New 
York. Contact: Dr. Jock Rader, 7372 West 83 Street, Los Angeles, CA 90045, 
(213) 616-2220. - --

6-8 October 1982: 3rd International Conference on Entity-Relationship Ap
proach, Anaheim, California. Contact: Dr. Carl G. Davis, BMDATC, Technology 
Center, P.O. Box 1500, Huntsville, AL 358~ -

11-14 October 1982: Safe-Comp '82, Purdue University, W~st Lafayette, Indiana 
(by invitation only). Contact: Mr. Roy _!i. Yunker, Chairman, Safe-Comp '82, 
PPG Industries, Inc., One Gateway Center, Pittsburgh, PA 15222. 

~-~ October 1982: Fourth Israeli Quality Assurance Conference, Hetzliyah, 
Israel. Contact: Mr. Ben Livson, Dept. 4540, Israel Aircraft Industries, Is
rav, Israel. Papers due: 31 March 1982. 

~-22 October 1982: 3rd International Conference on Distributed Computing Sys
tems, Miami/Ft. Lauderdale, Fforida. Contact: Dr. Carl Q• Davis BMDATC, P. O. 
Box 1500, Huntsville, AL 35807. 

8-12 November 1982: COMPSAC '82 (exhibits), Palmer House, Chicago, Illinois. 
Contact: COMPSAC'82, PO Box 639, Silver Spring, MD 20901. 

5-7 January 1983: 16th Annual Hawaii International Conferen~e on System Sci
ences, Honolulu, Hawaii. Contact: Dr. Bruce Shriver, Computer Science Dept., 
University of Southwestern Louisiana, P O Box 44330, Lafayette, LA 70504. 

28 February -- l March 1983: IEEE Computer Conference "CompCon-83 Spring," 
Jack Tar Hotel, San Francisco, California; Contact: Dr.~!_. Wakerley, 
Program Chairman, Computer Systems Laboratory, Stanford University, Stanford, 
California 94305. 

20-23 March 1983: Software Engineering Symposium on High-Level Debugging, Pa
cific Grove, California. Contact: Dr. Mark S. Johnson, HP Laboratories, 1501 
Page Mill Road, Building 28B, Palo Alto, CA -94304. 
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EDITORIAL: 
THE INTERNATIONAL CONFERENCE ON SOFTWARE ENGINEERING 

(Concluded) 

About the Conference -----

·' 
October 1982 

Every 18 months or so the International Conference on Software Engineering 
(ICSE) is held and many of the prominent people in the Software Engineering 
world attend to discuss the latest developments in the ·field, compare notes, 
and find out what the competition is doing. 

The 1982 ICSE conference, held in Tokyo, Japan, was much like the prior five 
conferences: with distinguished speakers, top-notch papers, a few panel ses
sions, and "live" demonstrations of contemporary software tools. It was at
tended by approximately 200 non-Japanese (meaning, in this case, 
"westerners"), and approximately 1000 Japanese. That's a very big turnout, 
indeed! Surprisingly, most of the native Japanese authors gave their papers 
in English, the official language of the Conference, only to have their words 
interpreted back into Japanese by simultaneous interpreters. According to a 
Japanese friend, this produced some hilarious results. 

Keynote Address and Festivities 

The keynote address, by Mr. Tadashi Kuranari, Chairperson, The Congressional 
Federation for Promotion~£ Information Processing (Japan), was a fine opener 
for the conference - and an eye opener. The talk was in Japanese, simultane
ously interpreted into English; moreover, i.:be text of the paper was printed in 
its entirety in the Conference Proceedings. Some of the important points be 
made in the talk were: 

(1) Japan will build a "5th Generation Computer", as a nationally 
sponsored project, intended to: provide reasoning power, act as a knowledge 
base system, and provide natural language translation; 

(2) Everyone needs to protect data from abuse, in terms of preventing 
or limiting computer crime, and providing significant and effective legal pro
tection for software and software-related items as an intellectual product; 

(3) Japan will move very quickly to a "·free and open" telecommunica
tions policy, such as exists in the United States. 

Admittedly, that's only a brief sampling of a fine and thoughtful presenta
tion. Wh.at may be even more significant is that a legislator was able to do 
such a neat job of presenting views on a very technical subject! 

Testing & Tools Session 

This session began with a superb paper by S. Rapps and E. Weyuker, "Data Flow 
Analysis Techniques for Test Data Selection," which described a very interest
ing range of criteria for judging a tested program to see if it bas bad 
thorough exercise of its data structure. Here, "data structure" is meant to 
include the way variables are set, used, and "un-defined" (i.e. discarded) 
during program execution. Weyuker showed that there was a family of criteria 
that formed a lattice ranging from the simplest measure (all digraph nodes 
have been visited) to the most complex (all paths have been tried). 
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The second paper, "No. lA ESS Laboratory Support System -- Erasabfe Flag Fa
cility," by J. W. Schatz and D. V. Buyansky, described how the method of 
measuring test coverage achieved in a program by mapping selected memory bits 
when an instruction is executed can be applied to assuring the Quality o -..--'"-"'.:::;,,-: 
telephone switching system. The techniques, called an "erasable £-lag system" 
reserves a bit in an array for each possible instruction address; the bit pat
·tern after execu'tion shows which instructions were (and were not) executed. 

The third paper, "Software Quality• Test Accuracy * Test Coverage," by M. 
Ohba, described an approach to assessing software quality based on a combina
tion of test coverage assessment and test "accuracy" evaluation. Test cover
age has the conventional meaning, based on degree of exercise of the candidate 
program. "Test accuracy" is based on computing the ratio of the number of 
detectable seeded control defects to the total number of seeded control de
fects. ln other words, "test accuracy" is related to the probability that any 
defect would be found during the test process that is used. The paper 
presents some data suggesting numeric predic-atability o.f the "software quali
ty" metric to within 10%, and concludes suggesting that " ••• the method is a 
possible solution for the software quality assurance" problem. Apart from the 
limitations, the technique is of interest because of the unique combinatio of 
·software metrics put to a practical use. 

Other Technical Sessions 

- In many of the papers at the Conference, there seemed to be a technical thrust 
of a kind in the software requirements and specification area as a means for 
enhancing overall software system quality. The idea, it seemed, is to assure 
quality by understanding fully what is meant by a system long before one 
starts to code it or test it. Then, it can be designed, coded, and integrated 
with reduced error content. While this is laudable, the approach doesn't seem 
to be able to deal with "process" defects - those present in the final pro
duct because of errors in application of the methodology, or because of errors 
in the design and implementation processes used to translate a "perfect" 
specification into code. 

Another technical direction that one could pick up as a "trend" was, sorry to 
say, an increasing awareness of the inherent value in software engineering 
processes and a corresponding increase in the preservation and protection of 
detailed or "proprietary" information. Perhaps this is just a natural step in 
the maturation of the software engineering field, but there seemed to be a 
growing compulsion to close off h~rd data where there could be strong competi
tive advantage. This will certainly mean that getting papers with good "raw" 
productivity data or quality data will be even harder in the future than it 
has been in the past. Worse yet, this may mean fewer future talks about suc
cessful software projects, successful new software tools, or new productivity 
data that could p-0tentially affect decision making in an important 
way. -EFM 

To Order the Conference Proceedings 

You can order a copy of the ICSE Conference Proceedings from the IEEE Computer 
Society, , by asking for "Order No. 422," IEEE Service Center, 445 Hoes Lane, 
Piscataway, NJ 08854. The is cost is $36 for non-members; $27 for IEEE or 

ACM members. ISSN: 022:70:-:5~2~5~7~-----------;--;-~--:---------:~- --;- -i 
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Software Validation, Verification and Testing 
Technique and Tool Reference Guide 

October 1982 

KEY IDEAS: A one-place explanation of 30 key Quality Management 
related techniques, approaches, and associated tools. 

This report, done under contract to Boeing Computer Services Co., surveys some 
30 tools, techniques, and approaches to software verification, validation and 
te.sting (VV&T). The methods (listed below) are broken in rough categories of 
(1) Requirements Specification, (2) Design, and (3) Code Production stages, in 
an imagined software life cycle. There is a cross-reference list that maps 
some 120 keywords into the appropriate one of the 30 categories. 

The descriptions of each method are put in a "standard" format: name, basic 
features, information input, information output, outline of method, example, 
effectiveness, applicability, learning, cost, references. At least one page, 
and as many as five pages of text, are used to describe each of the methods. 

Here are the 30 subject areas with a short description of what's meant by each 
of them. Those with a"*" are automated tools of some kind; the others are 
methods or approaches. 

Algorithm Analysis: "a priori analysis" of algorithms involving study 
of properties like correctness, optimality, accuracy; "a posteriori 
testing" used to confirm some of the earlier analysis. 

Analytic Modeling of System Designs: Performance evaluation and capa
city planning information on a system design. 

Assertion Generation: Capturing intended functional properties for 
the program in a special "assertion lan.guage" that can later be used 
by other verification methods. 

Assertion Processing: The process whereby a program's assertions are 
checked during program execution. 

Cause-Effect Graphing: A systematic test case design methodology 
based on network analysis o-f program requirements. 

* Code Auditor: A computer program used to examine source code and 
determine if specified standards and practices have been followed. 

* Comparator: A computer program used to compare two versions of source 
data to discover differences between them. 

* Control Structure Analyzer: A computer program that analyzes either 
' code or designs to assure there are no improper control-flow usages. 

* Cross-Reference Generators: A computer program to produce lists of 
data names and labels showing where they are used in a program. 

• *~Flow Analyzer: A computer program that determines the presence 
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or absence of data flow errors. 
,, 

* Execution Time Estimator/Analyzer:_A computer program used to provide 
information about the execution characteristics of a program. 

Yormal Reviews: A technique to provide judgements by a panel of spe
cialists about the current quality of a systea (design or code). 

Formal Verification: A method of applying the Tigor and formality -of 
aathematics to proving the consistency between an algorithmic solu
tion and a rigorous specification. 

Global Roundoff Analysis of Algebraic Processes: A technique of lo
cating numerical instabilities iri algorithms. 

Inspections: A method of thorough analysis of various parts of a 
software system (design, code, etc.). 

* Interactive Test Aids: Computer programs used to control and/or 
analyze the dynamics of a program during execution. 

* Interface Checker: A computer program to analyze the consistency and 
completeness of between-component flows. 

* Mutation Analysis: ·A method of detection of errors in programs by 
studying the behavior -of large collections of programs derived sys
tematically from the original program. 

Peer Review: A process by which project personnel p~rform detailed 
study and evaluation of code, documentation, or specifications. 

Ph7sical Units Testing: A process of analyzing the consistency of 
formulas in terms of dimensional analysis. 

Regression Testing: The process of determining if spurious errors are 
introduced to software after modifications or corrections. 

* Requirements Analyzer: A computer program that can check for syntax 
error~ in a · formally stated requirements document. 

Requirements Tracing: A means of verifying that software addresses 
each .requirement made· on a system. 

* Software Monitors: Computer programs that illonitor the execution of a 
program to identify inefficiencies. 

,Specification-based Functional Test:5, A method of generating 
software systea test data from information in requirements and design 
specifications .. 

* Symbolic Execution: A computer program that interpre·tively constructs 
input/output formulas along a chosen path in a program. 

* Test Coverage Analyzers: Computer programs to monitor program execu-

Q l~A2 by Soltware Research Associates, San Francisco, California Page 6 



-

Quality Management Monthly October 1982 

·tion to determine ,the completeneu of sets of tests. 

'* ~ Data Generators: ·Computer programs ,to · construct test data using 
numerical integrators or random number generators. 

* .!!!! Suppor.t 'Facilities: A ,sy.stem which supports full ·control ·of the 
external envirot1J1Lent to a candidate software system. 

Assessment: A good "starting place1
' to learn a little bit about each of these 

main VV&T areas. Good reference material, too .. 

Citation: P. B. Powell (Editor), "Software Validation, Verification and Test
ing Technique and Tool Reference Guide," National Burea~ of Standards, NBS SP 
500-93, LOC Catalog Card No: 82-600589, 130 Pages, September 1982. (Order 
from: Superintendent of Documents, U.S. Government Printing Office, Washing
ton, D.C. 20402. $6.00.) 

_____________ , ________________________ _ 

~ Software Test a,nd Evaluation Project (STEP) 

KEY IDEAS: A new high-level assessment of technology for software 
test and evaluation, sponsored by the Department of Defense. 
Results to be reported at a February 1983 public workshop. 

/ 

Research in- the general area of software test and evaluation is 
ceived and not coordinated to the needs of using organizations. 
an effect on the quality of certain so-called embedded computer 
not necessarily a good one. 

often ill con
This has had 

system~ -- and 

"To date, software testing and evaluation of these systems has been a diffi
cult process, due primarily to the size and complexity of programs as well as 
their intricate interfaces with the system hardware," so think an enlightened 
group of senior administrators in the Department of Defense (DoD). Which, led 
by its director, Donlad R. Greenlee, Defense Test and Evaluation is sponsoring 
a Software Test and Evaluation Project (STEP), the first of its kind at the · 
DoD level. There are two phases in the project: a Survey Phase and an 
Analysis Phase. Using contractors, DoD will survey the technical state-of
the-art in software test and evaluation technology. 

Part of the Analysis Phase will involve a coordinate set of presentations at 
an open conference, to be held in the Washington, D.C. area in February 1983. 
The conference will be presented under the auspices of the National Security 
Industry Association (NSIA), a private non-profit technical coordination agen
cy. 

Some of the topics to be addressed at this conference include: Software 
Metrics; Relationship Between Development and Operational Testing; Software 
Failure Studies; Policy Implementation; Large System Test Experience; Test 
Procedures and Project Management; Views of Software Testing Research; Impact 
of New Software Technology; QA and Acquisitions Policy; Tools for Software 
Testing; Economics of Testing; Software Reliability. -EFM 
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NEW UNITED KINGDOM SOFTWARE TECHNOLOGY INITIATIVE 

By: Y. S. Wu 

Editorial Note: This article is excerpted from the March 1982 is
sue of European 'Scientific Notes, distributed by the Office of Na
val Research Branch Office, London, England. Y. S. Wu, is a 
well-known iconoclast and industry watcher, assigned now to track 
European coaputer technology. 

The term "software engineering" was the title of a NATO conference held at 
Garmisch, West Germany in October, 1968. According to the conference report, 
the phrase was "deliberately chosen as being provocative in implying the need 
for software manufacture to be based on the types of theoretical foundations 
and practical disciplines that are traditional in the established branches of 
engineering." Provocative indeed! The phrase caught on across the Atlantic 
and spread westward like a prairie fire. · 

Fourteen years later, despite the bandw~gon effect we have witnessed in the 
U.S. and, Europe, ve still need a wide range of practical disciplines and 
theoretical foundations for software development. But worst of all, a new 
discipline (or cult) has been born (with its own jargon) consisting of self
proclaimed software engineers, baroque software engineering facilities, new 
bureaucratic software engineering R&D initiatives, and numerous worldwide 
software engineering conferences. The coumunity is still busily seeking to 
JDodel its activities after the established branches of engineering as intended 
by the original NATO conference in 1968. Perhaps the cure for lGck of discip
lines and theor~tical foundations became in itself a branch of computing sci
ence without disciplines and theoretical foundations. In view of the current 
state of confusion about software technology, which the UK Science and En
gineering Council (SERC) terms a software crisis ever increasing in serious-
11ess and · economic and industrial importance, a panel was formed by SERC's com
puting and co111Dunication subco111Dittee (CCSC) to review the situation. 

The panel reported in October 1981: "Already the cost of software is frequent
ly greater than that of the associated hardware, and this trend will be accen
tuated by the continued reduction in hardware (silicon) costs. Software pro
duction must be one of the few industries where no adequate tools exist for 
specification, design, production updating, and re-engineering. Despite the 
high cost and long development cycle of most large systems, no serious attempt 
is being made to develop new software methods and standards which could reduce 
both cost and time scale. 

"Add to that the need for improved hardware independence and more user
-oriented approaches to high-level language support. The panel is aware that 
the computing science coumittee has devoted significant funding to this area 
but considers that mot;,e should be done, particularly in exploiting existing 
research and applying this in industry. As with silicon chip design, there 
may be a need for a mechanism to bring universities, software houses, and in
dustry together and maximize the benefit of academic research, taking full ac
count of the major con,tribution industry is able to make in this area." 

In November 1981, CCSC acted upon the recoumendation and launched a software 
technology initiative with three major objectives: stimulating more high qual-
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ity software engineering research; improving the academic software technology 
base; and facilitating two-vay tetnno ogy transfer between industry and 

e-ad-emi11-. _ The i--ritiative is modeled after SERC' s highly ·successful Distribut
ed Computing System program described in ESN 35-8:298 (1981). The same 
"management by peer judgement" approach will be used, and SERC's Rutherford & 
Appleton Laboratories will administer the new program. In fact, Dr. R.W. Wit
!! of RAL, who was the acade · o_o.rdiaator of the DCS program, will be-th_e __ 
coor -1.nator of the Software Technology Management Panel. In November 1981 a 
le~ter of solicitation was sent to all relevant academic and industrial par
ties with a press release outlining CCSC's concerns, priorities, and common 
base policy. This enabled applications and proposals for grants to be gen
erated before the end of 1981 with the aim of starting the program in April 
1982. The new initiative will be closely bounded as DCS is in both time and 
1DOney. It will be an ad-hoc 5-year effort with a planned budget of 2.5 mil
lion pounds sterling ($SM). 

An annual report will be published, and CCSC will review its policy on 
software engineering annually so as to remain flexible in the light of future 
events and developments. A bimonthly progress "mailshot" (newsletter) will go 
to both academic and industrial parties to provide visibility and to eliminate 
unnecessary duplication of efforts. · 

Common Base Policy 

The entire academic coD1DUnity, not just computing science, is a major user and 
developer of software. The academic software technology base lacks uniformity 
in the UK, as it does everywhere, in that knowledge, experience, tools, tech
niques, and equipment vary widely among research projects.· CCSC felt that a 
comnon hardware and software base was essential to bring all of the existing 
tools and techniques into a uniform framework. This is to be achieved via ex
tramural research contracts to move existing tools into the common base. 

A good case in point is the widespread use of UNIX (an operating system 
developed by the Bell Laboratories) that has enabled a large number of 
software tools to be made available throughout the UK academic community. 
This common base policy will relate to all SERC-supported research, thereby 
giving the new software technology initiative the maximum opportunity to im
prove the quality of software available to all UK research scientists. 

SERC wants the common software base to be Pascal/Unix and the common hardware 
base to be PERQ. PERQ is a personal computer workstation with graphics capa
bility manufactured by International Computer Ltd. in the UK under license 
from Three Rivers Computer Corporation, Pittsburgh, Pennsylvania. Some of 
PERQ's major components are: (1) 10 ** 6 instructions per 16-bit CPU; (2) A4 
page-size 1024 x 768 pixel display; (3) keyboard and 2-D magnetostricitve 
graphics tablet for man-machine interface; (4) 24-M byte Winchester disk and 
8" floppy disks for local file store; (5) 10 Mbit/sec Cambridge Ring local 
area network interface and standard RS-232C and IEEE 488 communication inter
faces. · 

PERQs will be networked via Cambridge Rings SRCnet (the SERC network) in con
junction with the Interactive Com uter cili_ty _(See ESN 36-1:7 (1982)) and 

1-,~ ~ - -l!.ru..r,..,::;-'--4>0CJ..L_.,_..~ eystems ow wide cooperation betwe~users and developers. -
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All PERQs will be purchased by SERC. PERQs running Pascal programs under the 
control of UNIX will be loaned to participating institutions on their under
taking to develop or transfer tools to the comnon base and distri ute H~e;;;.;..·----c""""i,;;;..;;;;e 
software tools to the counnunity via Rutherford & Appleton Laboratories, which 
will act as the central clearinghouse and will award extramural research con
tracts for promising tools to be developed and brought into the common base. 

For tools that cannot be brought into the comnon base such as big, machine
dependent theorem-prover and circuit-design packages, accesses via network fa
cilities will be arranged. 

In short, SERC has decided on a strategy of creating a connon hardware and 
software base for software development in all SERC-sponsored research areas 
using Pascal and Fortran (user programs, not tools) on PERQs linked locally by 
Cambridge Ring and nationally by wide area network systems conforming with 
international standard "X25" protocols such as SRCnet and packed switch sys
tems. To date, Distributed Computing System programs, the Interactive Comput
er Facility, and the Software Technology Initiative have had funds approved to 
purchase PERQs as the first step to launch the common. base policy. This is , 
the way SERC will provide computing resources to all scientists, not just com-
puter scientists. 

Research Priorities 

The common base policy is expected to improve the near-term software efficien
cy in the UK be reducing duplicate production of software tool$ and training 
needs and increasing the quality of such tools a~d their availability to 
scientists. In addition, CCSC will fund new projects that are likely to lead 
to significant advanced techniques to meet the software crisis. After several 
meetings with academic and industrial experts, a letter soliciting views was 
circulated. As a result, CCSC identified the following list of research 
priorities and solicited software technology research proposals on: (1) pro
gram specification; (2) verification techniques (manual and automatic); (3) 
pure theory (formal logic, semantics, etc.); (4) application theory; ' (5) pro
gramning workbenches; (6) specific problems (security, reliability, etc.). 
Proposals were received in January 1982. CCSC is now evaluating the proposals 
for research grants to start the program in April. 

Academic Technology Base 

With the conmon base policy established, CCSC has adopted a plan to improve 
the academic software technology base. The plan contains the following objec
tives: "(l) identifying the software-tool and technique-producing people and 
projects; (2) forming them into a working community by person-to-person links, 

• computer-to-computer links, and conmon software and hardware base policies; 
(3) setting in motion a coherent plan to exploit the software and tool produc
tion by making such tools and techniques widely ~nown and available in forms 
that can be used readily by the entire user community ••• 

CCSC is implementing the plan by taking the following steps: "(l) collecting_ 
information on the range of current SERC projects making software tools, (2) 
identifying the whole conmunity concerned with making tools, (3) listing 
actual tools currently in use and found worthwhile, nc · imt:-aio.i~-.i~--:;;;::=:ii~~~ 
tools that are seen a~ neede4, (5) identifying potential tools (starting 
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open-ended list, actually a working paper), and (6) updating the paper on a 
regular basis. CCSC is also forming a working community to solicit improve
ments of the working paper. The software engineering community will be linked 
through the computer network provided by the co11111on base." 

Technology Transfer 

CCSC recognized that technology transfer needs to be stimulated by the funding 
bodies and that technology transfer is a symmetrical two-way process between 
industry and academia. To achieve this, CCSC intends to set up software tech
nology centers to serve as focal points for several areas of interest. CCSC 
also appointed an SERC software technology coordinator at Rutherford & Apple
ton Laboratories to oversee the implementation of the plans, to stimulate 
research proposals, and to act as SERC liaison with other funding organiza
tions and industry. In this way, it is hoped that the British academic com
munity· will be drawn into close and profitable association with British indus
try for better software engineering practices. 

Summary 

The software engineering bandwagon in the 1970's could be viewed as a software 
cultural revolution. After the "thousand flowers bloom" phase during which 
unformed plans and ideas were rife, more pragmatic and better organized 
research initiatives were inevitable. It appears that the UK's SERC has taken 
steps in this direction. The plan as outlined above is well conceived in the 
same style as the successful Distributed Computing System program. Austere 
funding will subtly enforce the common base policy. lt will provide program 
visibility and eliminate duplication of effort. As a consequence, better • 
selectivity and better research will be ensured. At present, the U.S. Depart
ment of Defense and the U.S. Navy are contemplating new research initiatives 
for software technology and the development of software engineering environ
ments. In the writer's opinion DoD and the Navy planners would be well ad
vised ·to take note of SERC's experience and monitor closely the progress in 
the UK. 

A FORMAL STATE OF THE ART RELIABLE SOFTWARE METHODOLOGY 

In a recent book on formal methods in software engineering the summary chapter 
presented a particularly succinct outline of a "hypothetical" method for con
structing software reliably. Paraphrased in some places, the method for con
structing a software system is as follows: 

1. The system is described initially by a "formal specification." 

2. The formal specification is shown to be "well formed," using au
tomated checks for syntactical correctness and semantic consisten
cy. 

3. Once confidence is gained that the specification is well formed, 
it is validated, or shown to describe a system that satisfied the 
goals of the developers. Validation can be performed by "inspec-

• tion," or it can be accomplished by "symbolic execution" (i.e. in-

@ 1982 by Software Research Associates, San Francisco, California Page 11 

• 



Quality Management Monthly October 1982 

terpre,tation of the specifications by an automated tool). Such 
methods provide for input values to be submitted to functions in a 
specification and then return output values that the specification 
defines for these inputs. Validation may include formalt>roofs of 
other system properties such as security, fault tolerance, etc. 

4. After confidence is gained that the formal specification is well 
formed and describes the intended system it is used as a guide in 
implementation (i.e. p.rogramming) of the system. 

5. The programs are verified by proofs of corr ectness which show that 
they correspond to the validated specification; proofs are carried 
out using automated tools. 

6. Testing is used selectively to double-check the proofs. Test 
strategies are developed automatically from the specifications us
ing tools that practically interpret the proofs themselves. 

Each of these steps repr esents partial use of an integrated approach employing 
theories, languages, and tools all carefully tuned to ea.ch other. Most of the 
theory is known; the state of the art, howe1ter, leaves much of the rest of the 
process (methodology) undefined. 

Citation: H.K. Berg, W. E. Boerbert, W.R. Franta, T. G .. Moher, "Formal 
Methods of Program Verification and Specification," Prentice-Hall Software 
·series, 1982. 

CALENDAR OF EVENTS. -- Oc-tober 1982 

The events listed below are selected from various sources. Con
tacts for each event are given when known. To have your event in
cluded please send yo\!r announcement to the Editor, Quality 
Management Monthly, at Software Research Associates. 

8-12 November 1982: COMPSAC ~82 (exhibits), Palmer House, Chicago, Illinois. 
Cotrtact: COMPSAC'82, PO Box 639, Silver Spring, MD 20901. 

1-1. January 1983: 16th Annual Hawaii International Conference on System Sci
ences, Honolulu, Hawaii. Contact: Dr. Bruce Shriver, Computer Science Dept., 
University of Southwestern Louisiana, P.O. Box 44330, Lafayette, LA 70504. 

20-23 March 1983: Software Engineering Symposium on High-Level Debugging, Pa
cific Grove, California. Contact: Dr. Mark S. Jbhnson, HP Laboratories, 1501 
Page Mill Road, Building 28B, Palo Alto, CA -94304. · 

25-30 March 1984: International Conference on Software Engineering, Orlando, 
Florida. Contact: ZICSE -- IEEE, PO Box 639, Silver Spring, MD 20910, (301) 
58.9-3386. 

25-27 April 1983: Workshop on Software Engineering Technology Transfer, Miami 
Beach, Florida. ~ontact: Mr. Richard Morton, G. E. I. S. Co. 401 North Wash
ington St., Rockville, MD 20850, (301) 340-5278. 
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EDITORIAL: SELLING "QUALITY"(~!) 

The Meaning of a "Guarantee" 

Recently we were startled by a software offering for a NEC personal computer 
that carried the guarantee: " ••• the software works or your money back!" This 
was the first time the words "guarantee" and "software" had .a peared in the 
same sentence in this way, and the notion of "software guarantees" certainly 
bears some investigation. 

In the first place, you have to know that there is just no c~arison between 
this "guarantee" and the "software warranty" that comes with tbe IBM Personal 
Computer (PC), to take a specific but well-known example. I says that they 
do NOT guarantee their software will or will not do anything tall and that, 
in regards to the software, you are basically (pun intended!} on your own! 
Instead of the NEC "warranty" being a protective legal document, NEC is actu
ally doing something consumers are now used to: they are simply standing 
behind their product and saying so! 

It is worth noting that, in this limited case, NEC's liabilirty is specifically 
limited to the cost of the software. There's no ''map througb• liability for 
any larger claims to NEC if, for example, your Company goes broke when using 
their software! · 

A Stronger Case of!. Warranty 

The investigation of this NEC guarantee led to another case t'llatt .may even be 
more interesting. A friend tells a story about electronics· ch (i.e. 
telephony) software system that carries a manufacturer's 25-yea-x: guarantee! 

According to my friend, the software is warranted to be def~~ free for 25 
years on the following terms: (a) on site replacement or rep~i r anywher;-in 
the world for the first year without charge; (b) free updates and "fixes" for 
24 more years (presumably u~ing the mail). The firm offering this warranty is 
from the Orient and does not attempt to handle secondary claims, nor does it 
provide for any form of reverse compensation. What is not known is if the 
travel costs for the first year's on-site maintenance (which, we estimate, 
would probably predominate) are not just factored into the original selling 
price. Probably they are. (It's worth noting if the company , aking the war
ranty does have an office in the same area that the software's installed.) 

How Does _ This Relate to Quality Management? 

Quality is in many cases perceived as a property that an objeett has, communi
cated at least in part by the attitude surrounding its descr· tion: 

Which would you rather have: !'.!software~ is 11 .uguaranteed 
~work£!_ your money~,"£!_!'.! software which is~ 
guaranteed to do anything? 

It's eaQy to see how such a simple statement changes your perception of the 
"quality" of the item. It is no matter that X's code may be 1.nferior to Y's 
code. It doesn't matter if X's code even takes two or three installation at-

• tempts, while Y's code installs immediately but coaes with a p~cial note in-
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dicating that the user should avoi"d such and so commands or features. 

Once the notion that something has high quality is planted with the mind of 
the user it takes a rather bad experience to get past that and switch around 
to the other point of view. The fact is, you think that X's code is better 
because those JC people stand behind their product. So long as they do, and so 
long as you don't hear that they don't back up their statement, then you've no 
reason to change your opinion. -- -

.!'.!!!:, Tech?ological Edge 

It is interesting that the foregoing does not have anything to do with the 
tech~ology for .making these claims of quality true, which has long been our 
main concern. It may be that guarantees. are only the newest marketing ploy, 
and ultimately, the higher quality product(s) will win out regardless of what 
is claimed. In other words, hype -- however vague -- will prove as important 
to a successful sales as the ability to apply code auditors, sophisticated 
test systems, coverage analyzers, and all of the other powerful analysis tools 
of the trade! -EFM 

LETTERS TO THE EDITOR --
To the Editor: Your readers may be interested to learn of the objectives of 
the~erican Society for Quality Control(~), Software Technical Committee: 

To JllOVe ASQC involvement in the quality assurance of software from 
a low to a high profile. 

To1nake the membership aware of SQA events in industry. 

To provide interested membership a place to receive pragmatic ad
vice and direction • 

. - To assist in the preparation of SQA source material directed at QA 
professionals involved in acquisition, test, control, or V&V of 
computer software. 

It is not our intent to "re-invent the wheel" of the IEEE-730 standard, but to 
provide useful "how-to" procedures for developing SQA programs tailored to the 
size, type, structure, complexity, etc. of the project. It is envisioned that 
our work will evaluate and recommend checklists for design reviews, test cov
erage analyzers, automated controls, trend analysis techniques, auditing and 
software quality declara t ions and associated metrics. 

Our approach intends to recognize the findings of AIA "Embedded Computer 
Software Technology Study," namely that of achieving adequate software manage
ment disci pline without inhibiting effective design. 

Contact: Mr. Michael Kress, Co-Chairman ASQC, Software Technical Committee 
(West Coast), Sundstrand Data Control, Inc., Overlake Industrial Park, Red
mond, WA 98052. (206) 885-3711 
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BELL LABS' SOFTWARE ACCEPTABILITY DEFINED 

KEY ~: ~ minimum criteria for acceptance of softwa:r,e written 
in the "C" language is described in a context of production of 
very high quality software systems. 

At the recent CompSac 82, held in Chicago, Illinois, 8-12 November 1982, Dr. 
Bud C. Wonsiewiez, of Bell Labs, in Murray Hill, New Jersey, was a participant 
in a special session on Software Quality Assurance. As part o f his presenta
tion at this Panel Session he described some of the procedures that Bell Labs 
uses in assuring quality of some production-level software. They are "hard
nosed" enough that we thought it would be interesting to pass them on to our 
Readers. 

According to Wonsiewiez, the BTL rec011mended minimum standard for accepting 
code involves having each programmer . meet the following crite-ria acceptance 
criteria when the code unit, typically a "C" compilation unit, is turned in 
for integration into a system: 

(1) The "beautified" "C" program listing. A special "C" beaut ifier 
program is used to make sure that the program is put i n " standard 
format." The "cbx" verb was specially added to the standard UNIX 
(tm) operating system used at BTL; like the standard "cb" verb, it 
incorporates some advanced features that further enhance the rea
dability of the software. 

(2) The output of the "lint" program run on the candidate p,rogram, 
with written explanations and a superv i sor's approval wh enever a 
lint-produced error-report or exception is to be included in the 
final code. "lint" is a standard stat i c analyzer for 11·c11 programs 
that is part of the UNIX (tm) system. 

(3) The output of the "vcc" (verifiable "C" compiler) showing the lev
el of Cl coverage achieved, along with explanations of _rby any 
segments were not exercised if the specified minimum lev el of cov
erage was not achieved. The "vcc" capability is an extension of 
the "C" compiler that, through instrumentation, measures the 
branch coverage for a given set of test cases. 

(4) The "secs" and "make" files showing the organization of t he unit 
in respect to the system it's a part of . The "Source Code Control 
System" and "make" facilities are part of the advanced ethods for 
managing software that are built into the Unix ( tm) oper .ating sys
tem. 

What all this seems to mean is that BTL is experimenting with a nearly "hands 
off" approach to using modern software support tools to provide for acceptance 
testing of codes, prior to integration of them into a complex 6oftware system. 

Citation: B. C. Wonsiewicz, "Putting SQA Plans into Practice ," Proceedings, 
CompSac 82, IEEE Computer Society, Sixth International Computer Software and 
Applications Conference, 8-12 November 1982 (Page 353) • 

Note: Unix (tm) is a trademark of Bell Laboratories, Inc. -
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COMPUTER CRIME:~ OF THE FUTURE -- !_ Quick Review 

AlmoBt a "how to do it" book for computer criminals, this workbook 
provides a variety of information that one can use to protect 
valuable computer assets. 

This book on "computer crime" is, very nearly, an "manual" on how to do it 
and as a result of that, a good way to make sure it doesn't happen to you! 
The book is organized as a set of "lectures" that address various areas of 
computing that could be subject to "ripoffs" of one kind or another: electron
ic banking, computer room security, etc. While many of the articles provide 
only a framework, many have nicely composed tables with very specific informa
tion. Examples a~e: 

A survey of employee attitude (aptitude?) toward computer crime. 
A compendium of computer fraud techniques. 
A self-assessment questionaire about an individual's aptitude for steal
ing. 
A "white collar crime" motivation study form. 
A "computer physical security" questionaire. 

While short studies like those prompted by following these forms can't act as 
a replacement for an industrial security activity, i -t' s a good place to start. 
That means this book is a good starting point, too. 

Citation: Computer Crime: Wave of the Future, by Jack Bologna, Assets Protec
tion., 5201 Old Middleton Rd., Madiso~, WI 53705. $15. 

--------------------------------------' 

REPRINT: "SOFTWARE QUALITY EMERGING AS A MANAGEMENT ISSUE" . --
Software quality is becoming more and more .of a management issue, _ and less a 
technical one, if you believe the views of several specialists in the area. 

During a se,ssion ~t the NationaJ Computer Conference-, speaker after speaker 
advised a sparse audience that the Quality Assurance (QA) team faces the usual 
problems of managing any project in a large organizati-0n. Many of these prob
lems revolve around the need for solid communications channels among project 
members. And when the QA manager acts Like a "watchdog" rather than a team 
member, communicaticns break down and alienation begins. 

Chuck Lybrook, vice president for software quality at Chemical Bank in New 
York, said the members of the QA team need to be considered as information 
sources for their ~echnical peers, rather than as bureaucrats. Furthermore, 
the QA team must have a management orientation. "A good technical solution 
may not always be t:he best management solut;ion,h he said. 

Putting it another way, he also suggested that the QA team must help the 
technical team distinguish between what is important and what it not, adding 
there will never be a perfect system built. "That's why I can say that not 
everything worth doing is worth doing well," Lybrook said. 

The man in charge 0£ Texas Instruments' (TI) software product quality agreed 
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with Lybrook's characterizations. 

John Ryan, manager of software quality in Tl's computer and peripherals divi
sion said, "Our role is to provide an objective assessment" of a project 
status to the project leader. 

Software quality is "fundamentally a management problem," and it is the job of 
the QA people to inform management so it can make intelligent decisions. 
While his team has the authority to keep a product off the market, Ryan would 
rather "hide the sheriff's badge," in favor of a more participatory approach. 

While many of the decisions may be of a management nature, there needs to be a 
good technical team in place, in order to have management making decisions 
that are well-informed. 

Another speaker described the "best fit" for a QA group, having established 
on.e at Time, Inc. Barbara Taute, who headed a software engineering group at 
Peat, Marwick & Mitchell before moving to the publishing firm, said the fol
lowing characteristics are essential: 

-State-of-the-art QA views, 
--Multiple-level testing experience, 
--Maintenance prograJJ111ing responsibility experience (the "most 

important" area of software activity today), 
-Applications system development experience, and 
--(important, but not critical) specific industry experience. 

(Reprinted with permission from Software News, 5 July 1982, page 16. Copy
right 1981, Technical Publishing, a division of Dun-Donnelley Publishing, Hud
son, MA 01749. The article reports on an National Computer Conference session 
on Software Quality Assurance.) 

!_ QUANTIFIABLE METHODOLOGY !,2! SOFTWARE TESTING USING~ ANALYSIS 

Citation: Ploha, Sashi, !_ Quantifiable Methodology for Software Testing: Using 
Path Analysis, ESD-TR-81-259, September 1981, 89pp. Order number ADA-110~195. 
(Copies of the report are available for $10.50 from National Technical Infor
mation Service (NTIS) 5285 Port Royal Rd., Springfield, VA 22161; (703) 487-
4650). 

The study which is documented in this report was performed by Shashi Ploha of 
MITRE Corporation for the U.S. Air Force Systems Division. The report begins 
with a description of the state-of-the-art in software testing with respect to 
costs, adequacy of testing, the relationship between the complexity of a pro
gram and the number of errors in the program. This Section also briefly 
describes and critiques three currently used basic approaches to program vali
dation: program proving, path testing, and symbolic testing. 

Section Two of the report describes in detail a testing methodology based upon 
• the path analysis approach and the notion of directed graphs (digraphs). De-
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finitions for the terminology used in the methodology are presented together 
with illustrations. Lucid explanations and exampleg of how to represent a 
program as digraphs, are presented. Ms. Ploha cautions that the methodology 
is best applied to purely structured programs and then indicates how unstruc
tured programs can be automatically structured using a two-step technique. 
Purely structured programs facilitate representation as digraphs which can 
then be used as input to automated tools. These tools perform path analys i s 
to determine paths whose correct execution should be verified to ascertain 
vbether any program code is unused (unreachable code), and to obtain the in
formatio~ required to develop an optimal set of test cases for a given amount 
of testing resources. The remainder of Section Two deals with the development 
of the methodology, a metric for measuring test effectiveness, the determina
tion of the amount of testing required for a given program, a brief overview 
of some practical experience with path testing, and the computation of the 
confidence level which can be placed in the correctness of a program attained 
by a given test program. 

In Section Three of .this report, the author presents her view that the metho
dology developed in this report forms an integral part of so£tware engineering 
and supplies ra~ionale to support that view. Section Four consists of an 
overview of automated tools, both ~dynamic and static, which can support the 
methodology. Particular attention is paid to a tool developed by General 
Rese_arch Corporation called Software Quality Assurance Laboratory (SQLAB). 
The functions performed by SQLAB are deicribed and its strengths and 
weaknesses with respect to the methodology are examined. 

Section Five of the repo~t assesses the applicability of the methodology to 
the Air Force need for visibility into the quality assurance activities of 
contractors during the system acquisition process. Ms. Ploha concludes that 
the methodology is compatible with the established Air Force contracting en
vironment and can be used during development or during system testing to pro
vide a needed organization and discipline to the _software test program. Ms. 
Plona cites factors which currentiy inhibit the full reaiization of the bene
fits of the methodology. These factors include the lack of empirical data and 
fully operational automated tools to generate test data. 

The last Section of the report describes how technical issues in software 
testing can truly become an engineering discipline. These issues are organ
ized into issues of theory, methodology, and automated tools. 

(This review is reprinted from the DACS Newsletter, Vol. 3, No. 5, June 1982, 
with permission. The DACS Newsletteris -published quarterly and available 
free from DACS (Data &Analysis Center for Software), RADC/ISISI, Griffiss 
AFB, NY 13441. 
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REVIEW: SOFTWARE VERIFICATION AND VALIDATION 
. 

Citation: 
Deutsch, Michael S. Software Verification and Validation: Realistic Project 
Approaches Prentice-Hall Series in Software Engineering, Englewood Cliffs, New 
Jersey, 1982, 327pp. $~1.95. 

The words "verification" and "validation" are so often used in tandem by 
software engineers that the meanings have blurred. Often the phrase is re
duced just to "V and V". The author of this book has thus done a service to 
the software community not only by distinguishing them, but also by giving 
them a fairly succinct definition: 

"Verification refers to an activity that assures that the results of 
successive steps in the software development cycle correctly embrace the 
intentions of the previous step. Validation has a more global connota
tion; its goal is to ensure that the software end-item product functions 
and contains the features prescribed by its requirements specification." 

Mr. Deutsch leans heavily on ideas embodied in Government standards and 
specifications, perhaps because his expertise is military and aerospace 
software.. Quite possibly the book's greatest value is that it gives insights 
into military contractual requirements and how actually to comply with them. 
However, much of the verification and validation philosophy can be applied 
profitably to any large software project because Mr. Deutsch has so sensibly 
interpreted it. · 

Much of the material in the book is based on the Hughes Aircraft Company's 
functional, or "thread at a time," development methodology. A key element in 
this approach is the use of system verification diagrams, developed originally 
by Computer Sciences Corporation. A broader treatment of software-refinement 
practices is sacrificed for a thorough presentation of those alone that are 
interwoven with the Hughes development system. This may not be a bad trade
off, however, for the Hughes methodology is certainly worth studying. 

Nearly a quarter of the book is an excellent exposition of General Research 
Corporation's V-IFTRAN and RXVP80 tools used by Hughes. Still, ther~ are 
test-tool capabilities not provided by General Research that Mr. Deutsch fails 
to mention. There is no one reference to other tools, commercial or non.commer
cial. These would be of particular interest to the reader who must work out
side the FORTRAN environment (FORTRAN is the language supported by the General 
Research tools). 

Apart from its ample stock of practical information, the book is also an im
portant philosophical brief. Deutsch takes the view that defect removal 
should be the prime goal of any software-refinement process. Likewise accord
ing to Deutsch, "a major intention of this book is to disclaim the noti on that 
the traditional series of formal tests applied to software products at the end 
of a development constitutes effective verification and validation." In so 
writing, he implies that controlled defect removal can be structured around 
the principles of verification and validation, starting as early as reviews of 
requirements specifications and continuing through successive stages of 
development and on to final qualification. 
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The author appears to have taken great pains to make his book as readable as 
possible. He gives a preview of the book not once, but twice -- briefly in 
the preface and extensively in the second chapter. Though the index seems 
parsimonious, a most welcome glossary of some SO-odd terms used throughout the 
book makes up for it. The latter is no s~ll matter in a discipline given, on 
the one hand to precisely defined programming languages and, on the other,~ to 
vague buzz words. 

----------------~ -----------------------< 

STANDARD QUALITY MANAGEMENT VOCABULARY 

KEY IDEAS: Terminology, drawn from the IEEE Software Engineering 
Glossary, provides a base for understanding software quality con
trol. Approximately 110 key terms are defined. 

The IEEE Computer Society, Subcommittee on Software Engineering. Standards, has 
issued a trial Glossary of Software Engine~ring Terminology(~ Project 
729). The definitions in the standard glossary are (supposed to be) coordi-

. nated with existing standards issued by such organizations as the Internation
al Organization for Standardization (ISO) and the American National Standards 
Institute (ANSI). The IEEE standard fills in a number of , gaps in the ISO and 
ANSI standards. 

The terms listed below are those that have specific meaning in the Quality 
Management area. Approximately 110 terms were chosen and, with only one or 
two exceptions, they are the Glossary's complete set of Quality Management re
lated terms in the sense that none of them point outside of the set given 
here. We will publish portions of the list in the Quality Management Monthly 
for the next several issues. 

To get your copy of the full Trial Glossary write to: Mr. Fletcher J. Buckley 
Chairperson, SESS, RCA/MS-101-229, Moorestown, NJ 08057: phone, (609) 778-
3606. 

acceptance criteria: The criteria a. software product must meet to suc
cess fully complete a test phase or meet delivery requirements. 

acceptance testing: Formal testing conducted to determine whether a sys
tem satisfies its acceptance criteria and to enable the customer to 
determine whether to accept the system. See also qualification testing, 
system testing. 

accuracy: (1) A quality of that which is free of error (ISO). (2) A 
qualitative assessment of freedom from error, a high assessment 
corresponding to a small error . (ISO). (3) A quantitative measure of the 
magnitude of error, preferably expressed as a function of the relative 
error, a high value of this measure corresponding to a small error 
(ISO). (4) A quantitative assessment of freedom from error. Contrast 
with precision. 

assertion: A logical expression specifying a program state that must ex
ist or a set of conditions that program variables must satisfy at a r
ticular point during program execution, e.g., "A is positive and A is 
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greater than B." See also input assertion, output assertion. 

audit: (1) An independent review for the purpose of assessing compliance 
with software requirements, specifications, baselines, standards, pro
cedures, instructions, codes, and contractual and licensing require
ments. See also code audit. (2) An activity to determine through in
vestigation, the adequacy of, and adherence to, established procedures, 
instructions, specifications, codes, and standards of the applicable 
contractual an licensing requirements, and the effectiveness of imple
mentation (ANSI N45.2.10-1973). 

automated test aenerator: A software tool that accepts as in.put a com
puter program and test criteria, generates test input data that meet 
these criteria, and, sometimes, determines the expected results. 

automated verification system: A software tool that accepts as input a 
computer program and test criteria, generates test input data that meet 
these criteria, and, sometimes, determines the expected results. 

automated verification tools: A class of software tools used to evaluate 
products of the software development process. These tools aid in the 
verification of such characteristics as correctness, completeness, con
sistency, traceability, testability, and adherence to standards. Exam
ples include design analyzers, automated verification systems, static 
analyzers, dynamic analyzers, and standards enforcers. 

certification: .0) A written guarantee that a system or computer program 
complies with its specified requirements. (2) A written authorization 
which states that a computer system is secure and is permitted to 
operate in a defined environment with of producing sensitive informa
tion. (3) The formal demonstration of system acceptability to obtain 
authorization for its operational use. (4) The process of confirming 
that a system, software subsystem, of computer program is capable of 
satisfying its specified requirements in an operational environment. 
Certification usually takes place in the field under actual conditions, 
and is utilized to evaluate not only the software itself, but also the 
specifications to which the software was constructed. Certification ex
tends the process of verification and validation to an actual or simu
lated operational environment. (5) The procedure and action by a duly 
authorized body of determining, verifying, and attesting in writing to 
the qualifications of personnel, processes, procedures, or items in ac
cordance with applicable requirements. (ANSI/ASQC A3-1978) 

code audit: 
~ 

An independent review of source code by a person, team, or automated 
tool to verify compliance with software design documentation and pro
gramming standards. Correctness and efficiency may also be evaluated. 
See also audit, static analysis, inspection, walk-through. 

(To be continued.) 
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CALENDAR or EVENTS _~- ~ovember 1982 

The events listed below are selected from various sources. Con
tacts for .each ,event are given when known. To have your eve.nt in
cluded please send your announcement to the Editor, <piality Manage
ment Monthly. 

5-7 January 1983: 16th Annual Hawaii International Conference on System Sci
ences, Honolulu, Hawaii. Contact: Dr. Bruce Shriver, University of 
Southwestern Louisiana, P.O. Box 44330, Lafayette, LA 70504. 

28 February - l March 1983: Compcon Spring 82: Intellectual Leverage for the 
Information Society, San Francisco, California. Contact: Frederick W. Clegg, 
Hewlett .Packard, 11000 Wolfe Rd., Cupertino, CA 95014. 

20-23 March 1983: Software Engineering Symposium on High-Level Debugging, Pa
cific Grove, California. Contact: Dr. Mark S. Johnson, HP Laboratories, 1501 
Page Mill Road, Palo Alto, CA 94304. --

25-27 April 1983: Workshop on Software Engineering Technology Transfer, Miami 
Beach, Florida. Contact: Richard Morton., EEIS Co., 401 North Washington St., 
Rockville, MD 20850; (301) 340-5278. · 

~-_li May 1983: National Computer Conference, Anaheim, California. Contact: 
AFIPS, 1815 N. Lynn St., Arlington, VA 22209; (703) 558-3612-. 

.U-.!1 May 1983: Second Software Engineering St>andards Applications Workshop, 
San Francisco, California. Participation limited to presenters of pape~s. 
Contact: t. Hannan, DOT/FAA/ ARD-131, 400 Independence Ave .. , Washington,, DC 
20591; (202) 426-9325. 

28-30 June 1983: FTCS-13, 1.983 International Conference on Fault-Tolerant Com
puting, Milano, I aly. Contact: Dr. Daniel P. Siewiorek, Carnegie-Mellon 
Univ., Dept. of Computer Science and EE, Schenley Park, PA, 15213. The call 
1£! papers requests paper~ on the following topics, fault tolerant operating 
systems, distributed operating systems, exception handling, techniques to prQ
duce reliable programs, programming environments, program testing, program re
liability evaluation, system validation, determination of the probability of 
design correctness, and verification. Send four copies of the paper by 5 ijo
vember 1982 to the Program Chairman: Luc~ Simoncini, I.E. I. - C. N. R., Via 
Santa Maria 46, 56100 Pisa, Italy. 

25-28 July 1983: SoftFair, Software Development, Tools, Techniques, and Alter
natives, Arlington, Virginia. Contact: SoftFair, PO Box 639, Silver Spring, MD 
20901; (301) 589-3386. 

17-19 October 1983: Symposium on Reliability in Distributed Software and Data
base:-systems, Palo Alto, California. Contact: Q!.• ~- Liu, Department of Com
puter Science, Ohio State University, 2036 Neil Ave., Columbus, OH 43210; (614) 
860-7766. 

25-30 March 1984: International Conference on Software Engineering, Orlando, 
Florida. Contact: 7ICSE -- IEEE, PO Box 639, Silver Spring, MD 20910, (301) 
589-3386. ..--
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EDITORIAL: SELLING "QUALITY" (Part VI) 

• Why Coverage Measures? 

• 

• 

In the Quality Management area there are the "good" methods and the "bad" 
methods. In truth, sometimes no method seems to work -- that is, it isn't 
always possible to see why anymethod works (if any does)! Quantitatively, we 
need direct information of some kind about progress to tell whether what we've 
done is, or isn't, close to "finished." 

For some of the parts of known Quality Management disciplines, the measure of 
completeness is very simple: one either has completed the technique or not. 
For example, if Cause Effect Graphs (CEGs) are used to assist in constructing 
functional tests then when the graph is complete the job is done. Generating 
the set of combinations of input-state/output-state pairs needed to fully 
exercise the graph is a mechanical process from there on. Creating the graph 
is complete when, simply enough, all of the inputs are connected to all of the 
outputs. 

In this simple case, you may want to think of "coverage" as the percentage of 
completeness within the CEG. Less than 100% complete means something remains 
to be done. So, intuitively at least, "coverage" for Quality Management is 
the process of making sure that some measurable quantity achieves the maximum 
attainable value (it may not be 100% in every case); less than that is, 
evidently, too little! 

Origins of Completeness Measures 

Most of current thinking on test coverage measures arises from the old 
intuitive notion that one would consider a program "fully tested if all of the 
statements have been tried at least once." At least a decade ago some 
questions remained about whether this measure was an good one; it turned out 
it was not, since it was a simple matter to devise sample programs which were 
"fully exercised at the statement level" but which demonstrably had not fully 
been exercised at some other level (e.g. the path level). Nevertheless, 
statement coverage (or CO) became an indirect measure or figure-of-merit for a 
software test or set of tests. At least, the proponents argued, a test with a 
higher CO level had a greater likelihood of "finding" defects than one with 
lower coverage level. 

In a way, this replaces a real goal (finding defects) with an artificial goal 
(maximizing the statement coverage). Doing that kind of exchange -
particularly when there is no known measure of the number of defects remaining 
-- actually puts the analysis process on a firmer ground. The segment level 
measure (or Cl) arose as a direct result of trying to relate the measure back 
to the code; it was found that requiring each and every predicate outcome to 
be tried tended to "discover" defects that ·otherwise would be missed. (See 
the article elsewhere in this issue describing a "criticality" metric for 
COBOL programs.) 

Interestingly, this put the developmen~ on a firmer technical basis: if the 
right "coverage measure" could be found then setting up a methodology to 
achieve that -- rather than the elusive goal of eliminating an uncountable and 
undiscoverable number of defects -- would be more effective in many ways. 
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This led to the development of the "Ct" measure, which quantifies completeness 
of tests on the basis of cou'nting whether each equivalence class ·Of program 
flow has been "exercised." 

Coverage Applied to Other Areas 
' - ---

The notion of coverage applies to other areas as well; for example, think 
about code inspection procedures. Normally th'ere is some "form" one uses to 
keep track of progress. In this instance, "aoverage" is JDeasured by the 
degree to which the form is completed. The user monitors progress directly 
(and visually!) by scanning the "white space" on the form. The more white 
space, the more work remaining to be done: and vice versa. 

The Proper Role 

Just about anything you deal with 1.n a systematic manner admits of some kind 
of "coverage measure." Declaring a coverage measure does not a methodology 
make, however; there still haa to be a basis in fact that the work measured by 
the coverage metric is useful and effective •• 

Seen in this light, the proper role of any coverage measure is as a management 
tool: (1) management of resources (always limited); (2) against a definable 
goal (in many cases abstract and elusive). The coverage .measure is a ''tool" 
in the best sense. It provides a way of thinking about a problem that assures 
completeness, and that also can be quickly and easily measured and re
measured 

----~------------------------------------
STEP MEETING SET FOR WASHINGTON, E_ • .£_. 

As part of a new effort in the Software Test and Evaluation (STEP) area, the 
National Security Industry Association (NSit)-;--Tn ,cooperation with a 
Department of Defense task group, has scheduled a series of presentations for 
1-3 February 1983, in Washington, D.C. at the Mayflower Hotel. 

The purpose of this conference is to bring together representatives from 
government, industry, and the academic community to review and dLscuss 
experiencesl advances, and recent initiatives in software testing and 
evaluation. The Software Test and Evaluation Project (STEP) will also be 
discussed ,. inc luding STEP products and copclusions. --

The DoD expects ·to use the resqlts of this conference, in part, to develop 
revised policies, procedures and guidelines- for t:>he test and evaluation of 
defense system software, and to identify tools and techniques for 
investigation which have the potential of a high payoff. A total of nineteen 
experts from government, industry, and the academic sectors will provide their 
views on a wide range of top-ics. 

Contact: Or • . Richard deMillo, School of Information and Computer Science, 
Georgia Institute of Technology, Attanta, GA 30332. (404) 894-3180. 
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A COBOL-LANGUAGE "CRITICALITY METRIC" DEFINED 

Key Ideas: A new metric, called "criticality" is described. How 
it can be applied to COBOL programs, using automated processing 
methods, is outlined. The impact would be better testing, more 
focused on "problem areas" within a program. 

The Cl coverage measure (the percentage of segments that have been exercised 
at least once in a set of tests of a program) is an indirect indicator of the 
degree to which programs have been exercised. In turn, this is a measure of 
how well they have been tested if, in addition, one assumes that the input
output relationships for each segment have been "validated" according to some 
standard. 

Ml is an elementary complexity measure that weighs the length of a segment in 
proportion to its length (in terms of number of data items it must move). 
This value turns out to be proportional to the execution time the segment 
requires in a "dedicated" computer environment. 

An elementary composite coverage measure, termed TO can be defined as: 

TO= Cl* Ml 

Now the emphasis will be to attempt to exercise the most complex parts of a 
system first to produce the highest possible value for TO. (Note that TO does 
not have an absolute upper bound, since Ml does not.) 

The Xl measure is the user-declared "criticality" of a particular segment. 
(For COBOL programs, Xl could also be declared- as applying to --an entire 
paragraph, and in that case applies to all of the segments within the 
paragraph.) The sense of the Xl measure is that if it is NOT declared then it 
has the (default) value of !.-:-Declaring it to some other value emphasizes the 
relative importance of that particular passage of text. 

Combining the three measures produces the following derived measure: 

Tl = Xl * TO = Xl *(Ml* Cl) 

Now, if the Tl measure is used, emphasis is effectively placed simultaneously 
on a combination of the most critical and the most complex segments within a 
particular program. 

Editors Note: These and other coverage measures are defined in SRA's 
Technical Note, "Summary of Software Testing Measures," TN-843, which 
is to be revised in January 1983. Quality Management Monthly 
subscribers will receive a copy of this TN without charge • 
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MISCELLANEOUS NEWS FROM JAPAN -- TECHNICAL ADVANCES FROM THE ORIENT 

Editor'. Note: John Ch i s tensen,.. SRA'_s Far East representative, 
is in r"egular coritac"t with us from Tokyo via telex and diskette 
transfers. As part of his regular assignment he abstracts i ,n 
English articles from Japanese-language papers and journals that 
are .of interest to us. The items bel o are on various aspects of
the current Japanese computer thrust. We think you will find his 
selections interesting, too. 

"Japanese Language Processing Machine Being Developed~ the ICOT 5th 
Generation Computer," Nikkei Sangyo Shimbun, 13 November 1982. 

This article states that ICOT is near deciding to use "Prolog" as the core 
language for the 5th Generation compu~er project. ICOT, the article says, is 
planning to add Japanese Language processing capabilities to the .Prolog 
system. It goes on to state t hat for hardware, ICOT is planning to use high 
performance personal compu ch as Xerox 's ''ALTO", etc. It is 
interesting, but not very that the article also indicates that !COT 
plans to import a small amoun computer equipment from U.S. makers, and, 
after making a few improvements on it, have the computers manufactured in 
quantity by Japanese firms participating in the 5th Generation C01Jputer 
Project. 1 

"New Computer Can Read Japanese~ Aloud," Japan Times, 6 December 1982. 

The Nippon Telegraph and Telephone Public Corp. (NTT) has announced 
development of a JaP.anese-text-to-speech system: an advanced computer capable 
of reading out documents, news apers and books in synthesized female-like 
voice. An NTr spokesman said the computer can read Japanese newsp~pers · with 
an accuracy of over 99.5 percent •••• 

NTT has also developed a small robot with an arm the size of a child's that 
can lift and turn page 11 ·ust like human fin'gers •••• " 

"5th Generation Computer Application, NEC .E.£ Market an Artificial Intelligence 
Language to Universities and Research lnstitutes, 11 Ni'kke i Sangyo Shimbun, 7 
December 1982. 

This article says that NEC has begun limited shipment to NEC "ACOS .series" 
users of an artificial intel l igence language called "Shapeup." This language 
is an extension of Prolog which NEC developed for the 5th Generation Computex: 
Project. According to the article, NEC is planning to develop a computer with 
automated translation capabilities based upon Shapeup, and, after Jaaking 
further improvements, NEC plans to market Shapeup to general users. 

"Copyright Law Applies to , Software, Court Rules" Japan Times, J.. December 1982. 

"'The Tokyo District Court ruled Monday that comput-er-related sofbvare such as 
microcomputer programs for video game machines should be considered literary 
work subject to protection under the Copyright Law •••• " -JRC · 
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ISRAEL QUALITY ASSURANCE CONFERENCE PROCEEDINGS 

Key Ideas: These conference proceedings are the "software quality 
assurance session" at the Fourth . Convention of the Israel Society 
for Quality Assurance in October 1982. The speakers were drawn 
from a variety of countries, and the topics covered the full gamut 
of SQA concepts and technologies. Papers are summarized briefly. 

The Papers (With Short Comments): 

E. R. Baker and M. J. Fisher, "A Software Quality Framework". (Establishes a 
framework for quality assurance-within the life cycle of software.) 

H. Hecht and M. Hecht, "Limitations on Program Verification". (Points out 
some limitations on standard approaches to software quality enhancement.) 

!• !· Cavalcanti da Rocha, "Software Quality in the Requireme~ts Analysis and 
Specification Phase". (An investigation into the possible payoffs of 
enhancing quality by tightening the requirements specification stage.) 

~- Harlev and!'!• Haperin, "! Software Qualitt Assurance Pro~ram for the 
Development of Embedded Computer Systems 11.A 11how we did 1t11 presentation of 
a specific SQA program for an Israel Aircraft Industries (IAI) project.) 

M. Hecht and H. Hecht; "Validation of Fault Tolerant Software~ Means of 
Fault Tree";rr.- (An essay on the application of fault trees to the analysis of 
system quality.) 

.:. 
!'!· E· Leveson and!·!• Harvey, "Safety Analysis of Critical Software". 
(Again, fault tree analysis, but this time of software structures per se.) 

!· Kenett and ~- Pollak, "! Statistical Test of Software Reliability". 
(Beginning with standard methods of software quality assessment in terms of 
macroscopic reliability measurement, this paper proposes a new criteria for 
measuri ng when to 'stop' testing a program.) 

~-~-Berry, "The Application of the Formal Development Methodology to Data 
Base Design and Integrity Verification". (A discussion of how Berry's 
organization -- System Development Corporation, Santa Monica, California 
uses abstract data types as part of its formal software development 
methodology.) 

!• Lock and!'!· Prywes, "Checking of Program Specifications in the Model 
System". (A discussion of how pre-execution automated analyses of programs 
written in the ''MODEL" langauge have reduced error content.) 

!·~-Kemmerer, "Te;;ting Formal Specificatons". (An investigation into the 
processes of symbolic evaluation/execution and its relationship to software 
testing.) 

L. A. Clarke and D. J. Richardson, "Reliable Test, D~ta Selection Strategies 
An IntegratedApproach". (This paper describes twoerror-sensitive testing 
methods ba ed ori symbolic evaluation techniques.) 
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~- Osterweil, "! Strategy for Integrating Program Testing and Analysis". (An 
essay on software testing tool needs in an integrated tool support 
environment.) 

L. Osterweil, ,iTOOLPACK -- Mathematical so{tware Development Environment 
Project". (A descn.ption of ·the 11TOOLPACK11 ,project that aims to develop 
sophisticated software easily and efficiently -- and with few defects.) 

.B. Livson, "Future Software Tool Environment Verification, Validation and 
Testing -- Introductory Lecture". (A 'wish list' of features and facilities 
needed in future software ites.ting and analysis tools.) 

Citation: The Fourth Convention of the Israel Socie~y for Quality 
Assurance, Software Quality Assurance Sessions, Proceedings, 18-20 
October 1982. Contact: Dr. Ben Livson, Dept 4540, Israel Aircraft 
Industries, Ltd., Ben-Gurion Internat_ional Airport, ISRAEL. 

STANDARD QUALITY MANAGEMENT VOCABULARY -- CONTINUED 

KEY IDEAS: Terminology, drawn from the IEEE Software Engineering 
Glossary, provides a base for understanding software q~ality 
control. Approximately 110 key terms are defined. 

The IEEE Computer Society, Subcommittee on Software Engineering Standards, has 
issued a trial Glossary of Software Engineering Terminology (IEEE Project 
729). The definitions in the _st~ndard glossary are (supposed to be) 
coordinated with existing standards issued by suC'h organizations c:\S the 
International Organization for Standardization ( ISO) and the American National 
Standards Institute (ANS!). The IEEE standard fills in a number of gaps in 
the ISO and ANSI standards : 

The terms listed below are those that have speci.fic me.aning in the Quality 
Management area. Approximately 110 ter~s were chosen and, with only one or 
two exceptions, they are the Glossary's complete set of Quality Management 
related terms in the sense that none of them point outside of the set given 
here. This is the second installment of vocabulary terms published in Quality 
Maoageme~t Monthly. 

To get your copy of the full IEE~ Trial Glossary write to: 
Buckley Chairperson, SESS, RCA/MS-101-229, Moorestown, NJ 
609/778-3606). 

bug: See f au 1 t • 

bug seeding: See fault seeding. 

Mr. Fletcher J. 
08057 (Phone,-

code audit: An independent review of source code by a person, team or 
tool to verify complianC'e with software design documentation and 
programming standards. Correctness and efficiency may also be 
evaluated. See also audit, static analysis, inspection, walk-through. 
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code inspection: .See inspection • 

code walk-through: See walk-through. 

comparator: A software tool used to compare two computer programs, 
files, or sets of data to identify commonalities or differences. 
Typical objects of comparison are similar versions of source code, 
object code, data base files, or test results. 

configuration audit: The process of verifying that all required 
configuration items have been produced, that the current version 
agrees with specified requirements, that the technical documentation 
completely and accurately describes the configuration items, and that 
all change requests have been resolved. 

cor r ective maintenance: Maintenance performed specifically to overcome 
existing faults (ISO). See also software maintenance. 

correctness: (1) The extent to which software is free from design 
defects and from coding defects; i.e., fault free; (2) The extent to 
which software meets its specified requirements; (3) The extent to 
which software meets user expectations. 

critical section: A segment of code to be executed mutually 
exclusively with some other segment of code which is also called a 
critical section. Segments of code are required to be executed 
mutually exclusively if they make competing uses of a computer 
resource of data item. 

data flow diagram: A graphic representation of a system, showing data 
sources, data sinks, storage, and processes performed on data as 
nodes, and logical flow of data as links between the nodes. 
Synonomous with data flow graph, data flow chart. 

debugging: The process of locating, analyzing, and correcting 
suspected faults. Compare with testing. 

diagnos~i~: (1) Pertaining to the detection and isolation of faults or 
failures; (2) A message generated by a computer program indicating 
possible faults in another system component, e.g., a syntax fault 
flagged by a compiler. 

directed graph: A graph whose ~dges are unidirectional. 

driver: A program that exercises a system of system component by 
simulating the activity of a higher level component. See also test 
driver. 

dump: (1) Data that have been dumped (ISO); (2) To write the contents 
of a storage, or of part of a storage, usually from an internal 
storage to an external medium, for a specific purpose such as to allow 
other use of the storage, as a safeguard against faults or, errors, or 
in connection with debugging.(ISO) 
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dynamic analysis: The process of evaluating a program based on 
execution of the program. Contrast with static analysis. 

dynamic analyzer: A software tool that aids in the evaluation of a 
computer program by monitoring execution of the program. Examples 
include instrumentation tools, software monitors, and tracers. 
Contrast with static analyzer. 

error: (1) A discrepancy between a computed, observed, or measured 
value or condition and the true, specified, or theoretically correct 
value or condition (ANSI); (2) Human action ~hich results in software 
containing a fault. Examples include omission or misinterpretation of 
user requirements in a software specification, incorrect translation 
or omission of a requirement in the design specification. This is not 
a preferred usage. 

REPRINT: USER/DEVELOPER RAPPORT ESSENTIAL TO SOFTWARE~ 

by Mary-Beth Santarelli 

The key to maintaining quality during software development seems to be 
constant com:nunication between end-user and developer, according to IBM's 
Donald O'Neill. A well-planned, productive, and manageable development 
process is essential to produce high quality software, according to O'Neill. 
He ~etailed a series of levels for producing a software project. At each 
level, evaluation and approval by tbe user is required before proceeding to 
the next stage of the project. The purpose of the level system is to "make 
sure that what we'd like to have executed," stated O'Neill, a program manager 
at IBM's Federal Systems Division in Gaithersburg, Maryland. 

O'Neill suggests making a "matrix of program. components and functions so you 
can go back and change things without hunting around for them later." As the 
program progresses, the manager should continue t-0 refine the estimate for 
lines of source code, he added. "Monitor the schedule to make sure you know if 
the program is taking longer than anticipated," be advised. 

ESTIMATED LINES 

Another matrix should be developed, showing lines of source code estimated for 
each phase of the program, he said. As phases of the project are completed, 
estimates are changed and the actual dates and numbers are inserted. ~rogram 
modifications requested by the client as we11 · as the lengths and dates of 
completion should also be added to the matrix, said O'Neill. "That's the name 
of the game--keep careful track of dates," said O'Neill, who believes knowing 
what is going on -is central to managing a product successfully. 

"Quality is obtained through design, sustained through technical reviews," he 
stated. "I've found that~products that have few errors at the end are also 
the ones that had few errors at the beginning," O'Neill said. When a software 
development manager is faced with a project which has many errors at the 
outset, O'Neill thinks the solution may be start completely over. 
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As a guideline, if major errors are "beyond 10 per 1000 lines of code, I would 
be very alarmed," he stated. At that point, O'Neill advises going back and 
redesigning the program. An important question which should be asked when 
designing the software is, "Will the design survive the implementation?" said 
O'Neill. How large a product is will have an effect on everything else, so 
this is one of the first things that should be determined. 

GET IT RIGHT 

Since "getting it right is more important than doing it fast", O'Neill advised 
DPMA attendees to take the advice of the winemaker, and "deliver no software 
before it's time." However, knowing when to stop is also important so before 
O'Neill ended, he cautioned against gilding the lily, stating, "better is the 
enemy of good enough." He made bis remarks at the recent conference at the 
Data Processing Management Association. 

Reprinted from Software News, December 1982. Copyright 1982, Technical 
Publishing, a division of Dun-Donnelley Publishing, Hudson, MA 01749. 

SPECIAL ANNOUNCEMENT TO QMM SUBSCRIBERS 

Beginning in 1983 we are going to be making some changes in Quality Management 
Monthly to: (1) better serve our readership, and (2) simplify the production 
procedures a little. While the second area is really " •• up to us," we'd like 
to ask your help in the f i rst area • 

Can you make suggestions on the kinds of articles, technical material, news, 
and other matter you'd like to see in Quality Management Monthly? Can you 
suggest a software tool or quality oriented methodology you'd like to see 
detailed in Quality Management Monthly? Do YOU have an article you'd like to 
contribute for publication? 

Please send all of your comments to the Editor, Quality Management Monthly. 
In advance, our thanks! 

QMM INDEX PREPARED 

The index for Volume one of the Quality Management Monthly will be prepared 
and included as a special insert in Volume one, Number 12, our March 1983 
issue. 

ALL OF US AT -- -- -- --SOFTWARE RESEARCH 
WOULD LIKE TO WISH YOU AND YOURS 

THE VERYIL\PPIESTOF HOLIDAY SEASONS 
AND ! QUALITY ASSURED NEW YEAR.! 
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CALENDAR OF EVENTS -- December 1982 

The events listed below are selected from various sources. 
Contacts for each event are given when known. To have your event 
included please send your announcement to the Editor, Quality 
Management Monthly, at Software Research Associates. 

1-l January 1983: 16th Annual Hawaii International Conference on System 
Sciences, Honolulu, Hawaii. Contact: Dr. Bruce Shriver, Computer Science 
Dept., University of Southwestern Louisiana, P. o. Box 44330, Lafayette, LA 
70504. 

28 February - .;! ' March 1983: Compcon Spring 82: Intellectual Leverage for the 
Information Society, San Francisco, California. Contact: Frederick W. Clegg, 
Hewlett Packard, 11000 Wolfe Rd., Cupertino, CA 95014. 

20-23 March 1983: Software Engineering Symposium on High-Level Debugging, 
Pacific Grove, California. Contact: Dr. Mark S. Johnson, HP Laboratories, 
1501 Page Mill Road, Building 28B, Palo Alto, CA 94304. 

25-30 March 1984: International Conference on Software Engineering, Orlando, 
Florida. Contact: ZICSE -- IEEE, PO Box 639, Silver Spring, MD 20910, (301) 
589-3386. 4 

--- ---

25-27 April 1983: Workshop on Software Engineering Techonolgy Transfer, Miami 
Beach, Florida. Contact Richard Morton, EEIS Co., 401 North Washington St., 
Rockville, MD 20850; (301)' 340-5278 • 

.!§_-19 May 1983: National Computer Conference, Anaheim, California. Contact 
AFIPS, 1815, N. Lynn St., Arlington, VA 22209; (703) 558-3612. 

Q-~ May 1983: Second Software ETtgineering Standards Applications Workshop, 
San Francisco, California. Participation limited to presenters of. accepted 
papers and invited speakers. Contact T. Hannan, DOT/FAA/ARD-131, 400 
Independence Ave., Washington, DC 20591; (202) 426-9325. 

28-30 June 1983: FTCS-13, 1983 International Conference on Fault-Tolerant 
Computing, Milano, Italy. Contact: Dr. Daniel P. Siewiorek, Carnegie-Mellon 
Univ., Dept. of Computer Science andEE, Schenley Park, PA, 15213. 

25-28 July 1983: Softfair, Software Development, Tools, Techniques, and 
Al ternati ves"";Arlington, Virginia. Contact: Soft fair, PO Box 639, Silver 
Spring, MD 20901; (301) 589-3386. 

17-19 October 1983: Symposium on Reliability in Distributed Software and 
Database Sy~tems, Palo Alto, California. Contact:~-!!• Liu, Department of 
Computer Science, Ohio State University, 2036 Neil Ave., Columbus, OH 43210; 
(614) 860-7766. 
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Publisher & Senior Editor - Edward F. Miller, Jr. 
Technical Editor -- Christopher Walker 
Managing Editor -- Susan Spring Wilson 

Coordinator -- Jean Crawford 

= = = = = = = = = = = = ·= = = = = = = = = = = = = = = = = = = = = = = = 

@COPYRIGHT~~ SOFTWARE RESEARCH ASSOCIATES. 
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SUBSCRIPTION RATES 

Quality Management Monthly is available within the United States by regular 
First Class Mail for $225 per year; foreign subscriptions by International 
Airmail are $275 per year. Please write to SRA for special rates for multiple 
subscripti,ons within one Company, or for special delivery modes (including 
computer-to-computer transmission). 

Single copies are $25 each postage paid. Sample issues can be sent on request 
to qualified individuals who write on their Company Letterhead and indicate 
their role in Quality Management. 

CHANGE OF ADDRESS INFORMATION 

To change the address on your subscription to Quality Management Monthly 
please forward the NEW mailing address and a copy of the OLD mailing label; 
the address will be changed on the next issue after we receive your request. 
Quality Management Monthly is published on the 15th of each month by Software 
Research, Inc., 580 Market Street, San Francisco, California, USA. Unless 
otherwise stated, bylined articles as well as products and services described 
reflect the author's or firm's opinion. 

COMMUNICATIONS TO THE &DITOR 

All communications should be addressed to The Editor, Quality Management 
Monthly. Letters from readers and commentary about current events are partic
ularly desirable. Articl-es conside.red for publication should be sent to the 
Editor in duplicate; an honorarium is paid for all material that is used. 
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EDITORIAL: SELLING "QUALITY" (!!!!, .Y,!!) 

The Bottom Line~ Software Quality 

As we all know the bottom line in any marketplace is cost (measured in some 
kind of currency which may vary with the marketplace), but with computer 
software we must consider value for money ( the easiest currency) very careful
ly. 

How do you ascertain the "cost" of software quality? It seems to me the first 
person to find an easy and direct answer to this question will do all of us a 
true service! Lacking that breakthrough we have to deal with what we have, 
and sometimes that kind of information is not terribly well defined nor easy 
to treat. In fact, the costs associated with software quality -- or, the 
costs associated with the l ack of it -- are extremely di ffic ult to quant i f y . 

The Relative Cost of Defects - ---- -- - ----
One interestiAg way to look at the cost of software qual ity is to examine some 
of the re l ative costs of $Oftware defects in terms of t he time at which they 
are di scovered· in the life-cycle of the software system. This makes the as
sumption that the defects will be di scovered and surely they will be, by 
someone - but avoids the "vrestion of having to calcula t e when or who or by 
what means they would be found. 

The number of defects remaining (i.e. discoverable by some method) in post
production programs is in the range 10-100 defects per thousand source lines 
of text Ci.-e. 10-100/KSLOC). These are defec t s of aJ. l kinds, lumped together 
for counting purposes, and measured against tpe most comnon "volumetric" quan
tity possible. 

In his book, Software Enginering Economics, (Prentice-Hall 1981), Software En
gineer and writer Dr. Barry Boehm (TRW Space Systems, Redondo Beach, Cal i for
nia) outlines the way the "COCOMO" software cost model estimates the "cost to 
repair an error" after it is discovered at various stages of the life cycle: 

(Note: All figures are approximate, being based on average -values of costs for 
a range of projects.) 

Stage of Life Cycle 
Of Software System: 

Requirements Phase 

Design Phase 

Implementation (Code) 

Development Test Phase 

Acceptance Test Phase 

Operational Phase 

Re l ative Cost to Repair: 
Model Value (Approxi mate Range) 

1 

5 

10 

18 

45 

150 

(1, 3) 

(3, 6) 

oo, 10) 

(12, 20) 

(30, 55) 

(35, 300) 
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As this table suggests, there is a very high payoff for the identification 
and/or prevention of a software defect as early as possible in the life cycle. 
This means, for example, that if a defect can. be prevented by some activity at 
the requirements stage 'that would not otherwise be found at the requirements 
stage there is a nearly 150:1 saving! These are comforting figures, and they 
argue for making sure the least number of defects remain at any stage in the 
development. We couldn'_! agree~ with~ philosophy! 

Error Rates Revisited 

The table suggests that the reiooval of a defect before it occurs is th~ best 
possible plan. The only troublesome point with this argument is that many of 
the most serious and/or subtle defects are not present until later stages, in 
software development; for example, there is a large class of "constructive er
rors" that are made during the production/distribution stage (or after the 
"programming process" in the life cycle shown in the table). If a defect 
hasn't yet been connnitted it is hard to imagine how it could be discovered. 
Consequently, even the bes~ efforts at prevention of defects are limited by 
this "process defect" phenomena; even a "perfect" requirement/specification 
could be implemented incorrectly. 

It is worth noting (but not nice to think about) that the figures ·-do not in
clude any software defects that are either introduced as part of the defect 
prevention process or which are missed because of a failure in tne quality as
surance process. 

All of this arithmetic is meaningless if we don't know the relative percentage 
of defects in a way that suggests when they might be discoverable in the life 
cycle. Some data from studies done by TRW sugge,st the following percentages 
of classes of errors: 

Data Definition Errors: 
Computational Errors: 
Data Handling Errors: 
Logic Errors: 
Input/Output Errors: 
Database Errors: 
Interface Errors: 
Other Errors: 

8. 9.% 
12.0% 
11.0l 
24.5% 

7.8% 
16.2% 
7.0% 

12.5% 

As the percentages ·suggest, only a few of the classes could be de~ected ear
lier than when "live· code" exists. Hence, the ben,efit of before-coding error 
avoidance looks a little smaller than one would wish. 

The trade-off ·point -- where the life cycle cost to prevent a defect equals 
the overall cost to detect and correct - is clearly project dependent and has 
to be recalculated each time afresh. Even so, the multipliers for "later" 
discovery are so unfavorable (e.g. over 100:1) that methods f~r preventing de
fects at the module level are clearly going to be very cost effective. 

-efm 
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New National Bureau of Standards Report 

As part of an effort to provide technological information on the type, availa
bility, and usage of software development tools, ·techniques, and practices, 
the National Bureau of Standards (NBS) bas published a series of special re
ports. One of the reports is Sof ware Validation, Verif~cation, ~ Testing 
Technique ~~Reference Guide. ~ citation below.) 

The document was produced by Boeing Computer Services Company under contract 
to NBS and edited by Patricia Powell of NBS. The report bas been organized 
into four sections. The introduction provides an overview of the mission of 
NBS and the purpose of this particular report. The remaining sections include 
a description of a methodology for selecting a validation, verification, and 
testing (VV&T) tool, three matrices from which an initial tool selection may 
be made, and detai led descriptions of thirty types of VV&T tools. The 
tool/technique descriptions are generic in nature and apply to a class of 
tools or techniques rather than to a particular product or a particular organ
ization. Examples of tool types --provided include Inspection, Data Flow 
Analyzers, Regression Testing, and Specification-Based Functional Testing. 

It should ·also be noted that in this report, "Validation, Verification and 
Testing (VV&T) Tool" refers to any verification, validation, or testing 
technique/tool t hat can be applied to a software product during any life· cycle 
phase. These tools/techniques can be used in a development or maintenance en
vironment as well as during independent verification and validation. 

The selection methodology consists of defining a specific goal to be accom
plished by use of a tool, then consulting one of three selection matrices to 
select a tool which should aid in accomplishing the predefined goal. The ma
trices list VV&T techniques and tools applicable to analyzing the form or con
tent of a software product such as a design, specification or source code. 
The tools and techniques are cross-classified by the matrices as to whether 
they can be used to perform dynamic or static analysis and as to whether they 
are an automated tool, a manual tool or technique, or a review technique. 

A related table provides keywords associated with each techni~ue or tool. The 
keywords describe functions or outputs of each tool or technique with which 
they are associated. For example, the keywords "branch testing," "statement 
testing," "statement coverage," "path testing," and "testing thoroughness" are 
associated with the tool "Test Coverage Analyzers." 

In Section four, detailed descriptions are provided on thirty types of VV&T 
tools. The information provided includes basic features of the tool, informa
tion needed for input, output expected, an outline or overview of the metho
dology underlying the tool, an example of application, applicability (language 
and/or type of product on which the tool or technique can be used), learning 
(training) requirements, costs (both capital expenditure and operational costs 
and sometimes comparative costs of closely related tools), and references. The 
descriptions are typically 2-1/2 single-spaced pages and pack a great deal of 
information into that space. 

The complete citation for this report is: Powell, Patricia B., Editor; 
Software Validation, Verification = z.e~ting !._echnique ~ !2.2,!_ Refer-

fg_ ~ .!?z. Software Research Associates, San Francisco, California 
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ence Guide, NBS Special Publication 500-93, September 1982, 138 pages. 
(The report may be ordered from the Superintendent of Documents, U.S. 
Government Printing Office, Washington, D.C. 20402. The cost is $6.00.) 

~'.!!.!!.Documentation -- ,Approved 

A Software Test Documentation Standard was approved by the IEEE Standards 
Board on Deceiber 9, 1982. The new IEEE software engineering standard will be 
submitted to. ANSI for consideration. 

The new standard describes a set of basic test documents and specifies the 
form and content of each document in the set. The set includes test plans, 
test design specifications, test case specifications, test procedure specifi
cations, test item transmittal reports, test logs, test incident reports, and 
test summary reports. A complete example of each document is included in an 
appendix. The documents may be used at all levels from module testing through 
user acceptance. 

The standard will be available from the lEEE Standards Board, 345 East 47th 
Street, New York, New York 10017 in the first quarter of 1983. 

With a standard for some of the products of testing (i.e., some of the docu
ments), a new working group is being formed to examine the feasibility of 
standardizing one level of the process itself. The new group will focus on 
unit testing and attempt to determine if consensus can be reached on a stan
dard for the various tasks involved in testing a computer program. THE NEW 
WORKING GROUP IS OPEN TO ANY INTERESTED PARTY; IEEE MEMBERSHIP IS NOT RE
QUIRED. 

The first meeting is scheduled for ~-18 February 1983 at the National Bureau 
of Standards in Washington, D.C. The host will be Dr. Martha Branstad, 
(30 ! /921-3534, NBS Tech B266, W~shington, D. C. 20234). Please notify her 
secretary of your intent to attend as soon as possible so that appropriate ad
ministrative arrangements can be made. 

The second meeting is scheduled for 23-25 May 1983 in San Francisco. The de
tails have yet to be worked out. 

If you would like to make a presentation at either of these llleetings or would 
like more information, Contact: David Gelperin, Software . Quality Engineering, 
2425 Zealand Ave. North, Golden Valley, Minnesota 55427, 612/542-8620. 

This article is reprinted from the DACS Newsletter, volume III, Number 7, De
cember 1982, with permission. The DACS Newsletter is published quarterly and 
available free from DACS, DADC/ISISY;"<;riffiss AFB, New York 12441. 
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BOOK REVIEW: Logic, Testing~ Verification 

by: Sany M. Leinwand (University of Illinois, Chicago) 

Citation: J. Paul Roth, Computer Logic, Testing and Verification, Computer 
Science Press, Potomac, MD, 1980, 176 pp., $23.95. 

Although J.P. Roth has contributed major advances to the formalization of 
switching theory and its applications to digital logic, his name may be unfam
iliar to many readers. The paradox presented by bis book is that while its 
contents are totally original, even disturbingly so, most of the material has 
long since become common knowledge. The two major methods presented, the cub
ical calculus and the D-algorithm, were , published by Roth in various journals 
during the 60s. They had a major impact on the design of digital systems, 
especially from the point of view of computer-aided design, and have become 
standard ' topics in many switching theory textbooks. Here, for the first time 
in book form, we have an opportunity to read the results -- by now classical 
- in their original formulation. 

The first chapter, "Logic Minimization," introduces a calculus of cubical com
plexes and its use for two-level minimization. This formalism is used to 
represent multiple-output switching functions and corresponding logic designs. 
Two optimization algorithms are described, one absolute and one approximate. 
Issues of efficient computer implementations are also presented, using for ex
amples, design problems solved at IBM and NASA. 

The next chapter, "Acyclic Logic," concerns the analysis of combinational cir
cuits and presents an algorithm for transforming any acyclic network of logic 
into a two-level switching function. Also dis cussed is a method for the oppo
site transformation: from a two-level function into a multi-level circuit, 
with certain fan-in/fan-out constraints. 

"Acyclic Testing" deals with methods for detecting the presence of stuck-at 
faults in combinational circuits. The famous D-algorithm appears, both in a 
formal way and by means of examples. Roth discusses possible improvements, 
relying on heuristics that select those paths allowing a quicker propagation 
of fault-effects. Also presented is a modification of the D-algorithm, used 
to distinguish which of two faults is active in a circuit. An algorithm for 
finding all faults covered by a given test enhances the generation of tests 
for all possible struck-at failures in a circuit. 

In contrast to combinational logic, faithfully modeled by switching functions, 
sequential logic exhibits cases of indeterminacy. To analyze sequential cir
cuits within the framework of switching theory, Roth introduces the concept of 
regular logic design in Chapter 4, "Logic Automation." Such design is con
strained to use sets of registers clocked at nonoverlapping times, with combi
national logic connected only between registers belonging to different sets 
(LSSD, an even more restricted form of regular design, is becoming the accept
ed standard, for reasons of effective testing). Here we also find PL/R, an 
algorithmic notation for expressing regular designs, supported by a system for 
computer design containing programs for converting a PL/R specification into a 
regular design, and for the opposite operation, extraction of the PL/R 
description from a regular piece of logic • 

@ 1983 by Software Research Associates, San Francisco, California Page 7 
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"Sequential Testing" relies on the restriction of regular design in order to 
generate deterministic test sequences. All the sequential circuit's feedback 
connections are ut and replaced by external signals. Iteration of several 
copies of this unit preserves the original flow of information. The result is 
combinational circuit on which the D-algorithm can be applied. 

Chapter 6, "Logic Verification," treats methods for certifying that a circuit 
performs a desired function. A design known to be correct (or obtained au
tomatically from a PL/R notation) expresses the specification, and a modifica
tion of the D-algorithm is us~d to search for counter-examples. The case of 
incomplete specification is also dealt with. 

"Logic Embedding" presents in only six pages the use of cubical calculus for 
physical design. A sequen e of cubical operations expresses the search for 
interconnection paths linking points in space. This is an important applica
tion not previously pub l ished i n the open literature, but details are scarce: 
at least one example should have been presented. 

Chapter 9, on reparable logic, offers the concept of universal ~odules that 
can be specialized by a pro r am. This, together with the possibil · pro
grannned interconnection of modules can provide reconfigurable designs. It is 
thus feasible to design logic that can be repaired, instead of being replaced. 

, 
The last chapter, "R-Algorithm Verification," contains an extension of the R
notation to the case of more general algorithms. Its main application is to 
the veri£ication of programs. The verification methods presented in Chapter 6 
can be applied by translating this notation into a logic design, but the prob
lem with the approach is that it accommodates only a bonded number of itera
tions or recursions. Thus, from the point of view of program-correctness 
research, only trivial programs can be verified. 

As its preface claims, Comp~ter Loiic is self-contained, but its abbreyiated 
presentation and peculiar syntax o ten make the presentation difficult to fol
low. The first chapter in particular may discourage the casual reader, and is 
crucial to an understa~ding of the remainder of the book. Several typographi
cal errors further comp.ound the problem: the definition of LESS-THAN ( .16) 
uses "cost" instead of "dimen.sion," inverting the meaning, while an algorithm 
in R-notation (p.28) displays a host of mismatched parentheses. Nor are the 
topics sufficiently integrated, many appearing in more than one chapter. 

Roth stresses the originality of his material, sometimes to excess. Most of 
his references are to his own previous papers, and he treats many topics from 
a personal point of view, showing little concern for other approaches. This 
together with its inherent narrowness of focus, would make Computer Logic un
suitable as an undergraduate textbook, but it could profitably be used at the 
graduate level, or for self-instruction. It benefits from many exercises and 
problems, as well as an excellent index, and should bec.ome a basic reference 
for computer scientists and engineers interested' in switching theory and its 
applications. 

Reprinted", with permission, from COMPUTER Magazine, December 1981. 
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NEW IEEE STANDARD 

The IEEE Sta~dard~ Board ~ormally approved the .~ Standard Glossary~ 
Software EI!gineenng Terminology (IEEE Standard 729-1982) on September 23, 
1982, culminating a three-year effort led by Shirley Gloss-Soler of the DACS 
(Data & Analysis Center for Software). Over 500 terms are defined in this 
glossary. The terai.nology was balloted in June and July of 1982 and 93% of 
the 147 member balloting group composed of members of the IEEE Subcomnittee on 
Software Engineering and other concerned members of the IEEE Computer Society 
voted to approve the standard. Based on this high percentage of acceptance, 
the IEEE Standards Board approved the terminology as a full-use IEEE ·standard. 

Over 100 concerned professionals contributed their efforts to the development 
of this standard. Special recognition is in order for the 15 members of the 
steering committee that was formed to coordinate the input from other members. 
Members of the steering conunittee were: 

Russell J. Abbott, The Aerospace Corporation 
Joan P. Bateman, Boeing Commercial Airplane Company 
Stephen R. Beason, Digital Equipment Corporation 
Milton E. Boyd, Jr., Digital Equipment Corporation 
Kurt F. Fischer, Computer Sciences Corporation 
Marilyn Stewart, Booz, Allen Hamilton, Inc. 
Lt. Glenn C. Hughes, II, United States Army 
John M. Ives , Air Force Weapons Laboratory 
John J. McKissick, Jr., General Electric Company 
Albrecht J. Neumann, National Bureau of Standards 
John N. Postak, Doty Associates, Inc. 
Jane W. Radatz, Logicon, Inc. 
Alan N. Sukert, General Electric Company 
Donald A. Woodmancy, NCR Corporation · 
David Yablon, Computer Sciences Corporation 

Copies of IEEE Standard 729-1982 will be available during the first quarter of 
1983 from: IEEE Service Center, 445 Hoes Lane, Piscataway, New Jersey OE854. 
The cost will be $7.50 plus a shipping and handling charge of $2.00. 

This article is reprinted from the'{)ACS Newsletter, volume III, Number 7, De
cember 1982, with permission. The DACIB Newsletter is published quarterly and 
available free from DACS, DADC/ISIS"f;'Griffiss AFB, New York 12441. 

STANDARD QUALITY MANAGEMENT VOCABULARY -- CONTINUED 

KEY IDEAS: 'Terminology, drawn from the IEEE Software Engineering 
Glossary, provides a base for understanding software quality con
trol. Approximately 110 key terms are defined. 

The terms listed below are those that have specific meaning in the Quality 
Management area. Approximately 110 terms were chosen and, with only one or 
two exceptions, they are the Glossary's complete set of Quality Management re
lated terms in the sense that none of them point outside of the set given 
here. This is the third installment of VO~§bUlirJ ,erm5 pUbliSh@d in Quality 

.f! ..!..2!1~ Software Research Associates, San Francisco, California 
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As ·listed in the previous article on IEEE Standard 729-1982 this Glossary 
be ordered from IEEE Service Center, 445 Hoes Lane, Piscataway, New Jersey 
08854. The cost will be $7.50 plus $2.00 for shipping and handling. 

~ analysis: 

(1) The process of investigating an observed software fault with the 
purpose of tracing the fault to its source. (2) The process of inves
tigating an observed software fault to identify such information as 
the cause of the fault, the phase of the development process during 
which the fault was in troduced, methods by which the fault could have 
been prevented or detected earlier, and t he method by which the fault 
was detected. (3) The process of investigating software errors, 
failures, and faults to determine quanti tative rates and~trends. 

~ categort: 

One of a set of classes into which an error, fault, or failure might 
fall. Categories may be defined for the cause, criticality, effect, 
life cycle phase when introduced or detected, or other characteristics 
of the error,fault or failure. 

error data: 

A term commonly (but not precisely) used to denote information 
describing software problems, faults, failures and change,, t heir 
characteristics, and the conditions under which they are encountered 
or corrected. 

error model: 

A mathematical model used to predict or estimate the number of remain
ing faults, reliability, required test tim~ or similar characteristics 
of a software system. See also error prediction. 

~ prediction.: 

A quantitative statement about the expected number or nature of 
software problems, f aults, or failures in a software system. See a l so 
error model. 

failure: 

(1) The, termination of the ability of a functional unit to perform its 
required function. (ISO) (2) The inability of a system or system com
ponent to perform a required function within specified limits. A 
failure may be produced when a fault is encountered. (3) A departure 
of program operation from program requirements. 
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failure rate: 

(1) The ratio of the number of failures to a given unit of measure, 
e.g., failures per unit of time, failures per number of transactions, 
failures per number of computer runs. (2) In reliability modeling, 
the ratio of the number of failures of a given category or severity to 
a given period of time, e.g. failures per second of execution time, 
failures per month. Synonymous with failure ratio. 

failure recovery: 

The return of a system to a reliable operating state after failure. 

fault: 

(1) An accidental condition that causes a functional unit to fail to 
perform its required function (ISO). (2) A manifestation of an error 
in software. A fault, if encountered, may cause a failure. 

Synonymous with bug. 

fault seeding: 

The process of intentionally adding a 
already in a computer program for the 
of indigenous faults in the program. 

fault tolerance: 

known number of faults to those 
purpose of estimating the number 
Synonymous with bug seeding. 

The ~uilt-in capability of a system to provide continued correct exe
cution in the presence of a limited number of hardware or software 
faults. 

formal testing: 

The process of conducting testing activities and reporting results in 
accordance with an approved test plan. 

independent verification~ validation: 

(1) Verification and validation of a software product by an organiza
tion that is both technically and managerially separate from the or
ganization responsible for developing the product. (2) Verification 
and validation of a software product by individuals or groups other 
than those who performed the original design, but who may be from the _ 
same organization. (10 CFR 50 Appendix B, section 3, design control). 
The degree of independence must be a function of the importance of the 
software • 
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CALENDAR OF EVENTS January _ill1 

February~~ 1983: Advanced Software Technology Professional Development 
Seminars, San Francisco, California. Individual seminars are listed below 
under the appropriate dates. For further information contact Software 
Research Associates, P.O. Box 2432, San Francisco, California 94126, phone: 
(415) 957-1441. 

24-25 February: Software Quality Assurance Technology, speaker Dr. Edward 
Mi'l~r; Software Research Associates' Advanced Software Technology Profession
.al Development Seminars, see first entry for address. 

28 February - 3 March 1983: Compcon Spring 82: Intellectual Leverage for the 
Information Society, SanFrancisco, California. Contact: Frederick W. Clegg, 
Hewlett Packard, 11000 Wolfe Rd., Cupertino, CA 95014. 

4 March: Introduction to Systematic Testing, speakers Dr. Edward Miller and 
Mr. David Casey; Software Research Associates' Advanced Software Technology 
Professional Development Seminars, see first entry for addres·s. 

10-11 March: Advanced Software Validation Techniques, speaker Prof. Timothy 
Budd; Software Research Associates' Advanced Software Technology Professional 
Development Seminars, see first entry for address. 

14-15 March: Automated Software Engineering Tools, speaker Dr. Edward Miller; 
SoftwareResearch Associates' Advanced Software Technology Professional 
Development Seminars, see first entry for address. 

20-23 'March 1983: Software Engineering Symposium on High-Level Debugging, Pa
cific Grove,"Tai'ifornia. Contact: Dr. Mark S. Johnson, HP Laboratories, 1501 
Page Mill Road, Building 28B, Palo Alto, CA -94304. 

24 March: Introduction to Software Quality Management, speaker Dr. Edward 
Miller; Software Research Associates' Advanced Software Technology Profession
al Development Seminars, see first entry for address. 

25 March: Protection of Proprietary Software, speaker Dr. Richard A. DeMillo. 
Sof~ Research Associates' Advanced Software Technology Pro.fessional 
Development Seminars, see first entry for address. 

25-30 March 1984: International Conference on Software Engineering, Orlando, 
Flonda:-contact: ZICSE -- IEEE, PO Box 639, Silver Spring, MD 20910, (301) 
589-3386. - -

25-ll April.1983: Workshop on Software Engineering Technology Transfer, Miami 
Beach, Florida. Contact Richard Morton, EEIS Co., 401 North Washington St., 
Rockville, MD 20850; (301) 340-5278. ~ 

12_-ll May~: National Computer Conference, Anaheim, California. Contact 
AFIPS, 1815, N. Lynn St., Arlington, VA 22209; (703) 558-3612. 
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please forward the NEW mailing address and a copy of the OLD mailing l abe l ; 
the address will be changed on the next issue after we receive y"our request. 
Quality Management Monthly is published on the 15th of each month by Software 
Research, Inc., 580 Market Street, San Francisco, California, USA. Unless 
otherwise stated, bylined articles as well as products and services described 
reflect the author's or firm's opinion. 

COMMUNICATIONS TO THE EDITOR 

All co11DilUnications should be addressed to The Editor, Quality Management 
Monthly. Letters from readers and commentary about current events ar.e partic
ularly desirable. Articles considered for publication should be sent to the 
Editor 1n duplicate; an honorarium is paid for all material that is used. 
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EDITORIAL: SELLING "QUALITY" (Part VIII) 

The Tools of the Trade ------
In our last editorial, we took a -close look at the relative cost of software 
defects, and found that the "co-st to repair" a defect has two orders of magni
tude. The cost of finding and correcting a defect at the operational phase 
will take 150 times the resource that it would if it has been found in the re
quirements phase and never propagated (a range of 35 to 300). This suggests: 
(1) a very high benefit to cost ratio if the defect can be found and corrected 
in the early stages of software development, or (2) a high unavoidable cost if 
met~odologies won't permit early detection of defects. 

We might then say that the final complexity of an operational piece of 
software is any.mere from 35 to 300 times~ complex as the specification! 
(This assumes that our skills in analyzing each kind of information object are 
about equal.) That being the case the natural question is: How does~~ 
out of this mess? Two answers are possible: (1) smarter methodologies at the 
"front end" of t he software system development cycle, or (2) better analysis 
too ls at the ''back" end • 

Requirements/Design Support Systems 

Better "front end" systems (which may also be tools) would help set require
ments, create designs, and reduce the error content before committing the 
design to code. If there are fewer errors in the specification, then there 
will be fewer errors, period. This is true, except that there will be addi
tional errors introduced after the requirements are set (into the design), or 
after the design is done (into the code). 

This is not to argue against use of better specification and code systems; to 
the contrary, research and development of these areas is essential. We must 
not forget that the life cycle of a software system has many stages and that 
errors are introduced dur i ng ALL of them. Bring out a better specification, 
and design from it! Then bring out a better design, and code from it! 

Compiler Systems 

The "middle ground" is occupied by the compiler, which converts "raw" software 
into someth i ng that can be executed. A better term might be "central," since 
even the least elaborate software system around has some fo·rm of translator 
(an assembler or a BASIC interpreter have to qualify here). 

Some would say that the newest compilers -- including those for the new Ada 
language -- will eliminate all of the defects by ma.king it impossible to code 
them in! This· is partially true, since 1:QOdern compilers do support notions of 
strong typing and inter-module analysis and do trap a broader class of errors. 
But if errors are a consequence of the process -- as they give every appear
ance of being - and thus always exist in some percentage of· the "volume" of 
text, then a smarter compiler finds the easy errors and leaves some more sub
tle ones for the humans to find. Even a super compiler isn't the full answer: 
there will always be defects that occur in practice which are not cost effec
tive to search for in routine production compilation work • 
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Software Analysis Tools 

There!!!. specialized tools that can find subtle classes of errors, but at 
greater cost. Systems that can address timing problems, the reliability of 
telecommunications protocols, and a range of other subtle issues are used, 
when absolutely required, on a fairly regular basis. 

The cost of such tools is measured in: (1) the capital needed to develop and 
maintain the software analysis tool ·; and, (2) the skill needed to use the tool 
to find a defect. Both of these costs are high, not surprising considering 
the tool's own complexity and the relative decreasing frequency of use. 

Now the issue is clearer: capital expenditures are needed to develop sophisti
cated tools that will be used infrequently to detect the lower-probability 
classes of defects. This is a "long-term" versus "short-term" argument: one 
must have long-~erm justifications of the expense before some necessary sys
tems get built, but in the short-term unless there must be a compelling jus
tification the capital will not be available. 

,, 

"Front end" tools for requirements analysis support and design automation are 
expensive and ·~ack end" tools for complex software analysis are also expen
sive. The tools in the middle -- compilers and loaders - - are so essential 
they can't be neglected. The result is a hump in the support coverage em
phasizing the middle at the expense of both ends. What is worrisome about 
this is that many software defects seem~tunnel from one side to the other, 
and wind up where we don't want them! 

-efm 

_, 

·' 

. -----------------------------~-----------
REPORT ABSTRACTS 

Note: From time to time we will list reports of interest. 

Sandra Rapps & Elaine J. Weyuker, "Data Flow Analysis Techniques for Test Data 
Selection," Technical Report No. 023, New York University, Computer Science 

~ - "Department, Courant Institute of Mathematical Sciences (251 Mercer Street, New 
York, NY 10012), August 1980, Revised December 1~81. 

Abstract: This paper examines a family of program test data selection criteria 
derived from data flow analysis techniques similar to those used in compiler 
optimization. It is argued that currently used path selection criteria which 
examine only the control flo'w of a program are inadequate. Our procedure as
sociates with each point in a program at which a variable is defined, those 
points at which the value is used. Several related path criteria, which 
differ in ~he number of these associations needed to adequately test the pro
gram, are defined and compared. 

,'\' 
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SOFTWARE TEST AND EVALUATION PROGRAM DESCRIPTION ---- __.__ -- ------ ---- ------
The National Security Industrial Association (NSIA) held a special program on 
1-3 February 1983 at the Mayflower Hotel, Washington, D. C. entitled. "A Na
tional Conference on Software Test and Evaluation." 

The Program Chairmen were Dr. Richard A. DeMillo (Georgia Institute of Tech
nology) and Ms. -!_. :!• Mart"'G" (Control Data Corporation), and the Conference 
Chairman was Mr. Ralph San Antonio (Dynamics Research Corporation). 

/ 

Paper Authors and Titles 

"An Integrated Software Test Tech no logy Research Plan, 11 by Dr. Edward 
Miller (Software Research Associates). 

"Rapid Prototyping and Refinement: An Approach to Software Testing," by 
Richard J. Lipton (Princeton University). 

"Status and Directions for Software Testing and Evaluation Tools," by 
.Dr. Leon Osterweil (University of Colorado). 

"Impact of Software Testing Issues On Future Software Engineering En
vironments," by Dr. Leon Stucki (Boeing Computer Services). 

"Assessing the Software Product Qualities of Correctness and Reliabili
ty," by Dr. Victor R. Basili (University of Maryland). 

"Application of Software Metrics During Early Program Phases," by Mr. 
Ralph San Antonio (Dynamics Research Corporation). 

''Managing Software Testing Using Reliability Estimates," by Dr. Martin 
Shoman (Polytechnic Institute of New York) . 

"Software Error Studies," by Ms. Carolyn Gannon ( Genera 1 Research Cor
poration). 

"Experience in Testing Large Embedded Software Systems, 11 by Mr. Marion 
F. Moon (Hughes Aircraft). 

"The Economics of Software Testing -- An Introduction," by Mr. Raymond 
J. Rubey ( So-ftech). 

"Programming Languages, Testing and Reusability," by Dr. Peter Wenger 
(Brown University). 

"Impact of New Hardware Technology," by Dr. Dougl~s Giese (TRW). 

"Software Testing Standards: Policy and Application," by Ms. Marilyn J. 
Stewart (Booz Allen and Hamilton, Inc). 

"Software Quality Assurance and Acquisition Policy," by Captain William 
P. Nelson (USAF, Electronics Systems Division) • 

"Test Procedures and Project M«n~g~ment," by Mr, James Hess (US Army Ml"' 
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terial Development and Readiness Command). 

"Policy Implementation," by Major Edward E. Stevens (USAF Systems Com
mand). 

1 'Acquisition Problems Influencing Software Development and Operational 
Te.sting," by Lt. Col Michael A. Blackledge and Major Walter G. Murch · 
(USAF Test' and Evaluation 'Center). 

"Impact of Future Military Systems," by Lt. Col. Larry Druffel (ADA 
Joint Program Office). 

Luncheon Speakers 

The lunch speaker on Tuesday, 1 ~ebruary, was the Ronorab le George A. 
Keyworth, Science Advisor to the President. 

On Wednesday, 2 February, the lunch speaker was Mr. H. Mark Grove, Depu
ty Under Secretary of Defense (Research & Advanced T;chnology). 

Obtaining!.~ of The Proceedings 

You can obtain a copy of the proceedings of this Conference by contacting NSIA 
at 1015 15th Street, NW, Suite 901, Washington, DC 20005 (Attn: Director of 
Publications). Request "Proceedings of the National Conference on Software 
Test and Evaluation" and enclose $30 (NSIA members) or $40 (non-members). 

Local arrangements were handled by Mr. Mitch G. Mesecher, Sperry Electronic 
Systems, Great Neck, NY 11020, who can answer-any additional questions about 
the Conference. 

TIPS FOR PRODUCTIVITY IMPROVEMENT: 
Early Err~e;;;:;al Yields Major Prod~ctivity Gains 

It's been demonstrated that the development of application software exhibits 
s~veral fundamental and statist~cally invariant properties. One of the most 
significant is that changes and fixes are exponentially more expensive to in
corporate as the project advances -- up to several hundred times more expen
sive, depending on the nature of the project team and the scope of the effort. 

In other words, an error identified during a requirements review costs far 
less to correct than the same error if uncovered during the acceptance testing 
portion of the project. It has been shown that two-thirds of the flaws in an 
application system are actually introduced during the early analysis and 
design phases of the development effort, and not during the progranuning pro
cess. In addition, the unit cost to repair a defect caused by a design error 
is substantially more than for a defect caused by a typical coding error. 

Accordingly, if the development team recognizes these characteristics and un
covers flaws early in the development lifecycle, major productivity gains can 
be attained. 
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The following techniques have been found effective in uncovering flaws du~ing 
analysis and design: 

o Multi-level review still the most efficient method av$ilable for un-
covering flaws in analysis and design materials. 

o .Separate systems architect function -- helps insure that changes are 
properly controlled and provides a strong organizational focal point for 
all critical design issues. ,. 

o Integration test planning before _programming -- a field-proven technique 
for identifying functional flaws in the software when the integration 
test plan is compared against requirement materials. 

o User-prepared acceptance test plan during design -- not only uncovers 
expensive user-expectation gaps but also assists the "transfer of owner
ship" of the system from DP to the users. 

These techniques, if properly employed, can quickly and easily result in 
measurable improvements in development cost and time, and . will improve the 
overall user satisfaction of the resultant application system. , 

Source: Adapt~d from comments by Mr. Wayne Smith (AID, Chicago 13 January 
1983). 

MILITARY STANDARD QUALITY ASSURANCE PLANS REQUIRID{ENTS 

Key Ideas: The Army's Mil-S-52779A specifies details of contrac
tors' Software Quality Ass;;-rance (SQA) plans. The key sections 
are reproduced verbatim as a source for ideas on how best to 
achieve SQA. 

The following material is taken from the Army 1 s . Mil-S-52779A, a specification 
dated 1 August 1978 and intended for use throughout the DoD. co11D11Unity. Sec
tions 1 and 2 of the Standard include some formalities and deal with project 
documentation, while Sections 4, 5 and 6 deal with some of the specifics of 
Government procurement procedures. Section 3, reproduced below, contains the 
''meat" of the Standard: 

"3. REQUIREMENTS 

"3 .1 Software Q! Program. Upon contract award, the contractor shall 
pla, develop, and implement a SQA Program which includes practices and 
procedures to assure compliance with all software requirements of the 
contract. The Program activities shall be a part of the management re
porting system throughout the life of the contract. The .contractor 
shall document the Program in the form of a SQA Plan (hereafter referred 
to as the "Plan") which meets the requirements of .this specification. 
The Plan shall identify organizational responsibilities and authorities 
for its execution and the events critical to its implementation. The 
Plan shall also identify and make timely provisions for special needs 
(controls, tools, facilities, BkillB, et~) required fgr tbe frg5r1m in 
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shall provide for detection, reporting, analysi~, and correction of 
software problems and deficiencies. Contractor personnel performing 
quality functions shall ha~e the responsibility, authority, and organi
zational freedom to evaluat~ software activities, identify problems, and 
,initiate or recomnend corrective action. 

"3.2 Software ~ Program Requirements. The Plan shall address the fol
lowing requirements: 

"3.2 ,.l Tools, Techniques, and Methodologies. The Plan shall identify 
the tools, techniques, ,methodologies and record,s to be employed in the 
performance of the work which will support QA objectives and· describe 
how their use witl augment o( satisfy QA Program requirements. Examples 
include: Operations' Research - ,Systems Analysis techniques, func tiona 1 
and performance requirements ana1ysis, <error analys-is, software optimi
zation tools, speci£ication tracing, and coding conventions. 

"3.2.2 Computer Program Design. The Plan shall reference or document 
tbe procedures by which ~esiin documen~ation is reviewed to evaluate 

-· ., design l ogic, fulfillment of requirements, completeness, and complianee 
,... with specified standards. Design , documentation shall be subjected to 

independent review prior to its releal?e for coding_. "' 

•
113.2.3 Work Certification. Th,e Plan shall reference or document the 
contractor's proce-dures for formally approving or certifying the 
description, authorization, and completion of wor'k performed under ,the 
c-0ntract. The Program shall require monitoring to assure compliance 
with these proced~res. 

"3.2.4 Documentation. Documentation standards and programming conven
tion~ ~nd practices to~be used for all software shall be referenced or 
documented in the Plan. The Plan shall . eferepce or document the pro
cedures to be applied to assure compliance with standards·; practices, 
and conventions and de livery of co11rect documentation and change infor
mation to the Government. In add'it ion, the Plan sha 11 provide for the 
independent review of documentation and oesignation of contractor appro- " 
val authority. 

"3 .2 .5 Conipu ter Program Library Co·ntrols. The Plan sha 1 L reference or .:, 
document the contractor's pr~cedures and controls for th~ hand1ing of 
source code and object co~e and related data in thejr various forms and 
versions, from ti~e of their initial approval or accep~ance until they 
have been incorporated into the final media. The objective of these 
controls is to ensure that different computer program versions are accu
rately identified and documented, that no unauthorized modifications are 
mad4!, that all approved modJfications are prope·rly incorporated, and 
that software submitted for testing is the correc·t versio{l. 

. , ... 

\ . 
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"3 .2 .6 Reviews and Audits. "The Plan shall reference or document the 
contractor's procedures for preparation and execution of reviews and au
dits, for establishing the traceability of initial contract requirements 
through and successive baselines, and for ensuring that the reviews and 
audits are conducted in accordance with the prescribed procedures. The 
schedule for review and audits shall be referenced or stated in the 
Plan. 

"3.2.7 Configuration Management (CM). The Plan shall specify the rela
tionships between the SQA and CM Programs and shall reference or docu
ment the procedures for assuring that the objectives of the CM program 
are being attained. 

"3.2.8 Testing. The Plan shall reference or document procedures for as
suring the accomplishment of the following: 

"a. Analysis of software requirements to determine testability. 

·~. Review of test requirements and criteria for adequacy, feasi
bility, and traceability and satisfaction of requirements. 

"c. Review of test plans, procedures, and specifications for com
pliance with contractor and contractual requirements and to insure that 
all authorized and only authorized changes are implemented. 

"d. Verification that tests are conducted in accordance with ap
proved test plans and procedures. 

"e. Certification that test results are the actual findings of 
the tests. 

"f. Review and certification of test repo.rts. 

"g. Ensuring that test related media and documentation are main
tained to allow repeatability of tests. 

''b. The contractor shall ensure that support software and comput
er hardware to be used to develop and test software and hardware under 
the contract are acceptable to the Government. 

"3 .2. 9 Corrective Action. The Plan shall reference or document pro
cedures which assure the prompt detection, documentation, and correction 
of software problems and deficiencies. Procedures shall include: 

"a. Documenting and reporting problems and deficiencies to ap
propriate management levels. 

"b. Analysis of data and examination of problem and deficiency 
reports to determine their extent and causes. 

"c. Analysis of trends in performance of work to p.revent the 
development of noncompliant products • 

"d. R@Vi@W Of Corrective me45UieD ;g enD\lI'e that problems and de-
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ficiencies have been resolved and correctly reflected in the appropriate 
documents. 

"e. Analysis or review as otherwise provided for in the con
tract." 

Contact: Commander, US Army Computer Systems Command, ATTN: ACSC-TEC Stop C-
100, Ft. Belvoir, VA 22060. 

,. 

STANDARD QUALITY MANAGEMENT VOCABULARY CONTINUED 

KEY IDEAS: Terminology, drawn from the IEEE Software Engineering 
Glossary, provides a base for understanding software -quality con
trol. Approximately 110 key terms are defined. 

The terms listed below are those that have specific meaning in the Quality 
Management area. Approximately 110 terms were chosen and, with only one or 
two exceptions, they are the Glossary's complete set of Quality Management re
lated terms in the sense that none of them point outside of the set given 
here. This is the fourth installment of vocabulary terms published in Quality 
Management Monthly. 

This Glossary is IEEE Standard 729-1982 and may be ordered from IEEE Service 
Center, 445 Hoes Lane, Piscataway, New Jersey 08854. The cost is $7.50 plus 
$2.00 for shipping and handling. 

inductive assertion method: 

A proof of correctness technique in which assertions are written 
describing program inputs, outputs, and intermediate condition~, a set 
of theorems is developed relating satisfaction of the input assertions 
to satisfaction of the output assertions, and the theorems are proved to 
be true. 

input assertion: 

A logical expression specifying one or more conditions that program in
puts must satisfy in order to be valid. 

inspection: 

(1) A formal evaluation technique in which software requirements, 
design, or code are examined in detail by a person or group other than 
the author to detect faults, violations of development standards, and 
other problems. Contrast with walk-through. See also code audit. 

(2) A phase of quality control which by means of examination, observa
tion or measurement determines the conformance of materials, supplies, 
components, parts, appurtenances, systems, proces·~es or structures to 
predetermined quality requirements , (ANSI 45.2.10-1973). 
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installation and checkout phase: 

The period of time in the software life cycle during which a software 
product is integrated into its operational environment and tested in 
this environment to ensure that it performs as required. 

instrume~tation tool: 

A software tool that generates and inserts counters or other probes at 
strategic points in another program to provide statistics about program 
execution such as how thoroughly the program's code is exercised. 

integration testing: 

An orderly progression of testing in which software elements, hardware 
elements, or both are combined and tested, until the entire system has 
been integrated. See also system testing. 

integrity.: 

The extent to which unauthorized access to or modification of software 
or data can be controlled in a computer system. See also security. 

interface testing: 

Testing conducted to ensure that program or system components pass in
formation or control correctly to one another. 

interoperability: 

The ability of two or more systems to exchange information and to mutu
ally use the information that has been exchanged. Contrast with compa
tibility. 

maintainability: 

(1) The ease with which software can be maintained. (2) The ease with 
which maintenance of a functional unit can be performed in accordance 
with prescribed requirements (ISO). (3) Ability of an item under stated 
conditions of use to be retained in, or restored to, within a given 
period of time, a specified state i n which it can perform its required 
functions when maintenance is performed under stated conditions and 
while using prescribed procedures and resources (ANSI/ASQC A3-1978). 

node: 

(1) An end point of any branch of a network or graph, or a junction com
mon to two or more branches. (2) In a tree structure, a point at which 
subordinate items of data originate (ANSI). (3) In a network, a point 
where one or more functional units interconnect . transmission lines 
(ISO). (4) The representation of a state or an event by means of a point 
on a diagram (ANSI) . 
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CALENDAR OF EVENTS February 1983 

February and March 1983: Advanced Software Technology Professional Development 
Seminars, San Francisco, California. Individual seminars are listed below 
under the appropriate dates. Contact: Software Research Associates, P.O. Box 
2432, San Francisco, Califo~ia 94126, phone: (415) 957-1441. 

28 February - ~ March 1983: Compean Spring 82; Intellectual Leverage for the 
Information Society, San Francisco, California. Contact: Frederick W. Clegg, 
Hewlett Packard, 11000 Wolfe Rd., Cupertino, CA 95014. 

4 March: Introduction to Systea;ia.tic Testing, speakers Dr. Edward Miller and 
Mr. David Casey; SRA seminar, see first entry for general information. 

10-11 March: Advanced Software Validation Techniques, speaker Prof. Timothy 
Budd; SRA seminar, see first entry for general information. 

_!i-15 March: Automated Software Engineering Tools, speaker Dr. Edward Miller; 
- / 

SRA seminar, see first entry for general information. 

20-23 March 1983: Software Engineering Symposium on High-Level Debugging, Pa
cific Grove, California. Contact: Dr. Mark S. Johnson, HP Laboratories, 1501 
Page. Mill Road, Building 28B, Palo Alto, CA -94304. 

24 March: Introduction to Software Quality Management, speaker Dr. Edward 
Miller; SRA seminar, see first entry for genera 1 in format ion. 

25 March: Protection of Proprietary Software, speaker Dr. Richard A. DeMillo. t 

SRA seminar, see first entry for general information. l 

25-30 March 1984: International Conference on Software Engineering, Orlando, 
Florida. Contact: ZICSE -- IEEE, PO Box 639, Si lver Spring, MD 20910, (301) 
589-3386. --

25-27 April 1983: Workshop on Software Engineering Technology Trans fee, Miami ,,. 
Beach, Florida. Contact: Richard Morton, EEIS Co., 401 North Washington St., 
Rockville, MD 20850; (301) 340-5278. 

~-19 May 1983: National Computer Conference, Anaheim, California. Contact: 
AFIPS, 1815, N. Lynn St., Arlington, VA 22209; (703) 558-3.612. 

r 

Q-19 May 1983: Second Software Engineering Standards Applications Workshop, 
San Francisco, California. Participa,tion limited to presenters, of ·accepted. 
papers and invited speakers. Contact T. Hannan, DOT/FAA/ARD-131, 400 Indepen
dence Ave., Washington, DC 20591; (20·2) 426-9325. 

28-30 June- 1983: FTCS-13, 1981 International Conference on Fault-Tolerant Com
puting, Milano, Italy. Contact: Dr •. Daniel !_. Siewiorek, Carnegie-Mellon 
Univ., Dept. of Computer Science and EE, Schenley Park, PA, 15213. 

,., 
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EDITORIAL: SELLING "QUALITY" (Part IX) 

Quality in the Life Cycle 

In this series of editorials our goal has been to characterize the parts of 
"quality management" that don't receive the attention they deserve in the 
technical literature -- or anywhere else, for that matter. Some of the most
often heard conments are " ••• shouldn't Quality be built in from the ground 
up?" and " ••• shouldn't attention be paid to Quality beginning with require
ments analysis?" Of course! But what are the mechanisms for doing the job? 
What are the payoffs? How does one arrive at a correct balance of method, 
tool, technique, or simple injunctions? 

The Basis of a Model -------
Quality, to begin with, is a process effect. Here "process" means a set of 
things that one does to make something new out of existing pieces. For exam~ 
ple, at the requirements statement level of a software system life cycle, the 
process is to merge incompletely stated requirements into a "document" that 
can be used as the input to the "design stage" and, in the process ( it is im
portant to note the language, here) find defects in the requirements. A de
fect found is corrected, of course. However, because of process~(!!_) oth
er defects are either not found or are introduced; they are passed on to the 
next stage. 

In a multi-stage, complicated, and large software engineering project the 
boundary lines of the various processes are often blurred, and measurement be
comes difficult. Whatever the case each "process" step is going to have the 
following kinds of defects, sources and sinks: 

(1) Some percentage of defects arriving from the prior process (the 
initial latent defect rate). 

(2) Some percentage of defects introduced as part of the base process 
itself (process defects). 

(3) Some percentage of defects found during "in-proces s" quality 
analysis (quality analysis failures). 

(4) Some percentage of defects introduced as the defects of (1) - (3) 
are found and corrected (the defect correction failure rate). 

(5) Some percentage of defects remaining when the process completes 
(the final latent defect rate). 

In principle, we could chain a series of these models together and (provided 
we have the right numbers, and that we trust them) conclude something about 
the relative effectiveness of all of the individual processes that make up the 
software engineering activity. This assumes no inter-process or intra-process 
interactions, which is a rather strong assumption (see below). 

Example 

For example, we know th~ at:atistics tor a couple of the stages of the life cy-
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cle rather well. Measured in terms of the simplest complexity measure -- the 
gross volume of a text in terms of the number of lines -- the number of de
fects existing in software that has not been through extensive static analysis 
and dynamic testing is about 4%-8%. We know that upwards of 40% of those de
fects can be found with a certain class of static analysis -- such as that 
from a static analyzer like the "lint" system that has been successful at Bell 
Laboratories in their "C" software developments. Because static analysis is a 
passive process (i.e., it does not modify the code directly) we can safely as
sume that there are no interaction defects. The final latent defect rate then 
becomes 1.6%-3.2%, not counting any new defects introduced as the result of 
text modifications made because of the defects that were found. 

In dynamic software testing experience suggests that careful 85% Cl analysis 
can identify 80%-90% of the defects existing at that point. So, this means a 
post-dynamic-test defect rate of 1.44%-2.56%, again assuming no failures in 
the process. Each step has a ..-gain," and all of the stages have sotne effect 
on the cumulative multiplied quality factor that applies to the overall 
software system. 

! Life-Cycle Model of Quality 

This suggests that it should be possible to construct a fully elaborated model 
of all of the stages of the life cycle and calculate interesting facts about 
it from the point of view of Quality. The most interesting fact? The clus
~, or places where MORE defects ~re introduced -- or are NOT introduced -
than they are elsewhere in the process (This is the reverse to the idea of 
"production bottlenecks.). If you can find the clusters, you can take steps 
to prevent the errors that accumulate there beyond acceptable levels. 

There are, sadly, severe difficulties in constructing such a model. First, 
the requirements analysis process seems to interact in some very complicated 
ways with other processes, for example, the maintenance process. Hence, there 
are connections between processes that complicate the arithmetic. Second, we 
probably don't have enough good data to validate such a model. However, it 
seems clear that the model has to be constructed, has to be validated, and has 
to be app 1 ied -- for Qua 1i ty 's sake! 

-EFM 

LETTERS TO THE EDITOR ---

"Dear Ed, I just read your latest installment, part VII, of y~>Ur continuing 
introspection on 'selling "quality"' in the January 1983 issue of Quality 
Management Monthly. I was delighted with your argument that many of the er
rors introduced in the later stages of the programming process cannot be elim
inated before they exist. But I don't think that you went far enough in ela
borating that point. 

"It seems to me that we may have reached a point of 'diminishing return' in 
the error-prevention game. In addition to the fact that errors probably will 
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be introduced in the later stages of programming -- including IV&V? -- the re
quirements will probably also have changed from what t hey were when t he pro
cess began. Either way, we are forced to make changes -- to correct bugs, or 
to adjust to modified requirements -- rather late in the game. So, maybe we 
ought to devote some research to bringing down the cost of software changes 
made rather l ate in the game. If there's a limit to the range of efficacy of 
'the ounce of prevention,' then let's make the 'pound of cure' as cheap as we 
can!" 

-- George E. Lindamood, Tokyo, Japan 

QA Survey Shows Stronger Management Support 

by: William E. Perry, 
Executive Director, 

Quality Assurance Institute 

Data Processing Quality Assurance is responsible for e stablishing and measur
ing a process that produces quality computer systems. Quality data is vital 
to any organ i zation. However, quality data only exists when it is defined and 
measured. DP Quality Assurance performs that function. 

A 1982 Quality Assurance survey results indicate that many Quality Assurance 
(QA) groups have overcome the major challenge to the successful practice of DP 
quality assurance, which was the lack of management support . Approximately 
half of the QA groups now state that support of management is~ o f their 
strengths. This differs from previous surveys, such as the one conducted by 
GUIDE International during 1979, in which lack of management support was cited 
as one of the major problems facing the function. Today ' s problems are lack 
of skilled personnel, lack of standards, and getting credibility and accep
tance from pro j ect and user personnel. However, not all QA groups receive 
adequate management support. 

The highlights of the 1982 survey are summarized below. 

Organizing and Managing!. QA Function 

The average quality assurance function has been organized for less t han two 
years. The majority of quality as surance funct ions report t o data process ing 
management other than the manager of systems and programming or computer 
operations. Independence from systems development and operation were cited as 
important in making the function successful. Most of the QA functions draw 
their authority from management directive establishing the group and stating 
its responsibilities. 

Conducting reviews of applications during development is the main function of 
QA groups. In approximately two-thirds of the surveyed organizations, the 
quality assurance group cannot stop application deve l opment projects . The 
cost of a quality assurance review is between two and five percent of the 
developmental effort in approximately SO percent of the organizations. In the 
remaining organizations, half are below two percent and the other half above 
five percent. Internal audit is generally supportive of the function and in 
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about 10 percent of the organizations actually participates in reviews. 

Approximately 80 percent of all quality assurance staff is assigned permanent
h to the DP quality assurance group. On the other hand, only about one-third 
of the quality assurance reviews are conducted exclusively by QA staff. Close 
to 50 percent of the reviews are performed by a combination of a review team 
and QA staff personnel. The most popular methods to enforce quality in appli
cation systems are: (1) control of the production library, (2) control of the 
source library and, (3) control of the project scheduling system. 

Quality Assurance Role and Responsibility 

While the QA responsibilities vary significantly from industry to industry, 
the overall responsibilities in order of importance are to: 

1. Certify systems prior to production status; 
2. Review and certify development and documentation; 
3. Enforce data processing standards; 
4. Program code change release control; 
5. Report hardware/software problems; 
6. Manage changes to applications; 
7. Monitor adherence to in-place security measures; 
8. Review system design for completeness; 
9. Assure system and progrannning practices are followed. 

To perform these responsibilities, those that are the most time-consuming in 
order of expenditure of resources are to: 

1. Certify systems prior to production status; 
2. Review and certify development and documentation; 
3. Report hardware/software problems; 
4. Test new or modified systems. 

Some of the most notable practices used in fulfilling the QA responsibilities 
are: 

About 15 percent of the organizations use DP quality circles; 

-- Most QA analysts review peers (individuals on the same organiza
tional- level); 

Approximately two-thirds of the QA groups issue a report after , 
each review; 

The basis for evaluating quality in 40 percent of the organiza
tions is compliance to standards; in 33 percent it is professional 
judgement; and 15 percent use mathematical methods. 

Staffing and Training 

In the industries surveyed, the average staffing was approximately one quality 
assurance analyst for each 40 systems analysts/progrannners. It is interesting 

• 

• 

to note that as the quality assurance function matures, the staffing increases • 
to an average of approximately one quality assurance analyst for every 20 data 
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processing systems analysts/programmers • 

The average computer system is subject to three reviews, but in approximately 
20 percent of the companies seven or more reviews occur. The average quality 
assurance analyst works with three or less projects at any one time. 

The source of quality assurance personnel is: first, systems analysts; 
second, programmers; and third, computer operations/control personnel. Eighty 
percent of the quality assurance managers have six or more years of data pro
cessing experience, and over 50 percent of the QA staff has six or more years 
of data processing experience. The average tenure of~ quality assurance 
member is two years or less, but the majority of QA groups feel that this is 
too short. Over 80 percent of QA personnel have a four-year college degree, 
but very few have any type of certification. 

In over 50 percent of the organizations, the most probable promotion for the 
Quality Assurance manager is into data processing management. The expectation 
for the QA staff is a promotion into quality assurance management. The most 
universal expectation for promotion of quality assurance personnel is within 
the data processing department. 

Quality assurance requires skills other than data processing and thus requires 
extensive training to be effective. The most popular sources for quality as
surance training and materials are the Quality Assurance Institute, Q.E.D. 
Information Sciences and GUIDE international. 

The skills that quality assurance personnel need, ranked according to impor
tance are: 

1. Interpersonal relations, verbal and written communication; 
2. Time management, knowledge of the business, systems analysis, 

business systems design and interviewing; 
3. Programming, statistics, accounting and computer operations. 

Of the skills needed, quality assurance groups indicate they are most lacking 
in accounting and statistical skills, followed by computer operations, 
knowledge of the business, business systems design and time management . 

The Strengths and Problems of DP Quality Assurance 

The strengths and problems of quality assurance vary significantly from com
pany to company and industry to industry. The strengths cited by some organi
zations are listed as problems by others. As in most staff groups, management 
support and skilled personnel are the basis on which the group succeeds or 
fails. 

The greatest strengths associated with DP quality assurance, ranked according 
to importance are: 

1. Knowledgeable/motivated staff; 
2. Support of management; 
3. Credibility and belief in quality assurance; 
4. Error detection; 
5. Independence. 
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The most serious problems associated with the practice of DP quality assurance 
are: 

1. Lack of management support; 
2. Lack of skilled personnel; 
3. Lack of effective standards and procedures; 
4. Getting credibility and acceptance; 
5. Time and budget constraints. 

Quality Assurance Tools 

During the review of an application system, approximately one-third of the QA 
reviewers conduct their review by probing, one-fourth use quality assurance 
developed checklists, approximately 15% use the checklists provided in pur
chased life cycle methodologies and less than 10% use software during the re
view. Only about one-third of the QA _groups are involved intesting program 
code and, of those who test, over two-thirds prepare their own test data. 

Quality assurance is beginning to develop tools for their use in assessing 
quality. Approximately 20% of the QA groups use risk analysis, 20% use con
sultants and about 10% use scoring as a quality assessment tool. In the writ
ing of reports, almost one-third of the QA groups use word processing equip
ment. Among the software packages frequently cited as used by QA groups were: 

OPTIMIZER (Capex) . 
PANVALET (Pansophic) 
TSO (IBM) 
DOCUTEXT (DIVERSIFIED) 
IBM UTILITIES 
PAC 
AVID (Quad Corp.) 
DATA MANAGER 
DATAMACS (MACS). 

Salaries and Attitudes 

Quality assurance is viewed by QA personnel as an area where there is an op
portunity for promotion, respect by data processing peers and support of 
management. This aspect of DP quality assurance appears to be more important 
in selecting quality assurance as a job than is the opportunity for personal 
growth or challenge of work. In support of this, one of the major benefits 
associated with working in a quality assurance group is the ability to attend 
one or more outside conferences per year. 

There appears to be little difference in salary between the quality assurance 
manager and senior quality assurance analysts. Again, both have similar data 
processing experience. The average salary for both positions is approximately 
$30,000 per year. However, while 25% of the quality assurance managers earn 
over $40,000 per year, only 8% of the senior quality assurance analysts do. 
On the other hand, approximately 70% of the QA staff earn less than $30,000 
per year, with none earning more than $40,000. 
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About the Survey 

~e 92 companies t~at responded to the survey were either members of the Qual
ity Assurance Institute or attended the Second Annual DPMA Quality Assurance 
Symposium in Chicago during March 1982. Survey result-;-;;;re tabulated by Da
taf~x Company, a market research firm in Winter Park, Florida. The survey is 
available for $20 cash with order, or $25 invoiced from the Quality Assurance 
Institute, 9222 Bay Point Drive, Orlando, Florida 32811. 

Reprinted with permission from GCN, Government Computer News, February 1983. 

-----------------------------------------
REPORT ABSTRACTS 

Note: From time to time we will list technical reports of interest. 

Elaine J. Weyuker, "Assessing Test Data Adequacy Through Program Inference 11 

Technical Report No. 022, New York University, Computer Science Department' . . , 
Courant Institute of Mathematical Sciences (251 Mercer Street, New York, NY 
10012), May 1980, Revised August 1981. 

Abstract: Despite the almost universal reliance on testing as the 
means of locating software errors and its long history of use, few 
criteria have been proposed for deciding when software has been 
thoroughly tested. As a basis for the development of pragmatically 
usable notions of test data adequacy, an abstract notion is proposed 
and examined, and approximations to this criterion are considered. 

Zeil, Steven J., Selecting Sufficient Sets of~ Paths for Program Testing. 
The Computer and Information Science Research Center, The Ohio State Universi
ty, Columbus, Ohio 43210 (OSU-CISRC-TR-81-10), October 1981. 

Abstract: Many strategies for testing computer programs require the 
selection of a set of paths along which testing will be conducted. 
Ideally, a finite set of paths would be chosen which was sufficient to 
detect any error in the program construct being tested. In general, 
the problem of finding such a set of paths is unsolvable. In fact, 
the existence of such a set cannot be guaranteed. However, when the 
set of possible functions described by the constructs being tested 
forms a vector space, it may be possible to characterize the set of 
errors which escape detection for a given test path. Such a charac
terization permits the comparison of candidate paths for use in test
ing, and guarantees the existence of a finite sufficient set of test 
paths. For example, if predicate interpretations are_guaranteed to be 
linear functions, then the number of paths required to reliably test 
any predicate is no larger than m+n, where mis the number of inputs 
to the program and n the number of variables. Similar bounds can be 
obtained for higher order functions. If the set of program computa
tions is linear, then no more than n(m+n+l) paths would be required to 
test a block of computations. These characterizations provide a 
theoretically rigorous means of evaluating proposed test paths. 
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Yourdo·n: Japan~ Offer Guarantees 

Edward Yourdon, an authority on systems design and on-line computer systems, 
predicted a widespread Japanese advance into European and American software 
markets during the present decade. Yourdon warned his Federal Software 
Conference audience of top government information specialists that "Japanese 
software Competitors will soon offer 25-year guarantees," perhaps as early as 
1985. 

Yourdon devoted most of his remarks, however, to a prediction that UNIX-like 
operating systems will become commonplace, helping programmers to produce 
better software. 

Today, machines are being developed, he said, that emulate the software of 
mainframe co.mputers. This trend, plus the development of additional speciali
ty languages to perform specific tasks, now require a programmer to become 
"multilingual" if he hopes to keep pace with software advances. 

Japanese firms in the pa~t have concentrated on hardware and subsystems market 
shares, aided by the government Ministry of International Trade and Industry 
(MITI). Increased software exports would pose another challenge to .American 
manufacturers. 

Software quality and reliability ~ key concerns of Japanese indu.stry and 
government, Yourdon -noted. A Joint Syste~s Development (JSD) corporation was 
formed by major Japa.nese computer companies in 1976 to provide quality 
software tools to industry clients. A $25 million R&D effort to develop a so
phisticated electronic workbench also was proposed by the same group. The 
Japanese Ministry of International Trade and Industry (MI'l'I) recently formed a 
similar software quality control board to ensure that high quality standards 
are ~met for exported Japanese software. 

Closer to home, Yourdon pointed toward the development of specialty languages 
and "graphical techniques of structured analysis and design'' as encouraging 
signs. "Programmers are becoming master artists," he said. 

This trend is likely to cont i nue as software factories spring up that produce 
entire packages which then are adapted, on-site, by programmers who want to 
perform a specific task. Hand-crafted programs of the old sort often 

· 1 ' tai ored to perform common as we·ll as special tasks, will no longer be cost-
ef~ective. 

As for systems languages, such fourth generation designs as FOCUS, NOMAD and 
RAMIS continue to evolve, according to Yourdon. COBOL and PASCAL commonly 
referred to as _third gen:ration or compiler languages, have grown'resistant to 
change, but en3oy such widespread application that programmers will still have 
to master them in order to practice their profession, he said. 

Federal application developers, on the other hand, are prime candidates for 
wh~t Yourdon: called "p:ogram gen·erators." ·Typically, these will be for in
q~iry and report functions, not complex computation or data processing func
tions, Yourdon noted. 

Reprinted with permission from GCN, Government Computer News, February 1983. 
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STANDARD QUALITY MANAGEMENT VOCABULARY -- CONTINUED 

KEY IDEAS: Terminology, drawn from the IEEE Software Engi neering 
Glossary, provides a base for understanding software quality con
trol. Approximately 110 key terms are defined. 

The terms listed below are those that have specific meaning in the Quality 
Management area. Approximately 110 terms were chosen and, with only one or 
two exceptions, they are the Glossary's complete set of Quality Management re
lated terms in the sense that none of them point outside of the set given 
here. This is the fifth installment of vocabulary terms published in Quality 
Management Monthly. 

This Glossary is IEEE Standard 729-1982, Stock Number SH08920, and may be or
dered from IEEE Service Center, 445 Hoes Lane, Piscataway, New Jersey 08854. 
The single copy price is $7.50 (quantity discounts on 10 to 49 cop ies 10%, in
quire regarding further quantity discounts) plus $2.00 per order for shipping 
and handling. 

operation and maintenance phase: 

The period of time in the software life cycle during which a software 
product is employed in its operational environment, monitored for satis
factory performance, and modified as necessary to correct problems or to 
respond to changing requirements. 

operational reliability: 

The reliability of a system or software subsystem in its actual use en
vironment. Operational reliability may differ considerably from relia
bility in the specified or test environment. 

operational testing: 

Testing performed by the end user on software in its normal operating 
environment ( DOD usage). 

output assertion: 

A logical expression specifying one or more conditions that program out
puts must satisfy in order for the program to be correct. 

partial correctness: 

In proof of correctness, a designation indicating that a program's out
put assertions follow logically from its input assertions and processing 
steps. Contrast with total correctness. 

path analysis: 

Program analysis performed to identify all possible paths through a pro
gram, to detect incomplete paths, or to discover portions of the program 
that are not on any path. 
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path condition: 

A set of conditions that must be met in order for a particular program 
path to be executed. 

path expression: 

A logical expression indicating the input conditions that must be met in 
order for a particular program path to be executed. 

perfective maintenance: 

Maintenance performed to improve performance, maintainability, or other 
software attributes. See also adaptive maintenance, corrective mainte
nance. 

program block: 

In problem-oriented languages, a computer program subdivision that 
serves to group related statements, delimit routines, specify storage 
allocation, de l ineate the applicability of labels, or segment paths of 
the computer program for other purposes (ANSI). 

CALENDAR OF EVENTS - March 1983 

25-27 ~ 1983: Workshop on Software Engineering Technology Transfer, 
Miami Beach, Florida. Contact: Richard Morton, EEIS Co., 401 North 
Washington St., Rockville, MD 20850; (301) 340-5278. 

~-19 May 1983: National Computer Conference, Anaheim, California. Con
tact: AFIPS, 1815, N. Lynn St., Arlington, VA 22209; (703) 558-3612 • 

.!2_-19 May 1983: Second Software Engineering Standards Applications 
Workshop, San Francisco, California. Participation limited to 
presenters of accepted papers and invited speakers. Contact T. Hannan, 
DOT/FAA/ARD-131, 400 Independence Ave., Washington, DC 20591;-(202) 
426-9325. 

28-30 June 1983: FTCS-13, 1983 International Conference on Fault
Tolerant Computing, Milano, Italy. Contact: Dr. Daniel P. Siewiorek, 
Carnegie-Mellon Univ., Dept. of Computer Scie~e and EE,-Schenley Park, 
PA, 15213. 

25-28 July 1983: Softfair, Software Development, Tools, Techniques, and 
Alternatives, Arlington, Virginia. Contact: Softfair, PO Box 639, 
Silver Spring, MD 20901; (301) 589-3386 • 

.!2_-19 October 1983: Symposium on Reliability in Distributed Software and 
Database Systems, Palo Alto, California. Contact: Dr.~- Liu, Depart
ment of Computer Science, Ohio State University, 2036 Neil Ave., 
Columbus, OH 43210; (614) 860-7766. 
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QUALITY MANAGEMENT MONTHLY 

Devoted~ Life-Cycle Software Quality Management 

QUALITY MANAGEMENT MONTHLY is intended as a vehicle for dissemination of time
ly and effective information about both technology and management aspects of 
ensuring Quality in computer and software systems. 

Publisher & Senior Editor -- Edward F. Miller, Jr. 
Managing Editor & Coordinator Susan Spring Wilson 
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@COPYRIGHT~ £Y. SOFTWARE RESEARCH ~SSOCIATES. 

ALL RIGHTS RESERVED. No part of this document may be reproduced in any form, 
by photostat, microfilm, retrieval system, or any other means now known or 
hereafter invented without prior written permission of Software Research Asso
ciates. Permission to reproduce short quotes or passages must be obtained in 
writing from the publisher. 
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SUBSCRIPTION RATES 

Quality Management Monthly is available within ~he United States by regular 
First Class Mail for $225 per year; foreign subscriptions by International 
Airmail are $275 per year. Please write to SRA for special rates for multiple • 
subscriptions within one Company, or for special delivery modes (including 
computer-to-computer transmission). 

Single copies are $25 each postage paid. Sample issues can be sent on request 
to qualified individuals who write on their Company Letterhead and indicate 
their role in Quality Management. 

CHANGE OF ADDRESS INFORMATION 

To change the address on your subscription to Qual;ty Management Monthly 
please forward the NEW mailing address and a copy of the OLD mailing label; 
the address will be changed on the next issue after we receive your request. 
Quality Managemept Monthly is published on the 15th of each month by Software 
Research, Inc., 580 Market Street, San Francisco, California, USA. Unless 
otherwise stated, bylined articles as well as products and services described 
reflect the author's or firm's opinion. 

COMMUNICATIONS TO THE E:QITOR 

All communications should be addressed to The Editor, Quality ManageJD!:nt 
Monthly. Lett~rs from readers and commentary about current events are partic
ularly desirable. Articles considered for publication should be sent to the 
Editor in duplicate; an honorarium is paid for all material which is used. 

@ 1983 by Software Research Associates, San Francisco, California Page 2 



Quality Management Monthly April 1983 

EDITORIAL: The Root of the Problem ---------
From time to time people ask about "quality" from the point of view of how 
best they can obtain the highest possible level of quality at the lowest 
price. Rather than an attempt to "cheap out," th is is a legitimate response 
to the realities of limited budgets, limited project time, and a finite per
sonnel resource. A perfectly normal engineering project request: how to op
timize? Part of the answer is attitude -- in both directions. 

The following is a quote from a reader who responded to our continuing series 
of editorials about "quality;" it captures a prevailing attitude about quality 
management -- one worth further connnent: 

"I believe we are in a transition period right now with respect to 
obtaining error-free programs from vendors. Vendors find it more 
economical~ to detect the subtle errors prior to sale but leave 
this to User Groups and subsequent correction. This is especially 
true in the personal computing area, where User Groups are less 
formalized and no standards exist." 

The attitude is, if the users don't want quality then why should we try to 
provide it. To put it another way: the optimum solution is the one with the 
least quality the market will tolerate. That is, if there's no competitive 
edge resulting from changes in the way one approaches the question of software 
quality control then why not simply rely on existing methods (or the lack of 
them) and keep everyone happy? 

Why not, indeed? Certainly from this reader's point of view there is no rea
son why not, unless something from the outside makes it happen. .. 
To understand the technical issues a little better, let's review some of the 
conventional wisdom about levels of software system testing and release. The 
software testing and release strategy often involves using one or more of the 
following three levels or stages of release: 

(1) Alpha Test Sit~s This is an "in house" user or group of users 
who are friendly. Any defects found will be reported courteously 
and reliably. You and your alpha test site are on the "same 
side." 

(2) Beta Test Sites -- This is a site where the software will be used, __ ______.,__ __ _ 
but not necessarily relied upon. The beta test site normally is 
given "free software II in exchange for being experimented upon. 
Courtesy normally prompts a beta site to write a short report on 
what they found; . in some cases, contact is close enough so that 
the report is not needed. In any case, errors are found, little 
money changes hands, and your beta site feels as pleased with the 
arrangement as you do. 

(3) Gamma Test Sites - These are sites which make up the initial dis
tribution of your system or package or whatever. 

Done correctly, this can be very effective in balancing costs against error 
rates. The proper choice of the Beta Test site is one of the keys. ThQse 

I 
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people know they don't have a final-r~lease of the system, so are less in
clined to complain if some feature is not exactly perfect. At the same time, 
since they· are real users they will find defects that in-house or Alpha Test 
sites would not have found. -EFM 

SEVENTH ANNUAL ~/GSFC SOFTWARE ENGINEERING WORKSHOP 

Key Ideas: A technical workshop held at NASA Goddard, the Seventh 
in a Series, presented some papers specifically related to 
Software Quality Management. 

The Seventh Annual Software Engineering Workshop was held on 1 December 1982 
at Goddard Space Flight Center (GSFC) in Greenbelt, Maryland. Nearly 250 peo
ple attended; they represented 9 Universities, 22 Federal Government Agencies, 
and 43 private organizations. 

The workshop was organized by the Software Engineering Laboratory (SEL), whose 
members represent the NASA/GSFC, University of Maryland, and Computer Sciences 
Corporation (SCS). The record of the meeting i s generated by members of the 
SEL and is pr,inted and distributed by GSFC. 

Additional information about the workshop or about the SEL can be obtained 
from: 

Mr. Frank McGarry 
Code 582.1 
NASA/GSFC 
Greenbelt, Maryland 20771 

Phone: 
(301) 344-5048 

The papers of interest in this workshop are the following (to be reviewed in 
future issues of QMM): 

V. Basili (University of Maryland ) , "Software Errors and Comp l exi
ty, An Empirical Investigation" 

A. Goel (Syracuse University), "When and How to Use a Software Re
liability Mode 1" 

J. Goguen (SRI) and K. Levitt (SRI), "Experience and Perspectives 
with SRI's Tools for Software Design and Validation" 

T. Ostrand (Sperry Univac) and E. Weyuker (Courant Institute, 
NYU), "Software Error Data Collection and Categorization" 

E. Solloway (Yale), W. Johnson (Yale) ands. Draper (University of 
California, La Jolla), "An Effective Bug Classifica ion Scheme 
Must Take the Progra11DJ1er Into Account" 

D. Buckland (Reifer Consultants), "Software Anomaly Taxonomy --
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What Can Be Gained?" 

R. Tausworthe (JPL), "Staffing Implicat i ons of Software Produc 
tivity Models" 

IEEE STANDARD TEST PLAN DRAFT RELEASED -- -- -- - -- -----
Key Ideas: The IEEE'S Committee on Software Test Documentation has 
released a trial version of a "standard so ftware test documenta
tion plan." Although incomplete in many ways, the proposed stan
dard cont~ins some interesting concepts that may be of use in 
preparing such a test documentation plan . 

The IEEE Computer Society Committee on Software Test Documentation has 
released a preliminary version of its structured plan for software test docu
mentation. The main part of this document, s lightly reformatted and reworded 
for ease of documentation, is given below. 

For more information about the committee and i ts work, please contac t: 

~- Dave Gelperin 

1 

2425 Zealand Avenue North 
Golden Va~ley, MN 55427 

Purpose 

gg Standard for Software To!! Documentation 

Standard for Tes t Plan 

To prescribe the scope, approach, resources, and schedule of the testing ac
tivities. To identify the items being tested , the features to be tested, the 
testing tasks to be performed, the personnel re sponsible for each task, and 
the risks associated with the plan. 

2 Outline 

A test plan shall have the following structur e : 

1. Test-plan· identifier 
2. Introduction 
3. Tes t items 
4. Features to be tested 
5. Features not to be tested 
6. Approach 
7. Item pass/fail criteria 
8. Suspension criteria and resumpt ion re uire nts 
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9. Test deliverables 
10. Test deliverables 
11. Testing tasks 
12. Environmental needs 
13. Staffing and training needs 
14 • Schedule 
15. Risks and contingencies 
16. Approvals 

The sections shall be ordered in the specified sequence. Additional sections 
may be included immediately prior to .ApBroval~. 

If some or all of the content of a section is in another document, then a 
reference to that material may be listed in place of the corresponding con
tent. The referenced material must --be attached to the test plan or available 
to users of the plan. 

Details on the content of each secti~n are contained in the following sec
tions. 

2.1 Test-Plan Identifier ----------
Specify the unique identifier assigned to this test plan. 

2.2 Introduction - ..._ _______ _ 
Sumnarize the software items and software features to be tested. The need for 
each item and its history may be in~luded. 

References to the following documents, when they exist, are required in the 
highest-level test plan: 

Project authorization 
Project plan 
Quality assurance plan 
Configuration management plan 
Relevant policies 
Relevant standards 

In multilevel test plans, each lower-level plan must reference the next 
higher-level plan. 

2.3 .'!!!.t Items 

Identify the test items including their version/revision level. Also specify 
characteristics of their transmittal media which impact hardware requirements 
or indicate the need for logical or physical transformations before testing 
can begin (for example, programs must be transferred from tape to disk). 
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Supply references to the following item documentation, if it exists: 

Requirements specification 
Design specification 
Users guide 
Installation guide 

Reference any incident reports relating to the test items. 

April 1983 

Items which are to be specifically excluded from testing may be identified. 

2.4 Features to~ Tested 

Identify all software features and combinations of software features to be 
tested. Identify the test-design specification associated with each feature 
and each combination of features. 

~-2. ·Features Not!£_ be Tested 

Identify all features and significant combinations of features which will not 
be tested and the reasons. 

2.6 Approach 

Describe the overall approach to testing. For each major group of features or 
feature combinations, specify the approach which will ensure that the feature 
groups are adequately tested. Specify the major activities, techniques, and 
tools which are used to test the designated groups of features. 

The approach should be described in sufficient detail to permit identification 
of the major testing tasks and estimation of the time required to do each one. 

Specify the minimum degree of comprehensiveness desired. Identify the tech
niques which will be used to judge the comprehensiveness of the testing effort 
(for example, determining which statements have been executed at least once). 
Specify any additional completion criteria (for example, error frequency). 
The techniques to be used to trace requirements should be specified. 

Identify significant constraints on testing such as test-item availability, 
testing-resource availability, and deadlines. 

2.7 Item Pass/Fail Criteria 

Specify the criteria to be used to determine whether each test item has passed 
or failed testing. 

2.8 Suspension Criteria and Resumption Requirements 

Specify the criteria used to suspend all or a portion of the testing ~~tivity 
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on the test items associated with this plan. Specify the testing activities 
which must be repeated, when testing is resumed. 

2.9 Tes~ Deliverables 

Identify the deliverable documents. The following documents should be includ
ed: 

Test plan 
Test design specifications 
Test case specifications 
Test procedure specifications 
Test item transmittal reports 
Test logs 
Test inc ident reports 
Test sunmary reports 
Test input data and test output data should 

be identified as deliverables. 
Test tools (for example, module drivers and 

stubs may also be included). 

2.10 Testing Tasks 

Identify the set of tasks necessary to prepare for and perform testing. Iden
tify all intertask dependenc i es and any special skills required. 

2.11 EnvjronmentaJ Needs 

Specify both the necessary and desired properties of the test environment. 
This specification should contain: the physical characteristics of the facili
ties including the hardware, the communications and system software, the mode 
of usage (for example, stand-alone), and any other software or supplies needed 
to support the test. 

Also specify the level of security which must be provided for the test facili
ties, system software, and proprietary components such as software, data, and 
hardware. 

Identify special test tools needed. Identify any other testing needs (for ex
ample, publications or office space). Identify the source for all needs which 
are not currently available to the test group. 

2.12 Responsibilities 

Identify the groups responsible for managing, designing, preparing, executing, 
witnessing, checking, and resolving. In addition, identify the groups respon
sible for providing the test items identified in 2.3 and the environmental 
needs identified in 2.11. 

These groups may include the developers, testers, operations staff, user 
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representatives, technical supp t t ff d d · · 
ity support staff. or s a , ata a ministration staff, and qual-

l•.!l Staffing~ Training Needs 

Specify test staffing needs by sk1·11 level. Id ·f · · ent1 y tra1n1ng options for providing necessary skills. 

2 .14 Schedule 

Include test milestones identified in the Software Project Schedule as well as 
all time transmittal events. 

Define any a~ditional test milestones needed. Estimate the time required to 
do each testing task. Specify the schedule for each testing task and test 
milestone. For each testing resource (that is, facilities, tools, and staff), 
specify its periods of use. 

2.15 Risks and Contingencies 

Identify the high-risk assumptions of the test plan. Specify contingency 
plans for each (for example, delayed delivery of test items might require 
creased night shift scheduling to meet the. delivery date). 

2.16 Approvals 

in-

Specify the names and .titles of all persons who must approve this plan. Pro
vide space for the signatures and dates. 

STANDARD QUALITY MANAGEMENT VOCABULARY -- CONTINUED 

IB IDEAS: Terminology, drawn from the IEEE Software Engineering 
Glossary, provides a base for understanding software quality con
trol. Approximately 110 key terms are defined. 

The terms listed below are those that have specific meaning in the Quality 
Management area. Approximately 110 terms were chosen and, with only one or 
two exceptions, they are the Glossary's complete set of Quality Management re
lated terms in the sense that none of them point outside of the set given 
here. This is the sixth installment of vocabulary terms published in Quality 
Management Monthly. 

This Glossary is~ Standard 729-~, Stock Number SH08920, and may be or
dered from IEEE Service Center, 445 Hoes Lane, Piscataway, New Jersey 08854. 
The single copy price is $7.50 (quantity discounts on 10 to 49 copies 10%; in
quire regarding further quantity discounts) plus $2.00 per order for shipping 
and handling. 
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program instrumentation: 

(1) Probes, such as instructions or assertions, inserted into a computer pro-
. · · f f t ess resource moni-gram to facilitate execution monitoring, proo o corre: n , 

toring, or other activities. (2) The process of preparing and inserting 
probes into a computer program. 

program validation: 

Synonymous with computer program validation. See validation. 

proof of correctness: 

(1) A formal technique used to prove mathematically that a program satisfies 
its specifications. See also partial correctness, total correctness. (2) A 
program proof that results from applying this technique. 

qualification testing: 

Formal testing, usually conducted by the developer for the customer, to demon
strate that the software meets its specified requirements. See also accep-
tance testing, system testing. 

quality: 

(1) The totality of features and characteristics of a product or service that 
bear on its ability to satisfy given needs (ANSI/ASQC AJ-1978). (2) See 
software quality. 

quality assurance: 

A planned and systematic pattern of all actions necessary to provide adequate 
confidence that the item or product conforms to established technical require
ments (IEEE Standard 730). 

quality metric: 

A quantitative measure of the degree to which software possesses a given at
tribute which affects its quality. 

redundancy: 

A rou~ine that may be used as a subroutine of itself, calling itself directly 
or being called by another subroutine, one that it itself has called. The use 
of a recursive routine usually requires the keeping of records of the status 
of its unfinished uses in, for example, a pushdown list. 

regression testing: 

Selective retesting to detect faults introduced during modification of a sys
tem or system component to verify that modifications have not caused unintend
ed adverse defects, or to verify that a modified system or system component 
still meets its specified requirements. 
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reliability: 

(1) The ability of an item to perform a required function under stated condi
tions for a stated period of time (ANSI/ASQC A3-1978 and IEC 271-1974). (2) 
See software reliability. 

reliability assessment: 

The process of determining the achieved level of reliability of an existing 
system or system component. 

reliability growth: 

The improvement in software reliability which results from correcting faults 
in the software. 

reliability model: 

A model used for predicting, estimating, or assessing reliability. See also 
re liabil ity assessment. 

repeatability: 

See test repeatability. 

requirements verification: 

See verification 

security: 

The protection of computer hardware and software from accidental or malicious 
access, use, modification, destruction, or disclosure. Security also pertains 
to personnel, data, communications, and the physical protection of computer 
installations. 

security kernel: 

A small, self-contained collection of key security-related statements that 
works as a privileged part of an operating system. All criteria specified by 
the kernel must be met for a program or data to be accessed. 

segment: 

(1) A self-contained portion of a computer program that may be executed 
without the entire computer program necessarily being maintained in internal 
storage at any one time (ISO). See also component, module, subprogram. (2) 
To divide a computer program into segments (ISO). (3) The sequence of computer 
program statements between two consecutive branch points. See also path 
analysis. 

software monitor: 

A software tool that executes concurrently with another computer pro$ram and 
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that provides detailed information about the execution of the other program. 

software quality: 

(1) The totality of features and characteristics of a software product that 
bears on its ability to satisfy given needs; e.g., conform to specifications. 
(2) The degree to which software possesses a desired combination of attri
butes. (3) The degree to which a customer or user perceives that software 
meets his or her composite expectations. (4) The composite characteristics of 
software that determine the degree to which. the software in use will meet the 
expectations of the customer. 

software reliability: 

(1) The probability that software will not cause the failure of a system for a 
specified time under specified conditions. The probability is a function of 
the inputs to and use of the system rather than a function of the existence of 
faults . in the software. The inputs to the system determine whether existing 
faults, if any, are encountered. (2) The ability of a program to perform a 
required function under stated conditions for a stated period of time. 

software sneak analysis: 

A technique applied to software to identify latent (sneak) logic control paths 
or conditions that could inhibit a desired operation or cause an unwanted 
operation to occur. 

CALENDAR OF EVENTS April 1983 

]&-19 ~ 1983: National Computer Conference, Anaheim, California. Contact: 
AFIPS, 1815 N. Lynn St., Arlington, VA 22209; (703) 558-3612. 

Q-.!.2, May 1983: Second Software Engineering Standards Applications Workshop, San 
Franciseo, California. Participation limited to presenters of accepted papers 
and invited speakers. Contact!• Hannan, DOT/FAA/ARD-131, 400 Independence Ave., 
Washington, DC 20591; (202) 426-9325. 

28-30 June~: FTCS-13, 1983 International Conference on Fault-Tolerant Comput
ing, Milano, Italy. Contact: Dr. Daniel i• Siewiorek, Carnegie-Mellon Univ., 
Dept. of Computer Science and EE, Schenley Park, PA, 15213. 

25-28 July 1983: Softfair, Software Development, Tools, Techniques, and Alterna
tives, Arlington, Virginia. Contact: Softfair, PO Box 639, Silver Spring, MD 
20901; (301) 589-3386 • 

.!Z,-19 October 1983: Symposium on Reliability in Distributed Software and Database 
· Systems, Palo Alto, California. Contact: Dr.!!• Liu, Department of Computer Sci
ence, Ohio State University, 2036 Neil Ave., Columbus, OH 43210; (614) 860-7766. 
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EDITORIAL : The Continued Roo t s of the Problem 

In our last editorial w o e approaches normally taken to assure------tll~t 
software .e, reaches the field, has an acceptably low number of defects. 

e of thumb might be: "To have too many defects in a product is a sin, but 
to spend so much money that the number of defects is LESS than the minimum ac
ceptable number would be a crime I" Most organizations balance the costs and, 
probably not inappropriately, "vote" on Quality by making judgements about 
whether, or after how much testing, to release a software system. 

This 
all. 
then 
mits 

balancing of costs versus defect rates is not an invalid procedure at 
Even more to the point, if the balance can be engineered successfully, 

it is certainly very much to the point! Suppose that the life cycle per
sets of Quality Management activities at all of the foll owing stages: 

Early software design, 
Late software design, 
Unit test leve 1, 
Integration test level, 
System test level (Alpha-site level), 
Beta-site leve l , 
Distribution level (Gamma-site level), 
Maintenance level. 

At each of the above listed stages there is a known percentage of defects and 
a predictable set of costs for finding a known fraction of the extant percen
tage. For example, design and code inspections f i nd about 80-90% of the ex
tant error population at costs that are only 10-20% of the programming invest
ment up to that time. Systematic unit testing may make up 10-25% of the pro
grannning costs, but it will be able to find 90% or more of the defects typi
cally present at that stage (normally, unless some thing wonderful was done 
with the software, between 10 and 80 defects per thou s and lines of code ) . 

The pattern becomes clear: at each stage there is (1) a known fault injection 
rate , (2) a known cost for discovery, and (3) a known process-failure rate 
( i.e., a pred i ctable ra te at which "ava ilable" defects are~ found). In 
principl e , the process i s now one o f simple optimizat ion: one chooses the mix
ture of techniques at each stage and l evel that minimizes the overall cost and 
produces the software with the lowest final defect ra te . This puts the 
analysis on a regular and understandable basis much like that of any other 
complicated engineering project, such as building bridges. 

From this perspective, then, how to get "good" software is a simple matter of 
optimal cho ice of the Quality Management methods used and the corresponding 
choice of time of use. Getting close to the optimum should be an easy·-- and 
delightful -- engineering task! 

-EFM 
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SECOND SOFTWARE ENGINEERING STANDARDS CONFERENCE HELD 

Key Ideas: This second edition of the Software Engineering 
9ards- A~p 1cat1on Workshop S - n variety 

:.....---------sues relating to Software Engineering Standards. Some 
pers were presented in the 3-day event. 

Held in San Francisco, California on 17-19 May 1983 at the Sir Francis Drake 
Hotel, this second edition of the Software Engineering Standards Application 
Workshop (SESAW-II) focused on IEEE Software Engineering Standards, on Nation
al Standards Efforts, on Experience with National Standards, on Assessments of 
the State of Affairs, on Proposed Approaches, and on Applications of Standards 
through the Software Engineering Life Cycle. Of particular interest to Quali
ll Mana$ement Montl,lly readers are those papers and presentations that deal 
with software quality assurance and allied techniques. About a third of the 
thirty papers or presentations were of direct concern to quality management. 

Paper Summaries/Abstracts: 

G.D. Tice, Jr., "Software Quality Assurance Guide (P983): Status Report." 

This paper presents an overview of the effort associated with 
developing a Guide to support ANSI/IEEE Standard 730-1981: Stan
dard for Software Quality Assurance Plans. It discusses the his
tory and efforts of the Working Group, the current status of the 
Guide, the projected efforts, the significant issues, and. the les
sons learned. 

J. A. Dobbins and T. Workman, "Measurement of Software Reliability." 

The Software Reliability Measurement Working Group is tasked with 
producing a Guide for Software Reliability Measurement, PAR Number 
982. The approach taken is to apply measures to the software at 
each phase of development in order to afford a means of continual 
self- assessment and correction. This is in contrast to a tradi
.tiona 1, mode 1 dependent, MTBF or MTBI approach. 

C. Mazza, "Apply, Measure, Improve: Effectiveness of ESA Software Engineering 
Standard Practices, Examined through a Concrete Example." 

The ESA Board for Software Standardization and Control has esta
blished a set of standard practices for software engineering. 
These are divided into mandatory items, recommended practice~ and 
guidelines. A concrete example of a software project (spacecraft 
control software for ECS -- the European Conmrunication. Satellite 
family) which has followed the ESA standard practices is examined 
through managerial data collected during the implementation and 
compiled in a Project History Document. The project was completed 
on schedule and within budget. 
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J. A. Kish, "The Use of IEEE Standard Documents in Testing a Numerical Control 
System. 11 

This paper describes the use of IEEE standard documents in testing 
a numerical control system. The differences between the test do
cuments used in the testing effort and the IEEE standard documents 
is described and explained. The procedures for generating and us
ing these documents in the testing effort is described and the 
benefits derived are shown. 

G. S. O'Connell, "Software Quality Assurance: A General Approach." 

This paper provides a description of the management philosophy and 
the elements of FAA-STD-018, Computer Software Quality Program Re
quirements. It emphasizes the rationale for a general specifica
tion in FAA versus a specific requirements approach. The paper 
will deal with the interpretation and subsequent application by 
contractors of this approach on FAA procurements . A discu s ion 
wi l l be provided on methods emp loyed by other government agencies 
pointing out similarities as well as some of the varied opinions 
on software quality assurance. 

P. Freeman and R. A. Hermon, "Lessons Learned from the Development and Appli
cations of Software Engineering Standards." 

Considerable experience in developing and implementing software 
engineering standards has suggested .a set of conditions that are 
necessary to their successful application. This paper relates 
lessons learned in areas such as technology training, strategic 
policy, management commitment, time estimating, standards, and 
support environments. 

R. P. Morton, "The Application of Software Development Standards to Software 
Maintenance Tasks." 

Most software standards are aimed primarily at new development, 
making it psychologically difficult for maintenance programmers 
and their managers to know what their responsibilities are when 
they change existing products. This paper presents an approach to 
solving this problem which considers four dimensions of mainte
nance documentation, called level, scope, style and urgency. The 
recommendations used to apply this approach to one organization 
are also described • 

• Shtern, "Standardized Module Interface Description as an Aid for Software 
esting." 

The difference between generic and specific statements of program 
intent is discussed. Generic statements of i ntent include accept
ed patterns of variable usage, structured programming eon~t t utts, 

1983 by Software Research Associates, San Francisco, California Page 5 



Quality Management Monthly 

standard ways of passing parameters between procedures, and so on. 
Dynamic statements of intent, i.e. functional and design specifi
cations. Modularization of software requires additional tools and 
procedures for testing interfaces between program modules. Stan
dardization of the contents and the form of the module preamble is 
necessary to ensure accurate comparison of actual interfaces with 
the statement of prograt1D11er's intent. Standard items are lists of 
input, output and update variables, global variables, files, 
input/output devices, calling and called procedures and functions. 
The implications of standardization are discussed. The need for 
interface checkers for testing of modular software is indicated. 

P. P. Howley, "A Comprehensive Software Testing Methodology." 

A diversity of methods, techniques, tools and aids are in common 
use in the industry to perform software testing. However, there 
is no assurance that "testing" connotes precisely the same concept 
among all the users of the term. This state of ambiguity has been 
confounded in recent years by the profusion of new testing con
cepts, methods, techniques, tools, languages, and systems. When 
faced with this plethora of test-related concepts, one might jus
tifiably ask, "How do we sort all these things into a practical 
standard for test programs?" This paper attempts to provide an 
answer in the form of a methodology which has the objective to 
describe a framework, a process ,and the elements for a comprehen
sive test program which incorporates modern techniques and tools. 
Guidance is provided for planning, preparing, and conducting test
ing; also for analyzing test results and for assessing the appli
cability of testing techniques and automated test tools. A taxon
omy for software testing techniques and tools is provided. This 
methodology should be generally applicable to adaptation and stan
dardization by the developers of a wide variety of software pro
ducts. 

* * * 
Referen,ce: Proceedings, Second Software Engineering Standards Application 
Workshop, IEEE Computer Society, May 1983. IEEE Order Number 83CH1884-6. LOC 
Number ,83-80503. IEEE Computer Society Order Number 470. ISBN Number 0-
8186-0018-7. IEEE 

DECEN'fR#IZED SYSTEM TESTING METHODS 

Key Ideas: Evans Products handled testing of a software system im
plemented on an IBM 3032 using ADABAS to process DP requests from 
over 30 locations. By careful planning a fairly rigorous system 
testing process yielded a good quality system liked by its users. 

The Homes Group used an IBM 3032 under MVS/JES2 in Portland, Oregon, as the 
central processor for 31 sites employing remote batch via 3270-type terminal 
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equipment and associated equipment. The application consisted of a database 
processing system which handled all shipping of materiel to customers. The 
!\DABAS DBMS was used and teleprocessing was accomplished withe Software AG's 
Com-Plete system. 

The Materiel Management System (MMS) being tested consisted of five major da
tabase update and manipulation programs, plus a bevy of support programs (some 
90+ in number). The system was under development from 1979 through 19~1; a 
technique called ''heuristic development" was used. The system criticality and 
system test goal is best summarized as: 

"The system test had to be very thorough because it was critical that 
there not be any problems with MMS after it went into production. If 
there were any problems with MMS, the regions would return to the old 
system and probably never use MMS again voluntarily (see reference 
below). 

"The system test had to prove that MMS worked well and was better than 
the existing materiel system. The test also had to serve as a training 
tool for regional users." 

The system test lasted several months, and was organized into a set of seven 
major testing cycles, each of which had from 3 to 9 sub-cycles (called 
"passes"). The total number of major tests was 39. A test consisted of run
ning one of these test groups and waiting two to three hours for the outputs, 
which were then verified according to previously developed system checklists. 
Normal daily production (using the old system) ran at the same time. In most 
cases, unless a serious error had been found, the underlying database was not 
backed up, although this was a contingency that the test team had provided 
for. 

Individual tests were prepared independently (about a day in advance) by teams 
at each of the 31 regional sites, using test data chosen according to the re
quirements established for each of the seven cycles and published earlier. 

As outputs were 
submitted tests 
concurrently). 
discoveries was 

studied, the errors detected invalidated some of the already
(which had been submitted serially, but which were running 
On average, about 3.2 restarts per pass due to error 
achieved. 

Training was achieved because each site had "experimented" with the new sys
tem. Success was attributed to the high degree of inter-site connnunication, 
to connnitment and support from senior management, and to ·use of very detailed 
checklists for test assessment. "By the end of the test original users had a 
-reat deal of confidence in MMS and felt it was their system ••• " 

Reference: R. M. Sturm, "Decentralized Sy,stem Testing," Datamation, May 1983. 
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STANDARD QUALITY MANAGEMENT VOCABULARY -- CONCLUDED 

KEY IDEAS: Terminology, drawn from the IEEE Software Engineering 
Glossary, provides a base for understanding software quality con
trol. Approximately 110 key terms are defined. 

The terms listed below are those that have specific meaning _in- the Quality 
Management area. Approximately 110 terms were chosen and, with only one or 
two exceptions, they are the Glo,ssary ~, s complete set of Quality · Management re
lated terms in the sense that none of them point outside of the set given 
here. This is the seventh and final installment of vocabulary terms published 
in Qµality Management Monthly. 

Th is Glossary is IEEE_ Stand<Jrd 729-1982, StockJ Numb,er SH08920, and may be or
dered from IEEE Service Center, 445 Hnes Lane, Piscataway, New Jersey 08854. 
The single copy price is $7 .50 (quantity discounts ' on 10 to 49 copies 10%; in
quire regarding further quantity discounts) plus $2.00 pe:r order for shipping 
and hand 1 ing. 

software~: 

A computer program used to help develop, test, analyze, or maintain 
another computer program or its documentation,~.g.,. automated aesign 
tool, compiler, test tool, maintenance tool. 

specification verification: 

See verif ication 

standards enforcer: 

A software tool that determines whether prescribed development 
have been followed. The standards may include module size, 
structure, cotmnenting conventions, use of certain statement forms, and 
documentation conventions. 

stal:ic analysis· : 

The proces.s of evaluating a program wi thout executi'ng the program. 
also desk checking, code audit, inspection, static ana1yzer-, walk
through. Contrast with dynamic analysis. 

static analyzer: 

A software tool that aids in the evaluation of a computer program 
without executing the -program. Examples include syntax checkers, com
pilers, cross-reference generators, standards enforcers, ,and flowchar
ters. Contrast with dynamic ana lyze,r. 

statistical test model: -----
A mode 1 that relates program faults to the input data !?et or sets) 
which cause them to be encountered. The model also -gives the probabil i-

' ' 
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ty that these faults will cause the program to fail. 

Stub: 

(1) A dummy program module used during the development and testing of a 
~ r !~ module. ... (2) A program statement substituting for the body 

of a program unit and indicating that the unit is or will be defined 
elsewhere. 

symbolic execution: 

A verification technique in which program execution is simulated using 
symbols rather than actual values for input data, and program outputs 
are expressed as logical or mathematical expressions involving these 
symbols. 

system reliability: 

The probability that a system, including all hardware and software sub
systems, will perform a required task or mission for a specified time in 
a specified environment. See also operational reliability, software re
liability. 

system testing: 

The process of testing an integrated hardware and software system to 
verify that the system meets its specified requirements. See also accep
tance testing, qualification testing. 

test bed: 

(1) A test environment containing the hardware, instrumentation tools, 
simulators, and other support software necessary for testing a system or 
system component. (2) The repertoire of test cases necessary for test
ing a system or system component. 

test case: 

A specific set of test data and associated procedures developed for a 
particular objective, such as to exercise a particular program path or 
to verify compliance with a specific requirement. See also testing. 

test data: 

Data developed to test a system or system component. See also test 
case. 

test driver: 

A driver that invokes the item under test and may provide test inputs 
and report test results. 
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A chronological record of all relevant details of a testing activity. 

The period of time in the software life cycle during which the com
poneots of a software product are evaluated and integrated, and the 
software product is evaluated to determine whether or not requirements 
have been satisfied. 

A document prescribing the approach to be taken for intended testing ac
tivities. The plan typically identifies the items to be tested, the 
testing to be performed, test schedules, personnel requirements, report
ing requirements, evaluation criteria, and any risks requiring con
tingency planning. 

Detailed instructions for the set up, operation, and evaluation of 
results for a given test. A set of associated procedures is often com
bined to form a test procedures document. 

~~st repeatability: 

An attribute of a test indicating whether the same results are produced 
each time the test is conducted. 

test report: 

A document describing the conduct and results of the testing carried out 
for a system or system component. 

test validity: 

The degree ,to which a test accomplishes its specified goa • 

testability : 

(1) The extent to· which software facilitates both the establishment o~ 
test criteria and the evaluation of the software with respect to those 
criteria. (2) The extent to which the definition of requirements facil
itates analysis of the requirements to establish test criteria. 

testing: 

The process bf ex_ercising or evaluating a system or system component by 
manual or automated means to verify that it satisfies spe~ified require
ments or to identify differences between expected and actual results. 
Compare with debugging. 

timing analyzer: 

A software tool that estimates or measures the execution time -0f a com-
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puter program or portions of a computer program either by summing the 
execut ion times of the instructions i n each path, or by inserting probes 
at specific points in the program and measuring the execution time 
between probes. 

!21?.-down testing: 

The process of checking out hierarchically organized programs, progres
sively, from top to bottom, using simulation of lower level components. 

total correctness: 

In proof of correctness, a designation indicating that a program's out
put assertions follow logically from its input assertions and processing 
steps, and that, in addit i on , t he program terminates under all specified 
input conditions. Contrast with partial correctness. 

trace: 

(1) A record of the execution of a computer program; it exhibits these
quences in which the instructions were executed (ANSI). (2) A record of 
all or certain classes of instructions or program events occurring dur
ing execution of a computer program. (3) To produce a trace. 

tracer: 

A software tool used to trace. 

vali<iation: 

The process of evaluat ing software at the end of the software develop
ment process to ensure compliance with software requirements. See also 
verification. 

verificat,i.on: 

(1) The process of determining whether the products of a given phase of 
the software development cycle fulfill the requirements establ i shed dur
ing the previous phase. See also validation. (2) Formal proof of pro
gram correctness. See proof of correctness. ( 3 ) The act of reviewing, 
inspecting, testing, checking, auditing, or othe r wise establishing and 
documenting whether items, processes, services, or documents conform to 
specified requirements (ANSI/ASQC A3-1978). 

walk-through: 

A review process in which a designer or programmer leads one or more 
other members of the development team through a segment of design or 
code that he or she has wr i tten, while the other members ask questions 
and make comments about technique, style, possible errors, violation of 
development standards, and other problems. Contrast with inspection. 
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CALENDAR _.Q! EVENTS -- May 1983 

19-22 ~ 1983: Twelfth Annual Computer Elements Vail Workshop, Vail, Colora
do. Contact: L. f_. Hobbs, PO Box 686, Corona del M'"ar, CA 92625; (714) 546-
0910. 

28-30 June 1983: FTCS-13, 1983 International Conference on Fault-Tolerant Com
puting, Milano, Italy. Contact: Dr. Da~iel f• Siewiorek, Carnegie-Mellon 
Univ., Dept. of Computer Science and EE, ~Schenley Park, PA 15213. 

28-30 June 1983: Jofnt meeting of the Computer Society's Software Reliability 
Mea~r~t Working Group and the Reliability Society's Software Reliability 
Technical Committee, Los Angeles, California. Contact: Myron Lipow, (213) 
535-1899. 

~-28 July 19§3: Softfair, Software Development, Tools, Techniques, and Alter
natives, Arlington, Virginia. Contact: Soft(air, PO Box 639, Silver Spring, 
MD 20901 ;· (301) 589-3386 • 

.!2_-23 September 1983: IFIP 83, Ninth World Computer Congress, Paris, France. 
- Contact: Program CoJlll!littee, IFIP Congress 83, 4 ET6, Place de Valois, F-75017 

Paris,. France. 

~-29 September 1983: Compean Fall 83, Arlington, Virginia. Contact: Compean 
Fall 83, PO Box 639, Silver Spring, MD 20901; (310) 589-8142 • 

.!2_-.!2_ October 1983: Symposium on Reliability in Distributed Software and Data
base Systems, Palo Alto, California. Contact: Dr.~- Liµ, Department of Corq
puter Science, Ohio State University, 2036 Neil Ave., Columbus, OH 43210; 
(614) 860-7766. 

17 -21 October 1983: Tutorial Week West 83, San Francisco, California. Con
t';ct:Robert Long (~-72), Tutorial Week West 83, Lawrence Livermore National 
Laboratory, PO Box 808, Livermore, CA 94550; (415) 422-4339 or 4260 • 

.Z.-.!.!. November 1983: Compsac 83, The IEEE Computer Society's Seventh Interna
tional Computer Software and Applications Conference, Chicago, Illinois. (Tu
torials, J & 8 November; Conference, 9-11 November.) Contact: ~ompsac 83, PO 
Box 639, Silver Spring, MD 20901; (301) 589-8142. 

6-8 December 1983: Software Maintenance Workshop, Monterey, California. Con
ta~t: N. Schneidewind, Computer Science Department, Naval Postgraduate School, 
Monter;y, CA 93940; (408) 626-2719. 

23-25 October 1984: The Fifth Israeli Conference on Software Quality As
surance, Tel Aviv, Israel. Preliminary call .f2!. papers. This is a forum for 
presenting state-of-the-art work in software quality assurance. Papers are 
especially solicited which describe verification, validation_, and testing 
methods and tools. Papers should be no longer than 5000 words. All papers 
will be refereed. Proceedings will be published as a special issue of ISQA. 
Submit five copies of papers by 1 January -1984 to: Ben Livson, Dept. 4540, Is
rael Aircraft Industries Ltd., Ben Gurion International Airport, Lod 70100, 
Israel. 

@ 1983 by Software Research Associates, San Francisco, California \ Page 12 


	QMM-1-01
	QMM-1-02
	QMM-1-03
	QMM-1-04
	QMM-1-05
	QMM-1-06
	QMM-1-07
	QMM-1-08
	QMM-1-09
	QMM-1-10
	QMM-1-11
	QMM-1-12
	QMM-2-01
	QMM-2-02

